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   preface
 
  
 
   
   What does security mean in the daily life of a software developer? Many would answer with words like encryption, authentication, and compliance. Others might think of security as something handled by a separate team, reviewed late in the process, or added through configuration and checklists. In practice, security is none of these things alone. It’s a property that emerges from thousands of small decisions made while designing, implementing, and operating software.
 
  
 
   
   As developers, we spend most of our time building systems that communicate, store data, and make decisions on behalf of users. Every one of these activities carries implicit trust assumptions. Which data can be trusted? Which systems are allowed to talk to each other? Who is allowed to perform an action, and under what conditions? These questions are rarely labeled “security work,” yet they define how secure a system actually is.
 
  
 
   
   Security problems often arise not because developers ignore security but because they don’t completely understand the underlying mechanisms. Encryption is enabled, but it’s used incorrectly. Authentication works, but authorization is too coarse or too permissive. Certificates are configured, but their trust model is unclear. In many cases, the system appears to function correctly until it fails in subtle ways, so we must understand both what a mechanism does and what it doesn’t do.
 
  
 
   
   This book was written to help developers build that understanding. Rather than present security as a collection of rules or defensive tricks, it explains the building blocks of modern application security—cryptography, identity, secure communication, and authorization—and shows how they fit together in real systems. The focus is on clarity, practical reasoning, and avoiding common misconceptions that lead to fragile or insecure designs. 
 
  
 
   
   All examples in this book were written in Java simply because a concrete language is necessary to explain ideas precisely. The concepts themselves, however, aren’t tied to Java or the Java virtual machine (JVM). The security principles discussed here apply regardless of language, framework, or platform.
 
  
 
   
   Our goal is not to turn you into a security specialist but to make you a more effective and confident developer—one who can reason about security, recognize risky patterns, and make informed tradeoffs. In modern software systems, security isn’t a separate concern; it’s part of professional software development. We hope that this book helps you treat it that way.
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   about this book
 
  
 
   
   Because you’ve opened this book, we assume that you’re a software developer or are closely involved in building software systems that run in production and handle real users, real data, and real risks. You might work primarily with Java and the JVM, but the principles in this book apply equally if you use Kotlin, Scala, or any other modern platform. Security isn’t tied to a single language; it’s tied to how systems are designed, built, and operated.
 
  
 
   
   As a developer, you already make security-related decisions every day, often without realizing it. How you store passwords, how services talk to one another, how keys and certificates are managed, how data is serialized, logged, or cached—all these choices have security implications. Yet many security concepts are taught at a highly theoretical level or from the perspective of attackers, leaving developers unsure how to apply them in real systems.
 
  
 
   
   This book takes a different approach. It focuses on security from a developer’s point of view. It explains how systems fail, how security mechanisms actually work, and how to use them correctly. The goal isn’t to turn you into a cryptographer or a security specialist; we want to give you enough understanding to make good decisions, recognize dangerous patterns, and ask the right questions.
 
  
 
   
   Throughout the book, we focus on practical scenarios drawn from real-world systems: microservices, APIs, cloud deployments, and enterprise environments. We emphasize why things exist, not simply how to configure them. When something goes wrong, you should understand what broke, why it broke, and how to fix it safely. By the end of the book, you should feel more confident discussing security topics with colleagues, reviewing security-related code, and designing systems that are secure by default rather than secure by accident. We discuss topics such as the following and illustrate them with examples:
 
  
 
   
   	 Core security principles every developer should know 
 
   	 How cryptography works in practice (and where it’s often misused) 
 
   	 Secure communication using Transport Layer Security (TLS) and mutual TLS (mTLS) 
 
   	 Authentication, authorization, and identity in distributed systems 
 
   	 How to protect secrets, keys, and certificates 
 
   	 Common security pitfalls in application and system design 
 
  
 
   
   Who should read this book
 
  
 
   
   This book is for software developers who want to understand security and build systems that are safe by design. Regardless of the programming language you use, security concepts such as authentication, encryption, identity, and secure communication apply everywhere. If you write code that runs in production, handles user data, or communicates over a network, security isn’t optional; it’s part of your job.
 
  
 
   
   The book is especially valuable for developers who feel that security is often presented as too abstract or specialized. It explains why security mechanisms exist, what problems they solve, and how they fail when they’re misunderstood or misused. The goal is to give you the knowledge you need to make informed decisions and avoid common and costly mistakes.
 
  
 
   
   All examples in this book were written in Java. We made that choice for consistency and clarity, not because the material is Java-specific. The principles, patterns, and pitfalls discussed here apply equally to any modern programming language or platform.
 
  
 
   
   The only prerequisite is a basic understanding of programming concepts. No security knowledge is required.
 
  
 
   
   How this book is organized: A road map
 
  
 
   
   This book is divided into five parts, each addressing a distinct aspect of application security. The progression is intentional because security is best understood by starting with the big picture and then gradually moving toward concrete mechanisms, protocols, and real-world service-to-service interactions. You can read the parts independently, but following them in order will give you a coherent mental model of how modern application security fits together:
 
  
 
   
   	 Part 1—Application security: The big picture 
 
  
 
   
   We begin by looking at application security as a whole. This part explains what application security means, why it matters, and how it fits into modern software systems. We introduce key concepts such as trust boundaries, threat models, and security responsibilities, and we discuss common standards used for authentication and service-to-service communication. The goal is to establish context and align expectations before diving into specific technologies.
 
  
 
   
   	 Part 2—Cryptography foundations 
 
  
 
   
   Cryptography underpins almost every security mechanism used today but is often misunderstood or misapplied. In this part, we focus on the fundamentals of cryptography as used in real systems: message integrity, authentication, symmetric encryption, and public key cryptography. We explore both RSA and elliptic-curve–based approaches, emphasizing practical use cases, guarantees, and common mistakes rather than mathematical detail. 
 
  
 
   
   	 Part 3—Securing communication channels 
 
  
 
   
   When cryptographic foundations are in place, we turn to secure communication. This part covers public key infrastructure (PKI), X.509 certificates, and TLS. You’ll learn how certificates are issued and managed, how trust is established between systems, and how TLS protects data in transit. The focus is on understanding what these mechanisms guarantee—and what they don’t—so you can reason about secure communication with confidence.
 
  
 
   
   	 Part 4—Modern authentication and identity 
 
  
 
   
   Modern applications rarely rely on simple username-and-password authentication. In this part, we explore contemporary identity and authentication mechanisms, including JSON Object Signing and Encryption (JOSE), OAuth 2.0, OpenID Connect (OIDC), and single sign-on (SSO). We also examine passwordless approaches such as magic links, one-time passwords, and WebAuthn. This section explains how identity flows work end to end and where they commonly fail in practice.
 
  
 
   
   	 Part 5—Securing service-to-service call chains 
 
  
 
   
   Finally, we focus on securing communication between services in distributed systems. This part addresses service identity and authorization across call chains, including role-based, attribute-based, and relationship-based access control models. The emphasis is on designing authorization that scales with system complexity, avoids implicit trust, and remains understandable as systems evolve.
 
  
 
   
   Each chapter is designed to stand on its own, allowing you to jump directly to topics that are relevant to your current work. But following the road map in order will help you develop a complete understanding of application security, from high-level concepts to concrete mechanisms used in modern distributed systems.
 
  
 
   
   About the code
 
  
 
   
   The book comes with about 30 projects designed to show particular applications of the discussed security topics. Even if the Java technologies we use are less relevant for the techniques we teach, we chose to use the latest long-term-supported Java version (Java 21) and Spring, one of the most-used Java application frameworks today. 
 
  
 
   
   Each project is built with Maven, making it easy to import it into any IDE. We used IntelliJ IDEA to write the projects, but you can choose to run them in Eclipse, Apache NetBeans, or any other tool of your choice. The appendix gives you an overview of installation and setup.
 
  
 
   
   This book contains many examples of source code both in numbered listings and inline with normal text. In both cases, source code is formatted in a fixed-width font like this to separate it from ordinary text. Sometimes, code is also in bold to highlight code that has changed from previous steps in the chapter, such as when a new feature adds to an existing line of code.
 
  
 
   
   In many cases, the original source code has been reformatted; we’ve added line breaks and reworked indentation to accommodate the available page space in the book. In rare cases, even this was not enough, and listings include line-continuation markers (↪). Additionally, comments in the source code were removed from the listings when the code is described in the text. Code annotations accompany many listings, highlighting important concepts.
 
  
 
   
   You can get executable snippets of code from the liveBook (online) version of this book at https://livebook.manning.com/book/software-security-for-developers. The complete code for the examples in the book is available for download from the Manning website at https://www.manning.com/books/software-security-for-developers and from GitHub at https://github.com/Software-Security-For-Developers/software-security-for-developers. 
 
  
 
   
   liveBook discussion forum
 
  
 
   
   Purchase of Software Security for Developers includes free access to a private web forum run by Manning Publications where you can make comments about the book, ask technical questions, and receive help from the authors and other users. To access the forum and to subscribe to it, go to https://livebook.manning.com/#!/book/software-security-for-developers/discussion. 
 
  
 
   
   Manning’s commitment to our readers is to provide a venue where meaningful dialogue between individual readers and between readers and authors can take place. It isn’t a commitment to any specific amount of participation on the part of authors, whose contributions to the forum remain voluntary (and unpaid). We suggest that you try asking the authors some challenging questions lest their interest stray! The forum and the archives of previous discussions will be accessible on the publisher’s website as long as the book is in print.
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   Part 1 Application security: The big picture
 
  
 
   
   Computer security is a vast field with many technologies that must be learned independently and then combined correctly in an application. Application developers and architects typically learn security technologies on the job when they first encounter them, under pressure to deliver product features and bug fixes. Reading blog posts, copying and pasting configuration settings, and searching Stack Overflow (or, more recently, using AI tools) for help can leave developers feeling that they don’t understand security and don’t have the time and resources to learn it properly.
 
  
 
   
   Part 1 aims to provide a step-by-step plan that breaks security technologies into easily digestible chunks that a developer or architect can learn quickly and independently on the job. The plan starts by building a mental model of cloud-native application security. The model allows you to answer the following questions with confidence:
 
  
 
   
   	 What security technologies do you need to know to implement security on the application you’re currently working on? 
 
   	 What is the best order in which to learn security technologies so you don’t get stuck because you’re missing a prerequisite for what you’re learning? 
 
   	 What level of depth should you aim for when learning a security technology? 
 
   	 What is the division of roles and responsibilities between application developers, architects, cloud automation engineers, infrastructure providers, and security engineers? 
 
  
 
   
   Part 1 will help you grasp the big picture and connect the dots between the security standards and technologies widely used for cloud-native applications. It will also help you zoom in on the parts of the book most relevant to your needs.
 
  

 
   
   1  Making sense of application security
 
  
 
   
   This chapter covers
 
    
    	Why learning security is important
 
    	The consequences of poor security practices
 
    	What are the roles in the information security field
 
    	Identifying the security skills you should possess as an application developer
 
   
 
  
 
   
   Every week we are treated to a headline about some security vulnerability in a widely used piece of software or a data breach at a mega-corporation affecting millions of users (figure 1.1). My bank replaced my credit card twice in a five-year period due to data breaches at large retailers where I shopped.
 
  
 
    
   [image: figure] 
   Figure 1.1 Headlines showcasing major recent data breaches and security vulnerabilities, emphasizing the widespread impact on millions of users and the persistent threat to digital security

  
 
   
   We used to think that security vulnerabilities are primarily a software issue. Hardware security vulnerabilities have been common in recent years, though. The Meltdown and Spectre vulnerabilities, disclosed in January 2018, allowed attackers to bypass CPU hardware protections and gain unauthorized memory access (https://meltdownattack.com/). In a cloud or multi-tenant environment, Meltdown and Spectre made it possible for one cloud tenant to see the memory of another tenant. The hardware walls we depend on to isolate workloads were suddenly full of holes for attackers to sneak through.
 
  
 
   
   The past few years have taught us that every layer of the stack, from hardware all the way to JavaScript in a web browser, can have security vulnerabilities. Security is everyone’s collective responsibility to build and run IT systems, from hardware engineers who design the processors in our phones to application developers who build the e-commerce applications that keep our kitchens stocked with food. Regardless of your role in the IT world, security is your responsibility.
 
  
 
   
   1.1 Developers’ responsibility in software security
 
  
 
   
   This book helps software developers understand security in a practical, realistic way. It explains why modern systems are hard to protect and what tradeoffs we face between speed, cost, and safety. You’ll learn the core ideas behind cryptography, authentication, and secure communication, and how they show up in everyday tools like TLS, certificates, and cloud platforms. If some of these terms are new, they won’t stay that way for long.
 
  
 
   
   This isn’t a book about becoming a hacker or a cryptography professor. It’s a guide to building software that doesn’t become tomorrow’s headline. A serious security incident can end a company.
 
  
 
   
   1.1.1 What does secure development actually look like?
 
  
 
   
   To make this concrete, let’s look at a simple example. Suppose you build a web application that allows users to search for a product by name. The application receives input from a web form and queries a database. A naive implementation might look like this:
 
  
 
   
    
    String query = "SELECT * FROM products WHERE name = '" + userInput + "'";
Statement stmt = connection.createStatement();
ResultSet rs = stmt.executeQuery(query);
  
   
 
  
 
   
   At first glance, this looks harmless. The developer simply takes the user’s input and builds a SQL query. But this common approach opens the door to a class of attacks known as SQL injection. If an attacker enters the following input:
 
  
 
   
    
    ' OR '1'='1
  
   
 
  
 
   
   The query becomes
 
  
 
   
    
    SELECT * FROM products WHERE name = '' OR '1'='1'
  
   
 
  
 
   
   Now the database returns all products instead of one. With more malicious input, an attacker could delete data, modify records, or extract sensitive information. This vulnerability exists not because the developer intended harm, but because the developer did not understand how untrusted input interacts with the database. Secure development means recognizing these risks and writing code that prevents them. In this case, the secure solution would use parameterized queries or prepared statements.
 
  
 
   
   This example is a classic one, and you may have already heard of SQL injection. It serves as a simple illustration of what a security flaw looks like and why we must adopt a security-first mindset. Throughout this book, we won’t focus only on SQL injection–type issues, but on a wide range of scenarios—some simple, some more complex—that can lead to incorrect application behavior and negatively impact users and organizations.
 
  
 
   
   As a developer, security shows up in your daily work in several stages:
 
  
 
   
   	 Design—Choosing authentication mechanisms, deciding how services communicate, defining trust boundaries 
 
   	 Implementation—Writing code that validates input, uses encryption correctly, and avoids insecure patterns 
 
   	 Dependency Management—Selecting and updating third-party libraries 
 
   	 Configuration—Enabling TLS, configuring identity providers, setting secure defaults 
 
   	 Deployment and Maintenance—Responding to vulnerabilities, patching dependencies, rotating secrets 
 
  
 
   
   This book walks through these responsibilities step by step. You will learn not only what the standards and protocols are, but how they influence your decisions at each stage of the development lifecycle.
 
  
 
   
   1.1.2 How security expectations shape the developer’s role
 
  
 
   
   The heightened focus on security by senior business leaders affects application developers in the following ways:
 
  
 
   
   	 Use all product security features: executives expect developers to use every security feature available in products to secure an application. Do you know how to configure and use the security features in the application server, database, object store, message broker, API gateway, service mesh, cloud services, programming language, and development frameworks being used on a project you are working on? It is no longer enough to know how to use a product, you must know how to use it securely. 
 
   	 Follow corporate security standards: executives expect applications to pass strict corporate security assessments and audits. As a developer, you must explain to assessors and auditors how your application meets corporate security standards. This means you need to be able to speak the security language used by information security professionals so you can avoid costly remediation work to fix security issues late in the development cycle. 
 
   	 Design and implement secure applications: executives expect architects and developers to design and implement secure applications. This means that you must be familiar with many security protocols and technologies required to design and implement secure applications. 
 
   	 Enable DevSecOps Transformation: executives are investing heavily in breaking down the silos between the development, operations, and security teams. We call this set of practices DevSecOps. As a developer you need to become familiar with new tools, processes, and practices used to implement DevSecOps. 
 
  
 
   
   Figure 1.2 provides a map of the broad areas of application security. As a developer, you spend your time in the middle layer of the pyramid. The top of the diagram above represents the goals of senior business leaders to build secure applications that can stand up to attacks. The higher layers of the diagram depend on the layers below them. To secure an application, you need to use security libraries; for example, a Java web application might use Spring Security to authorize user access.
 
  
 
    
   [image: figure] 
   Figure 1.2 Layers at the top depend on the layers below them. All the layers are required to produce secure application. The standards, protocols, and patterns used to secure applications are the primary focus of this book; they are the foundation that you need to use security libraries in your application effectively.

  
 
   
   But security libraries are not enough to provide security. You must design, code, and maintain the application in a secure way by following the corporate security practices for application development, for example, performing a security code review or setting code analyzers that detect common security coding mistakes.
 
  
 
   
   Security libraries and frameworks provide implementations of industry-standard protocols and patterns in specific programming languages. For instance, the Java Standard Libraries include support for Transport Layer Security (TLS), which we’ll explore in chapter 11, while Spring Security offers robust support for OpenID Connect (OIDC), discussed in chapters 12 and 13. Developers often invest significant effort into mastering these security libraries, which are critical to building secure applications, though many developers find these libraries challenging to learn and cumbersome to use effectively (figure 1.3).
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   Figure 1.3 While developers often focus on libraries, frameworks, and tools at the mid-level, true security stems from foundational knowledge of standards, protocols, and patterns, as well as adherence to corporate and industry security practices. Bridging the gap between these layers leads to more effective and secure development.

  
 
   
   The root cause of developer difficulties using security libraries is a lack of knowledge about the underlying standards, protocols, and patterns the libraries implement. If you understand the underlying security standards, protocols, and best practices, you will find security libraries and frameworks much easier to learn and use. For example, if you understand the OpenID Connect standard, you will find configuring Single Sign On (SSO) authentication with Spring Security easy to configure and debug.
 
  
 
   
   TIP  If you are familiar with the standards, protocols, and patterns, using security libraries and frameworks becomes much easier. Investing time to understand these underlying principles will significantly enhance your ability to work effectively with security tools.
 
  
 
   
   We focus on teaching you the standards, protocols, and patterns implemented by the majority of application security libraries and frameworks through understanding the use case sample applications. The sample applications are implemented in Java using plain Java but also open-source frameworks such as Google Tink, Nimbus, Spring Security and others.
 
  
 
   
   1.2 Securing the supply chain risk
 
  
 
   
   Applications are built on top of hundreds of open-source libraries and propriety software components. For example, today I am working on a Spring Boot application that depends on 106 open-source third-party libraries. I have seen some enterprise applications with 250+ library dependencies. Reusing software components across applications is a huge time and cost saver. It also introduces the possibility of catastrophic security failures.
 
  
 
   
   In 2017, the American credit reporting agency Equifax was hacked, exposing the credit histories of 150 million American citizens. As of May 2019, Equifax has spent over 1.4 billion dollars on cleanup costs (https://www.bankinfosecurity.com/equifaxs-data-breach-costs-hit-14-billion-a-12473). The hack was caused by a known vulnerability (CVE-2017-5638) in the Apache Struts library that Equifax failed to patch even though the vulnerability was known for months (https://www.zdnet.com/article/equifax-confirms-apache-struts-flaw-it-failed-to-patch-was-to-blame-for-data-breach/). The Equifax hack illustrates the importance of keeping all components in an application’s software supply chain updated.
 
  
 
   
   In 2018, a backdoor for stealing Bitcoin was added to a popular JavaScript library called Event-Stream, which averages 2 million weekly downloads from the NPM repository (https://www.zdnet.com/article/hacker-backdoors-popular-javascript-library-to-steal-bitcoin-funds/). The backdoor successfully attacked the Copay Bitcoin wallet versions 5.0.2 to 5.1 (https://arstechnica.com/information-technology/2018/11/hacker-backdoors-widely-used-open-source-software-to-steal-bitcoin/). The attack occurred after the original author of the Event-Stream package got tired of working on it and transferred control of the project to a new developer who added the backdoor.
 
  
 
   
   The Event-Stream attack is not an isolated incident. Many other attacks like it have been reported over the past few years. The Event-Stream attack illustrates the importance of vigilance against software supply chain attacks. Attacks against the software supply chain are increasing because they are highly effective and devastating.
 
  
 
   
   To secure an application, all direct and indirect dependencies must be validated because every library becomes part of the final executable, even if its code is not explicitly used. Supply chain security is an industry-wide challenge since software depends on long chains of external providers. New tools and processes are required to manage this risk.
 
  
 
   
   Automated vulnerability scanners can identify insecure dependencies by analyzing source code, build files, and artifacts, and comparing versions against known vulnerability databases. These scanners should run on every commit as part of the Continuous Integration (CI) pipeline and fail builds that introduce vulnerable libraries.
 
  
 
   
   Scanners must also rescan applications when vulnerability databases are updated, since new flaws can be discovered after deployment. Modern scanners can even upgrade dependencies automatically, making it possible—when combined with automated testing and delivery pipelines—to patch production systems within hours of a newly disclosed Common Vulnerabilities and Exposures (CVEs).
 
  
 
   
   I recently encountered a mission-critical system still using a 12-year-old Java library because developers had written over 100,000 lines of code against internal APIs that were later removed. The high cost of refactoring delayed upgrades for more than a decade.
 
  
 
   
   Note  Always use publicly documented APIs so upgrades remain possible. This protects your future self and other developers and is the correct and secure practice.
 
  
 
   
   GitHub’s Dependabot provides free vulnerability scanning, and many other mature commercial tools exist in a rapidly evolving ecosystem. Modern Continuous Integration and Deployment (CI/CD) pipelines now also include automated code scanning and AI-assisted code review, which can detect security risks such as unsafe APIs, injection flaws, and insecure patterns. Tools like CodeRabbit and investments from major vendors, including Google, reflect this shift.
 
  
 
   
   Developers must recognize the seriousness of software supply chain security, stay current with new solutions, and encourage their organizations to adopt them. While this book cannot cover every tool, it explains the cryptographic foundations on which they are built. Part 2 of the book covers the foundational security technologies and standards used in all security areas, so make sure to read part 2 so you can more easily stay up to date with progress and developments in securing the software supply chain.
 
  
 
   
   1.3 Roles and responsibilities in security
 
  
 
   
   Computer security is a massive topic with many different subfields and specializations. It can take a lifetime to master computer security. As a developer, you must focus on the subset of computer security subjects most relevant to your needs for writing secure applications. Figure 1.4 shows a continuum of security-related skills that can help you understand what you need to know and where to focus your efforts to learn security.
 
  
 
    
   [image: figure] 
   Figure 1.4 The spectrum of technical roles involved in computer security roles and responsibilities

  
 
   
   Mathematicians produce the foundations upon which computer security rests. For example, elliptic curves are used to implement public key cryptography, frequently used in the TLS. Advances in mathematics can make new security algorithms possible or break existing ones. As a developer, you do not need to be familiar with the mathematics underlying computer security since you’ll not work directly with these equations. However, you must understand what cryptographic mechanisms are designed to protect, where they should be applied, and what risks arise when they are misused.
 
  
 
   
   Cryptographers use specific areas of mathematics to design foundational algorithms for encryption, secure key (password) exchange, hashing, random number generation, digital signatures, and secure combinations between systems. Cryptographers also analyze security algorithms and protocols for weaknesses. As a developer, you don’t need to understand how cryptographic algorithms work, but you need to understand what the algorithms do, when to use them, and how to configure them. Part 2 of the book covers foundational algorithms that you should be familiar with as a developer.
 
  
 
   
   Security standard engineers define security standards that allow applications to interoperate across network boundaries, operating systems, and programming languages. Transport Layer Protocol (TLS) and OpenID Connect are standards you will frequently encounter as a developer. It is essential to be familiar with the security standards so you can
 
  
 
   
   	 Write secure applications that pass corporate security audits 
 
   	 Quickly configure libraries and frameworks that implement the standards without spending hours searching blogs and online resources such as stackoverflow.com 
 
   	 Debug security issues and configurations quickly 
 
  
 
   
   Standard implementation engineers implement security standards as reusable libraries in a variety of programming languages. For example, OpenJDK engineers implement a large number of security standards as part of the Java standard libraries. As an application developer, you need to learn how to use libraries that implement security standards correctly. The book provides Java-based implementations for the standards we will study.
 
  
 
   
   Framework engineers implement libraries to accelerate application development in a specific programming language. Framework developers focus on common use cases that applications need to implement and provide out-of-the-box code to implement the functionality. As an application developer, you need to master these frameworks to build applications effectively. The book uses the Spring Framework ecosystem to demonstrate how to implement a variety of common security use cases.
 
  
 
   
   Corporate information security is the team responsible for the security of all applications deployed in a company. They write the corporate security standards that applications must adhere to and consult with development teams to help them secure their applications and comply with corporate standards. As a developer, you need to become familiar with your employer’s security standards; this book provides you with the technical background to quickly understand corporate security standards. A key goal of the book is to help you become a better partner to your InfoSec team.
 
  
 
   
   Auditors and assessors evaluate the design and implementation of applications to ensure that that they comply with security best practices and corporate standards. Information Security audit/assessment is a prerequisite for getting an application to production. Failing the security audit means a delay in releasing to production. A key goal of this book is to teach you security skills so that your applications pass security audits and assessments without costly length rework.
 
  
 
   
   Hackers break into systems either (if they are bad intentioned) to steal data, money, and products, or to find the vulnerabilities before the bad intentioned ones do (we’ll also refer throughout the book to the bad intentioned hackers as attackers or hostile actors). This book does not cover the numerous techniques that hackers use to break into applications. You can find more about these in books such as The Web Application Hacker’s Handbook: Finding and Exploiting Security Flaws, Second Edition, by Dafydd Stuttard and Marcus Pinto.
 
  
 
   
   As you can see, computer security brings together many roles, each with its own responsibilities and expertise. You don’t need to become a mathematician, a cryptographer, or an auditor to write secure code. But you do need to understand enough of their work to use it wisely. This book focuses on the developer’s part of the spectrum: learning how to apply standards, use libraries, and build applications that meet both technical and corporate security expectations. With this foundation, you’ll be better equipped to collaborate with security teams, pass audits with confidence, and most importantly, create software that users can trust.
 
  
 
   
   1.4 What you will learn in this book
 
  
 
   
   We’ll begin with a clear, big-picture view of what security means in real software projects, so you understand why it matters. Step by step, we’ll then dive into the basics of cryptography and explore the protocols and standards that bring those ideas to life. By the end, you’ll not only know how these pieces fit together but also feel confident applying them to build safer and more reliable applications.
 
  
 
   
   The book’s examples are provided with Java and Java-related libraries, but the skills you learn from the book are invaluable regardless of the language and platform you use. You’re invited to read the book
 
  
 
   
    
  
 
   
   	 Understanding what security means in real-world software development 
 
   	 Recognizing common risks and how attackers might exploit them 
 
   	 Applying the basics of cryptography to protect data 
 
   	 Using protocols and standards (like TLS and OAuth) in practice 
 
   	 Designing applications with identity, authentication, and authorization in mind 
 
   	 Building secure communication between services 
 
   	 Knowing how to spot and fix common security mistakes in code 
 
   	 Gaining confidence to make design choices that keep applications safe 
 
  
 
   
   Summary
 
  
 
   
   	 Security vulnerabilities can exist at every layer of the stack, from hardware (e.g., Meltdown, Spectre) to application code. 
 
   	 Security is everyone’s responsibility, not just InfoSec teams—developers play a central role. 
 
   	 The business impact of breaches is massive (e.g., Marriott, Equifax), often costing millions or even billions. 
 
   	 Security libraries (like Spring Security) are essential but hard to use unless you understand the underlying standards and protocols. 
 
   	 Supply chain attacks (e.g., Equifax Apache Struts, Event-Stream Bitcoin theft) highlight the need for vigilance in managing dependencies. 
 
   	 Automated vulnerability scanning in CI/CD pipelines is a best practice to detect and fix issues quickly. 
 
   	 Stick to published APIs in libraries to ensure maintainability and security over time. 
 
   	 Different roles contribute to security: mathematicians, cryptographers, standards engineers, framework engineers, InfoSec teams, auditors, and developers. 
 
   	 Developers don’t need deep expertise in all these roles, but they must understand enough to apply standards and use libraries correctly. 
 
   	 This book teaches developers the foundations (cryptography, protocols, standards) so they can confidently build secure, reliable applications. 
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