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Preface
There are thousands of reliable systems out there, and Ansible is the unsung hero that makes sure all your IT work is done on time and can be reviewed easily. Our second edition shows you exactly the kind of tried-and-tested technique that will help you bring that stability to your own operation This edition is a hands-on rewrite built on Ansible-Core 2.21, where you'll set up a clean control node, write reusable roles, protect secrets and test each change before it reaches a server. Next, you'll be patching Linux and Windows fleets, provisioning AWS and Azure resources using Terraform, deploying to Kubernetes and OpenShift, and sharing automation safely through Ansible Automation Platform.
In the later chapters, it's all about production. You'll build monitoring with Prometheus and Grafana, fix familiar failures automatically with Event-Driven Ansible, and diagnose CPU, memory, database and network faults with ready-to-run playbooks. At last, you'll be able to hook up AI agents and MCP servers to Ansible. Every single chapter is making a strong effort to focus on practical, hands-on techniques, so you can put each one into practice right away.
In this book you will learn to:
	Build version-pinned control node with execution environments and ansible-navigator. 

	Write reusable roles and collections with argument specs, handlers and failure handling. 

	Protect secrets with Ansible Vault and HashiCorp Vault. 

	Patch Linux and Windows fleets through rolling updates. 

	Provision AWS and Azure resources while dividing work cleanly between Terraform and Ansible. 

	Deploy, verify and roll back containerized releases on Kubernetes and OpenShift using Helm. 

	Scale team automation with Automation Platform workflows, surveys, approval gates and RBAC. 

	Auto-remediate full disks, crashed services and expiring certificates with Event-Driven Ansible rulebooks. 

	Diagnose CPU, memory, database and network faults, then open ServiceNow incidents automatically. 

	Connect AI agents and MCP servers to Ansible with approvals, allowlists and scoped credentials. 



Prologue
A lot has changed since the first edition of this book came out, both in the tool itself and in the wider world. These days, the core engine is shipped on its own, and collections carry the modules. The whole toolset now travels as one portable image inside an execution environment. Our fleets also span clouds and containers, and our alerts arrive in overwhelming volumes. At the same time, AI agents have become a regular part of our day-to-day work. So, I decided to start from scratch and not just patch up the old version.
In this 2nd edition, I'm going to be working with you on a single app called OrderDesk. We'll build its inventory, roles and secrets, and then we'll patch its servers, provision its cloud resources and deploy it to Kubernetes. Later, we'll watch it with Prometheus, heal it with Event-Driven Ansible and diagnose its failures with playbooks that collect evidence in seconds. Then, in the last few chapters, we'll start inviting AI agents through tools and MCP servers, while approvals and check mode make sure that everyone keeps control of the decisions. You don't need to be a pro programmer to follow along. If you can read a configuration file and understand how systems behave, you'll be all set for every chapter. Each technique comes with working code, a clear reason and a result you can confirm in your own lab. Whenever there's a step that might be risky, I make sure to explain the safeguard before we take it. Every example also uses stable releases, so nothing depends on a preview feature or a fragile workaround.
I wrote this book for operations engineers who want less stress and for platform teams who are looking for one reliable way to change production. It's great for anyone who values judgment over repetition and wants more time for it. This way, Ansible can take care of the repetitive work so you can focus on the real issues. So, we'll start with one control node and a first commit, and build everything else from there.
-- Wayne Taylor
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Prerequisites
If you're in IT operations, DevOps or platform engineering, this book's got you covered with a modern, reliable way to automate it. Each chapter focuses on practical, hands-on techniques, so you can put each one into practice right away.
Codes Usage
Are you in need of some helpful code examples to assist you in your programming and documentation? Look no further! Our book offers a wealth of supplemental material, including code examples and exercises.
Not only is this book here to aid you in getting your job done, but you have our permission to use the example code in your programs and documentation. However, please note that if you are reproducing a significant portion of the code, we do require you to contact us for permission.
But don't worry, using several chunks of code from this book in your program or answering a question by citing our book and quoting example code does not require permission. But if you do choose to give credit, an attribution typically includes the title, author, publisher, and ISBN. For example, "Learning Ansible, Second Edition by Wayne Taylor".
If you are unsure whether your intended use of the code examples falls under fair use or the permissions outlined above, please do not hesitate to reach out to us at support@gitforgits.com. 
We are happy to assist and clarify any concerns.
Chapter 1 
Getting Started with Modern Ansible
Before we write a single playbook for production, we need to know why Ansible remains central to operations work and how it fits beside the AI assistants that now write code and read logs. The answers introduce ideas we will lean on throughout the book, such as agentless connections, idempotent modules, check mode and human approval. They also introduce OrderDesk, the three-tier ordering application behind every example, with an Nginx web tier, a small API service and a PostgreSQL database.
The hands-on half of the chapter then produces the workspace that every later chapter assumes. It includes an isolated ansible-core 2.21 install, a repository with a home for each kind of content, pinned collections and a production-minded ansible.cfg. On top of those sit layered inventories with plugin-built groups, plus execution environments that we run with ansible-navigator and build ourselves with ansible-builder, so the same tooling runs on every machine.
Understanding Ansible Today 

Before we install anything, let us see why operations teams continue to rely on Ansible. Its first release arrived in 2012, yet it remains a default choice for configuration work today. In this section, we will look at its design, its ecosystem and its most common uses. Each idea arrives through a small OrderDesk example, so the concepts stay grounded in real work instead of floating as definitions. That grounding also prepares us for the hands-on setup that follows.
Why Ansible Endures?
In 2012, Michael DeHaan released Ansible as an open source project, and Red Hat acquired it in 2015. From the start, it made three design choices that still explain its popularity. To begin with, it is agentless, so managed hosts need nothing beyond SSH and Python. It also describes work in YAML, which most engineers can read without special training. On top of that, its modules are idempotent. Each one changes a system only when the current state differs from the desired state. Together, those choices let a team start small and grow without rebuilding anything.
The task below shows all three ideas at work on the OrderDesk web tier:
- name: Ensure Nginx is installed on the web tier
  ansible.builtin.apt:
    name: nginx
    state: present 

This task names a desired state rather than a sequence of commands. It never asks whether Nginx is already present, because the ansible.builtin.apt module checks that for us. On the first run, the module installs the package and reports changed. Every later run finds Nginx in place and reports ok without touching the host. That predictability lets us rerun the same playbook every hour without fear. It also becomes vital once AI agents start triggering our automation. After all, an accidental second run can then do no harm.
Mapping Ansible Ecosystem
For many newcomers, the Ansible name feels confusing, because it covers several related products. At the center sits ansible-core, the engine that parses playbooks, connects to hosts and runs modules. In the next layer, collections package modules for specific platforms, from PostgreSQL to AWS. On top of that, execution environments bundle ansible-core and collections into container images, so every run uses identical tooling. At the outermost layer, Ansible Automation Platform and its upstream project AWX add a web interface, role-based access and scheduling for teams. Beside them, Event-Driven Ansible reacts to alerts and messages automatically.
The view below places each component around the engine:
[image: ]
Fig 1.1: Ansible Ecosystem Map
This chapter works mainly inside the execution environment boundary, with ansible-core and collections on our own control node. The platform layer arrives later in this book, once our playbooks are mature enough to share across a team. With a clear mental map of these layers, we can check each layer in turn when a job fails instead of guessing. In practice, the fault sits in a playbook, a collection, the image or the platform itself.
Exploring Real Use Cases
Across industries, teams lean on Ansible for a handful of recurring jobs. The most common job remains configuration management, which keeps fleets of servers aligned with a known baseline. After configuration management, the most common jobs are patching and application deployment, where rolling updates replace late-night manual work. In cloud work, Ansible often pairs with Terraform. Within that pairing, Terraform creates the infrastructure and Ansible configures it. In the same way, network teams use the same YAML language to push switch and router changes across hundreds of devices at once.
Beyond servers and networks, security teams use Ansible to scan hosts against compliance baselines and fix drift automatically. Meanwhile, operations teams wire it to monitoring alerts, so a full disk or crashed service gets repaired before anyone is paged. That breadth shows in the community as well. The main ansible/ansible repository has gathered more than 70,000 stars on GitHub, and Ansible Galaxy hosts thousands of community collections and roles. For OrderDesk, we will touch nearly every one of these use cases, from patching the API hosts to repairing the database at three in the morning.
Automating alongside AI 

At present, large language models can write code, read logs and call tools. Among all the places where that ability matters, infrastructure automation may be the most sensitive. In this section, we will look at three ways AI and Ansible already work together. We will also see why Ansible makes AI safer to use in operations rather than riskier.
Generating Playbooks with AI
The most familiar pattern is AI as a writing partner. We will often describe a change in plain language and let an assistant draft the playbook, role or Jinja2 template. Both general models such as Claude and vendor tools such as Red Hat Ansible Lightspeed can produce these drafts inside our editor. Because Ansible content is plain YAML with well-documented modules, the drafts are usually close to correct on the first attempt. Even so, a model may invent a module parameter, choose a deprecated module or target the wrong host group.
For that reason, we will treat every generated playbook exactly like code from a new colleague. It passes through ansible-lint, runs in check mode against staging and goes through a human review before it reaches production. We will put those exact quality gates in place early in this book, so they stand ready well ahead of any AI in our workflow.
Driving Ansible from Agents
The second pattern goes a step further. Instead of drafting automation for us, an AI agent chooses an existing playbook and runs it. The agent reads an alert, gathers context, picks a remediation from an approved list and reports the result. In this design, playbooks become tools, much like functions an agent can call. Their idempotence matters enormously here, because an agent may retry a step after a timeout without causing any harm. That reliability is exactly what makes Ansible a natural fit for agent-driven operations.
The sequence below shows one agent-driven remediation from alert to report:
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Fig 1.2: Agent Remediation Sequence
Until recently, every pairing of agent and tool needed its own custom glue code. The Model Context Protocol, known as MCP, changes that. Since its release by Anthropic as an open standard in late 2024, MCP has given compatible agents one consistent way to discover and call tools. With an MCP server in front of Ansible, the same playbooks become available to many different AI clients at once. The final part of this book builds exactly that bridge for OrderDesk, with approvals and audit trails wired in from the first line.
Keeping Humans in Control
In contrast to the first two patterns, the third is a principle rather than a technique. Whatever an AI writes or decides, a person stays accountable for production. Here, Ansible supports that principle unusually well. Its check mode previews changes without applying them, and diff mode shows each pending line change. Inside Automation Platform, approval steps pause a workflow until a human says yes. On top of that, scoped credentials restrict the reach of any automation, human or machine. Each of these controls already exists today, so no new machinery is needed to keep AI honest.
So here, the pair of commands below captures the habit we will apply to every AI-proposed change, shown for a log cleanup playbook:
ansible-playbook playbooks/clean_logs.yml --check --diff --limit stg-db-01
ansible-playbook playbooks/clean_logs.yml --limit stg-db-01 

The first command shows what would change on one database host and touches nothing. Only after a person reads that preview does the second command apply the change. An agent can run the first command freely, yet the second waits for approval. Because every run is logged, the record stays clear. Since every module is idempotent, any retry stays safe as well. In this way, AI becomes a capable colleague with a proposal, and we keep the final decision.
Installing 'ansible-core' with 'pipx' 

Preparing Control Node
Our control node is the single machine from which Ansible reaches out to every managed host. For this book, we will use an Ubuntu 24.04 LTS machine, because it ships Python 3.12 out of the box. That version matters, since ansible-core 2.21 expects Python 3.12 or newer on the control node. In contrast, managed hosts carry a far lighter requirement, since they only need SSH access and a supported Python 3 interpreter. Before anything else, we will confirm the Python version and install four helpers. These helpers are pipx for isolated tools, podman for containers, git for version control and tree for viewing directory layouts.
So here, we will check the interpreter and install the helper packages:
python3 --version
sudo apt update
sudo apt install -y pipx podman git tree
pipx ensurepath 

The first line should report a 3.12 interpreter before the package installation begins:
Python 3.12.3 

In that script, the pipx ensurepath command appends ~/.local/bin to our shell path. Every pipx-installed tool lands in that directory, so the path change makes each one available by name. We should open a fresh shell session afterwards, so the updated path takes effect. In contrast to a plain pip install, pipx gives each tool its own private virtual environment. As a result, an upgrade of ansible-navigator later can never break the libraries that ansible-core depends upon. That separation prevents a whole family of version conflicts on shared machines.
Installing 'ansible-core 2.21'
With the helpers in place, we can now install ansible-core itself. We will pin the release to the 2.21 series, so a future major version never arrives on our control node uninvited. In practice, the version specifier 2.21.* accepts every patch release within that series and nothing beyond it. This kind of pinning delivers security fixes automatically while playbook behavior stays predictable. On purpose, we will skip the larger community package here, because we will choose each collection ourselves later in this chapter.
We will now install ansible-core with pipx and confirm the result:
pipx install "ansible-core==2.21.*"
ansible --version 

Once the installation finishes, the version report should resemble the listing below:
ansible [core 2.21.1]
  config file = None
  configured module search path = ['/home/ops/.ansible/plugins/modules', '/usr/share/ansible/plugins/modules']
  ansible python module location = /home/ops/.local/share/pipx/venvs/ansible-core/lib/python3.12/site-packages/ansible
  ansible collection location = /home/ops/.ansible/collections:/usr/share/ansible/collections
  executable location = /home/ops/.local/bin/ansible
  python version = 3.12.3 (main, Feb  4 2025, 14:48:35) [GCC 13.3.0] (/home/ops/.local/share/pipx/venvs/ansible-core/bin/python)
  jinja version = 3.1.6
  pyyaml version = 6.0.2 (with libyaml v0.2.5) 

The first line confirms the 2.21 series. Beside it, the config file = None entry shows that Ansible has found no configuration yet. We will change that shortly with a project-level ansible.cfg. Meanwhile, the python version line shows the interpreter inside the pipx environment rather than the system interpreter. Because of that isolation, any operating system update can replace system Python packages without disturbing our automation toolchain. If the ansible command is not found at this point, a fresh login shell usually resolves it. That new shell simply picks up the path change from pipx ensurepath.
Reaching Lab Hosts
Our staging lab consists of four Ubuntu 24.04 hosts that mirror the OrderDesk tiers. The web and database tiers get one host each, and the API tier gets two. Each host already carries an ansible user with passwordless sudo, which is the usual arrangement on cloud images and corporate templates alike. Our control node now needs a dedicated SSH key for that user. A separate key for automation keeps our personal key off every server, and it lets us revoke automation access without touching anything else.
In the following script, we will generate the key, copy it to every staging host and load it into an SSH agent:
ssh-keygen -t ed25519 -f ~/.ssh/orderdesk_ed25519 -C "orderdesk-automation"
for ip in 10.20.1.11 10.20.1.21 10.20.1.22 10.20.1.31; do
  ssh-copy-id -i ~/.ssh/orderdesk_ed25519.pub ansible@"$ip"
done
eval "$(ssh-agent -s)"
ssh-add ~/.ssh/orderdesk_ed25519 

We should protect the key with a passphrase at the ssh-keygen prompt, because the agent will remember it for the rest of the session. During the first ssh-copy-id round, SSH also asks us to confirm each host fingerprint. That confirmation fills ~/.ssh/known_hosts, which lets us keep host key checking switched on later. The agent step also matters for later work in this chapter. Our execution environments will borrow its socket to reach the hosts, so no private key ever needs to be copied into a container image.
Structuring Project Repository 

Laying Out Directories
A predictable layout spares every teammate from hunting for files, and it lets tools such as automation controller discover content without extra configuration. We will keep everything for OrderDesk inside one repository named orderdesk-automation. Within it, inventories live under one directory per environment, so staging and production can never share a host list by accident. Alongside them, playbooks and roles each get a folder of their own, and collections receive a dedicated home with their requirements file. This arrangement looks modest today, yet it scales comfortably to dozens of roles and several environments.
So here, we will create the directory skeleton in one pass:
mkdir -p ~/orderdesk-automation && cd ~/orderdesk-automation
mkdir -p collections playbooks roles \
  inventories/staging/{group_vars,host_vars} \
  inventories/production/{group_vars,host_vars}
tree -d 

The tree -d listing below confirms the directory structure:
.
├── collections
├── inventories
│   ├── production
│   │   ├── group_vars
│   │   └── host_vars
│   └── staging
│       ├── group_vars
│       └── host_vars
├── playbooks
└── roles

10 directories 

In this layout, group_vars and host_vars sit inside each environment folder rather than at the repository root. With that placement, Ansible loads those directories relative to the inventory source, so each environment carries its own variable values. As a result, a staging database setting can never leak into a production run. The roles directory stays empty for now, since the next chapter fills it with reusable OrderDesk roles. Every command in this book runs from the repository root, which keeps relative paths in configuration files short and reliable.
Initializing Git Repository
With version control, our workspace becomes a shared and reviewable history rather than a folder on one machine. Before the first commit, we will write a .gitignore file that keeps generated content out of the repository. We never need to commit downloaded collections, cached facts, navigator artifacts or builder contexts, because each of them regenerates on demand. Their absence also keeps reviews focused on the files that people actually write. Our requirements file, by contrast, stays in the repository, since it records the exact collection versions for the project.
We will then write .gitignore and record the first commit of the repository:
cat > .gitignore <<'EOF'
collections/ansible_collections/
.cache/
.artifacts/
context/
*.retry
EOF
touch playbooks/.gitkeep roles/.gitkeep \
  inventories/{staging,production}/{group_vars,host_vars}/.gitkeep
git init -b main
git add .
git commit -m "Create OrderDesk automation skeleton" 

Because Git tracks files rather than folders, an empty directory would simply vanish from the commit. The small .gitkeep placeholders solve that problem until real content arrives in each folder. From here onward, we will commit at the end of each section, because small commits keep every change easy to review. If a later experiment goes wrong, git restore returns any file to its last committed state in seconds.
Pinning Collections with 'requirements.yml' 

Declaring Collection Versions
In modern Ansible, collections package the modules, plugins and roles that playbooks call by name. Because we installed only ansible-core, our control node knows nothing beyond the ansible.builtin collection right now. For OrderDesk, we need three more. The ansible.posix collection handles SSH keys, mounts and kernel settings. Beside it, community.general covers a broad range of system tasks, while community.postgresql manages our database tier. Each of them follows its own release rhythm, so we will declare an acceptable version range for every one.
So here, we will create collections/requirements.yml with a version range for each collection:
---
collections:
  - name: ansible.posix
    version: ">=2.0.0,<3.0.0"
  - name: community.general
    version: ">=13.0.0,<14.0.0"
  - name: community.postgresql
    version: ">=4.0.0,<5.0.0" 

Each range accepts new minor and patch releases while refusing the next major version. Since collection maintainers follow semantic versioning, only a major release may introduce breaking changes. In this way, we receive bug fixes without surprise migrations in the middle of a release week. We will also keep the file at exactly this path on purpose. When automation controller syncs a project, it looks for collections/requirements.yml and installs those collections automatically. The same file will feed our execution environment image at the end of this chapter, so one list governs every environment for our playbooks.
Installing Collections Locally
Unless told otherwise, Ansible installs collections under our home directory, yet a project-local folder serves us far better. With a local folder, two projects on the same control node can pin different versions of community.general without stepping on each other. It also mirrors the behavior of an execution environment, since the image carries its own collections inside. We will point Ansible at this folder through ansible.cfg in the next section. Until then, the install command simply receives the destination as a flag.
We will now install the pinned collections into the project folder:
ansible-galaxy collection install -r collections/requirements.yml -p collections 

In the trimmed output below, each collection reports a successful installation:
[WARNING]: The specified collections path '/home/ops/orderdesk-automation/collections' is not part of the configured Ansible collections paths '/home/ops/.ansible/collections:/usr/share/ansible/collections'. The installed collection will not be picked up in an Ansible run, unless within a playbook-adjacent collections directory.
Starting galaxy collection install process
Process install dependency map
Starting collection install process
ansible.posix:2.1.0 was installed successfully
community.general:13.2.0 was installed successfully
community.postgresql:4.1.0 was installed successfully 

The warning near the top appears because Ansible does not yet know about our project folder. It disappears once ansible.cfg names that folder in the next section. Under the hood, each collection now sits at a path such as collections/ansible_collections/community/general, which matches the namespace layout of Ansible. Our .gitignore already excludes that tree, so teammates simply rerun the same command after cloning. In effect, that one command becomes the entire onboarding step for collections on any new control node.
Tuning 'ansible.cfg' for Production 

Writing Project Configuration
At runtime, Ansible reads its settings from the first configuration file it finds in a fixed search order. The ANSIBLE_CONFIG environment variable wins first, then an ansible.cfg in the current directory, then ~/.ansible.cfg and finally /etc/ansible/ansible.cfg. Because we always run commands from the repository root, a project-level file applies to every teammate automatically. In other words, the configuration becomes part of the project rather than a private habit on one laptop. Every reviewer can now see exactly how our automation behaves by reading one small file.
We will then create ansible.cfg at the repository root with production-minded defaults:
[defaults]
inventory = ./inventories/staging
collections_path = ./collections:/usr/share/ansible/collections
roles_path = ./roles
remote_user = ansible
forks = 20
timeout = 30
interpreter_python = auto_silent
callback_result_format = yaml
gathering = smart
fact_caching = ansible.builtin.jsonfile
fact_caching_connection = ./.cache/facts
fact_caching_timeout = 7200

[privilege_escalation]
become_method = sudo

[ssh_connection]
pipelining = True
ssh_args = -o ControlMaster=auto -o ControlPersist=60s 

The first group of settings anchors Ansible to our project. With inventory pointing at staging, a forgetful command reaches only staging hosts. In contrast, a production run requires an explicit -i inventories/production flag. The collections_path entry searches our project folder first and then /usr/share/ansible/collections, the home of collections inside execution environment images. We will also raise forks from the default of five to twenty, because a modest control node handles twenty parallel SSH sessions comfortably. Lastly, interpreter_python silences the discovery warning while still detecting the right Python on each host.
The second group shapes speed and readability. With pipelining enabled, Ansible sends each module through the open SSH session instead of copying a temporary file first. Together with ControlPersist, that change often halves task durations on large fleets. Our jsonfile fact cache, combined with gathering = smart, reuses collected facts for two hours. That cache will also feed an inventory plugin later in this chapter. As the last setting in this group, callback_result_format = yaml prints task results as indented YAML, which is far easier to read than one long JSON line. We deliberately leave host key checking at its secure default, since our known hosts file already trusts every lab machine.
Verifying Active Settings
Unfortunately, a misspelled setting fails silently, because Ansible ignores unknown keys without complaint. For that reason, we will always confirm the loaded values rather than trust the file itself. The ansible-config utility reports every non-default setting along with the file that supplied it. With that one view, most questions about the configuration get answered within seconds. It also reveals the configuration file path as proof that Ansible found our project file.
We will now ask Ansible for the settings that differ from its defaults:
ansible-config dump --only-changed 

In the output below, each line names a setting, the file that supplied it and its final value:
CACHE_PLUGIN(/home/ops/orderdesk-automation/ansible.cfg) = ansible.builtin.jsonfile
CACHE_PLUGIN_CONNECTION(/home/ops/orderdesk-automation/ansible.cfg) = /home/ops/orderdesk-automation/.cache/facts
CACHE_PLUGIN_TIMEOUT(/home/ops/orderdesk-automation/ansible.cfg) = 7200
CALLBACK_RESULT_FORMAT(/home/ops/orderdesk-automation/ansible.cfg) = yaml
COLLECTIONS_PATHS(/home/ops/orderdesk-automation/ansible.cfg) = ['/home/ops/orderdesk-automation/collections', '/usr/share/ansible/collections']
CONFIG_FILE() = /home/ops/orderdesk-automation/ansible.cfg
DEFAULT_FORKS(/home/ops/orderdesk-automation/ansible.cfg) = 20
DEFAULT_GATHERING(/home/ops/orderdesk-automation/ansible.cfg) = smart
DEFAULT_HOST_LIST(/home/ops/orderdesk-automation/ansible.cfg) = ['/home/ops/orderdesk-automation/inventories/staging']
DEFAULT_REMOTE_USER(/home/ops/orderdesk-automation/ansible.cfg) = ansible
DEFAULT_ROLES_PATH(/home/ops/orderdesk-automation/ansible.cfg) = ['/home/ops/orderdesk-automation/roles']
DEFAULT_TIMEOUT(/home/ops/orderdesk-automation/ansible.cfg) = 30
INTERPRETER_PYTHON(/home/ops/orderdesk-automation/ansible.cfg) = auto_silent 

If any written setting is missing from this list, the key is either misspelled or placed under the wrong section header. Here, one more safeguard deserves attention. For security, Ansible refuses to load ansible.cfg from a world-writable directory, since anyone on the machine could otherwise inject settings. When the CONFIG_FILE line reads None despite the file being present, a quick chmod o-w . on the repository folder usually restores normal behavior. With the configuration verified, the collection warning from the previous section also disappears for good.
Building Layered Inventories 

Writing YAML Inventory
An inventory describes our hosts and the groups that tie them together. Once groups begin to nest, the YAML format reads far more clearly than the older INI style. For that reason, we will use YAML inventories throughout this book. Our staging file groups hosts by tier, with web, api and db as children of an explicit staging group. We will name the file 01-hosts.yml, because Ansible reads every file in an inventory directory in alphabetical order. That numeric prefix will matter once an inventory plugin needs to run after it.
So here, we will create inventories/staging/01-hosts.yml as below:
---
all:
  children:
    staging:
      children:
        web:
          hosts:
            stg-web-01:
              ansible_host: 10.20.1.11
        api:
          hosts:
            stg-api-01:
              ansible_host: 10.20.1.21
            stg-api-02:
              ansible_host: 10.20.1.22
        db:
          hosts:
            stg-db-01:
              ansible_host: 10.20.1.31 

Each host carries a short, readable inventory name together with an ansible_host address. That pairing lets playbooks and job output refer to stg-api-01 instead of a bare IP address, even if the address changes during a rebuild. We intentionally keep variables out of this file apart from connection addresses. In this way, the host list stays short enough to read at a glance, and every other value moves into dedicated variable files. The production inventory follows exactly the same shape with prd- host names under a production group, so we will not repeat it here.
Layering Group Variables
In practice, a variable stays manageable at the narrowest scope that still makes sense. Across the whole environment, shared values belong in group_vars/staging.yml. Each tier then gets a file named after its group, and anything unique to one machine goes into host_vars. At runtime, Ansible merges these layers automatically, and host values override group values. In the next chapter, we will walk through the full precedence order. For now, the narrowest scope wins, and that simple rule covers all of our inventory needs.
In the following script, we will create the environment, tier and host variable files:
cat > inventories/staging/group_vars/staging.yml <<'EOF'
---
orderdesk_env: staging
orderdesk_domain: staging.orderdesk.internal
ntp_servers:
  - 0.pool.ntp.org
  - 1.pool.ntp.org
EOF

cat > inventories/staging/group_vars/web.yml <<'EOF'
---
orderdesk_tier: web
nginx_worker_connections: 1024
EOF

cat > inventories/staging/group_vars/api.yml <<'EOF'
---
orderdesk_tier: api
api_port: 8080
api_workers: 4
EOF

cat > inventories/staging/group_vars/db.yml <<'EOF'
---
orderdesk_tier: db
postgresql_version: 16
EOF

cat > inventories/staging/host_vars/stg-db-01.yml <<'EOF'
---
postgresql_shared_buffers: 1GB
EOF 

Every host now inherits orderdesk_env from the staging group and its tier name from its own group. On top of that, the database host receives a memory setting that applies to it alone. Because we write these values once per scope, a change to the API port means editing exactly one line in one file. At no point does a playbook need to know the origin of a value, since it only ever sees the merged result.
Checking Merged Variables
Before any playbook relies on these layers, we will confirm the merged result for one host. The ansible-inventory command shows the final variable set for any host, exactly as a playbook would receive it. After that, a quick connectivity test proves that SSH, sudo and Python all work on every staging machine. Both checks take seconds, and both catch mistakes well ahead of a real deployment.
We will now inspect the merged variables for stg-db-01:
ansible-inventory --host stg-db-01 --yaml 

The listing below shows environment, tier and host values merged together:
ansible_host: 10.20.1.31
ntp_servers:
- 0.pool.ntp.org
- 1.pool.ntp.org
orderdesk_domain: staging.orderdesk.internal
orderdesk_env: staging
orderdesk_tier: db
postgresql_shared_buffers: 1GB
postgresql_version: 16 

With the variables confirmed, we can now test connectivity and privilege escalation across the whole staging group:
ansible staging -m ansible.builtin.ping -b -o 

Each host replies with pong when SSH, sudo and Python are all healthy:
stg-web-01 | SUCCESS => {"ansible_facts": {"discovered_interpreter_python": "/usr/bin/python3"},"changed": false,"ping": "pong"}
stg-api-01 | SUCCESS => {"ansible_facts": {"discovered_interpreter_python": "/usr/bin/python3"},"changed": false,"ping": "pong"}
stg-api-02 | SUCCESS => {"ansible_facts": {"discovered_interpreter_python": "/usr/bin/python3"},"changed": false,"ping": "pong"}
stg-db-01 | SUCCESS => {"ansible_facts": {"discovered_interpreter_python": "/usr/bin/python3"},"changed": false,"ping": "pong"} 

The -b flag asks for privilege escalation, so a successful reply also confirms passwordless sudo for the ansible user. If one host reports UNREACHABLE, the problem almost always sits in SSH, such as a missing key or an unconfirmed fingerprint. A FAILED status with a sudo message points instead at the sudoers configuration on that host. In either case, the error names the exact host, so we fix one machine rather than doubting the whole setup. The -o flag simply keeps each reply on one line, which suits quick checks across many hosts.
Discovering Hosts with Plugins 

So far, every group in our inventory exists because we typed it by hand. That approach works for four hosts, yet it strains quickly as fleets grow and change. With inventory plugins, Ansible builds groups for us from data it already holds, such as host variables and cached facts. In this section, we will use the built-in constructed plugin to create combined groups such as staging_api. Those groups let a single playbook target one tier in one environment without fragile host patterns.
Enabling Inventory Plugins
Behind the scenes, Ansible passes each inventory source through a list of enabled plugins. The first plugin to accept a source parses it. When we name the plugins explicitly in ansible.cfg, we make that order visible and keep unused plugins out of the way. We only need two for now. The yaml plugin reads our host file, and the constructed plugin builds new groups on top of it. A plugin left off the list simply never runs, which also shortens inventory loading on large projects.
We will then append an inventory section to ansible.cfg:
[inventory]
enable_plugins = ansible.builtin.yaml, ansible.builtin.constructed 

This order matters, because constructed can only group hosts from an earlier source. Our 01-hosts.yml file therefore loads first, and the variable files attach to its hosts next. Only then does 02-constructed.yml run, with every host variable already in place. A mistake in this ordering simply produces empty groups rather than an error, which makes the cause easy to overlook. Thankfully, the flow stays identical for every command, so we only need to understand it once.
The sequence below traces that flow for a single inventory command:
[image: ]
Fig 1.3: Inventory Loading Order
Every inventory command, playbook run and navigator session follows this same path. As a result, ansible-inventory --graph becomes our most useful diagnostic tool, because it prints the groups from the point of view of a playbook. Whenever a new group looks empty, we can walk the sequence backwards and check each stage in turn. Usually, the culprit is an unloaded variable or a file sorted into the wrong position.
Constructing Environment Groups
The constructed plugin reads a small YAML configuration and evaluates Jinja2 expressions against each host. Its keyed_groups option turns a variable value into a group name, a perfect fit for combined environment and tier groups. We will join orderdesk_env and orderdesk_tier with an underscore, so stg-api-01 lands in a group called staging_api. Because both values already exist in our group variables, the plugin needs nothing else to work with. A second keyed group will sort hosts by operating system with facts from our cache.
So here, we will create inventories/staging/02-constructed.yml as below:
---
plugin: ansible.builtin.constructed
strict: false
use_vars_plugins: true
leading_separator: false
keyed_groups:
  - key: orderdesk_env ~ '_' ~ orderdesk_tier
    prefix: ""
  - key: ansible_distribution | lower
    prefix: os 

The use_vars_plugins option makes our group_vars and host_vars files visible to the plugin, since it would otherwise see only variables written inside 01-hosts.yml. A false value for leading_separator matters just as much. Without it, an empty prefix would produce awkward names such as _staging_api. Meanwhile, strict: false tells the plugin to skip any host whose expression cannot be evaluated. That tolerance is essential for the second keyed group, because a host with no cached facts has no ansible_distribution value yet.
Grouping Hosts by Facts
Our second keyed group depends on facts, and facts only reach the inventory through our configured cache. A single fact-gathering run fills that cache for every staging host. After that, the constructed plugin reads the cached values during every inventory load, even when no playbook is running. Since our cache keeps facts for two hours, the operating system groups stay available long after the gathering run. On a busy fleet, a scheduled gathering job keeps those groups fresh without any manual effort.
In the following script, we will gather facts once and then print the full group tree:
ansible staging -m ansible.builtin.setup > /dev/null
ansible-inventory --graph 

The tree below now includes both the combined groups and the operating system group:
@all:
  |--@ungrouped:
  |--@staging:
  |  |--@web:
  |  |  |--stg-web-01
  |  |--@api:
  |  |  |--stg-api-01
  |  |  |--stg-api-02
  |  |--@db:
  |  |  |--stg-db-01
  |--@staging_web:
  |  |--stg-web-01
  |--@staging_api:
  |  |--stg-api-01
  |  |--stg-api-02
  |--@staging_db:
  |  |--stg-db-01
  |--@os_ubuntu:
  |  |--stg-web-01
  |  |--stg-api-01
  |  |--stg-api-02
  |  |--stg-db-01 

From now on, a playbook can target staging_api and reach exactly the two API hosts, with no host names hardcoded anywhere. The production inventory gains matching production_api groups once we copy 02-constructed.yml beside its own host file. Likewise, an operating system upgrade becomes easier to plan, because the os_ubuntu group lists every host on that platform at a glance. Whenever we add a host to 01-hosts.yml, it joins the right combined group automatically.
Running Playbooks with 'ansible-navigator' 

So far, every command has run with the Python environment on our control node. That works well for one engineer, yet a teammate with different library versions may see different results from the same playbook. An execution environment removes that gap by packaging ansible-core, collections and Python dependencies into one container image. The ansible-navigator tool then runs our playbooks inside that image, so the same bits
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