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A Note on Accuracy and Sources

Every story in this book is true and is drawn from public reporting, court documents, regulatory filings, company disclosures, technical analyses by security researchers, and the statements of governments and law enforcement. Where attribution is officially unconfirmed or contested, that is made clear. Where individuals have been charged but not convicted, that status is stated, and allegations are described as allegations. Nothing in these pages is invented. Where figures are disputed or evolving, the most widely reported estimates have been used and the uncertainty noted. As in the first volume, this book contains no technical instructions that could help anyone carry out an attack. Its purpose is the opposite: to help people understand the forces now shaping their digital lives, and to recognise the doors these attackers keep walking through.






Introduction: The Weapon That Got Out

The first volume of this book made a simple argument. That the great cyberattacks of our age are not feats of genius but feats of opportunity, that the attackers keep winning with the same small handful of moves, and that the doors they walk through, the missing password protection, the unapplied patch, the trusted human, the unchecked supplier, the misplaced faith, can be named, and therefore can be locked.

If you read it, you came away, I hope, a little less afraid and a lot better informed. This volume continues the story, with fifteen entirely new cases, and it widens the lens. Because alongside the thieves and the chancers, there is another kind of force at work in these pages, and it is more sobering.

This volume opens with the moment the war turned real.

For decades, the nightmare scenario whispered about in security circles was almost theoretical. What if code could reach out of the screen and break something in the physical world? Not steal data, not lock a hard drive, but destroy a real machine, made of steel, spinning in a real room? In 2010, the world found out, when a piece of software the size of a few photographs reached into a fortified bunker deep in the Iranian desert and quietly tore apart a thousand machines that the most secretive regime on Earth believed were untouchable.

It was called Stuxnet, and it changed everything. It was the first true cyberweapon, and like every weapon that has ever been built, it did not stay in the hands that made it. It got out. And once the world had seen what was possible, there was no going back.

From there, this volume travels widely. You will meet the man who stole a hundred million credit cards and the kingdoms of crime that grew from his work. You will watch nearly every adult in a great nation have their most sensitive secrets stolen, twice over, by thieves who never wanted money at all. You will see fortunes in digital currency vanish into thin air, and one extraordinary thief who stole six hundred million dollars and then, baffillingly, gave it all back. You will watch a country’s lights go out at the touch of a distant keyboard, and a company hit by catastrophe make the brave and almost unheard-of choice to refuse to pay, and win. And you will end where the hunters are now winning, with the most audacious sting in the history of law enforcement, when the police did not chase the criminals at all, but quietly sold them the very phones they were plotting on.

The same threads from the first volume run through all of it. The same few doors, opened again and again. The same unglamorous failures behind world-shaking events. The same unsettling youth of some of the perpetrators, and the same cold professionalism of others. And, as ever, the curtain pulled back at the end of every chapter, so that you finish each story not just thrilled, but armed.

You do not need to have read the first volume to read this one. Each story stands alone. But the lesson that bound the first book together binds this one too, and it is worth saying again before we begin. The attackers are not magicians. They are opportunists, and occasionally they are governments, and they keep walking through doors we have left open.

This time, though, we begin with a door that everyone believed was sealed. A facility with no connection to the outside world, buried underground, ringed by guards, holding the most closely guarded machines of a nuclear programme.

They were sure nothing could reach them in there.

They were wrong.



Begin with Chapter One: The Weapon That Broke the Machines.




Chapter One: The Weapon That Broke the Machines

Deep beneath the desert near the Iranian town of Natanz, in a hall built to survive an air strike, thousands of slender metal cylinders were spinning. They spun at tremendous speed, tens of thousands of revolutions a minute, fast enough that the metal at their edges was travelling faster than the speed of sound. Inside them, a rare gas was being separated, atom from heavier atom, in the patient, delicate process that turns ordinary uranium into the fuel for reactors, or, if you keep going, the core of a bomb.

These machines, called centrifuges, are temperamental things. Spin them slightly too fast or too slow, or jolt their speed up and down, and they tear themselves apart. So the engineers at Natanz watched them obsessively, on banks of computer screens that reported, second by second, exactly how fast each machine was turning. The facility was a fortress. It was buried underground. It was ringed by anti-aircraft guns. And, crucially, the computers that controlled those spinning machines were not connected to the internet at all. They sat behind what security people call an air gap, a literal gap of empty air between the secret systems inside and the dangerous world outside. Nothing could reach them in there. That was the whole point.

And yet, sometime in 2009 and into 2010, the centrifuges at Natanz began to break.

Not all at once. That was the genius of it. They failed here and there, a few this month, a few more the next, in numbers just high enough to be ruinous and just low enough to look like ordinary bad luck. The Iranian engineers, among the most capable in their field, were baffled. They replaced the broken machines. They checked their procedures. They suspected faulty parts, sabotaged supply chains, their own mistakes. What they did not suspect, because no one on Earth had ever truly seen such a thing before, was that a piece of software had crept into their sealed fortress and was, very patiently, murdering their machines one by one, while looking them in the eye and telling them everything was fine.

When the world finally understood what had happened at Natanz, nothing about cyberwar would ever be the same again.



The first sign that something strange was loose in the world came not from Iran, which said nothing, but from a small security company in Belarus.

In June 2010, a firm called VirusBlokAda was looking into computers in Iran that kept mysteriously crashing and rebooting. Buried in those machines they found a piece of malicious software unlike anything in their experience. It was enormous, far larger than ordinary malware. It was fiendishly complex. And it did something that made the analysts who studied it go cold. To spread itself and burrow into systems, it used not one but four separate previously unknown flaws in Windows, the kind of secret, unpatched weaknesses that security researchers call zero-days.

To understand why that detail terrified the experts, you need to know what a zero-day is worth. A single reliable zero-day, one secret door into the world’s most common operating system, can sell on the grey market for the price of a house. Criminals hoard them and use them sparingly, one at a time, because the moment a zero-day is used and discovered, it gets patched and becomes worthless. This program had spent four of them at once, burned a fortune in secret weaponry, on a single mission. No criminal trying to make money would ever be so wasteful. Whoever built this did not care about the cost. They cared only about getting in.

Researchers around the world fell on the thing, which came to be called Stuxnet, and began to pull it apart. The deeper they dug, the stranger it got. Most malware wants your passwords, your bank details, your computer’s processing power. This wanted none of that. It would slip silently into a Windows machine, check its surroundings, and if it did not find what it was looking for, it would sit there, harmless and dormant, doing nothing at all. It was hunting for something very specific.

A German expert named Ralph Langner, working with his small team, finally cracked what that something was. Stuxnet was looking for a particular kind of industrial control system, the specialised computers that run machinery in factories and power plants and, yes, enrichment facilities. More than that, it was looking for one exact configuration of those systems. Langner and others realised the code contained numbers that matched, with chilling precision, the specific arrangement of centrifuges spinning under the desert at Natanz. This was not a weapon aimed at the world. It was a guided missile, built to detonate in exactly one room on Earth, and to pass harmlessly through every other computer it ever touched on the way there.

It had crossed the air gap, the uncrossable gap, almost certainly the way such gaps are nearly always crossed. Not by some impossible feat of wireless wizardry, but by riding into the sealed facility on an ordinary USB stick, carried through the door by a human being who had no idea what they were carrying. Later reporting would suggest the attackers had help on the inside, an engineer recruited to get the infection across that final, physical threshold. The fortress had a door after all. The door was a person.



What the experts pieced together next was the part that turned Stuxnet from a fascinating puzzle into a historical landmark.

Once it reached its target, the weapon did two things at once, and it is the combination that made it a masterpiece of malice. First, it quietly took control of the centrifuges and began to abuse them, driving their speed up and down in ways designed to wear them out and shatter them, a little at a time, over weeks and months. And second, at the very same moment, it lied to the watchers. It fed the engineers’ monitoring screens a recording of normal, healthy operation, so that while the machines were being torn apart, every display in the control room showed calm, steady, perfect numbers. The operators were blinded by their own instruments. They were standing in a burning building, watching a screen that told them the temperature was lovely.

By the time the campaign was uncovered, it had reportedly destroyed around a thousand centrifuges at Natanz, a serious blow to the Iranian programme, and it had done so without a single soldier, aircraft, or explosion. For the first time in history, lines of code had reached across the world and physically destroyed a hard, real, heavily defended industrial target.

No government has ever formally admitted building it. But the consensus among investigators, journalists, and officials who later spoke is that Stuxnet was the product of a joint operation by the United States and Israel, reportedly code-named Olympic Games, conceived under one American president and continued under the next. It was, in other words, a weapon, built by states, to do the work that once required bombers.

And then the weapon got out.

A change to the code, somewhere along the line, made Stuxnet a little too good at spreading. It slipped its leash. The story goes that it hitched a ride on an engineer’s laptop, and when that laptop later connected to the open internet, the most sophisticated cyberweapon ever built simply walked out the front door and began copying itself across the world. It did no real harm out there. It was still looking







	It was patient and precise. Stuxnet was not a smash-and-grab. It infected widely but harmed almost nothing, lying dormant on ordinary computers while it searched for one exact target. The damage at Natanz was deliberately slow, designed to look like bad luck rather than attack.

	It crossed the air gap on a human. The sealed, internet-free facility was breached the way such places almost always are, by physical media, an infected USB drive, carried inside by a person, reportedly with insider help. The gap of air was real. The gap in the people was the way through.

	It blinded the watchers. While it wrecked the centrifuges, it simultaneously fed the control room fake “everything is normal” readings. The operators’ own trusted instruments were turned into liars.

	It spent a fortune to get in. The use of four secret, unpatched flaws at once was the fingerprint of a state, not a criminal. It told researchers immediately that this was a weapon, not a scam.





	Treat the air gap as a speed bump, not a wall. Natanz proves that “it is not connected to the internet” is not the same as “it is safe.” Any system that humans can physically touch can be reached. Removable media, contractor laptops, and maintenance devices are the real perimeter, and they must be controlled, scanned, and trusted as little as everything else.

	Watch the machines, not just the screens. Stuxnet’s deepest lesson is that your monitoring can be the very thing that is lying to you. Independent, out-of-band ways to check whether reality matches the dashboard are not paranoia, they are survival.

	Assume your suppliers and contractors are part of your defences, or your downfall. The weapon’s path ran through the people and equipment that legitimately came and went from a closed facility. The chain of trust around a system is as important as the system itself, a theme that will return again and again in these pages.

	Understand that the tools always escape. Stuxnet was built by superpowers for a single target, and within months it was circling the globe for anyone to dissect. Every clever attack technique, once used, becomes everyone’s technique. The cutting edge of today is the criminal commodity of tomorrow.









