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Foreword

Fraud — a word many people know only from a distance. Yet in truth it has long become part of our everyday lives, a shadow that is steadily eating its way deeper into our digital world. With my first book Im Netz der Lügen, I began to make this invisible danger visible. The response showed me how great the need for understanding truly is — and how little most people know about the mechanisms behind modern forms of deception.

This story tells of a threat that hides behind perfect facades. Of people who use forged identities, manipulated voices and artificial intelligence to gain trust — and destroy lives. The fight against these perpetrators is difficult, for they are clever, well connected and almost impossible to find. They use the most advanced technologies to erase their traces and control their victims.

This thriller is not fiction.

It is a warning.

A look behind the scenes of a world in which fraud has become a daily reality — and in which people like Lukas Meier, Mira Schmid and their special unit Digital Shadows risk everything to bring the truth to light. Only those who understand the mechanisms can protect themselves. And only those who have the courage to face the darkness can overcome it.

Welcome to the war in the hidden.

Welcome to the Digital Shadows.
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When the Net Snaps

The man paused for a moment, standing directly in front of the entrance to the Urania police station. The old building rose between modern glass facades; its coarse sandstone exterior looked dignified despite its age and slightly forbidding. Beside the Limmat River, whose waters gently rippled on the gray October morning, the police station seemed like a silent guardian of the city. The automatic glass door opened with a soft whir, but the man remained still, as if he had to overcome himself, as if every step was a struggle against something invisible holding him back.

Rain dripped from his heavy dark gray coat, but he seemed unaware of it. His gaze was empty, not desperate—empty like someone who had lost something irreplaceable.

Lukas Meier, forty-five years old, of medium height and athletic build, had just come from a conversation with a colleague. His dark brown hair was cut short and slightly tousled, as if he often ran his hands through it when thinking or under stress. His deep gray eyes looked attentive and penetrating, as if they could see the truth behind any facade. A fine scar ran from his left eyebrow down just below his eye—a remnant of an old operation that gave him a slightly rugged but credible appearance. His face was striking, with sharply defined cheekbones and a firm jaw. Despite the hardness his job demanded, his gaze often showed warmth and empathy, especially when speaking with victims. He usually wore dark shirts and sturdy jackets that allowed him freedom of movement. His demeanour was calm and controlled but not distant—rather reserved, with a natural authority that commanded respect without intimidating.

Lukas was a quiet, analytical person who preferred listening over speaking. His keen observation skills and subtle sense for nuances made him an excellent investigator. Patient and persistent, he never gave up, even when cases seemed hopeless. He always remained professional, yet the work affected him personally— especially when it involved victims of fraud and manipulation. A certain melancholy resided in him, a vulnerability stemming from a past he rarely revealed. This made him human and approachable, even if he seldom opened up. Loyal to his colleagues and guided by a strong sense of justice, he believed that truth and understanding could help people regain control over their lives. When dealing with victims, he showed deep empathy without becoming sentimental. He knew it often took courage to open up and met them with respect and understanding. At the same time, he was pragmatic and knew he had to act to catch perpetrators and prevent further harm.

Finally, the man stepped inside. Lukas recognized him immediately: Hans Blaser, sixty-six years old, a tall man with a slightly stooped posture, as if carrying a burden his back could barely bear. His thinning gray hair was neatly combed back, and his face was deeply lined, especially around the eyes and mouth—signs of a life full of work and responsibility. His pale blue eyes often seemed to gaze into the distance, as if searching for something long lost. Shadows beneath his eyes betrayed sleepless nights and inner unrest. His large, strong hands trembled slightly when he moved them—a clear sign of stress and exhaustion.

Hans Blaser had been an engineer at a medium-sized mechanical engineering company for more than thirty years. Proud of his work, he always ensured his family was well provided for. After retirement, he devoted himself to his garden and grandchildren, enjoying the peace and small joys of life. Yet behind his calm facade lay a vulnerability. The digital world was often a closed book to him, and he trusted what he was told. This naivety had now become his downfall.

The door closed behind him, and the noise of the city stayed outside. Inside, it was quiet— almost too quiet. Lukas asked, “Cybercrime?” Hans Blaser nodded slowly, as if afraid even the nod might break him.

“I… I have to file a report,” he said. The words came broken but not uncertain—more like a sentence he had practiced a hundred times yet still sounded wrong.

Lukas led him to one of the small interview rooms with worn wooden tables and simple chairs. The room smelled of old paper and coffee. Hans sat down, placed a worn folder on the table, and carefully slid it toward Lukas as if it were a wounded animal.

“I have… lost my entire fortune,” he said. No tears. No anger. Just a sentence that lay like a stone in the room.

Lukas opened the folder. Inside were screenshots, chat logs, transfers, wallet addresses, and a video in which a woman with a gentle voice said, “I trust you. You have to believe me.” And then the sum: 480,000 Swiss francs. Not saved— invested, gifted, lost. His life.

Lukas looked at Hans and gently asked, “How did it all start? How did the contact come about?”

Hans took a deep breath and searched for the right words. “It began on Facebook. I received a friend request from a young woman. She had a pretty face, Asian features, a friendly smile. She called herself Lin.”

Lukas nodded. “Lin?”

“Yes. We exchanged messages, initially harmless. She asked about my life, my interests. I felt flattered that someone cared.”

“And then?”

“She suggested we continue on WhatsApp. There she was much more personal, told me about her life in Singapore, about her successes trading USDT, a cryptocurrency.”

“USDT… stablecoin, right?”

Hans nodded. “Exactly. She showed me screenshots of profits, promised I could be successful too. Every day she sent me pictures of rising account balances.”

“Did you ever see her? On video?”

Hans shook his head. “Only a video she sent me. Her voice was soft, soothing. ‘I trust you,’ she said. ‘You have to believe me.’”

“And when did you start investing?”

“After about two months. She convinced me it was safe. I transferred money to various wallets. At first small amounts, then more and more.”

“And then?”

“Then… she suddenly disappeared. No more messages. The accounts were empty. My money gone.”

Hans lowered his gaze; his hands trembled more. “I told no one. Not my children. Not my brother. No one. I’m ashamed.”

Lukas gently closed the folder. “You are not to blame, Mr. Blaser. These schemes are very sophisticated.”

Hans closed his eyes. “I know. But I lost not only my money. I lost myself.”

For a moment, there was silence. Only the rain outside tapped against the glass front of the Urania police station.

Lukas wrote the first lines of the report. He knew this case would not be the last. But he did not yet know how many more would come. Not yet.

After finishing the report, Lukas left the small interview room and headed to his superior’s office. The corridor in the Urania police station was narrow and dimly lit, the walls adorned with old photos and awards. The soft click of his shoes echoed between the walls.

Upon entering, Commissioner Daniel Berger, fifty-two years old, sat behind his massive oak desk. A broad-shouldered man, his face marked by years of hard police work. His short, slightly greying hair and deep wrinkles around his eyes testified to his experience and determination. Despite his stern appearance, he radiated a calm, authoritative presence that commanded respect without intimidation.

“Lukas,” Berger greeted with a brief nod. “What’s the news?”

Lukas laid the report on the desk. “Another case of digital fraud. A retiree
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