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This handbook is provided for general educational, professional, and practical guidance purposes only.

Although this handbook discusses the Data Privacy Act of 2012, its Implementing Rules and Regulations, National Privacy Commission issuances, ISO/IEC 27701, ISO/IEC 27001:2022, ISO/IEC 27002:2022, the NIST Privacy Framework, privacy risk management practices, and related governance concepts, it should not be treated as legal advice, regulatory advice, or a substitute for professional consultation.

Privacy compliance and data protection requirements may vary depending on the organization’s industry, size, processing activities, risk exposure, regulatory environment, contractual obligations, data subject groups, technology environment, and business model.

Readers are encouraged to validate applicable requirements with qualified legal counsel, compliance professionals, Data Protection Officers, information security professionals, risk officers, and relevant regulators where appropriate.

The compiler and editor shall not be liable for any loss, damage, regulatory finding, compliance issue, or adverse consequence arising from the use, interpretation, or application of this handbook without appropriate professional review and organization-specific assessment.
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This handbook is dedicated to Data Protection Officers, privacy professionals, compliance officers, information security practitioners, risk managers, internal auditors, legal officers, IT leaders, HR professionals, business process owners, Board members, and senior management teams who carry the responsibility of protecting personal data and strengthening privacy governance in Philippine organizations.

It is also dedicated to professionals who are beginning their journey in data privacy and to organizations that seek to move beyond paper compliance toward accountable, risk-based, and sustainable privacy governance.
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In an era defined by explosive architectural shifts in artificial intelligence, cloud-native enterprise computing, and decentralized data processing, information privacy has evolved from a secondary legal checking exercise into a core pillar of corporate resilience, regulatory trust, and sustainable digital transformation. For modern organizations operating within the Philippines and across the broader ASEAN environment, the regulatory terrain is no longer static. Automated large-scale data scraping, algorithmic consumer profiling, remote work, outsourcing, cloud services, mobile applications, open finance, and supply-chain cybersecurity threats now require privacy governance to be engineered directly into business and technology operations.

This volume serves as a practical manual for enterprise leaders, Data Protection Officers, compliance professionals, security executives, internal auditors, risk managers, and business process owners navigating this complex landscape. By bridging the gap between technical security architectures - such as Transparent Data Encryption, advanced Identity and Access Management, privileged access controls, SIEM logging, data discovery, and privacy engineering - and the regulatory baselines set by the National Privacy Commission, the Bangko Sentral ng Pilipinas, and related governance frameworks, this book provides an operational blueprint for modern privacy governance.

The strength of this handbook is its insistence that privacy must be provable. Policies, notices, and appointment letters are not enough. Organizations must be able to demonstrate records of processing, lawful basis decisions, privacy impact assessments, data subject request handling, vendor oversight, breach readiness, control testing, management reporting, and accountable decision-making. In that sense, this work is not merely a reference text; it is a field manual for building privacy evidence that can withstand internal audit, external review, regulatory inquiry, privacy sweeps, and Board scrutiny.

True resilience requires alignment between privacy principles, technical controls, operational telemetry, legal duties, and management accountability. As Philippine organizations continue to build, scale, digitize, outsource, automate, and secure their services, the insights compiled in these chapters offer a practical equilibrium: protect data subjects, enable responsible innovation, and strengthen institutional trust.

“The integration of data privacy into core business operations requires more than legal interpretation—it demands a battle-tested alignment between technical security controls and regulatory compliance. This handbook serves as a definitive blueprint for navigating the shifting landscape of Philippine data protection governance.”

— Editorial Foreword

Azoresphere Cyber Governance Publications

Metro Manila, Philippines
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Data privacy is no longer a narrow compliance obligation handled only by legal or compliance teams. It has become a core governance, risk management, cybersecurity, operational resilience, consumer protection, and trust issue for modern organizations.

In the Philippine context, the Data Privacy Act of 2012 and the issuances of the National Privacy Commission have established clear expectations for responsible personal data processing, accountability, data subject rights, security of personal data, breach management, and organizational compliance. At the same time, organizations are facing new privacy challenges arising from digital channels, cloud services, outsourcing, artificial intelligence, data scraping, employee monitoring, CCTV systems, customer analytics, and cross-border data processing.

The Data Protection Officer plays a central role in helping organizations understand these obligations and translate them into practical governance structures, policies, processes, controls, documentation, monitoring, and reporting. However, many DPOs are expected to perform this role with limited resources, unclear authority, fragmented documentation, incomplete inventories, and varying levels of support from business units and management.

This handbook was developed as a foundational manual for Philippine organizations that need a practical and structured approach to privacy governance, compliance, risk management, accountability, and DPO leadership.

It is designed to help readers understand not only what privacy obligations exist, but also how those obligations can be organized, governed, monitored, and implemented within an actual organization.

The handbook is not written as a purely legal textbook. Instead, it uses a practical governance and implementation perspective. It explains key requirements, connects them with operational realities, and provides practical examples, checklists, governance models, and reference structures that DPOs and organizations can adapt.

This foundational manual is intended to support organizations in building a privacy program that is risk-based, accountable, documented, measurable, and aligned with organizational governance.
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This handbook may be used in several ways.

For newly appointed DPOs, it may serve as a foundational guide for understanding the role, responsibilities, governance expectations, and practical activities of a Data Protection Officer.

For existing DPOs and privacy professionals, it may serve as a reference for strengthening privacy governance, improving documentation, reviewing controls, enhancing breach readiness, and aligning privacy work with risk management and organizational accountability.

For Board members and senior management, it may serve as a governance reference for understanding privacy oversight, privacy risk, management accountability, resource requirements, and reporting expectations.

For compliance, legal, risk, information security, IT, HR, procurement, internal audit, and business process owners, it may serve as a common reference for understanding how privacy obligations affect their respective functions.

For students and professionals entering data privacy practice, it may serve as a structured introduction to Philippine privacy governance and practical DPO work.

Readers may use this handbook sequentially, beginning with the foundations of privacy governance and moving toward risk management, breach response, compliance monitoring, and emerging privacy issues. Alternatively, readers may refer directly to specific chapters depending on their immediate need, such as consent, legitimate interest, privacy impact assessment, data subject rights, third-party processing, security of personal data, data scraping, CCTV, AI, or breach reporting.

Organizations may also use the appendices as reference structures for developing their own privacy management program, privacy risk register, privacy impact assessment process, data subject request workflow, breach escalation workflow, privacy governance RACI, and Board privacy dashboard.
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This handbook is intended for:

	Data Protection Officers

	Compliance officers

	Legal officers

	Information security officers

	Chief Information Security Officers

	IT leaders and system owners

	Risk managers

	Internal auditors

	HR officers

	Procurement and vendor management teams

	Business process owners

	Privacy champions

	Senior management

	Board members

	Governance professionals

	Cybersecurity professionals

	Students and professionals entering data privacy practice


Although the handbook is written for Philippine organizations in general, optional references and practical notes are included where relevant for banks, financial institutions, and BSP-regulated entities.
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This handbook focuses on foundational privacy governance, compliance, risk management, accountability, and DPO leadership for Philippine organizations.

It covers practical concepts related to the Data Privacy Act of 2012, its Implementing Rules and Regulations, relevant National Privacy Commission issuances, privacy governance, lawful basis, consent, legitimate interest, data subject rights, privacy impact assessment, security of personal data, breach management, third-party processing, data sharing, outsourcing, cloud privacy, cross-border processing, CCTV, AI, data scraping, and privacy program implementation.

It also provides practical alignment with ISO/IEC 27701, ISO/IEC 27001:2022, ISO/IEC 27002:2022, the NIST Privacy Framework, and privacy risk management practices.

This handbook does not provide legal advice, does not replace regulatory consultation, and does not guarantee compliance with any law, regulation, standard, or contractual obligation. Organizations should apply the guidance based on their own context, risk profile, processing activities, industry requirements, and professional advice.

The handbook is foundational in nature. Detailed implementation tools, editable templates, testing procedures, sample policies, dashboards, registers, privacy impact assessment forms, breach playbooks, and compliance trackers may be developed separately as part of a DPO Governance Pack or advanced implementation manual.
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This section is retained as a reader-facing quick reference for recurring regulatory deadlines, platform preparation, and DPO work planning. It is written as publication front matter rather than an editorial workpaper.
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	Requirement / Trigger

	Required Date or Timeline

	Primary Chapters

	Practical DPO Action

	Mandatory notification to the NPC for reportable personal data breach

	Within 72 hours upon knowledge or reasonable belief of a reportable personal data breach.

	Chapters 48-52

	Activate breach response, assess threshold, submit DBNMS notification, and retain proof of confirmation.


	Notification to affected data subjects where required

	Within 72 hours upon knowledge or reasonable belief, based on available information where necessary.

	Chapter 50

	Notify individually by secure written or electronic means and provide risk-reduction guidance.


	Full breach report where delay is prohibited or full details are required

	Within five (5) days, unless the NPC grants additional time.

	Chapter 50

	Submit the supplemental or full report and track evidence, approvals, and corrective actions.


	Annual Security Incident Report (ASIR)

	For the previous calendar year: January 1 to March 31 of the current year; March 31 is the key deadline.

	Chapters 51 and 65

	Submit through DBNMS, including all security incidents and personal data breaches, including non-mandatory incidents.


	Registration of newly implemented Data Processing System or inaugural DPO

	Within twenty (20) days from commencement of the DPS or effectivity of DPO appointment.

	Chapters 4, 7, 8, 13, 55, 65

	Register through the NPC registration platform and maintain supporting evidence.


	Minor amendments, updates to an existing DPS, or change in DPO

	Within ten (10) days from system update or effectivity of new DPO appointment.

	Chapters 8, 55, 64, 65

	Update registration records and align ROPA, governance records, and DPO contact channels.


	Regular breach response policy and procedure review

	At least annually; date of last review and next review schedule should be documented.

	Chapters 47-52 and 65

	Include in the annual DPO work plan and evidence binder.




No fixed NPC submission date is assigned to routine ROPA maintenance, PIA completion, privacy metrics, privacy training, audit evidence, maturity assessment, privacy tooling, or first-100-days planning unless tied to a specific registration, breach notification, investigation, compliance check, order, contract, or sector-specific requirement.
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​Gumroad, KDP, and Draft2Digital Readiness Notes
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	The manuscript uses actual Word heading styles for front matter, parts, chapters, and appendices so the TOC and navigation pane are usable.

	For Gumroad, export this master DOCX to PDF after final field update and visual QA. Keep the DOCX as the editable master file and upload the PDF as the primary reader download.

	For KDP or Draft2Digital, review each platform requirement separately. Full-page cover images are usually uploaded separately for ebook/paperback workflows, while the manuscript file should remain clean and style-driven.

	Before final upload, update all fields in Microsoft Word, verify hyperlinks, export the PDF, and perform one final reader test on desktop and mobile screens.
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This note is included as a publication QA control. It records the final checks applied to the Gumroad-ready master without presenting the manuscript as deficient. It should be retained in the front matter until the final platform PDF is exported and visually reviewed.


	Verification Area

	Publication Status

	Final Control Note


	Chapter 4 structural completion

	Verified for final manuscript structure

	Confirm that Chapter 4 no longer ends abruptly at Section 4.5 and that Sections 4.5A to 4.9 are present, including NPC enforcement mechanics, administrative fine bands, regulatory response readiness, practical checklist, scenario questions, and references.


	NPC Advisory No. 2026-02 / DBNMS breach reporting

	Included as a regulatory currency item

	Confirm that breach management guidance covers DBNMS submission discipline, request compatibility rules, and Full Breach Report timing. Filing a request in DBNMS should not be treated as a suspension of reporting obligations unless the NPC expressly grants relief.


	EOPT Act and BIR RR No. 7-2024 retention baseline

	Included as a retention-governance item

	Use the five-year tax/accounting preservation baseline as the current general rule, subject to exceptions such as audit, investigation, protest, refund claim, fraud/falsity issue, litigation hold, or another lawful retention basis.


	Final upload readiness

	To be checked immediately before publication

	In Microsoft Word, update all fields and the entire table of contents, verify hyperlinks, export to PDF, and perform final page-by-page visual review before Gumroad upload.




Editorial instruction: Do not add negative audit findings to the reader-facing manuscript. If an older draft is being reviewed, use the above items as a final validation checklist and update the clean master only after the checks are satisfied.
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Privacy governance, accountability, and practical implementation guidance
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​Chapter 1 - Introduction to Data Privacy in the Philippine Context
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	Chapter Purpose

This chapter introduces data privacy as a practical governance, risk management, compliance, security, accountability, and trust function for Philippine organizations. It explains why privacy cannot be treated merely as a legal notice or documentation exercise, and why the Data Protection Officer should operate as a governance adviser, coordinator, monitor, and escalation point across the organization.





	Chapter Objectives

	Practical Outcome

	Understand why data privacy matters in Philippine organizations.

	The reader can explain privacy as a business, governance, trust, and regulatory concern.


	Recognize privacy as a governance, risk, and compliance function.

	The reader can position privacy within Board oversight, management accountability, risk management, and internal control.


	Identify common privacy failures.

	The reader can recognize early warning signs such as unclear ownership, weak data inventory, poor notices, inadequate consent, weak vendor controls, and insufficient breach readiness.


	Understand the practical role of the DPO.

	The reader can describe the DPO as a coordinator of privacy governance, not merely a document custodian or compliance formality.




Data privacy has moved from being a narrow compliance concern to a core organizational governance issue. Philippine organizations process personal data through employment records, customer onboarding, websites, mobile applications, CCTV systems, vendor platforms, outsourcing arrangements, cloud services, digital marketing channels, customer support processes, analytics tools, and security monitoring systems. Every one of these activities can create privacy risk if personal data is collected, used, stored, disclosed, retained, shared, transferred, or disposed of without adequate governance and controls.

The Data Privacy Act of 2012 established the Philippine legal foundation for protecting personal information in information and communications systems in both the government and private sectors. The law is supported by its Implementing Rules and Regulations and by issuances of the National Privacy Commission. For practical governance, however, compliance is not achieved merely by having a privacy notice, a policy folder, or a designated Data Protection Officer. Organizations must be able to demonstrate accountability through defined roles, documented processing activities, lawful basis analysis, privacy risk assessment, security controls, breach management, data subject rights handling, third-party oversight, training, monitoring, and management reporting.

This chapter establishes the operating mindset for the rest of the handbook: privacy should be governed as a lifecycle and risk-based management discipline. The DPO should help the organization understand obligations, identify processing activities, assess risk to data subjects and the organization, advise on controls, coordinate response activities, monitor compliance, and report issues requiring management or Board attention.


	Practical Orientation

A privacy program should answer four practical questions: What personal data do we process? Why do we process it? How do we protect and govern it? How can we prove that we are accountable?




1.1 Why Data Privacy Matters

Data privacy matters because personal data represents real people, not merely records in a database. A customer name, government identification number, account record, employment file, health declaration, CCTV image, biometric template, online identifier, or contact detail can affect an individual’s dignity, safety, financial security, employment opportunity, reputation, and autonomy when mishandled.

For organizations, privacy failures can result in regulatory exposure, customer complaints, litigation risk, reputational damage, operational disruption, loss of stakeholder trust, and increased scrutiny from regulators, business partners, auditors, and customers. These risks are magnified when processing involves sensitive personal information, vulnerable data subjects, high-volume records, cross-border vendors, cloud platforms, automated decisioning, AI systems, data scraping, profiling, or digital financial services.

The practical message for DPOs is simple: privacy is not only about avoiding penalties. It is about protecting data subjects, maintaining organizational trust, supporting responsible innovation, enabling compliant business processes, and ensuring that personal data is handled with clear purpose, proportionality, transparency, security, and accountability.

1.2 Data Privacy as a Governance, Risk, and Compliance Function

A mature privacy program operates across governance, risk management, compliance, information security, operations, and assurance. It is governance because the organization must define accountability, decision rights, escalation paths, oversight responsibilities, and reporting structures. It is risk management because privacy decisions require the organization to identify threats and harms to data subjects and determine appropriate controls. It is compliance because the organization must meet applicable legal, regulatory, contractual, and policy obligations.

Privacy should therefore be embedded into existing management structures rather than treated as a separate paper-based activity. The DPO should work with the Board, senior management, legal, compliance, information security, IT, HR, procurement, risk management, internal audit, and business process owners. Each function has a role in protecting personal data and ensuring responsible processing.

The organization should be able to show how privacy obligations are translated into policies, procedures, risk assessments, PIAs, vendor reviews, access controls, training records, breach response workflows, data subject request logs, compliance testing, and Board or management reports.

1.3 The Evolution of Privacy Risk in Philippine Organizations

Privacy risk has evolved with digital transformation. Many Philippine organizations now collect more personal data than before, store it in more systems, share it with more third parties, and use it for more analytics, monitoring, marketing, security, and service delivery purposes. This creates operational complexity for the DPO and increases the need for structured privacy governance.

Earlier privacy work often focused on policies, consent forms, registration documents, and breach notification readiness. Those remain important, but current privacy challenges now include cloud and SaaS processing, remote work, employee monitoring, CCTV, data scraping, mobile applications, customer profiling, AI-assisted processing, digital onboarding, open banking and financial technology arrangements, and cross-border support services.

The practical implication is that a privacy program must be dynamic. It must monitor new business initiatives, new technology deployments, new vendors, new data uses, new regulatory issuances, and new risks arising from the way personal data is combined, enriched, inferred, or reused.

1.3A 2025-2026 Privacy Risk Update: Data Scraping and Privacy Engineering

The privacy risk environment in the Philippines now requires the DPO to move beyond policy maintenance and breach readiness. Two practical developments should be reflected in every mature privacy program: protection against uncontrolled data scraping of publicly available personal data, and privacy engineering controls embedded into system life cycle processes.

For data scraping, the DPO should adopt the rule that publicly visible personal data is not automatically free for unrestricted collection, repurposing, profiling, enrichment, resale, AI training, or automated harvesting. If the organization hosts public personal data, the DPO should coordinate with IT, information security, legal, marketing, HR, and business owners to classify exposed personal data, define why it is public, apply minimization, review lawful basis, update notices, restrict unnecessary indexing, implement anti-bot and rate-limiting controls, monitor abnormal access patterns, and prohibit vendors from scraping or repurposing hosted personal data without written approval.

For privacy engineering, the DPO should require privacy gates in the SDLC. A system should not proceed from requirements to design, build, testing, deployment, and operation unless privacy requirements, lawful basis, data minimization, retention, access control, logging, masking, consent or notice implications, DSR handling, and breach logging requirements are checked and evidenced.


	SDLC Privacy Gate

	Practical DPO Control Requirement

	Planning and requirements

	PIA screening, processing purpose, lawful basis, data subject categories, data fields, retention need, and privacy notice impact must be documented before design starts.


	Design and architecture

	Apply privacy-by-design and privacy-by-default: minimize fields, disable unnecessary collection, segregate sensitive personal information, define role-based access, and map data flows.


	Development and configuration

	Build access controls, consent/notice capture where needed, logging, masking, secure defaults, API restrictions, data export controls, and deletion/retention functions.


	Testing and evaluation

	Include privacy test cases, abuse cases, data scraping scenarios, DSR workflow tests, retention tests, and negative tests for excessive access or unauthorized extraction.


	Deployment and integration

	Require DPO/privacy sign-off for high-risk processing, updated ROPA, current privacy notice, vendor review, approved controls, and documented residual risk.


	Operation and maintenance

	Monitor logs, privacy incidents, DSR trends, scraping indicators, control exceptions, model/API changes, vendor changes, and periodic security/privacy testing results.




Practical DPO note: Treat scraping defense and privacy engineering as operating controls, not as technical jargon. The evidence should appear in project approvals, ROPA, PIA records, SDLC checklists, change tickets, access reviews, and management reports.

1.3B Data Scraping Defense Blueprint

Publicly available personal data is no longer a low-risk category simply because it appears on a website, social media page, public directory, application screen, or search result. Under NPC Advisory No. 2026-01, public availability does not by itself create consent, remove the need for a lawful basis, or excuse a PIC from transparency, proportionality, security, PIA, and accountability obligations. A DPO should therefore manage scraping risk from two directions: controls for the organization when it scrapes data, and controls for the organization when it hosts data that others may scrape.


	Control Area

	DPO / CISO Operating Requirement

	When the organization scrapes data

	Require declared purpose, lawful basis, privacy notice update, data minimization, PIA, third-party contract review, retention limit, and prohibition on unrelated reuse.


	When the organization hosts public personal data

	Inventory public personal data, identify why it is public, provide notice that it may be accessed or scraped, and provide objection or takedown channels where appropriate.


	Technical anti-scraping safeguards

	Use rate limits, bot detection, CAPTCHA or equivalent controls, IP throttling or blocking, suspicious account monitoring, API abuse monitoring, WAF rules, and alerting for abnormal extraction patterns.


	SPI and vulnerable data subjects

	Treat scraping involving sensitive personal information, minors, elderly persons, persons with disabilities, or financially vulnerable individuals as high-risk and require DPO approval and PIA.


	Incident response

	Treat unauthorized scraping that compromises confidentiality, integrity, or availability as a potential security incident and assess breach notification requirements immediately.




Practical evidence: scraping risk should appear in the public-data inventory, website privacy notice, ROPA, PIA, WAF or bot-control logs, incident register, vendor assessment file, and management reporting where exposure is material.

1.3C Dark Patterns, Online Lending Permissions, and Mobile App Consent Boundaries

The DICT-NPC-SEC Public Advisory on Online Lending Platforms is useful beyond lending companies because it clarifies a broader digital privacy rule: consent obtained through deceptive interface design is fragile and may be invalid. DPOs reviewing customer onboarding, credit scoring, mobile applications, marketing flows, e-wallet integrations, digital collections, or account verification tools should treat user-interface design as a privacy control, not merely a product design matter.


	Design / Permission Issue

	DPO Operating Control

	Pre-ticked boxes or obscured privacy-preserving choices

	Do not rely on pre-selected or manipulative consent. Require affirmative, granular, revocable, and auditable consent where consent is the lawful basis.


	Difficult withdrawal of consent

	Provide a withdrawal path that is not harder than giving consent. Record withdrawal date, affected processing, owner, and implementation status.


	Excessive app permissions

	Approve only permissions needed for specified and legitimate purposes. Turn off, disallow, or revoke permissions once the purpose has been fulfilled.


	Smartphone contact list access

	Do not harvest entire contact lists. Permit only controlled selection of necessary references or proportional metadata where justified.


	Character references versus guarantors

	Separate UI flows completely. Character references are for identification or verification only; guarantors require explicit, separate consent and liability disclosure.


	Digital debt collection or customer pressure flows

	Check for harassment, shame-based prompts, overbroad disclosure, hidden permissions, or processing that is incompatible with declared purpose.




Practical rule for banks, lenders, fintechs, and commercial apps: a privacy notice is not enough if the interface itself pushes the user toward excessive disclosure. The DPO should require screen-by-screen review of permissions, consent language, default settings, withdrawal controls, reference/guarantor flows, and evidence that the product design follows data minimization and fairness.

1.3D Special Privileges, ID Verification, and Vulnerable Group Data Minimization

As of the June 2026 draft NPC Circular on processing personal data for the availment of statutory, government-mandated, and other special privileges, the NPC has highlighted the privacy risk of excessive collection or retention of ID cards and documents for privileges such as senior citizen, PWD, solo parent, student, national athlete or coach, medal-of-valor, and government program benefits. Because the issuance was published as a draft, DPOs should monitor the final circular before treating every drafting phrase as final law; however, the operational direction is clear: proportionality and data minimization must govern privilege verification.


	Risk Area

	Recommended DPO Control

	Photocopying or full digital scanning of IDs by default

	Prohibit routine full-image retention unless a specific law, rule, regulator, dispute, or fraud investigation requires it.


	Over-collection from vulnerable groups

	Use sight-and-verify routines, masked ID capture, eligibility tick boxes, or minimal verification logs instead of retaining full IDs.


	Unclear retention for privilege records

	Define a short retention period for transaction verification unless tax, audit, dispute, fraud, or legal-retention requirements apply.


	Identity theft and breach exposure

	Treat retained IDs of senior citizens, PWDs, students, and other vulnerable groups as high-risk data requiring restricted access, masking, encryption, and disposal controls.


	Point-of-sale or front-line practice drift

	Train cashiers, front desk staff, branch staff, dining/hospitality personnel, transport personnel, and healthcare reception teams on minimal collection and non-retention routines.




Practical rule: the preferred control is “sight-and-verify, then record only what is necessary.” Routine photocopying, photographing, or scanning of entire IDs should be treated as an exception requiring documented justification, retention limit, access control, and DPO review.

1.4 Privacy as a Board and Management Responsibility

The DPO may advise and monitor, but privacy accountability belongs to the organization. Board members and senior management should understand that privacy risk can become strategic, operational, legal, reputational, and regulatory risk. They should receive meaningful privacy reports, approve major privacy governance directions, support resource requirements, and ensure that high-risk privacy matters are addressed.

Management should not expect the DPO to solve privacy issues alone. Business process owners must know what data they process and why. IT and information security must implement technical safeguards. HR must govern employee data. Procurement must include privacy requirements in vendor selection and contracting. Legal and compliance must help interpret obligations. Internal audit must provide independent assurance. The Board and senior management must ensure that these responsibilities are properly coordinated.

Privacy oversight should therefore be included in governance meetings, risk committees, compliance reporting, technology governance, outsourcing governance, audit committee reporting, or Board reporting where appropriate.

1.4A Board-Level Privacy Metrics and KRIs

A DPO should not report privacy only through narrative status updates. Board and senior management reporting should include measurable indicators that show whether privacy risk is increasing, decreasing, or remaining unmanaged. The goal is not to overwhelm directors with operational data, but to highlight risk concentration, overdue remediation, control weakness, and exposure to regulatory deadlines.


	Metric / KRI

	Board-Level Question

	Example Escalation Trigger

	Unvetted third-party personal data transfers

	Are personal data disclosures occurring without due diligence, data sharing agreement, outsourcing review, or transfer controls?

	Any high-risk transfer without DPO/legal review; repeated transfers without contract or DPA/DPA-equivalent clauses.


	Systems with SPI but no MFA, encryption, or compensating control

	Are sensitive personal information repositories protected to an acceptable baseline?

	Any internet-facing or privileged-access system with SPI and no MFA, encryption, or approved risk acceptance.


	Mean Time to Identify simulated breach (MTTI)

	How quickly can the organization detect a privacy-relevant security incident?

	MTTI exceeds approved incident response target or testing shows no reliable detection owner.


	Mean Time to Contain simulated breach (MTTC)

	Can the organization contain exposure before harm escalates?

	Containment requires ad hoc approvals, manual coordination, or unclear business ownership.


	PIA completion rate for high-risk processing

	Are new or changed high-risk activities assessed before deployment?

	Any high-risk project launched without completed PIA or risk acceptance.


	Overdue data subject rights requests

	Can the organization honor data subject rights within required timeframes?

	Any request nearing deadline without assigned owner, legal review, or response path.


	Aged privacy findings and exceptions

	Are known privacy gaps being remediated or merely recorded?

	Critical/high finding overdue; repeated extension without management-approved risk acceptance.


	ROPA currency

	Does management know what personal data is processed and where it is stored?

	ROPA not reviewed within the annual cycle or material system changes not reflected.




Board reporting rule: every metric should have an owner, threshold, trend, root cause, remediation action, due date, and escalation path. A metric without a decision point becomes a dashboard decoration rather than a governance control.

1.5 Privacy, Trust, Consumer Protection, and Organizational Reputation

Privacy protection is closely linked to trust. Customers, employees, partners, and regulators expect organizations to collect only what is necessary, explain how data will be used, protect data from unauthorized access, respond fairly to data subject requests, and act responsibly when incidents occur.

For customer-facing organizations, privacy failures can undermine confidence even when the underlying product or service is technically sound. A poorly explained consent process, excessive data collection, weak account security, unnecessary sharing, or delayed breach response can make customers feel that the organization does not respect their rights or interests.

For financial institutions and other regulated entities, privacy also interacts with consumer protection, cybersecurity, fraud management, operational resilience, outsourcing oversight, and incident reporting. A practical privacy program should therefore support the broader objective of maintaining customer confidence and responsible service delivery.

1.6 Data Privacy in Digital Transformation

Digital transformation increases both the value and the risk of personal data. Organizations adopt online forms, mobile applications, customer portals, cloud platforms, analytics tools, AI-enabled workflows, digital marketing, robotic process automation, remote support tools, and third-party integrations to improve efficiency and customer experience. These initiatives often depend on personal data.

Privacy must be considered early in the lifecycle of digital initiatives. Waiting until deployment creates avoidable risk because the organization may discover late that the project lacks a valid lawful basis, collects excessive data, lacks adequate notice, relies on a vendor without appropriate contractual safeguards, or fails to include appropriate access, logging, retention, and deletion controls.

DPO involvement should therefore be built into project governance. Privacy-by-design, privacy engineering, PIA screening, data flow review, vendor due diligence, and security review should become normal parts of the project process, not after-the-fact compliance checks.

1.7 Data Privacy in Banks, Financial Institutions, and Regulated Sectors

Although this handbook is written for Philippine organizations in general, financial institutions and other regulated sectors face additional expectations because they process high-risk personal data and operate in trust-sensitive environments. Banks and financial institutions handle identity documents, account information, transaction records, credit-related information, fraud data, authentication records, and customer communications. These data sets may be valuable targets for fraud, identity theft, social engineering, account takeover, and unauthorized profiling.

In BSP-regulated environments, privacy governance should be coordinated with cybersecurity governance, technology risk management, outsourcing and third-party risk management, consumer protection, operational resilience, incident response, and Board reporting. The DPO should work closely with the CISO, compliance officer, risk officer, IT head, business owners, and internal audit to ensure that personal data protection is embedded into control design and oversight.

For non-financial organizations, the same principle applies: privacy cannot be isolated from business operations. It should be integrated with enterprise governance, information security, vendor management, HR governance, records management, and customer experience.

1.7A Open Finance Versus Unauthorized Data Scraping

For banks and financial institutions, the DPO must distinguish unauthorized data scraping from authorized, customer-permissioned Open Finance data sharing. Anti-scraping controls should block automated extraction, credential stuffing, bot traffic, session abuse, and mass harvesting from public or customer-facing channels. Open Finance, by contrast, should operate through authenticated API access, customer authorization, registered participants, secure token exchange, data sharing agreements, scope limitation, audit logging, revocation controls, and governance under the BSP Open Finance Framework.


	Data Flow

	Privacy / Security Treatment

	Unauthorized scraping

	Block through WAF, bot detection, rate limiting, CAPTCHA or equivalent friction, anomaly detection, IP throttling, account abuse monitoring, and incident escalation.


	Authorized Open Finance API call

	Permit only through authenticated, permissioned, scope-limited, logged, and contract-governed API access with customer authorization and revocation.


	Screen scraping by a third-party app

	Treat as high risk unless specifically authorized, controlled, logged, and supported by lawful basis, transparency, and contractual controls.


	Customer-permissioned data portability

	Validate consent/authorization capture, API scope, data minimization, retention, TPP due diligence, dispute process, and data subject rights handling.


	Incident or misuse

	Escalate to privacy, cybersecurity, fraud, consumer protection, legal, and BSP/NPC reporting analysis where applicable.




DPO/CISO coordination point: the same API gateway, IAM, logging, SIEM, token, and rate-limiting architecture can support both objectives - enabling lawful Open Finance and blocking unauthorized scraping. The governance distinction is authorization, transparency, contract, purpose limitation, and auditability.

1.8 Common Privacy Failures in Organizations

Many privacy issues arise not from deliberate misconduct, but from weak governance and poor coordination. Common failures include incomplete data inventory, vague lawful basis, overreliance on consent, outdated privacy notices, lack of PIA, unclear retention periods, excessive access rights, weak vendor contracts, untested breach response, incomplete training, undocumented data sharing, and poor monitoring of new systems or business processes.

Another common weakness is treating the DPO as the sole owner of all privacy tasks. This creates a bottleneck and hides the responsibility of business owners who actually define the purpose of processing and control how personal data is collected and used. Effective privacy governance requires ownership at the process level, not only at the DPO level.

A practical DPO should identify these gaps early and convert them into a prioritized privacy improvement plan. Not every issue can be fixed at once. The DPO should help management focus on high-risk processing, sensitive personal information, regulatory deadlines, breach-prone processes, major vendors, and activities that may materially affect data subjects.

1.9 Practical Role of the DPO in Modern Organizations

The DPO is not merely a compliance title. The DPO is a governance function that helps the organization understand privacy obligations, assess risk, coordinate controls, monitor implementation, provide advice, escalate issues, and serve as a point of contact for privacy matters. The DPO should have sufficient access to management, information, resources, and relevant decision-making forums.

In practice, the DPO should maintain visibility over processing activities, privacy policies, privacy notices, consent practices, data subject requests, PIAs, data sharing and outsourcing arrangements, breach response, training, compliance testing, and privacy metrics. The DPO should also help ensure that privacy issues are documented and reported in a way that management can act on.

A strong DPO function does not mean that the DPO performs every privacy control personally. The DPO should coordinate a privacy operating model where business units own processing activities, IT and information security implement safeguards, legal and compliance advise on obligations, HR manages employee data governance, procurement manages vendor requirements, and internal audit provides independent assurance.

Practical Governance Lens for Chapter 1


	Privacy Area

	Governance Question

	Expected Evidence

	Processing activities

	Do we know what personal data we process, where it is stored, and who owns the process?

	Data inventory, ROPA, system list, process owner register, data flow maps


	Lawful basis

	Can we explain the lawful basis for each major processing activity?

	Lawful basis matrix, consent records, legitimate interest assessment, legal obligation reference


	Transparency

	Are data subjects informed in a clear and timely manner?

	Privacy notices, consent forms, website notices, CCTV notices, employee notices


	Security

	Are safeguards appropriate to the sensitivity, volume, and risk of the data?

	Access reviews, encryption controls, logs, vulnerability records, incident records, security policies


	Third parties

	Do vendors and processors have appropriate privacy obligations and controls?

	Vendor due diligence, contracts, data processing terms, breach notification clauses, monitoring records


	Breach readiness

	Can the organization identify, assess, escalate, and notify a personal data breach?

	Breach procedure, incident register, escalation matrix, breach drill records, notification decision log


	Oversight

	Are privacy risks and issues reported to management or the Board?

	DPO report, privacy dashboard, risk register, committee minutes, action trackers




Common Privacy Failures and Practical DPO Response


	Common Failure

	Privacy Risk

	Practical DPO Response

	No current data inventory

	Unknown processing activities, undocumented sharing, weak breach assessment

	Start a phased data inventory with priority for high-risk departments and systems.


	Generic privacy notice

	Poor transparency and weak evidence of fair processing

	Create layered notices tailored to customers, employees, vendors, website users, and CCTV areas.


	Overuse of consent

	Invalid or unnecessary consent, weak withdrawal handling

	Review lawful basis and use consent only where it is appropriate and manageable.


	No PIA trigger process

	Privacy risks discovered too late in projects

	Embed PIA screening into project, procurement, system change, and new product approval workflows.


	Weak vendor privacy clauses

	Unclear processor obligations and breach notification gaps

	Include privacy clauses on confidentiality, security, sub-processing, audit rights, breach notice, data return, and deletion.


	Unclear breach escalation

	Late notification decision and poor evidence trail

	Implement breach triage, escalation, assessment, notification decision, and corrective action workflows.


	No Board-level privacy reporting

	Management may underestimate privacy risk and resource needs

	Create a concise privacy dashboard with risks, incidents, DSRs, PIA status, training, and action items.




Practical Example: Why Privacy Governance Must Be Cross-Functional


	Practical Example

A company launches a new online customer inquiry form. Marketing wants to collect names, emails, mobile numbers, preferred products, and customer concerns. IT deploys the form through a website plug-in. Customer service receives the submissions. A third-party hosting provider stores the data. Information security monitors the website. HR may later use the same platform for recruitment forms. If the DPO reviews the activity only after launch, the organization may miss privacy notice requirements, lawful basis analysis, retention rules, vendor safeguards, access restrictions, logging requirements, and breach escalation responsibilities. A better governance approach is to involve the DPO during planning and require a short PIA screening before deployment.




BSP-Specific Practical Note

For BSP-regulated entities, privacy governance should be coordinated with the organization’s cybersecurity, technology risk, outsourcing, operational resilience, fraud management, and consumer protection governance. Personal data protection should not operate separately from information security controls, incident response, business continuity, vendor risk management, and Board reporting. This coordination should expressly include BSP Circular No. 1160 on Financial Consumer Protection because privacy failures involving customer information may also become consumer protection, complaint handling, fraud management, and reputational risk matters.

A practical DPO in a financial institution should coordinate closely with the CISO or Information Security Officer, compliance officer, risk officer, legal officer, IT head, customer service function, and internal audit. This coordination is especially important for digital channels, identity verification, transaction records, fraud monitoring, ATM or online service logs, complaint handling, and third-party service providers.

1.10 Key Takeaways

• Data privacy is a governance and risk management discipline, not merely a legal notice or documentation exercise.

• The Data Protection Officer is a governance function that advises, coordinates, monitors, escalates, and reports privacy matters across the organization.

• Privacy accountability belongs to the organization. Business units, IT, information security, HR, legal, compliance, procurement, risk management, internal audit, senior management, and the Board all have roles.

• Digital transformation increases privacy risk through cloud services, third-party platforms, AI, profiling, data scraping, monitoring tools, and high-volume data processing.

• A practical privacy program should be risk-based, documented, measurable, and supported by management.

• Common privacy failures include incomplete data inventory, weak lawful basis analysis, outdated notices, poor vendor governance, inadequate security controls, weak breach readiness, and insufficient privacy reporting.

• For BSP-regulated entities, privacy governance should be coordinated with cybersecurity, technology risk, outsourcing, operational resilience, consumer protection, fraud management, and Board oversight.

​Chapter Review Questions

What are the most critical personal data processing activities in your organization?

Who owns each major processing activity: the DPO, the process owner, IT, HR, legal, compliance, or another function?

Which privacy risks are currently visible to senior management or the Board?

Does your organization have a current data inventory or record of processing activities?

Are privacy-by-design, PIA screening, and vendor privacy due diligence embedded in project and procurement workflows?

Can your organization demonstrate how it handles data subject requests and personal data breach assessments?

Initial DPO Action Checklist


	Action

	Priority

	Evidence to Create or Review

	Confirm DPO appointment, reporting line, and access to management.

	High

	DPO appointment record, organizational chart, escalation path


	Identify major personal data processing activities.

	High

	Data inventory, ROPA, process owner list


	Review privacy notices and consent practices.

	High

	Notices, consent records, lawful basis matrix


	Identify high-risk processing requiring PIA or enhanced review.

	High

	PIA screening log, high-risk processing list


	Review breach escalation and incident reporting process.

	High

	Breach procedure, incident register, escalation matrix


	Review major vendors handling personal data.

	Medium

	Vendor privacy due diligence, contract review checklist


	Prepare management privacy dashboard.

	Medium

	DPO report, risk summary, action tracker






​Chapter References and Alignment Notes

This chapter is aligned with the approved baseline for Book 4: the Data Privacy Act of 2012, its Implementing Rules and Regulations, National Privacy Commission issuances, ISO/IEC 27701, ISO/IEC 27001:2022, ISO/IEC 27002:2022, the NIST Privacy Framework, and privacy risk management practices.

References below are provided for reader orientation and should be validated against the latest official versions when used for formal compliance work.


	Reference

	Official Source / Link

	Republic Act No. 10173 - Data Privacy Act of 2012

	https://privacy.gov.ph/data-privacy-act/


	Implementing Rules and Regulations of the Data Privacy Act of 2012

	https://privacy.gov.ph/implementing-rules-regulations-data-privacy-act-2012/


	National Privacy Commission - Advisories and Circulars Repository

	https://privacy.gov.ph/pips-and-pics/advisories-circulars/


	NPC Advisory No. 2026-01 - Guidelines on Data Scraping of Publicly Available Personal Data

	https://privacy.gov.ph/wp-content/uploads/2026/04/SGD_A_1.pdf


	NPC Advisory No. 2025-02 - Guidelines on Privacy Engineering in Systems Life Cycle Processes

	https://privacy.gov.ph/wp-content/uploads/2025/12/NPC_Advisory2025-02.pdf


	NPC Circular No. 2023-06 - Security of Personal Data

	https://privacy.gov.ph/wp-content/uploads/2024/03/NPC-Circular-Repeal-16-01-Signed.pdf


	NIST Privacy Framework

	https://www.nist.gov/privacy-framework


	ISO/IEC 27701 - Privacy Information Management System

	https://www.iso.org/standard/27701




National Privacy Commission, NPC Advisory No. 2025-02: Guidelines on Privacy Engineering in Systems Life Cycle Processes.

National Privacy Commission, NPC Advisory No. 2026-01: Guidelines on Data Scraping of Publicly Available Personal Data.

Bangko Sentral ng Pilipinas, BSP Circular No. 1160: Regulations on Financial Consumer Protection.
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​Chapter 2 - Overview of the Data Privacy Act of 2012
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	Chapter Purpose

This chapter provides a practical overview of Republic Act No. 10173, also known as the Data Privacy Act of 2012. It explains the purpose, scope, key actors, covered processing activities, data subject concepts, cross-border considerations, and practical organizational implications of the law. The chapter is intended to help DPOs, management, and process owners understand how the DPA should be translated into governance, risk management, compliance, and accountability activities.





	Chapter Objectives

	Practical Outcome

	Understand the purpose of the Data Privacy Act of 2012.

	The reader can explain why the DPA exists and why privacy protection is a governance obligation, not merely a legal notice requirement.


	Understand the scope and key actors under the DPA.

	The reader can distinguish personal information controllers, personal information processors, and data subjects in practical organizational settings.


	Identify covered processing activities.

	The reader can recognize that privacy obligations apply across the full personal data life cycle, from collection to disposal.


	Understand cross-border and extraterritorial considerations.

	The reader can identify privacy risks involving offshore vendors, cloud services, group companies, foreign platforms, and externally hosted systems.


	Translate legal concepts into operating requirements.

	The reader can connect the DPA to policies, registers, PIAs, security controls, breach response, data subject rights handling, and management reporting.




The Data Privacy Act of 2012 is the principal Philippine law governing the protection of personal information in information and communications systems in the government and private sectors. For a Data Protection Officer, the DPA is not merely a law to be cited in a privacy notice. It is the foundation for how personal data should be governed, processed, protected, monitored, and accounted for throughout the organization.

A practical understanding of the DPA begins with the recognition that the law protects individuals whose personal data is processed by organizations. It also recognizes that the free flow of information is important for innovation, growth, and legitimate organizational activity. The governance challenge is therefore not to stop data processing, but to ensure that processing is lawful, fair, transparent, proportionate, secure, accountable, and aligned with legitimate purpose.

For Philippine organizations, DPA compliance should be translated into concrete operating practices: data inventory, lawful basis analysis, privacy notices, consent management where required, data subject rights handling, privacy impact assessment, vendor privacy due diligence, security of personal data, breach management, retention and disposal, training, compliance monitoring, and reporting to management and the Board.


	Practical Orientation

The DPA should be read as a governance law, a risk management requirement, a compliance obligation, and an accountability framework. A DPO should therefore help the organization convert legal provisions into policies, roles, controls, workflows, records, evidence, and management decisions.





	DPA Theme

	Practical Governance Meaning

	Protection of personal data

	Organizations must prevent unauthorized, unfair, excessive, insecure, or unlawful processing of personal data.


	Free flow of information

	Privacy governance should allow legitimate processing while controlling risks to data subjects.


	Accountability

	Organizations must be able to demonstrate that privacy obligations are assigned, implemented, monitored, and documented.


	Data subject rights

	Organizations must provide operational mechanisms for individuals to exercise their rights.


	Security of personal information

	Privacy and information security must work together to implement administrative, physical, and technical safeguards.




2.1 Purpose of the Data Privacy Act

The DPA establishes the Philippine policy of protecting the fundamental human right of privacy while ensuring the free flow of information for innovation, growth, and national development. This policy statement is important because it prevents privacy from being misunderstood as a barrier to all data processing. The law recognizes that personal data may be processed for legitimate organizational, contractual, legal, operational, public interest, and business purposes, provided that such processing is governed and protected.

For the DPO, the practical purpose of the DPA is to create an accountability structure around personal data processing. The law requires organizations to know what personal data they process, why they process it, what lawful basis supports the processing, how the data is protected, who receives the data, how long it is retained, how data subject rights are handled, and how incidents or breaches are escalated.

In practice, the DPA should help organizations avoid uncontrolled collection, unnecessary retention, excessive access, unclear data sharing, weak vendor oversight, inadequate notices, undocumented consent, poor security safeguards, and late breach escalation.


	DPO Practice Note

Core message: The DPA does not prohibit legitimate personal data processing. It requires organizations to govern personal data responsibly, lawfully, transparently, securely, and accountably.




2.2 Scope of Application

The DPA applies to the processing of all types of personal information and to any natural or juridical person involved in personal data processing, subject to the scope and limitations provided by law. It covers both government and private sector processing. For organizations, this means that privacy obligations may arise in customer onboarding, employment, procurement, vendor management, lending, marketing, digital services, surveillance, analytics, compliance reporting, information security monitoring, complaints handling, and other business processes.

The scope of the DPA should be assessed based on the processing activity, not only the department or system involved. A simple spreadsheet, a cloud application, a CCTV recording, a call recording, a customer form, a mobile app, a shared folder, or an outsourced processing arrangement may all involve personal data processing.

The DPO should therefore guide the organization in identifying the processing activities covered by the DPA. This requires coordination with business units, HR, IT, information security, legal, compliance, procurement, customer service, operations, and management.


	DPO Practice Note

Practical test: If an activity involves information that can directly or indirectly identify an individual, the DPO should assess whether the DPA applies and what controls are required.





	Common Processing Area

	DPA Relevance

	Human Resources

	Employee records, recruitment files, benefits, medical certificates, disciplinary records, monitoring, payroll, and training records.


	Customer Operations

	Onboarding forms, contracts, account records, complaints, customer support recordings, service history, and verification data.


	Information Technology

	Systems, databases, access logs, user accounts, backups, cloud platforms, system testing, and application support.


	Information Security

	Security logs, incident records, monitoring alerts, investigation files, access reviews, and forensic evidence.


	Procurement and Vendor Management

	Vendor contacts, outsourced processing, due diligence files, contracts, service reports, and breach notification arrangements.


	Digital Channels

	Website forms, mobile apps, cookies, analytics, social media, email marketing, online identifiers, and platform integrations.




2.3 Personal Information Controllers

A Personal Information Controller, or PIC, generally refers to a person or organization that controls the collection, holding, processing, or use of personal information, including a person or organization that instructs another to process personal information on its behalf. In practical terms, the PIC decides the purpose and means of processing.

Most organizations are PICs for their own employee records, customer records, client records, applicant records, supplier contact records, visitor logs, CCTV recordings, website inquiries, and internal compliance records. A bank, school, hospital, employer, retail company, government agency, cooperative, professional firm, or association may act as a PIC when it determines why and how personal data is processed.

The PIC carries significant accountability because it determines the purpose of processing and must ensure that processing is lawful, transparent, proportionate, secure, and properly documented. Even when the PIC uses vendors or cloud service providers, it remains accountable for ensuring that privacy obligations are addressed through due diligence, contractual safeguards, monitoring, and breach reporting arrangements.


	DPO Practice Note

Governance implication: Business ownership of processing is critical. The DPO advises and monitors, but process owners and management must own the processing decisions and controls.




2.4 Personal Information Processors

A Personal Information Processor, or PIP, generally refers to a person or organization that processes personal data upon the instruction of a PIC. The PIP does not normally determine the primary purpose of the processing; it performs processing activities based on the PIC’s instructions or contractual arrangement.

Examples



	





	
	
	
	
	
	
	
	

	
	
	
	

	
	
	
	



2.4A Joint PICs and Co-Controllership Arrangements




	
	
	
	

	
	

	
	

	
	

	
	

	
	

	
	




2.5 Data Subjects





	




2.6 Covered Personal Data Processing Activities





	





	
	
	
	

	
	

	
	

	
	

	
	

	
	



2.7 Extraterritorial and Cross-Border Considerations





	




2.8 Relationship Between the DPA and Other Laws, Regulations, and Frameworks





	




2.8A Modern Surveillance and Consumer Data Channels





	
	
	
	

	
	

	
	

	
	




2.8B AI Systems, Automated Profiling, and the AI Risk Gate



	
	
	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	




2.8C AI Data Source, Scraped Data, and Model Training Controls



	
	
	
	

	
	

	
	

	
	

	
	

	
	




2.9 Practical Implications for Organizations





	





	
	
	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	



2.10 Key Takeaways





​Chapter 2 Practical Checklist


	Has the organization identified whether it acts as PIC, PIP, or both for major processing activities?

	Has the organization identified personal data processing activities across HR, customer operations, IT, information security, procurement, finance, compliance, and digital channels?

	Does each major processing activity have a documented purpose, lawful basis, data subject group, data category, owner, system, vendor, retention period, and control set?

	Are privacy notices accurate, current, and aligned with actual processing activities?

	Are third-party processors subject to due diligence, contract controls, breach notification clauses, and monitoring?

	Are cross-border, cloud, SaaS, and outsourced processing arrangements visible and assessed?

	Are privacy risks assessed before new systems, products, processes, or vendors are implemented?

	Are data subject rights handled through a documented workflow and request register?

	Are security controls for personal data coordinated with IT and information security?

	Are privacy issues, incidents, and high-risk matters escalated to management and the Board where appropriate?


Practical Examples


	
	
	
	
	
	

	
	
	

	
	
	

	
	
	



Selected Official References

	National Privacy Commission, Republic Act No. 10173 - Data Privacy Act of 2012, official web version and PDF version.

	National Privacy Commission, Implementing Rules and Regulations of the Data Privacy Act of 2012, as amended.

	National Privacy Commission, The Data Privacy Act and Its IRR reference page.

	National Privacy Commission, Glossary of Data Privacy Terms.

	National Privacy Commission, Breach Reporting guidance for PICs and PIPs.
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