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            Dedicated to our future generations. Our world is what you make it.

         

         
      
   
      
      
      
         
            Epigraph

         
         
            Civilization is the progress toward a society of privacy. The savage’s whole existence is public, ruled by the laws of his
               tribe. Civilization is the process of setting man free from men.
            

            —Ayn Rand

             

            Freedom is never more than one generation away from extinction. We didn’t pass it to our children in the bloodstream. It must
               be fought for, protected, and handed on for them to do the same.
            

            —Ronald Reagan
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            Preface

         
         Our government’s unhealthy obsession with collecting vast troves of information about every single American is not benign.
            We know that now. After countless Americans have been politically prosecuted, censored, and debanked for failure to conform
            to official government narratives, we seem to have a US version of Chinese social credit scores.
         

         
         Regardless of who sits in the White House, permanent Washington is hard at work spying on us. They want to know what we read,
            what we post, what we save to the cloud. They seek access to our photographs, our location patterns, and even our browsing
            history. Unlike my favorite sandwich shop, they aren’t just using the data to make a better sandwich.
         

         
         Data is power. It’s power to control behavior, power to influence elections, and power to shape the next generation. It’s
            a power that is systematically abused by the very people we have entrusted to protect us. Eight years ago, we thought we could
            govern without worrying about what was happening behind the scenes. We can’t.
         

         
         We now have a historic opportunity to right previous wrongs. We must not make the same mistakes twice. That’s why I felt compelled
            to write this book. As the chairman of the House Committee on Oversight and Government Reform following the first election
            of Donald Trump, I saw what happened. I know where we went wrong. We must not let it happen again. New technology is enabling
            new abuses of power that must be curtailed.
         

         
         As a member of Congress, I wanted to expose it all. That’s part of what drew me to the House Oversight Committee to begin with. I was the only member of my 2008 freshman class to prioritize that committee assignment as my first choice. Most people ask for an “A” committee like Appropriations or Armed Services, where lobbyists line up to donate to their campaigns. I was more interested in exposing the corrupt underbelly of American bureaucracy. 

         
         Having been elected to Congress the same year President Barack Obama came to power, I cut my teeth on investigations of the
            deeply dishonest Obama Justice Department, where DOJ obstruction started at the top. Not only did the agencies withhold documents,
            but Attorney General Eric Holder himself was held in contempt of Congress for refusing to fulfill his legal obligation to
            turn over relevant documents. DOJ refused to comply with subpoenas or prosecute anyone else for the same. When evidence surfaced
            in 2013 that the IRS was weaponized to target conservatives, Attorney General Loretta Lynch refused to investigate.
         

         
         In the midst of this uphill battle, I was named Oversight Committee chairman in 2015. It was the position I needed to expose
            the mendacity and corruption of the Deep State. I had a dream team to work with both on the committee and on staff. On the
            dais beside me were outspoken representative Jim Jordan (OH), future Trump chief of staff Mark Meadows (NC), future Florida
            governor Ron DeSantis (FL), powerhouse attorney Representative Trey Gowdy (SC), future Republican Policy Committee chair Gary
            Palmer (AL), principled constitutionalist Thomas Massie (KY), and future (now current) Oversight Committee chairman James
            Comer (KY). Those are just the best-known today, but we had a whole A-list squad of talent that session that was positioned
            to expose the massive corruption under the surface—provided we could get to the evidence.
         

         
         At the time, going into a presidential election year, I was prepared to do battle with a likely President Hillary Clinton.
            It was becoming evident how intrusive government and bureaucrats were in our lives. We were gearing up for a fight. Then,
            inexplicably, Trump pulled off the surprise of the century and won the presidency in 2016.
         

         
         Imagine my excitement. We were in the perfect position. There was no better opportunity to peel back the layers and expose what bureaucrats had been doing over the last eight years. With an incoming Republican administration, I thought I would have everything I needed to do my job. A Republican attorney general who would prosecute the bureaucracy’s failure to comply with investigations would put oversight into overdrive. We would finally get the documents, the testimony, the hearings, and the depositions we needed to make our case to the American public and expose the corruption. It was truly the opportunity of a lifetime. 

         
         But Speaker Paul Ryan didn’t see it that way. Nor did incoming attorney general Jeff Sessions. When I met with Ryan in January
            2017, he explained to me that things would be different now that we were in the majority. We’re a legislative body now, he
            explained. We do legislation. We don’t do oversight.
         

         
         In contrast, President Trump encouraged me to keep doing my job. I remained hopeful for a time. He gave me no specific direction
            or advice, but he was openly supportive of my efforts. I remember him telling me to “keep doing what you’re doing.” His message
            was not “Stop doing oversight.”
         

         
         I eventually met with Attorney General Sessions once the Senate officially confirmed him. With him it was a different story.
            He didn’t seem to share Trump’s enthusiasm for us to keep doing what we were doing. In fact, he was outright hostile to it.
            As I went down the list of what I needed to do my job, all I got was “no” all the way down.
         

         
         For example, I wanted him to enforce our subpoena against an IT aid of Hillary Clinton. He had refused to testify about her
            private email server, despite being inexplicably granted immunity by the DOJ. It is our congressional prerogative to seek
            this testimony, to see documents, and to complete our investigations. It’s why we have subpoena power. But that power is worthless
            if the DOJ refuses to enforce it. Sessions did just that.
         

         
         As I went down the list that day, Sessions refused to touch any request that had to do with Hillary Clinton or the Obama administration.
            He didn’t seem to care about the precedent he was setting or its impact on our system’s checks and balances. He wanted to
            move on, forget about Hillary Clinton and the evidence she destroyed, and ignore what then–FBI director James Comey was doing.
            Of course, we now know that Comey was helping set the stage for the false Russia collusion narrative at the time.
         

         
         I can’t help but wonder how things might have been different had we been given the tools to scrutinize some of these people in the earliest days of the Trump administration. Could we have found and exposed what was going on inside the DOJ? But no. We are a legislative body. We don’t do oversight when we’re in the majority. That’s what I was told. 

         
         It was a bitter pill to swallow. I knew it was a missed opportunity. After I met with Sessions, I began to question whether
            my serving as chairman would accomplish anything. Our committee did have some small legislative prerogative—we could originate
            US Postal Service reforms, for example. But we had been sitting on a unanimous postal bill for two years. Speaker Ryan said
            we didn’t have room on the calendar for it. If I wanted to help move my principles forward, it was clear I could do more on
            television than I could do in the 115th Congress.
         

         
         There was no point in doing oversight if I wasn’t permitted to actually do oversight. I looked at all the things I was giving
            up to be there and the changes underway in my own family. I was nursing an old foot injury that was flaring up from all the
            walking on the hard marble floors of the Capitol complex. With little hope of exposing waste, fraud, and abuse, it no longer
            felt like a worthwhile trade-off. I had always said Congress should not be a lifetime appointment. I planned to get in, serve,
            and get out. But I got out earlier than anticipated, in no small part because it was clear I wouldn’t be allowed to do the
            one thing I felt most compelled to do.
         

         
         Meanwhile, the Deep State metastasized right under Jeff Sessions’s and Paul Ryan’s noses. They each pursued what they considered
            to be more important objectives. With congressional oversight largely sidelined, Trump was being undermined from within to
            a degree no one comprehended at that stage.
         

         
         Today, with voters having given Trump and Republicans another bite at the apple, it is imperative that we expend political capital to restore some of the checks and balances that have been demolished by prior administrations. The extent to which formerly trusted institutions have colluded to manipulate public opinion and wield political power must be exposed and checked. 

         
         A core part of manipulating the American public is the virtually unregulated access to and flow of data that is collected,
            traded, sold, and exploited every single day, often without our knowledge or our permission.
         

         
         Advancing technologies like artificial intelligence have enabled the creation of ever-more-invasive “weapons of mass detection,”
            which distinguish the politically compliant from the ideologically subversive. Do you promote cryptocurrency? You can be quickly
            debanked. Did you break the law while protesting on behalf of Black Lives Matter? No worries—you won’t be prosecuted. Do you
            question the efficacy of the COVID-19 vaccines? Your account is now censored.
         

         
         Meanwhile, jobs, contracts, and grants can be steered to more compliant voters. Unregulated access to data allows political
            actors to push you out of the economy. Government and corporations, using nonprofits as a sort of data-transfer middleman,
            can reward the behavior that serves them and punish dissenters.
         

         
         I was drawn to these issues from my very first session in Congress. Whether it was invasive airport body scanners, unauthorized
            facial recognition databases, or cell-site simulators used to spy on suspicionless Americans, I was deeply concerned about
            the potential for abuse. At the time, most of my colleagues were not digital natives. They hadn’t grown up around technology
            yet were responsible for understanding how to regulate it. In a 2011 Judiciary Committee markup of the controversial Stop
            Online Piracy Act (SOPA), I quipped that we were being asked to do surgery on the internet without a doctor in the house.1 I called on Congress to “bring in the nerds!” The new Trump administration is doing exactly that.
         

         
         Since then, the hunger for ever-more-invasive data points has gone far beyond government. It has morphed into a complex network of allied agencies, nonprofits, and technology companies with growing access to our emails, social media posts, photographs, cloud storage, and browsing histories. They work together to use that data to control behavior, each doing what the other cannot. 

         
         Many of these entities are currently funded or run by billionaire Democrats with partisan agendas, though there is nothing
            to stop Republicans from doing the same. People who want power need data. It’s become far too easy to get.
         

         
         This is core to who the progressives and the Democrats are today. They want to control what you can say, what you can eat,
            what you can watch and read, what products you are allowed to buy, where you do business, and which values get instilled in
            your children.
         

         
         That quest for control certainly isn’t new. But it is more dangerous than ever before as our digital footprints grow and technology
            evolves to enable cataloging of every detail of our lives. Meanwhile, the government’s activities have become increasingly
            opaque.
         

         
         Privacy advocates on both sides of the aisle now have an opportunity to right some grievous wrongs. It should have been done
            nearly a decade ago. It could have. Republicans had the opportunity. But they blew it. Fortunately, the worst abusers of our
            data have lost power for the time being.
         

         
         Is this a battle the Trump administration will be willing to support? I’m hopeful. It took a few years, but I have now had
            a few chances to sit down one-on-one with President Trump and talk about what happened in 2017. During a visit to Mar-a-Lago,
            I gave him a copy of my first book, The Deep State, in which I wrote about my meeting with Jeff Sessions. I think everyone has a better idea of what this administration is
            up against this time around.
         

         
         In this book, I will lay out for you what I laid out for the president. The path before us could have generational consequences.
            We must get it right.
         

         
         This time the stakes are higher than ever. The technology is more advanced and the Deep State is more entrenched, but the
            duplicity is also more exposed. I am optimistic that this time can be different.
         

         
         
      
   
      
      
      
         
            Chapter 1
The Power Imperative

         
         On July 8, 2021, prominent civil rights leader Wade Henderson traveled to the White House to meet with recently elected president
            Joe Biden and Vice President Kamala Harris.1 Then interim CEO of the Leadership Conference on Civil and Human Rights, Henderson is a law professor and former Washington
            Bureau director of the NAACP.2 His White House meeting that day would mark a new frontier in the partisan infiltration of the federal government. The collaboration
            he would facilitate was intended to have a profound impact on an election still three years away.
         

         
         Later that same day, Henderson would take a lead role in a secretive “Listening Session” (as the White House referred to it)
            to discuss the implementation of a deceptive new executive order to “Promote Access to Voting.” Years would pass before conservatives
            could document what happened in that session. In 2021, we could only speculate.
         

         
         But today we know. After years of obfuscation, the administration was finally forced to release details they had long sought
            to protect. This new evidence validates the concerns I raised about Biden’s Promoting Access to Voting order in my previous
            book, The Puppeteers. The partisan nature of this effort undermined the legitimacy of the entire executive branch.
         

         
         Biden and Harris, at the behest of deep-pocketed strategists within their own party, were opening the door to an ominous weaponization
            of even the most benign federal agencies. By executive order, agencies would do the bidding of partisans seeking to shore
            up their power in the next election.
         

         
         Publicly, it was billed as a cause for celebration. The government was performing a service! And the new cause du jour would be voter registration—targeted, of course, to benefit a Democratic president. But no one would need to know that. The order specifically said it would all be very nonpartisan. 

         
         
            Government Off the Books and Out of Bounds

            Executive Order 14019, signed by President Biden weeks after his inauguration, purported to remove obstacles that prevent
               people from voting. The order created a sweeping authorization for an estimated six hundred federal agencies to do voter mobilization,
               going so far as to require each agency to submit a plan for registering those who use the agency’s services or website.3

            
            The order went even further, authorizing agencies to partner with local election officials and “third-party organizations”
               to provide voter registration services, even on agency premises. For readers of my previous books, this pattern of using nonprofits
               and other nongovernment organizations (NGOs) as a sort of off-the-books arm of government will be familiar. Many of these
               so-called charities, with significant funding from the foundations of America’s wealthy elites (a group that author Seamus
               Bruner calls the “Controligarchs”), seek to reshape the world through progressive activism.4 What could possibly go wrong? Voter registration is inherently a good thing, right?
            

            
            But it was a curious move. The federal government doesn’t have any authority to oversee state and local elections or voter
               registration. It is not the president’s job, or that of any department under his jurisdiction. That’s another familiar pattern—the
               federal government stepping out of bounds to usurp power from the states in pursuit of a partisan agenda.
            

            
            This top-down imposition of a new priority for federal agencies was far outside the wheelhouse of most departments. That Biden and Harris would prioritize this effort so early in their administration—and apply it so broadly—was a red flag. 

            
            The administration assured the country there was nothing partisan about it. The text of the order dutifully referred to “soliciting
               and facilitating approved, nonpartisan third-party organizations and State officials to provide voter registration services
               on agency premises.”5

            
            But Henderson’s organization was no “nonpartisan” third-party group. Those were not the groups invited to the Listening Session
               to discuss implementation of the order. That day in July 2021 was Henderson’s third trip to the White House in as many months.6 It would culminate in a collaborative effort to engage that allegedly “nonpartisan” group of nonprofits.
            

            
            As the head of the Leadership Conference, Henderson unequivocally represented the left. He was leading a coalition of some
               240 progressive advocacy groups. They included far-left-aligned NGOs from the American Bar Association to the YWCA, from the
               Arab American Institute to the National Council of Jewish Women.
            

            
            What is currently known about Henderson’s meeting with Biden and Harris is still vague. A Leadership Conference post on X
               about the White House visit disingenuously billed it as a discussion of “our freedom to vote and other urgent issues facing
               our democracy.”7 Who could object to that?
            

            
            In reality, freedom had little to do with it. Henderson was there to help the Biden-Harris administration stack the deck ahead
               of the 2022 and 2024 election cycles. They would use data collected and maintained by taxpayer-funded government agencies
               to pinpoint the voters Democrats wanted to have registered.
            

            
            By using nonprofits as an intermediary, Democrats would enjoy the best of both worlds. The campaign would get to leverage
               government data and resources normally off-limits to a party’s political arm. The government, through outside groups, would
               get to engage in partisan politics in a way that is normally illegal. By the time anyone could challenge the order in court,
               the damage to their opponents would be done.
            

            
         
         
            Hiding the Partisanship

            The Listening Session in July 2021 was the key to understanding the real objective of the executive order. That’s where the
               government met with dozens of representatives from outside groups who were invited to help implement the order. Thanks to
               government watchdogs who obtained previously private unredacted Justice Department notes summarizing that meeting, we know
               just how “nonpartisan” that session was.8

            
            For a meeting that was allegedly completely aboveboard, the administration was strangely unwilling to disclose information
               about it. Getting written documentation from the session was an expensive and time-consuming process. The administration is
               legally required to disclose public documents when requested. But the federal government is adept at sidestepping Freedom
               of Information Act (FOIA) requests, which means that only organizations with the resources to sue are generally successful.
               And even then only after several years of petitioning the government.
            

            
            The notes, when they were finally disclosed, confirmed what the Foundation for Government Accountability (FGA) and the Heritage
               Foundation had suspected when they filed their first document requests. The whole thing was a partisan exercise in getting
               out the vote for Democrats. The notes confirmed that only one side was represented at the Listening Session.
            

            
            The majority of participating organizations in attendance that day were members of Henderson’s progressive coalition. Those
               participants, according to a memo released by the Heritage Foundation’s Oversight Project, included “zero Republicans, independents,
               or politically conservative individuals.”
            

            
            Among the supposedly nonpartisan groups participating were those great bastions of objectivity as the Southern Poverty Law Center, George Soros’s Open Society Policy Center, the AFL-CIO, National Education Association, Black Voters Matter, and the Brennan Center for Justice at New York University. The Heritage analysis concluded that “every participant whose party affiliation or political donation history could be identified by the Oversight Project was identified as a Democrat except for one Green Party member.” So much for nonpartisan collaboration. 

            
            According to the notes from the DOJ, the talk in the Listening Session was all about registering voters from specific groups
               made up of historically Democratic voters. The ACLU wanted to register voters at Head Start—the federal low-income preschool
               program. Demos, a nonprofit public policy organization specializing in “moving progressive issues from the movement to the
               mainstream,” suggested that the Department of Housing and Urban Development (HUD) use in-house data to target low-income voters
               in public housing.9

            
            The meeting notes don’t record any discussion of targeting groups with a high propensity to vote Republican. Who would have
               suggested it? There was no one there from the right.
            

            
            This was no apolitical bridge-building exercise seeking to reach across the aisle. Henderson and his Leadership Conference
               appeared to “have held significant influence on the Listening Session.”10 Henderson has spent decades building coalitions of progressive activists. Who better to marshal the resources of the progressive
               nonprofit ecosystem?
            

            
            To get a feel for just how sinister this is, try putting the shoe on the other foot. How might Democrats respond if, for example,
               the Heritage Foundation were to lead a coalition of conservative voter registration groups to work with the Department of
               Agriculture registering (predominantly Republican) farmers and ranchers? What if the government explicitly and exclusively
               supplied lists of legal gun owners to right-leaning voter registration groups?
            

            
            This combination of government and campaign groups working together asymmetrically to benefit one party is a dangerous new
               frontier. In explicitly supplying nonpublic data to partisan organizations for the purpose of exacting a purely political
               outcome, Democrats undermine free and fair elections and weaponize the bureaucracy.
            

            
            In the meeting, the NGOs pushed radical far-left ideas on voting, according to the Oversight Project memo. For example, a representative from the Mexican American Legal Defense and Educational Fund (MALDEF) suggested that prohibitions on noncitizens voting should only be enforced postelection via prosecutions rather than prevented before an election. Given the obstacles deliberately imposed by some of these same groups, they know it would be much more difficult to identify and disqualify illegal votes once the vote has been cast. The administration was hatching plans for any attorneys who might have the audacity to challenge illegal votes after the election.11

            
            Despite Biden’s original executive order having been cloaked in feel-good language about enabling “all eligible Americans
               to participate in our democracy,” it was never about all Americans. It was always about historically Democratic Americans—and,
               as some suspect, left-leaning non-Americans.
            

            
            The order plainly designated some of the Democratic voting blocks that agencies should target—federal employees, disabled
               voters dependent on federal subsidies, overseas citizens, and convicted felons in federal custody. Though it doesn’t have
               a section specific to race, the very first paragraph of the order references “Black voters and other voters of color” who
               have faced “discriminatory policies and other obstacles.”12

            
            It’s clear who Biden and Harris were hoping to target. And historically, each of those groups could be reliably counted on
               to support the president’s party on Election Day. Democrats assumed those patterns would hold in 2024.
            

            
            The order itself didn’t spell out the partisanship, of course. It didn’t have to. As the FGA pointed out in a Wall Street Journal editorial, “Promoting voter registration and participation—i.e., mobilizing voters—is an inherently political act for a partisan
               president.”13

            
            Believing the public has a right to know what federal agencies are doing to engage in elections they don’t oversee, FGA and
               Heritage submitted FOIA requests to see the plans each agency submitted in compliance with the order. One would think such
               a request would be routine. What agencies do using taxpayer money is always the business of the American taxpayer. By law,
               agencies are required to respond within twenty days. But they rarely do.
            

            
            FGA opted to sue the Department of Justice after its FOIA requests for agency voter registration plans were ignored for 240 days.14 Thirty-six members of Congress requested the same documents. The Biden administration asserted “presidential communications
               privilege” to keep the plans a secret. That’s a claim that typically applies to documents involving direct communications
               and advice to the president. These agency plans, however, lay out governmental actions that affect civic engagement.
            

            
            In a court filing, the DOJ argued transparency would cause “public confusion.”15 Why can’t Americans be privy to the use of their data and taxpayer-funded resources to influence upcoming elections? Let
               us hope the courts will side with transparency.
            

            
            The administration withheld the documents because they didn’t want to tip their hand ahead of the election. In 2024, they
               leveraged the full force and power of the federal government as part of a sophisticated operation to target and turn out likely
               Democratic voters. And it still wasn’t enough. They lost the popular vote, the Electoral College, the House, and the Senate
               despite going to these unprecedented lengths.
            

            
            It was a federally funded version of Zuckerbucks—often referred to as Biden Bucks. But unlike the Mark Zuckerberg–funded election
               initiative that stacked the deck for left-wing candidates in the 2020 presidential election, this one provided access to federally
               collected personal data on taxpayers, welfare recipients, and criminals—among others. Most of these groups, at least on paper,
               were supposed to lean left.
            

            
            Should we be surprised that political creatures would seek to leverage such advantages to hang on to power? Of course not.
               It’s what they do. Despite their failure at the ballot box, it should still surprise and enrage us that Democrats can get
               away with weaponizing our federal agencies and our data in this way. The guardrails are down. The fox is in the henhouse.
               It won’t matter what other policy victories we achieve if we can’t find a way to shore up the weakened checks and balances
               that should have bound the executive branch during the Biden presidency.
            

            
         
         
            A Unilateral Pursuit of Permanent Power

            Our elections are no longer a fair fight. The merging of the Biden-Harris civil service with the campaign arm of the Democratic
               Party was not a “both sides” issue. But covertly co-opting federal agencies to gain electoral advantage was only a small part
               of the problem. As Trump learned during his first term, the federal workforce is essentially a wholly owned subsidiary of
               the Democratic Party. This is not just because civil servants tend to favor bigger government, but also because conservatives
               are getting screened or purged from the civil service—as we’ll explore in Chapter 4.
            

            
            Even when Republicans win the presidency, they don’t win the federal bureaucracy, the progressive-dominated nonprofit sector,
               or the woke companies that gatekeep the dissemination of speech. That is why unfettered access to data is so much more dangerous
               in the hands of a dementia-riddled Joe Biden or a vacuous Kamala Harris than it would be in the hands of Donald Trump on his
               worst day.
            

            
            The real threat is not just the politicization of the executive branch, but the unholy alliance between government, the nonprofit
               sector, and the corporate media/technology sphere of the economy that allows Democrats to deploy and weaponize that data against
               Americans. This combination of entities is a one-eyed monster with a single goal—political power. Like the three brothers
               in Greek mythology who created the Cyclopes, these three institutions work together to create weapons that seek to help one
               side maintain godlike power over American discourse. Just as the Cyclopes sought to help Zeus cement permanent rule over the
               cosmos, this trio of Cyclopes are unified with the single imperative of holding permanent power.
            

            
            Throughout the Biden administration, that power was coercively deployed to reward political compliance and penalize political
               opposition. With corporate data collection and government surveillance powers, Democratic administrations can now pinpoint
               with precision accuracy exactly who is on their team and who is working against them.
            

            
            Activist NGOs, including influential charities, policy think tanks, and deep-pocketed political advocacy groups: all of these groups play a role in promoting punitive measures that the government can’t pursue on its own. We’ll see what that looks like in Chapter 3. 

            
            The government collects vast troves of data about Americans. What our government can’t legally collect it can typically buy
               from private-sector data brokers. With the advent of artificial intelligence, facial recognition, and other advanced tools,
               the government can learn virtually anything it wants to know about any individual. That is a valuable tool for fighting crime,
               preventing fraud, collecting taxes, and performing other critical functions of government. But that data isn’t staying in
               the hands of politically neutral civil servants. We’ve shown with Executive Order 14019 and the associated Listening Session
               that it’s being deployed by partisans both inside and outside of Democratic administrations.
            

            
            Blacklisting “wrongthink” has never been easier—or more widespread. Unlike the old blacklists of the past, this one can penetrate
               deeper than ever before. This isn’t just a weaponized justice system targeting a political opponent—as bad as that is. It
               doesn’t stop with one side’s protestors receiving harsher sentences than the other. Though we know that happened.
            

            
            This book will outline a systemic weaponization of our data against us by partisans in government, NGOs, and woke corporations.
               We will see it deployed against individuals, industries, charities, and government employees who don’t conform to specific
               narratives. Thanks to recent Democratic administrations, partisans can access data from government surveillance, bank transactions,
               phone metadata, facial recognition databases, consumer products, social media, and even health records with limited transparency
               and minimal oversight. And it is being deployed by a Cyclopean monster that is more interested in helping Democrats retain
               power than in doing the actual work of government, charity, journalism, or democratic governance.
            

            
            The Cyclopes aren’t just targeting politicians for punitive measures. They’re going after conservative charities, churchgoers, attorneys, civil servants, police, teachers, and scientists. Patriotic, hardworking Americans are being purged from financial institutions and workplaces, excluded from career opportunities and public discourse, and singled out for punishment by their professional associations and government regulators. 

            
            In many cases, their crime amounts to little more than questioning a narrative. They question election irregularities, prosecutorial
               misconduct, abortion laws, or vaccine safety. Sometimes their only crime is holding views that, until ten minutes ago, were
               considered mainstream. They could hold traditional views of marriage and gender, object to open borders, or expect prosecutors
               to charge criminals with felonies. Maybe they donated to a January 6 protestor, bought a MAGA hat, or objected to being labeled
               a white oppressor. Any of these can potentially be discovered through data we don’t even know the government sees.
            

            
            I don’t want anyone digging through any of my private information, but I really don’t want those seeking retribution against
               me digging through every piece of data on my life. I say this from personal experience. I actually saw the US Secret Service
               use data the government had about me to retaliate and embarrass me after I criticized the agency as a member of Congress.
               We’ll get to that story in a later chapter.
            

            
            All is not hopeless, however. It’s likely too late to stop data collection—and we wouldn’t want to if we could, given the
               many benefits we enjoy. But it’s not too late to protect our civil liberties. There are important steps we can take to force
               transparency, penalize abuse, ramp up oversight, and wrest back control of our personal data. We can no longer tolerate our
               data being weaponized against us to undermine our votes, coerce our compliance, compromise our security, and silence our voices.
               It must end.
            

            
         
         
      
   
      
      
      
         
            Chapter 2
The Privacy Trade-off

         
         I remember the first time my local grocery store asked me to join a loyalty program. They gave me a bar-coded tag to add to
            my key chain and required me to scan it at checkout if I wanted the best price. It must have been more than thirty years ago.
            I was alarmed. Are they keeping track of everything I buy? Why do they need to know that? We held out. My wife, Julie, and
            I weren’t giving over our information.
         

         
         But slowly, over time, the tangible benefits of having that bar code began to outweigh the nebulous risks. When you scanned
            the bar code, you got a better price. They began sending coupons for things you might actually buy. This marketing innovation
            took retailers by storm. Once I gave the grocery store my information, they started listing how much I saved at the bottom
            of my receipt, reinforcing the upside of letting them track what I buy.
         

         
         Today, almost everyone I do business with tracks what I buy from them. It seems every time we shop at a new website, they
            offer a discount in exchange for giving over my email, which we all know can lead to almost daily messages from them clogging
            the inbox. When I scan my Jersey Mike’s card, I get a free sub after I buy twelve. The clothing stores I order from send me
            $10 off when I spend $200. And don’t forget that $10 credit on my birthday month!
         

         
         It seems like almost every minute of every day, I’m being asked to share personal data with someone. When I post a profile
            picture, a company like Clearview AI has been known to scrape that photo from the internet and add it to their vast facial
            recognition database. It sounds like a good trade-off—they actually use it to catch bad guys and identify trafficking victims.
         

         
         When I search on my internet browser, advertisers pay money to know what terms I searched for, what links I clicked on, and
            what else I’m interested in. Likewise, when I post to Facebook, Instagram, or Snapchat, I get access to my social network.
            I get ads for things I might conceivably want to buy. They get access to my data.
         

         
         That home security system I use sends me video alerts of potential threats—a particularly useful product for someone like
            me. The fact that the video can be made available to police seems like a legitimate trade-off. I want them to have evidence
            of crimes as much as anyone else.
         

         
         Most of us have come to terms with the reality that our personal data is widely known and shared. We may not like it, but
            we want the speed of a faster screening line at the airport, the reward for spending at our favorite retailers, or the convenience
            of ticketless entry to our favorite sports event. If the trade-off for our data is just about marketing and convenience, many
            people believe it’s worth it.
         

         
         
            The Technology-Driven Surveillance State

            To better understand the threat posed by government access to our data, consider one of the great technology innovators of
               our time: China. Though unbound by the constitutional restraints that protect Americans, the Chinese Communist Party (CCP)
               still seeks to create the illusion of voluntary cooperation. Tyranny is expensive, and the CCP must constantly look for new
               ways to minimize resistance even as they monitor and coerce the population.
            

            
            The party uses technology to track financial transactions, political compliance, and online speech. China is a worst-case
               scenario in terms of how data can be used to control the population. The nation’s social credit system, newly expanded for
               2024–25, is dependent on a vast system of digital surveillance.1 The CCP controls an estimated 700 million closed-circuit television (CCTV) cameras across the country. Those cameras use not only facial recognition, but also gait recognition to identify people by the way they walk.2

            
            Coercive power is maintained through financial control. The rollout of the digital yuan (e-CNY), China’s central bank digital
               currency, has enabled government access to every digital transaction. Users are required to register a phone number and ID
               to use the currency, so the government can record and attribute every transaction. It’s all very convenient—so long as users
               comply with the CCP. If they don’t, the government has the power to freeze their digital wallet, controlling whether or not
               they can buy groceries, travel, or meet financial obligations.3

            
            China likewise has the most successful censorship operation
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