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On the morning of August 8, 2022, a conga line of black SUVs, crowded with several dozen heavily armed FBI agents and escorted by local police cruisers, arrived at 1100 South Ocean Boulevard in Palm Springs, Florida. Ahead were a pair of closed white doors beneath an elaborate archway covered in glazed Spanish tiles, and in front was a small squad of armed Secret Service agents. For the first time in history, the home of a former United States president was about to be raided by federal law enforcement agents, as if on a drug bust or the arrest of a wanted fugitive. The unprecedented operation was being carried out by the Justice Department’s counterintelligence section, responsible for catching spies. And the search warrant indicated that there was probable cause that the occupant was committing a crime under the Espionage Act by refusing to return classified documents.

The man behind the unprecedented raid was an obscure bureaucrat in a little known job in a nameless, nondescript building in downtown Washington, DC. He was Jay I. Bratt, the chief of the counterintelligence section of the Justice Department, who began his career prosecuting used car dealers for fraudulently changing odometers, and fruit drink companies for watering down orange juice containers. With an office behind the door to Room 10100 on the top floor of 600 E Street NW, a red-brick building plastered with torn handbills for the rapper YoungBoy and a march on Washington for voters’ rights, Bratt was the country’s top counterspy. And now instead of hucksters and secret agents, he was going after a former president of the United States.

Long before the raid at Mar-a-Lago, I began looking deeply into U.S. counterintelligence and security operations. And as detailed extensively in SpyFail, I discovered dangerous incompetence and vast politicization. Under both presidents Obama and Trump thieves were able to walk away with more than half a billion pages of documents classified higher than top secret, some dealing with U.S. war plans, many of which ended up in both Russia and China. And that was after the supposed crackdown following the million or so documents removed by whistleblower Edward Snowden, many of which were made public.

During the Obama administration, another thief was able to steal nearly all of the NSA’s highly dangerous cyberweapons, the cyber equivalent of loose nukes, and put them up for auction. Eventually they ended up in the hands of Russia and North Korea, where in 2017 they were used to cause a worldwide cyberpandemic that shut down hospitals and medical facilities all over the world, including in the United States, thus turning our own weapons against us. And although the cyber thief left many clues, the counterintelligence agents have never come close to catching him. As a result, he continued to sell the weapons to whatever government or terrorist would pay for them. Instead, the FBI counterspies spent much of their time going after low-level whistleblowers like Thomas Drake, Chelsea Manning, John Kiriakou, Daniel Hale, Terry Albury, and Reality Winner, who was sentenced to nearly five years in prison for leaking a single document to the press.

Due to extensive politicization and incompetence, under both Obama and Trump, the country also became flooded with spies and covert operators. Many are Americans who have agreed to spy on and conduct operations against other Americans on behalf of a foreign government. And then there are the moles. During the entire 2016 election season, foreign moles went completely undetected and were able to penetrate the very highest levels of both the Trump and Clinton campaigns. In the same way, the FBI’s own counterintelligence division—the people hunting for spies—was penetrated almost continuously for nearly forty years, until just recently, by both Russian and Chinese moles, resulting in dozens of deaths to cooperative agents in both countries.

Nor did the counterintelligence agents discover that in 2016 former CIA and FBI agents had gone to work for a foreign political organization planning a bloody Russian coup and assassination plot on a friendly ally. It was allegedly their job to exfiltrate the plotters. Around the same time, because of dangerous leaks at the highest levels of the CIA, the United States lost its most valuable spy in Russia, an agent-in-place in President Putin’s Kremlin office—a spy who would have been invaluable during the war in Ukraine and as nuclear tensions escalate.

SpyFail is the first book to take a close look at this vast breakdown of America’s counterespionage system. In my bestselling trilogy on the National Security Agency (NSA), I investigated how the agency targets countries around the world, and how intrusive the surveillance has become at home. Now in SpyFail, I investigate how foreign countries target Americans at home, and how ill equipped the United States is to stop them. These countries include adversaries such as North Korea, China, and Russia, and allies such as Israel and the United Arab Emirates.

And because of their highly secret nature, or the politics involved, many of these foreign spy operations within the United States have received little or no press coverage. Nor have the failures. They involve multiple countries, using multiple methods of espionage and covert activities, from spies to moles to saboteurs to cyber. But they all have one common denominator: They have succeeded where the U.S. counterspies and intelligence agencies have failed. I therefore take a very close look at the background, history, and personalities involved in each operation. Much of the information comes from restricted U.S. government documents, foreign government documents, and confidential sources.

The period I cover begins during the lead-up to the election season of 2016 and moves forward to the present day, 2022. And because Hollywood turns out to play a central role in a number of cases, its studios, films, and actors serve as the backdrop for much of the action. This allows me to combine the glitz and glamour of the movie world with the intrigue and mystery of the spy world. It is a combination that will attract a wide variety of readers, from fans of books about Hollywood to those of books about espionage and politics.

As with my previous books, SpyFail is fully documented and written in a storytelling, narrative style that delves deep into the espionage tradecraft involved and the people in the shadows. It is intended simply to explore the failures and the reasons behind them, not to lay out a detailed prescription for how to repair the system. I will leave that to others. And as always, I follow the facts where they lead regardless of special interest taboos, political ideology, or government censorship. To do otherwise would be to betray journalistic ethics.







Silence is the ultimate weapon of power.

Charles de Gaulle

The silence of the good people is more dangerous than the brutality of the bad people.

Martin Luther King Jr.
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THE SABOTEURS







CHAPTER 1



[image: image]





The Dinner

Retired general James Clapper peered out the window of the black Mercedes limousine and saw what appeared to be a brightly lit one-story bowling pin atop a modern rectangular chocolate brown building and wondered if they had come to the right place for dinner. As director of the Office of National Intelligence, he was America’s top spymaster. Sitting next to him was North Korea’s top spymaster, General Kim Yong Chol, head of the country’s Reconnaissance General Bureau.

They were two old spies, and although they had never met before, for nearly half a century they had been battling each other on opposite sides of the most dangerous espionage war in history. Highly secret and little known to the public, it is a spy war that has cost the lives of scores of American intelligence agents and twice nearly led to all-out nuclear war. Rivals from the start, both spymasters began their espionage careers in the late 1960s, worked their way up to the general ranks, and eventually reached the pinnacle of their respective countries’ intelligence services at about the same time, 2009 for General Kim and 2010 for General Clapper. And like General Kim, who reported directly to Chairman Kim Jong Un, North Korea’s supreme leader, Clapper reported directly to U.S. president Barack Obama.

It was November 7, 2014, a chilly Friday evening below a waning gibbous moon as the car pulled to a stop in front of the Golden Lane Bowling Alley on Juche Tower Street in Pyongyang, North Korea. At seventy-three, General Clapper looked his age. Fleshy skin hung like handbags beneath his eyes, and wrinkles turned into trenches in the shadows. General Kim, a few years younger at sixty-eight, still had jet black hair, although it was receding like an outgoing wave. His cheeks were puffy and unwrinkled and expanded when he smiled, which was seldom on the car ride. Coming face-to-face for the first time, the two men shared an equal distrust of each other.

The trip had been spur-of-the-moment. Chairman Kim had decided to release two imprisoned Americans if the United States would send a letter from President Obama, along with a cabinet-level national security official to pick them up. Obama chose Clapper. But the offer of the prisoner release was simply Kim’s excuse to explore the possibility of normalization of relations between the two countries. It was something that could only be discussed in secret with a senior cabinet-level official who had the ear of the president. Within hours, Clapper had packed his suitcase, assembled a small staff, and raced to Andrews Air Force Base.
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By then the thirty-year-old supreme leader had been head of North Korea for nearly three years, and despite his youth and inexperience he was growing more and more confident. Twenty months earlier he had conducted his first, and the country’s third, successful nuclear test, exploding underground a weapon with about half the destructive power of the atomic bomb dropped by the United States on Hiroshima. Above all else, he had inherited from his father, Kim Jong Il, who was in power for seventeen years, a critical understanding that only the development of nuclear weapons would allow the country to survive.

Kim Jong Un well knew that they were his nation’s only insurance against becoming the next victim on America’s long and bloody kill list of wars, assassinations, regime change, interventions, and drone attacks against small, Third World countries. Since the end of the Korean War, the United States has attempted to assassinate the leaders of Congo and Cuba; was extensively involved in the assassination and coup in the Dominican Republic, and according to the Washington Post, “the U.S. tried to change other countries’ governments 72 times during the Cold War.” In addition, it launched an offensive war in Vietnam that left over 1.3 million people dead; another in Iraq with 300,000 more killed; initiated other wars in Libya, Somalia, and Syria; provided weapons and direct support to Saudi Arabia and the United Arab Emirates in their punishing blockade and war in Yemen, a war that has led to hundreds of thousands of deaths from indiscriminate bombings and hunger; and engaged in extensive acts of torture at secret “black sites” around the world.

Within the intelligence community, Kim’s decision to nuke up was seen as the only logical decision on his part. According to former North Korean CIA analyst Jung H. Pak, Kim has “made it clear that he will not give up North Korea’s nuclear weapons, regardless of threats of military attacks or engagement, and that he sees the program as vital to regime security and his legitimacy as the leader of North Korea. The North Korean regime has often made reference to the fates of Iraq and Libya—the invasion and overthrow of their leaders—as key examples of what happens to states that give up their nuclear weapons.” And had Ukraine kept its nuclear arsenal, rather than acceding to U.S. requests to disarm as part of the 1994 Budapest Memorandum on Security Assurances, it’s unlikely that Russia would have invaded in 2022. And the United States stayed out of the war precisely because of Moscow’s nukes.

Wendy Sherman, Obama’s undersecretary of state for political affairs, was heavily involved with Clapper’s mission. During the Clinton years she had served as the administration’s North Korean policy coordinator. She expressed the same views as Jung Pak in a private talk to NSA employees in the agency’s Friedman Auditorium. The North Koreans, she said, had followed the U.S. war in Iraq very closely and concluded “that a state without nuclear capability would always be vulnerable to attack.” And former director of national intelligence Dan Coats put it very simply. The lesson is, he said, “If you had nukes, never give them up. If you don’t have them, get them.”

Even Clapper himself clearly understood Kim’s position. Recalling the U.S. war against Libya, he said, “Gaddafi pleaded for the United States and then NATO to stop the attacks, citing his cooperation with weapons inspectors, his voluntary disarmament of his nuclear program, and his restraint from using chemical weapons in his current civil struggle.” But it did no good. “No one in the West paid attention. However, I believe North Korea and Iran took careful note of what happens when you give up your nuclear program.”

It was only politicians in Congress and the White House who, largely to look tough to their constituents and the public, refused to accept the inevitable and work out a sustainable and realistic solution to the issue. Nothing would change under Obama, who cynically adopted a killer-drone foreign policy that was, according to Pentagon documents, “plagued by deeply flawed intelligence, rushed and imprecise targeting and deaths of thousands of civilians, many of them children.” As a result, prior to Clapper’s departure for Pyongyang, Obama ordered him to have no discussions about anything unless Kim first agreed to give up his nuclear ambitions. It was a nonstarter from the start.
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By the time Clapper’s Air Force Boeing 737 landed on runway 01/19 at Pyongyang’s Sunan Shuofang International Airport it was after sunset. Beneath spotlights and a large portrait of Kim Il Sung, the plane pulled to a stop on the tarmac where several officials were waiting. Nearby sat a Russian-made Air Koryo jet, the country’s national airline, with North Korea’s red-and-blue flag painted on its vertical stabilizer. Among the crew detailed to stay on board the 737 during the visit were several intelligence officers “with special skill sets,” according to Clapper. They were likely manning specially designed eavesdropping equipment fitted into the plane.

There to greet the intelligence chief as he came down the boarding stairs was Kim Won Hong, the minister of state security. After brief formalities they took their seats in a dark Mercedes limousine and forty-five minutes later arrived at Paekhwawon, the state guesthouse, a villa and conference facility located on an artificial lake near the Taedong River. In front were well-manicured lawns and gardens, and behind lay thick woods. Paekhwawon’s name is said to have come from a hundred kinds of flowers blooming around the facility. Clapper was given a spacious two-room suite with a French provincial–style bed. Later, his only comments about the guesthouse were that there was nothing on TV, all the books were uninteresting, the mattress was thin, and he didn’t like the green carpet. He was simply an old man in a chain motel for the night, the espionage equivalent of Willy Loman.

About 8:45 p.m., another long black limousine arrived at the guesthouse. In the backseat with a translator was North Korean spymaster General Kim Yong Chol, Clapper’s longtime rival, there to take him to dinner. The mood was as cool as a Pyongyang shaved-ice stall. As the Mercedes cruised the streets of the capital, occasional streetlights glistening like pearls in the black velvet night, Clapper said little and simply stared into the empty void. There would be no probing questions, no inquisitiveness, no search for nuggets of intelligence, not even polite conversation.

The car pulled to a stop in front of the bowling alley with its giant rooftop ten-pin and they entered a side door. An elevator took them up to a private dining room on the second floor where a table decorated with an assortment of colorful flowers had been set up for a thirteen-course dinner. Standing at the long plate-glass window before taking his seat, Clapper knew what lay in the darkness. Across the street was the shiny, mysterious Taedong River, a curving black ribbon. And a mile or so to the west, freshly painted and tied up to a pier, was a still fully commissioned U.S. Navy/NSA spy ship, the USS Pueblo. On orders of Kim’s grandfather, Kim Il Sung, the ship had been captured in 1968, following a bloody Cold War naval battle, as it was eavesdropping off the coast. It remains the only U.S. Navy ship in foreign hands, and Clapper wanted it back.

Although they would never meet until now, it was that sea battle nearly half a century before that began the spymasters’ careers as junior intelligence officers. Lieutenant Kim was an aide to Army major general Pak Chung Kuk. As North Korea’s top negotiator at the UN’s Military Armistice Commission, General Pak was the official negotiating with his American counterparts for the release of the Pueblo’s captured crew. Lieutenant Clapper, on the other hand, was an aide to Air Force major general Louis E. Coira, the commander of the U.S. Air Force Security Service (AFSS), the NSA’s air spies. A key target of the flights was eavesdropping on the North Korean negotiators.

Now at the opposite ends of their careers, and as they were moving from course to course at dinner, they both were hiding one last secret. At that moment, Kim was covertly conducting the largest cyberattack in history against a U.S. corporation. And neither Clapper nor his army of spies had a clue. It was an intelligence blunder of enormous proportions. Should the dinner produce no hope for better relations, Kim would open the digital floodgates and release every embarrassing byte of information.

But Clapper also had a deep secret, one that could result in enormous retaliation if discovered. Several years earlier, under orders from Obama, he had launched a massive all-out cyberwar attack against North Korea. Similar to the devastating Stuxnet attack on Iran, it was designed to cause widespread physical damage and destruction to much of North Korea’s nuclear infrastructure. But unlike in Iran, the attack ultimately failed, likely without anyone in North Korea, including General Kim, ever becoming witting of it.

Clapper more than anyone knew the dangers of serious retaliation should Chairman Kim Jong Un ever discover that act of war against his country. Harsh retaliation against the United States for perceived threats, regardless of the potential dangers, was not only in Kim’s bloodstream, it was in his bloodline. A little more than a year after Kim’s grandfather, Kim Il Sung, ordered the capture of the USS Pueblo, along with the imprisonment of its crew, he ordered the shootdown of an NSA EC-121 spy plane in international airspace, killing all thirty-one crew members on board. It was an act that nearly led to a nuclear war.

But for now, Clapper’s act of war remained secret. Kim was instead retaliating against Sony Pictures for another reason, one very personal.
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[image: image]





The Studio


Just beyond the glistening white Greek Revival colonnade that once served as the gateway to the legendary Metro-Goldwyn-Mayer studios is Sony’s film empire. It is spread out over forty-four acres of soundstages, streetfronts, and back lots in Culver City, seven miles southwest of Hollywood and Vine. In its MGM heyday it was the lair of Leo the Lion and his famous roar. It was a fantasy world within a world of fantasy where, as children, Elizabeth Taylor, Mickey Rooney, and Judy Garland received acting lessons in “star school,” now the Crawford Building. Where Clark Gable and Joan Crawford herself sat in dressing rooms and walked across soundstages. And where thick reels of film were shot, edited, and sent off to darkened theaters displaying in giant red letters on their marquees, and on colorful posters lining their walls, Gone with the Wind, Ben-Hur, and Doctor Zhivago.

In 1938, as the studio was filming The Wizard of Oz and Judy Garland was clicking her ruby slippers on the yellow brick road, a new executive office building was dedicated in the name of producer Irving Thalberg. With its lobby of butterflied walnut walls, terrazzo floor, and screen of Lalique crystal, it was considered one of the best examples of Moderne-style architecture in Southern California. And on the third floor was the office of studio chief Louis B. Mayer, a man who “defined MGM, just as MGM defined Hollywood, and Hollywood defined America,” wrote biographer Scott Eyman.

By 2014, the painted plywood yellow brick road was long gone, but the trapdoor used for the Wicked Witch’s ascent was still in place on Stage 27, the home to Munchkinland. And the foyer of the Thalberg Building still contained the twelve Best Picture Academy Awards won by MGM/Columbia between 1934 and 1987. But Mayer’s office, with its balcony overlooking the Hollywood Hills, was now occupied by a new studio chief, fifty-six-year-old Amy Pascal.

Arriving every morning in a Land Rover from her $10 million home in the Mandeville Canyon area of Brentwood, Pascal had spent more than a decade at the top of Sony’s Motion Picture Group. She also carried the additional title of co-chairperson of Sony Pictures Entertainment. Her light brown hair disheveled, her jaws in ceaseless motion chomping bubble gum, she would debate script changes with actors, or days of shooting with directors, while sitting, legs tucked beneath her, on her couch. At other times her fingers would be bouncing on her Sony Xperia Z2 sending out nearly incomprehensible emails as her assistant, who earned more than $250,000 a year, hovered nearby.

One floor above, where Mayer once had his private dining room, gym, and chiropractor, was the office of Michael Lynton, Pascal’s boss as chairman and chief executive of Sony Pictures Entertainment. Under the arrangement, Lynton largely crunched the numbers dealing with the financial side of the business, leaving Pascal to focus on finding and producing the movies that were released under the Columbia Pictures, TriStar, and Screen Gems labels.

It was a difficult marriage at first. As president of Columbia Pictures since 1996, Pascal believed she had earned the right to the top job when it became open in 2003. When instead she was passed over and Sony’s corporate boss, Howard Stringer, handed it to Lynton, an outsider who formerly ran AOL Europe, she was apoplectic. Sitting with Lynton in the studio commissary one day, Pascal told him bluntly, “I thought I should have your job. Howard thought you should have it. I said, ‘I’m leaving.’” Nevertheless, the two worked out an amiable partnership and also became easygoing friends. They attended the same synagogue, and their children attended the same schools and even had sleepovers.

Slim and wiry with a bony, narrow face almost anvil-like in shape, and a shock of gray hair that hung like a rogue wave crashing on his broad forehead, Lynton came from inherited wealth; the giant Hunter Douglas wall covering company was the family business.

“Sony Pictures has made incredible progress in creating a more sustainable organization, across every part of the company,” Lynton boasted. Yet instead of simply flying first class commercial, he constantly made use of Sony’s fleet of private jets to get him wherever he wanted to go, including frequent cross-country meetings in New York at a cost of over $100,000. He even used them to fly his family on vacation to Martha’s Vineyard. Then he would commute from the Vineyard to meetings in New York by private helicopter at a cost to the company of $10,000 round-trip, rather than simply taking a commercial flight for the one-hour journey.

And like much of the Hollywood upper echelon, Lynton had little use for the normal admissions process. Pay for play in colleges was apparently family policy. Lynton’s sister, Carol “Lili” Lynton, a partner in the upscale chef Daniel Boulud restaurant chain, was clearly an advocate. In February 2014, Michael wrote an email to Lili Lynton about their cousin David Sonnenberg, son of multibillionaire Ralph Sonnenberg. “[David] is obsessed with getting his eldest in Harvard next year. we should talk about that and what I should do.” Lili appeared surprised even at the question. “If David wants to get his daughter in he should obviously start giving money,” she said. “Did you tell him that? Maybe have him meet with Roger Cheever?” Roger P. Cheever was the associate vice president at Harvard in charge of “Principal Gifts.”
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“Giving money” was exactly what Lynton had in mind when his middle daughter, Maisie, wanted to attend Brown University in 2014. He therefore decided on a scheme involving a $1 million scholarship in the name of an old friend, Nathaniel Chapman, a CIA officer who graduated from Brown and died in 2008 of brain cancer. Unsurprisingly, the cash was highly appreciated. “This is great news! It is a wonderful thing that you will be doing,” Brown’s vice president, Ronald Margolin, wrote to Lynton.

As a result, unlike other prospective students who get the standard walk-around, Lynton and his daughter were invited for a private tour, where he would have a personal one-on-one meeting with Brown president Christina Paxson while his daughter attended a class. Secrecy in the form of anonymity, however, was key. “No one outside the board would see other than anonymous,” Tom Rothman told him. As head of TriStar Productions, Rothman was a Lynton employee who conveniently served on the school’s board of trustees. People seeing a million-dollar gift at the same time his daughter was applying for admission might somehow get the wrong impression.

Incredibly, Lynton even kept the scholarship secret from the Chapman family, in whose name the scholarship was given, despite the fact that Chapman’s widow, Liza, had two daughters applying for admission to Brown that same year, and despite being godfather to Liza’s youngest child. Chapman only discovered the scholarship by accident, from a secretary while touring the school with one of her daughters. It was a great surprise since it had been years since she had heard anything from Lynton, despite trying to contact him.

Finally, after locating an email address for Lynton, Chapman questioned him about the mysterious scholarship. Although he admitted providing the scholarship, Lynton nevertheless made no mention of helping her daughters get into Brown. “I have not been a good godfather (it is not really in the Jewish tradition and so I am on uncertain footing here),” he apologized.

Later Chapman asked for Lynton’s help in putting a good word in with someone at Brown on her daughters’ behalf. But the million dollars was to help his daughter get in, not Chapman’s, so he simply blew her off. “I do not really know anyone at Brown” he said, despite having had personal meetings with officials from the president on down. “So I am not sure how I would go about it.”

A year before Maisie went off to Brown, his older daughter, Eloise, entered Harvard. But since Lynton was an alumnus of both the college and the business school, on the Harvard Board of Overseers—which, among other things approves the appointment of the university’s president—and a major donor, she likely had little trouble getting in. In 2012, the year before she was admitted, Lynton donated about $360,000 in rare photographs to Harvard’s Fogg Museum. Then, the year she entered Harvard, in 2013, he donated an additional $550,000 in rare Ilse Bing and Leonard Freed photographs to Fogg.
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By 2013, Pascal was in deep trouble. After more than a decade filling Mayer’s old seat in the Thalberg Building, she was on the tail end of a six-year decline both in the quality of films she was greenlighting and the box-office numbers they were attracting. And that summer she went into free fall with White House Down, starring Channing Tatum. Produced by Sony’s Columbia Pictures and Brad Fischer’s Mythology Entertainment, the film was directed by Roland “Master of Disaster” Emmerich, who had already destroyed the White House twice before. (Full disclosure: Early on I was approached by the producers and director to be a technical consultant on the film but I declined.)

Almost immediately, White House Down produced a bomb worthy of an Emmerich special effect. The Washington Post called it “this summer’s most cartoonishly bombastic exercise in sensory overload.” To make matters worse, it followed on the heels of Sony’s other summer blockbuster, After Earth, starring Will Smith and his son Jaden. Rotten Tomatoes gave it a mere 11 on its Tomatometer and the Wall Street Journal asked, “Is ‘After Earth’ the worst movie ever made?” In the end, White House Down lost the studio more than $50 million, and After Earth another $25 million. To make up for their disastrous disaster movies, Pascal and Lynton had a solution to save their studio: assassinate North Korean leader Kim Jong Un.

In their calculus, audiences would flock to theaters on opening day, Christmas 2014, to laugh uproariously as Kim’s head gets blown up like a watermelon dropped from a skyscraper and hitting the pavement. And they had just the assassin to do the job: Seth Rogen, who would quadruple as killer, star, producer, and director. In the film, titled The Interview, Rogen and costar James Franco would portray journalists invited to North Korea to interview Kim, but who were secretly recruited by the CIA to assassinate him.

By the mid-2010s Rogen’s frat-boy, stoner, scatological humor had become as stale as the air in his marijuana-saturated office on the Sony lot. Other Sony film executives, however, couldn’t understand Pascal’s attachment to Rogen and Franco, or the fact that she was planning to use them in still another puerile, dimwitted Christmas film the following year, 2015, with the title The Night Before. It was a decision that literally flummoxed a number of top company executives in confidential internal emails. “This was a SHOCKER… Are they serious? About making this film?” asked Executive Vice President Stephen Basil-Jones. “It could be one of the worse screenplays I have ever read… un-original, un-funny & no commercial playability… Not sure who the audience is for it.”

Others signed off on a similar view of The Interview. “The unanimous point of view here is that this is another misfire,” they advised, calling it “desperately unfunny and repetitive.”

More than the film simply being in bad taste, company executives in South Korea warned it could also lead to trouble. “Above all,” wrote an executive based in Seoul, Kim’s exploding head along with the “strange North Korean accent is not acceptable to our audience. Also, there would be a big potential to produce the political issue about North Korea as well.”

Based on a story idea by Rogen and his coproducer/codirector Evan Goldberg, the original screenplay was written by Dan Sterling. But Sterling’s version involved a fictional dictator from a fictional country. “It never occurred to me that we would be able to use the real leader’s name. I wrote the script—without any instructions from anybody—with a fake name,” he said. “I wrote a name called Kim Il-Wan and that was the version that the studio green lit.” Randall Park, the actor picked to play Kim, also understood that he would be playing a fictional character. “In the original version of the script that I got, it wasn’t Kim Jong Un,” he said. “But I was told right before my audition that it was going to be Kim Jong Un.”

Later, at a meeting between Sony executives and Rogen and Goldberg, it was agreed that the script would be changed to feature the name of the real country and its real leader, Kim Jong Un. According to Sterling, it was something Rogen and Goldberg were insistent upon. “I think ultimately the studio said, ‘Do what you’ve got to do.’” As a result, the title was then going to be Kill Kim Jong Un, until it was later changed.

This was a serious, unprecedented, and dangerous decision: satirizing a bloody CIA-ordered assassination of the leader of a potentially hostile country, followed by the violent overthrow of his government. A leader armed with both powerful nuclear weapons and cyberweapons and who had recently launched his country’s third nuclear test. By naming names, Rogen and Goldberg, along with Pascal and Lynton, had turned a mindless movie into a deep personal insult demanding a response.

The reason for the change was simply old-fashioned greed—principle had nothing to do with it. Real names would generate controversy, perhaps even a protest or worse by Kim himself. And controversy attracts paying customers. Rogen, who would make $8 million on the film, therefore insisted on the change. And Pascal and Lynton, who were projecting $100 million at the box office to help bail out their sinking studio, went along with it.

To make matters worse, Rogen started talking shit. Transformed into a foreign policy expert, he began championing regime change. At one point he declared, “Maybe the tapes of the movie will make their way to North Korea and cause a revolution.” At another point he commented, “If it does start a war, hopefully people will say, ‘You know what? It was worth it. It was a good movie!’” A high school dropout at sixteen, who claimed his research on North Korea consisted of “Wikipedia mostly,” and who had posted a video of himself on Twitter asking his Alexa to fart, Rogen was in way over his head.

In November 2013, Rogen and Goldberg began shooting their film in Vancouver, Canada, transforming the city into a wintry Pyongyang, complete with a giant statue of Kim Jong Un in Robson Square. Back on the Sony lot in Culver City, Lynton and Pascal faced unhappy investors. CBS News headlined its article “Red Ink Runs at Sony Again, Cuts Profit Forecast.” The result was a promise by Lynton and Pascal to slash $250 million, begin shifting away from film toward television, and start laying off hundreds of employees. “No cost is too sacred to cut,” Lynton said.

In reality, as laid-off Sony workers picked up their last paychecks, both Lynton and Pascal went about life as always. Lynton, who made $13 million in 2013, kept his private jets and helicopters and bet a friend he wouldn’t even have to give up his hefty yearly bonus. He was right; “Kaz” Hirai, the charismatic president and CEO of the Sony Corporation, let him keep it. “He gave me the bonus, the bet paid off,” Lynton crowed to the friend. And Pascal, who made $12 million the same year, simply dismissed the whole exercise as nonsense. “Oh please, it’s an investor conference,” she privately wrote to an associate. “U know it’s bs.” “This is my fucking company,” she declared. “I have outlasted everyone and always will.”

But now the knives were sliding out from their sheathes and the Hollywood Reporter was going after Pascal. The magazine had learned that despite the massive losses the studio was accumulating, Pascal was still blissfully paying her personal assistant, who would help her pick out dresses and run errands, a whopping quarter million dollars a year in Sony salary. The article, headlined “New Life for Amy Pascal: From $250K+ Assistant to $250M in Cuts,” was as bad as Pascal imagined. “So stupid,” she said in an email to producer Scott Rudin, fifty-five, who had produced The Social Network for Pascal. “Entirely so,” he replied.

For Pascal, the timing couldn’t have been worse or more embarrassing. The next day she was joining many of her fellow film executives for a meeting with President Barack Obama at DreamWorks Animation’s expansive campus in Glendale, outside Los Angeles. Obama was going to get a tour and give a brief talk. While awaiting Obama’s arrival, she emailed a colleague back at the Sony lot. “I wish I was there so much Instead of at the DreamWorks animation building waiting for the rest of the Hollywood rat fuckers to try and look smart in front of Obama,” she wrote. Then she and Scott Rudin began emailing back and forth with some racist humor at Obama’s expense, attempting to name the president’s “favorite movies,” all of them with Black actors or themes. “Should I ask him if he liked DJANGO?” Pascal wrote, referring to the 2012 film about slavery. “12 years,” Rudin replied, indicating 12 Years a Slave. Seeming to enjoy the game, the two continued: “Ride-along. I bet he likes Kevin Hart,” said Rudin. “Or the butler. Or think like a man?”

Given this cringe-inducing racial insensitivity displayed by one of Hollywood’s top studio heads and one of its foremost producers, it is little wonder why The Interview was so repulsively racist and filled with Asian stereotypes. Noted national security author Tim Shorrock, “The film used every racist image and trope that Rogen could dream up, from the sing-songy caricatures of Asian speech that were a film staple in the 1940s and ’50s, to the concept that Koreans are either robotic slaves (like Kim’s security guards) or sex-starved submissives who crave American men.”

“Now imagine this assassination farce was made not in Hollywood, but in North Korea or Moscow,” wrote the Washington Post’s Justin Wm. Moyer, “and the leader assassinated in the film was a president of the United States. Or imagine the film was made by Iran, and the leader assassinated in the film was the prime minister of Israel. Not so funny, is it? The North Korean, Russian or Iranian version of ‘The Interview’ would be called racist. It would be called anti-Semitic.”

Like tourists strolling through a minefield, as Lynton, Pascal, and Rogen continued pressing forward with The Interview, they had little idea how dangerous their path had become. On June 11, 2014, the world became aware of the film when Sony Pictures held a major press briefing, released a flashy trailer, and arranged numerous media interviews for Rogen. “Want to go kill Kim Jong Un?” Franco’s character says. “Totally, I’d love to assassinate Kim Jong Un—it’s a date,” Rogen’s character replies.

In Pyongyang, Kim Jong Un was not laughing. On the other side of the country from Lynton’s and Pascal’s lavish suites in the Thalberg Building was the drab North Korean Mission to the United Nations. Located on the thirteenth floor of a gray Manhattan office building above a Hallmark Card store, it sat behind a solid brown door with a peephole in the center. On a plaque on the wall was the country’s formal name, the “Democratic People’s Republic of Korea” (DPRK). Down the hall was the “Delegation of the Basque Country in the U.S.” and a shared restroom.

On June 27, North Korean ambassador Ja Song Nam filed a formal complaint with the UN Security Council. “Those who defamed our supreme leadership and committed hostile acts against DPRK can never escape the stern punishment to be meted out according to the law, wherever they might be in the world,” threatened the Foreign Ministry. “To allow the production and distribution of such a film on the assassination of an incumbent Head of a sovereign State should be regarded as the most undisguised sponsoring of terrorism as well as an act of war.”

Hearing the news in his office on the Sony Pictures lot, a glass marijuana pipe on his desk beside an ashtray filled with the remnants of half a dozen joints, Rogen celebrated. “There was a lot of high-fiving,” he later said. “It was exciting!” After all, it’s not every day a gonzo stoner causes the United States to be threatened with thermonuclear war.
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Pyongyang


General Kim Yong Chol walked quickly down the gold-trimmed red carpet for an important meeting with Kim Jong Un. The secretive office of the supreme leader was expansive, windowless, and had the airy appearance of a grad school library. Floor-to-ceiling bookshelves lined the mahogany walls end to end, colorful spines packed tightly cover to cover. The only openings were for two large flat-screen TVs, one on each side of the room. Above, three sparkling crystal chandeliers hung from a white carved ceiling. And below was a modern carpet in light shades of green that contained a calming, stylish pattern as if looking at stones beneath a clear pond.

There were no red buttons. Instead, Kim’s long antique mahogany desk contained a dainty Victorian lamp with a silk fringe-lined bell-shaped shade; a large book-style calendar sat in the center; three white European-style phones were off to the right near his Android-powered HTC smartphone. A slim white Sonamu (Pine) brand cigarette rested in a crystal ashtray near a glass of iced coffee. Eschewing the standard executive-style swivel chair, he was seated in a powder blue high-back with four small cabriole legs.

Behind Kim were two red-and-yellow Workers’ Party flags hanging limp in the still air, along with a large arched mirror above a mantel with a clock in a cherrywood case, and a colorful vase of fresh flowers. Running North Korea is Kim’s family business, as two large paintings occuped most of the wall to his rear: on the right his father, Kim Jong Il, in his trademark tan flight suit, with teased hair and geometric glasses, was reading some documents; and on the left his grandfather Kim Il Sung, in a Western-style business suit, was sitting at his desk.

Dressed in a dark silk Mao suit, large buttons down the center, Kim Jong Un took his seat on a tufted leather maroon chair, the kind found in London clubs along Pall Mall. Horn-rimmed glasses rested on the bridge of his nose, and a black-dialed, American-made Movado Museum watch was strapped to his thick left wrist. General Kim sat down perpendicular to Kim at the end of an identical couch. The seating arrangement allowed the supreme leader to keep his eyes constantly on his spy chief, while the general had to continuously turn his head to the left to achieve eye contact with his boss.

For Kim Jong Un, his anger about The Interview was at a roiling boil, and he ordered General Kim to begin preparations for an immense cyberattack against Sony, one designed to greatly embarrass and humiliate—personally, professionally, and very publicly—those attempting to humiliate him. But while the preparations would go ahead for the attack, for now he was only authorizing a secret reconnaissance mission, exfiltrating and analyzing documents, nothing more, not releasing them or crashing the system. More important for Kim was simply getting Sony to fictionalize the leader and country, a reasonable request.

The key was finding a way to induce the Obama administration to pressure Sony to make the changes. But beyond giving up its nuclear program, there was only one thing the United States constantly wanted from North Korea: American prisoners. And at the time the country was holding three of them.

General Kim left the office through a pair of French doors and quickly returned to his Reconnaissance General Bureau headquarters. There he handed the assignment to one of his top cyber warriors, Park Jin Hyok. Shortly thereafter, Park opened several Facebook accounts under assumed identities, established a number of phony Twitter accounts, and on September 5 began spear-phishing Sony.

Changing his name to Andoson David, he sent a message to the Facebook account for The Interview. In the hopes of tempting someone at the company to click on an infected link, the message mentioned the name of one of the female actors, followed by “nude photos were leaked online. As you can see from attached file, somebody made screen saver with the photos.” Below it was the link: “NudePhotoGallery.zip.” But rather than nude images, it contained dangerous malware that would allow Park to digitally enter the person’s computer and, through it, secretly begin hacking his way into Sony.

Ironically, at almost the same moment as Park launched his hack attack, the actor George Clooney sent Amy Pascal an email with the subject line “Knowing this email is being hacked.” He had no way of knowing how correct he was. Clooney was hoping to get Pascal and Sony to finance a film he wanted to direct based on the book Hack Attack by journalist Nick Davies. Rather than North Korea, the book focused on the 2011 British phone-hacking scandal revolving around Rupert Murdoch’s news empire. And Clooney’s reasons were decidedly political. “How much fun are we gonna have,” he wrote to Pascal, “the stakes are higher than citizen kane… if we tell the truth in a compelling way… rupert won’t get time/warner… cnn won’t be fox… i’m so excited to do this film… and for those of you listening in… i’m the son of a news man… everything will be double sourced… so come on with your lawsuits… fuckers.” In fact, Park soon would be listening in, and Clooney’s email message would take its place with thousands of others from Sony in his Pyongyang database.

At thirty-two, Park Jin Hyok had been pounding keyboards since his earliest days. Slim, with thick jet black hair, a few wayward curls extending to the middle of his forehead, he enjoyed stylish clothes, occasionally dressing in a black mandarin-collared shirt beneath a brown wool sport coat. Following high school, he attended the Kim Chaek University of Technology in Pyongyang next to a large satellite dish on the banks of the Taedong River. With about ten thousand students and a heavy emphasis on computer technology and nuclear engineering, it was one of the country’s leading sources of cyber warriors. In 2019 it ranked eighth out of over three thousand schools, ahead of Harvard and Stanford, in the International Collegiate Programming Contest, an annual event to find the top algorithmic programmers. Park studied English, Chinese, and a variety of computer languages, including Visual C++, a key skill for use in penetrating cyber networks. C++ is also required at NSA for those applying for exploitation cryptanalyst positions.

While in college, Park and a number of other high achievers joined Lab 110, a secret cyber warfare unit that was part of General Kim’s Reconnaissance General Bureau, the country’s equivalent of the CIA and NSA. Because at the time North Korea had little internet connectivity, Park and the others would be sent to China to take advantage of that country’s high-speed internet while learning how to master it. Then, working full-time for the organization following graduation, Park was sent on one-year assignments to Dalian, China.

A city on Korea Bay north of the Yellow Sea and not far from North Korea, Dalian offered fast access to the internet. Based in the People’s Square area near the municipal government buildings, Park and the others engaged in a combination of clandestine cyber warfare activities and also moneymaking commercial activities for the government while posing as employees of Chosun Expo Joint Venture. A North Korean front company, it served as a Korean-language online shopping site offering a variety of North Korean goods. Other cyber warriors worked out of assigned rooms at the Chilbosan Hotel in Shenyang, 243 miles northeast of Dalian. The sixteen-story four-star hotel, owned in partnership with China, was fully equipped with a gym, sauna, beauty parlor, and even a karaoke setup.

In 2011, Park was engaged and planning to be married that September; he was therefore looking for a way to return home to North Korea permanently. By then, with a new 3G network developed by Egyptian telecommunications firm Orascomcell, cell phones had proliferated, topping one million users. That number would leapfrog to nearly four million by 2015, according to South Korean intelligence. North Korea also developed growing internet connectivity through Star Joint Ventures, a Pyongyang-based company partly controlled by Thailand’s Loxley Pacific.

In Pyongyang in 2012, a public internet café using North Korea’s custom-built operating system at last opened its doors. Its Red Star operating system mimicked Apple’s OS X, unsurprising since Kim Jong Un was a fan of the iMac. Most local residents, however, can connect instead only to an internal intranet, called Kwangmyong. Likewise, most phones are unable to dial out of the country or receive international calls. However, foreigners with cell phones can purchase 3G SIM cards for about $200 and access a fast internet connection.

With internet connectivity finally adequate for cyber warfare, in 2013 Park moved back full-time to RGB headquarters in Pyongyang. A secretive complex of pearly white rectangular buildings, it is northwest of downtown in the Hyongjesan district. Nearby are three white satellite dishes. And in a heavily wooded hillside about a kilometer to the northwest there are another dozen large satellite dishes; these, however, are all painted green to camouflage them. Several buildings are close by.

For several months, since being assigned the operation in September, Park and his team had been spending hours conducting detailed reconnaissance on Lynton, Pascal, and Rogen as they developed ever more creative ways to explode Kim’s head. The team searched the open web for business contacts on LinkedIn, read interviews they had given, plowed through their Twitter and Facebook accounts, checked out Sony’s website, and put together an extensive dossier on each target. The personal and business data would give them clues for ways to develop realistic-looking spear-phishing emails, the hook that would enable the team to reel them in for capture. And occasionally, needing a break, they would check online for what was on TV that evening or what kind of pizza to order for lunch.
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By 2014, Pyongyang, a wasteland of destruction following the Korean War, was no longer the drab, lifeless concrete metropolis in most people’s imagination. Among Kim’s first actions once his father died was to remove the oversize portraits of Karl Marx and Vladimir Lenin from the Foreign Trade Ministry building. While certainly a country with serious problems, under Kim Jong Un North Korea had been rapidly and quietly undergoing a metamorphosis, as many of the depressing Soviet brutalist designs fell victim to wrecking balls. “Visitors to North Korea over the years have returned with reports of new construction, streets crowded with imported cars and taxis, and new restaurants serving a dozen varieties of pizza and pasta accompanied by wine or beer,” noted Jung Pak, the former CIA expert on North Korea. In early 2022, construction was nearing completion on a new street in Pyongyang featuring an eighty-story skyscraper and dozens of apartment buildings to house upwards of ten thousand families.

With his youth spent in the idyllic Swiss countryside, Kim has transformed much of Pyongyang from prison gray to a pallet of whimsical pastels. Streets are now filled with women in fashionable Western-style skirts window-shopping for stylish shoes. And couples now linger over demitasse cups of espresso or a chocolate frappé at the Vienna Cafe next to Kim Il Sung Square, a joint venture with Austrian roaster Helmut Sachers. Ornate, spotless subway platforms are lined with workers dressed for the office. Teenagers can be seen everywhere in distressed jeans lugging backpacks and sipping Cokes, with smartphone cords dangling from their ears and a pair of New Balance sneakers on their feet. And river cruises are offered aboard the 393-foot, 1,230-seat Rainbow, complete with a revolving restaurant on the third and fourth decks. Even in the countryside, water parks have begun to proliferate.

“Consumerism has been entrenched, embraced, and encouraged,” the CIA’s Pak said. “Since Kim came to power, more North Koreans enjoy smartphones, taxis, flat-screen televisions, and home appliances made in Japan and South Korea. A wide range of these and similar goods are available in hundreds of markets and state-run shops.” She added, “Most North Koreans, not just the elites, now own or have access to advanced media devices, including computers, USB drives, and Chinese mobile phones.”

In remote laboratories and test centers, Kim Jong Un was also quietly adding to his nuclear stockpile, his trump card should the United States decide it was time for regime change. Nevertheless, he also certainly realized that the only purpose of nuclear weapons was as a deterrent; the first time they are used for real it is the end of his country. Therefore, having grown up with computers and comfortable with technology, he saw cyber warfare as the great equalizer. It allowed him to compete with intelligence and cyber organizations like NSA both in terms of espionage and attack, while at the same time hiding his fingerprints because of the difficulty of attribution. The nuclear weapons, therefore, would give him his defense while the cyberweapons would provide him with offense.

Beyond the hardware and software, what Kim needed was the humanware like Park—mathematicians, computer scientists, and nuclear engineers in their twenties and early thirties. The solution was to greatly increase the focus on highly technical areas of study at Pyongyang’s colleges and universities, and to build his own Silicon Valley. The centerpiece of Pyongyang’s new high-tech zone is the glass-and-metal science and technology complex that, viewed from the sky, appears in the shape of the nucleus of an atom. And installed in the central hall of the main building is a three-story mock-up of the Unha (Galaxy) rocket that in 2012 launched a satellite into orbit. Since 1998, the country has launched five satellites, two of which have successfully been placed in orbit, including its last in 2016.

The extensive library contains a large selection of English-language books on thermodynamics, particle physics, and other technical topics. By 2020, students were writing research papers on the tracking and maneuvering of picosatellites, a key focus within the worldwide aerospace community. Two years later, in March 2022, Kim stared at a row of giant screens within the country’s Satellite Control Center in Pyongyang. As he watched, a newly designed ICBM lifted off on a test flight from the Sohae Satellite Launching Ground in the country’s northwest near the border with China. In the first such launch in five years, the Hwasong-15 rocket reached an altitude of over thirty-eight hundred miles in space and may eventually be used to place a reconnaissance satellite in orbit. It may also have the capability of reaching U.S. cities. Hours later, the U.S. Indo-Pacific Command ordered an Air Force RC-135S Cobra Ball reconnaissance jet into the air to spy on the intensified activity.
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Sitting in front of his computer setup at RGB headquarters, Park and his team were physically in Pyongyang. But virtually they were inside Sony Pictures’ studio lot, quietly emptying out its digital file cabinets and film vaults as if they were taking over the company—which in a sense they were. Command and control links had been established so that the voluminous data being transferred could not be traced directly back to Pyongyang. One of those was a server hidden at Thammasat University, a large public research institution near the Grand Palace in the heart of Bangkok, Thailand. Instructions from Pyongyang would flow through there to the Sony computers, and the stolen data would be returned the same way.

As the intercepted emails flowed in, Chairman Kim could clearly read in minute detail how on Christmas Day the world would watch his eyeballs liquefy and stream down his melting cheeks like runny egg whites. So in October another appeal was made, this time directly to Obama through the White House National Security Council. “The trailer of ‘The Interview,’” it said, “has still impolite contents”; it threatened to take action if nothing was done.
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Tokyo


At Sony’s worldwide headquarters in Tokyo, just a short missile flight across the Sea of Japan from North Korea, there was immediate shock and pushback from Lynton’s boss following the release of the Interview trailer. “Mr. Kaz Hirai, CEO, was very much concerned about this film,” Noriaki Sano, the head of Sony Pictures Japan, notified others. At fifty-three, Kaz Hirai had been fascinated by technology since his days watching Romper Room on TV. He was perplexed why he couldn’t simply reach through the screen and grab a cookie handed out to kids in the audience. Born in Tokyo and fluent in both English and Japanese, he was raised in Japan and the United States and had been with the company since graduating from college in 1984. Although Sony Pictures was part of his domain, he was far more comfortable wearing a pair of 3D glasses and experimenting with new digital games in the company’s Tokyo demo room than wandering around a Hollywood soundstage.

Founded in 1946 amid the rubble of postwar Japan, the once-iconic company was widely known for groundbreaking products like the Walkman and the first CD player. But by 2012 Sony was rudderless, bloated, and falling behind rivals such as Apple and Samsung. Its huge losses were largely tied to the depressed consumer electronics business. That was when Kaz was tapped to lead the company back into profitability. His key focus was on dumping the company’s personal computer business, cutting back on televisions, and pouring money into products like the PlayStation game console. He left movie premieres to Lynton and Pascal.

Kaz was also very physically removed from Hollywood’s star-studded sidewalks and the carbon arcs of its Klieg lights. His office was on the twentieth floor of Sony’s glassy headquarters in the embassy-cluttered Minato district of Tokyo. Much closer, across the Sea of Japan, was North Korea. He knew the hatred for Japan that remained there as a result of the brutal, horrific occupation of the country from 1910 to 1945. That was the year the Japanese occupiers were finally booted out and Kim Jong Un’s grandfather, Kim Il Sung, became ruler.

Rarely involving himself in the film side of the business, Kaz was greatly concerned that The Interview would trigger a hostile or violent reaction against Japan. Of special concern was the over-the-top death scene where Kim’s head, hit by a tank shell, first melts like a gooey wax basketball as flames engulf his hair, then explodes as if he had sticks of dynamite up his nostrils and in his ears. Sitting in his thick-cushioned chair after viewing the trailer, Kaz picked up his phone and ordered Lynton to do something about the film—immediately.

The problem was that the studio had just released the trailer. Now Lynton was desperately trying to bury it. “Have to keep whole interview thing under wraps,” he quickly notified Pascal. “Only on a need to know basis.” Pascal then shot off an email to Sony Pictures vice chairman Jeff Black, telling him “we need sonys name off this asap everywhere.” Like a pair of priests caught in a brothel, Lynton and Pascal scrambled to distance the company from the film, ordering the word “Sony” stripped from all billboards, magazine ads, and other promotional material. They even pulled back the trailer and told film editors to delete the logo from the end credit crawl and banned the film’s release in Asia. Meanwhile, Sony Entertainment president Doug Belgrad, who reported to Pascal, spent more than half a million dollars having technicians digitally remove images of Kim Jong Un’s father and grandfather from buttons, pins, and murals in more than five hundred shots.

Lynton, who hung out in Obama’s elite social circles, next secretly began turning to the U.S. government for help. Soon after hearing from Kaz, he sent a message to Michael D. Rich, the CEO of the RAND Corporation. The quintessential Cold War military-intelligence think tank, RAND itself was once parodied by Hollywood as the warmongering “Bland Corporation” in Dr. Strangelove. And it played a critical role in the war in Vietnam, which led employee Daniel Ellsberg to quit, turn whistleblower, and release the secret RAND-produced Pentagon Papers that exposed the many lies underpinning the U.S. involvement.

Lynton had long been listed as a trustee of the organization, whose $100 million, five-story headquarters is in the beach community of Santa Monica, a brief drive from Lynton’s Brentwood home. Happy to help, Rich put Lynton in touch with Bruce W. Bennett. Oddly, although RAND’s expert on North Korea, he had never set foot in the country and was so untechnical he didn’t even own a smartphone.

Bennett was, however, a certified card-carrying member of the U.S. military-intelligence complex and had long been eager for Kim to be overthrown. For that reason, he greatly enjoyed watching Kim’s head liquefy and then detonate and hoped the film would spark his long-dreamed-of regime change. In fact, it was the theme of his recent book published by RAND: Preparing for the Possibility of a North Korean Collapse. It was therefore not surprising that Bennett objected to toning down Kim’s explosive death in the film, and he was very hopeful that the DVD version would leak into the North and “start some real thinking.” Lynton replied, “Spoke to someone very senior in State (confidentially). He agreed with everything you have been saying. Everything.”

Further involving the U.S. government secretly in the film’s production, Bennett, as an advisor for the film, brought others from the Obama national security establishment on board for advice, including from the State Department. “We made relationships with certain people who work in the government as consultants, who I’m convinced are in the CIA,” Rogen would later claim. It was a bit like art imitating reality imitating art. The CIA was secretly encouraging filmmakers to make a film about the CIA encouraging filmmakers to assassinate Kim Jong Un. The CIA’s involvement was anything but unusual. The agency even has its own Entertainment Liaison Office. “I think probably Hollywood is full of CIA agents,” actor Ben Affleck once said.

Other senior Obama officials shown the ghoulish ending also secretly gave Lynton the administration’s thumbs-up rather than simply keeping their distance. This despite the dangers of risking an attack on the United States, or war, by placing an official U.S. seal of approval on a film depicting and advocating Kim’s murder and the overthrow of his country by the CIA.

Although the U.S. government’s role was intended to be secret, it quickly leaked, thus forcing the embarrassed State Department to lie and deny any involvement. But that backfired when one of the senior officials publicly admitted his role. “I’m the U.S. government official who told Sony there was no problem ‘greenlighting’ the movie The Interview,” said Assistant Secretary of State for East Asia Daniel Russel. The result: Both official and unofficial members of the Obama administration secretly approved and encouraged the release of the film in its most violent form.

Over the next month, the degree to which the effects department would mangle Kim Jong Un’s head became the subject of endless meetings, emails, and anguish. “We cannot be cute here,” noted Lynton and echoing his boss, Kaz. “What we really want is no melting face and actually not seeing him die. A look of horror as the fire approaches is probably what we need.” “We are gonna get rid of [his] face but we are gonna know he dies,” replied Pascal in her usual clipped style. “Speaking of making Kaz comfortable,” noted Doug Belgrad, referring to an upcoming SONY New York meeting, “I have the shot that has embers in the hair, but more fireball to show in NYC.”

By early August 2014, the launch of The Interview had been postponed from October to Christmas Day and what was left of Kim’s head was pushed to a back burner as both Lynton and Pascal departed for vacation. As he did every year, Lynton took off for Martha’s Vineyard with his family to join the Obamas and Clintons, and Pascal and her husband and son were going on an extensive trip to Asia.

Suddenly, on August 13, tremors rolled through the near-empty Thalberg Building. Someone had leaked details of the contentious meetings in which it was decided to pull back from the original concept of turning Kim’s head into a burnt marshmallow. “Sony Altering Kim Jong Un Assassination Film ‘The Interview’ (Exclusive),” screamed the headline in the Hollywood Reporter. Below in bold print was the bizarre subheading “Military buttons disappear and face-melting could be cut as the Japan-owned studio preps the Seth Rogen comedy.”

In a scramble to hide the truth—that the changes were ordered by Kaz, Sony’s Japanese boss—the studio issued a series of bold lies. “A source close to Sony’s decision-making says the move
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