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About the Book

Beyond the familiar online world that most of us inhabit – a world of Google, Hotmail, Facebook and Amazon – lies a vast and often hidden network of sites, communities and cultures where freedom is pushed to its limits, and where people can be anyone, or do anything, they want. A world that is as creative and complex as it is dangerous and disturbing. A world that is much closer than you think.


The dark net is an underworld that stretches from popular social media sites to the most secretive corners of the encrypted web. It is a world that frequently appears in newspaper headlines, but one that is little understood, and rarely explored. The Dark Net is a revelatory examination of the internet today, and of its most innovative and dangerous subcultures: trolls and pornographers, drug dealers and hackers, political extremists and computer scientists, Bitcoin programmers and self-harmers, libertarians and vigilantes.
 

Based on extensive first-hand experience, exclusive interviews and shocking documentary evidence, The Dark Net offers a startling glimpse of human nature under the conditions of freedom and anonymity, and shines a light on an enigmatic and ever-changing world.


About the Author

Jamie Bartlett is the Director of the Centre for the Analysis of Social Media at the think tank Demos, where he specialises in online social movements and the impact of technology on society. He lives in London.
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For Huey, Max, Sonny and Thomas, who were born while I was writing this book. When they are old enough, I hope they will read it and wonder what on earth all the fuss was about, and laugh at their uncle’s hopeless predictions.


Author’s Note

The Dark Net is an examination of what are, in many cases, extremely sensitive and contentious subjects. My primary aim was to shine a light on a world that is frequently discussed, but rarely explored – often for good reason. Throughout I have endeavoured to set my own views aside and write as objective and as lucid an account of what I experienced as possible. Readers may question the wisdom of writing about this subject at all, and express concern at the information The Dark Net reveals. Although my intention was never to provide a guide to illegal or immoral activity online, this book does contain material that some readers will find shocking and offensive.

As a researcher I felt a duty to respect the privacy of the people I encountered. Where necessary, I have altered names, online pseudonyms and identifying details, and, in one chapter, created a composite character based on several individuals. For the reader’s ease, I have also corrected many (but not all) spelling mistakes in quoted material.

I have tried to balance the rights of individuals with the social benefit that I believe comes from describing them and the worlds they inhabit. It is not a foolproof method; rather a series of judgements. Any errors, omissions and mistakes are mine alone, and I hope those included in this book will accept my apologies in advance for any distress or discomfort caused.

Online life moves quickly. Doubtless by the time you read The Dark Net, certain parts of the story will have changed, websites will have closed down, sub-cultures will have evolved, new laws will have been enacted. But its core theme – what humans do under the conditions of real or perceived anonymity – will certainly have not.

Jamie Bartlett

July 2014


Introduction

Liberty or Death

I HAVE HEARD rumours about this website, but I still cannot quite believe that it exists. I am looking at what I think is a hit list. There are photographs of people I recognise – prominent politicians, mostly – and, next to each, an amount of money. The site’s creator, who uses the pseudonym Kuwabatake Sanjuro, thinks that if you could pay to have someone murdered with no chance – I mean absolutely zero chance – of being caught, you would. That’s one of the reasons why he has created the Assassination Market. There are four simple instructions listed on its front page:

>Add a name to the list

>Add money to the pot in the person’s name

>Predict when that person will die

>Correct predictions get the pot

The Assassination Market can’t be found with a Google search. It sits on a hidden, encrypted part of the internet that, until recently, could only be accessed with a browser called The Onion Router, or Tor. Tor began life as a US Naval Research Laboratory project, but today exists as a not-for-profit organisation, partly funded by the US government and various civil liberties groups, allowing millions of people around the world to browse the internet anonymously and securely.fn1 To put it simply, Tor works by repeatedly encrypting computer activity and routing it via several network nodes, or ‘onion routers’, in so doing concealing the origin, destination and content of the activity. Users of Tor are untraceable, as are the websites, forums and blogs that exist as Tor Hidden Services, which use the same traffic encryption system to cloak their location.

The Assassination Market may be hosted on an unfamiliar part of the net, but it’s easy enough to find, if you know how to look. All that’s required is a simple (and free) software package. Then sign up, follow the instructions, and wait. It is impossible to know the number of people who are doing exactly that, but at the time of writing, if I correctly predict the date of the death of Ben Bernanke, the former chairman of the Federal Reserve, I’d receive approximately $56,000.

It may seem like a fairly pointless bet. It’s very difficult to guess when someone is going to die. That’s why the Assassination Market has a fifth instruction:

>Making your prediction come true is entirely optional

The Dark Net

The Assassination Market is a radical example of what people can do online. Beyond the more familiar world of Google, Hotmail and Amazon lies another side to the internet: the dark net. 

For some, the dark net is the encrypted world of Tor Hidden Services, where users cannot be traced, and cannot be identified. For others, it is those sites not indexed by conventional search engines: an unknowable realm of password protected pages, unlinked websites and hidden content accessible only to those in the know. It has also become a catch-all term for the myriad shocking, disturbing and controversial corners of the net – the realm of imagined criminals and predators of all shapes and sizes.

The dark net is all of these things, to some extent – but for me, it is an idea more than a particular place: an underworld set apart yet connected to the internet we inhabit, a world of complete freedom and anonymity, and where users say and do what they like, uncensored, unregulated, and outside of society’s norms. It is a world that is as shocking and disturbing as it is innovative and creative, a world that is also much closer than you think.

The dark net is rarely out of the news – with stories of young people sharing homemade pornography, of cyberbullies and trolls tormenting strangers, of political extremists peddling propaganda, of illegal goods, drugs and confidential documents only a click or two away appearing in headlines almost daily – but it is still a world that is, for the most part, unexplored and little understood. In reality, few people have ventured into the darker recesses of the net to study these sites in any detail.

I started researching radical social and political movements in 2007, when I spent two and a half years following Islamist extremists around Europe and North America, trying to piece together a fragmented and largely disjointed real-world network of young men who sympathised with al-Qaeda ideology. By the time I’d finished my work in 2010, the world seemed to be different. Every new social or political phenomenon I encountered – from conspiracy theorists to far-right activists to drugs cultures – was increasingly located and active online. I would frequently interview the same person twice – once online and then again in real life – and feel as if I was speaking to two different people. I was finding parallel worlds with different rules, different patterns of behaviour, different protagonists. Every time I thought I’d reached the bottom of one online culture, I discovered other connected, secretive realms still unexplored. Some required a level of technical know-how to access, some were extremely easy to find. Although an increasingly important part of many people’s lives and identities, these online spaces are mostly invisible: out of reach and out of view. So I went in search of them.

My journey took me to new places online and offline. I became the moderator of an infamous trolling group and spent weeks in forums dedicated to cutting, starving or killing yourself. I explored the labyrinthine world of Tor Hidden Services in search of drugs, and to study child pornography networks. I witnessed online wars between neo-Nazis and anti-fascists on popular social media sites, and signed up to the latest porn channels to examine current trends in home-made erotica. I visited a Barcelona squat with anarchist Bitcoin programmers, run-down working men’s clubs to speak to extreme nationalists, and a messy bedroom to observe three girls make a small fortune performing sexually explicit acts on camera to thousands of viewers. By exploring and comparing these worlds, I also hoped to answer a difficult question: do the features of anonymity and connectivity free the darker sides of our nature? And if so, how?

The Dark Net is not an effort to weigh up the pros and cons of the internet. The same anonymity that allows the Assassination Market to operate also keeps whistleblowers, human-rights campaigners and activists alive. For every destructive sub-culture I examined there are just as many that are positive, helpful and constructive. 

This book cannot even be considered a comprehensive account of the multitude of darker sub-cultures that permeate online life. From encrypted Tor Hidden Services to popular social media sites, it’s difficult to know how deep the rabbit hole goes. This is instead one person’s experience of spending an extended period of time in a few of the internet’s least explored backwaters, and an attempt to try to understand and explain what takes place there, and why. In the dark net, I came to learn, things are often not what they first appear.

Connected

The net as we know it started life in the late 1960s, as a small scientific project funded and run by the Advanced Research Projects Agency (ARPA), a development arm of the US military. The Pentagon hoped to create an ‘Arpanet’ of linked computers to help top American academics share data sets and valuable computer space. In 1969 the first networked connection was made between two computers in California. It was a network that slowly grew.

In July 1973 Peter Kirstein, a young professor of computer science at University College London, connected the UK to the Arpanet via the Atlantic seabed phone cables, a job that made Kirstein the first person in the UK online. ‘I had absolutely no idea what it would become!’ Kirstein tells me. ‘None of us did. We were scientists and academics focused on trying to build and maintain a system which allowed data to be shared quickly and easily.’ The Arpanet, and its successor, the internet, was built on principles that would allow these academics to work effectively together: a network that was open, decentralised, accessible and censorship-free. These ideas would come to define what the internet stood for: an unlimited world of people, information and ideas.

The invention of Bulletin Board Systems (BBS) in 1978, and Usenet in 1979–80, introduced a new generation to life online. Unlike the cloistered Arpanet, Usenet and BBS, the forerunners of the chat room and forum, were available to anyone with a modem and a home computer. Although small, slow and primitive by today’s standards, they were attracting thousands of people intrigued by a new virtual world. By the mid-nineties and the emergence of Tim Berners-Lee’s World Wide Web, the internet was fully transformed: from a niche underground haunt frequented by computer hobbyists and academics, to a popular hangout accessed by millions of excited neophytes.fn2

According to John Naughton, Professor of the Public Understanding of Technology at the Open University, cyberspace at this time was more than just a network of computers. Users saw it as ‘a new kind of place’, with its own culture, its own identity, and its own rules. The arrival of millions of ‘ordinary’ people online stimulated fears and hopes about what this new form of communication might do to us. Many techno-optimists, such as the cheerleaders for the networked revolution Wired and Mondo 2000 magazines, believed cyberspace would herald a new dawn of learning and understanding, even the end of the national state. The best statement of this view was the American essayist and prominent cyberlibertarian John Perry Barlow’s 1996 ‘Declaration of the Independence of Cyberspace’, which announced to the real world that ‘your legal concepts of property, expression, identity, movement, and context do not apply to us . . . our identities have no bodies, so, unlike you, we cannot obtain order by physical coercion.’ Barlow believed that the lack of censorship and the anonymity that the net seemed to offer would foster a freer, more open society, because people could cast off the tyranny of their fixed real-world identities and create themselves anew. (The New Yorker put it more succinctly: ‘On the Internet, no-one knows you’re a dog.’) Leading psychologists of the day, such as Sherry Turkle in her influential 1995 study of internet identity, Life on the Screen, offered a cautious welcome to the way that online life could allow people to work through the different elements of their identity.

But others worried what might happen if no one knows you’re a dog. Parents panicked about children infected with ‘modem fever’. Soon after Turkle’s study, another psychologist, John Suler, was studying the behaviour of participants in early chat rooms. He found that participants tended to be more aggressive and angry online than offline. He suggested this was because, when protected by a screen, people feel that real-world social restrictions, responsibilities and norms don’t apply. Whether actual or perceived, anonymity, thought Suler, would allow you to explore your identity, but it might also allow you to act without fear of being held accountable (in 2001 he would call this ‘The Online Disinhibition Effect’). It’s true that from the outset, many BBS and Usenet subscribers were treating cyberspace as a realm for all sorts of bizarre, creative, offensive and illegal behaviour. In Usenet’s ‘Alternative’ hierarchy, anyone could set up a discussion group about anything they wanted. The first group was alt.gourmand, a forum for recipes. This was swiftly followed by alt.sex, alt.drugs and alt.rock-n-roll. ‘Alt.*’, as it came to be known, immediately became the most popular part of Usenet by far. Alongside purposeful and serious groups for literature, computing or science, Usenet and BBS contained many more dedicated to cyber-bullying, hacking and pornography.

Give Me Liberty or Give Me Death

It was in this heady atmosphere that the radical libertarian Jim Bell first took the promise of online anonymity to a terrifying conclusion. In late 1992, a group of radical libertarians from California called the ‘cypherpunks’ set up an email list to propose and discuss how cyberspace could be used to guarantee personal liberty, privacy and anonymity. Bell, a contributor to the list, believed that if citizens could use the internet to send secret encrypted messages and trade using untraceable currencies, it would be possible to create a functioning market for almost anything. In 1995 he set out his ideas in an essay called ‘Assassination Politics’, which he posted to the email list. It made even the staunchly libertarian cypherpunks wince.

Bell proposed that an organisation be set up that would ask citizens to make anonymous digital cash donations to the prize pool of a public figure. The organisation would award the prize to whoever correctly predicted that person’s death. This, argued Bell, wasn’t illegal, it was just a type of gambling. But here’s the ruse: if enough people were sufficiently angry with a particular individual – each anonymously contributing just a few dollars – the prize pool would become so large that someone would be incentivised to make a prediction and then fulfil it themselves in order to take the pot. This is where encrypted messages and untraceable payment systems come in. A crowd-sourced – and untraceable – murder would unfold as follows. First, the would-be assassin sends his prediction in an encrypted message that can be opened only by a digital code known to the person who sent it. He then makes the kill and sends the organisation that code, which would unlock his (correct) prediction. Once verified by the organisation, presumably by watching the news, the prize money – in the form of a digital currency donated to the pot – would be publicly posted online as an encrypted file. Again, that file can be unlocked only by a ‘key’ generated by whoever made the prediction. Without anyone knowing the identity of anyone else, the organisation would be able to verify the prediction and award the prize to the person who made it.

The best bit, thought Bell, was that internet-enabled anonymity safeguarded all parties, except perhaps the killer (and his or her victim). Even if the police discovered who’d been contributing to the cash prizes of people on the list, the donors could truthfully respond that they had never directly asked for anyone to be killed. The organisation that ran the market couldn’t help either, because they wouldn’t know who had donated, who had made predictions or who had unlocked the cash file. But Bell’s idea was about more than getting away with murder. He believed that this system would exert a populist pressure on elected representatives to be good. The worse the offender – the more he or she outraged his or her citizens – the more likely they were to accumulate a large pool, and incentivise potential assassins. (Bell believed Stalin, Hitler and Mussolini would all have been killed had such a market existed at the time.) Ideally, no one would need to be killed. Bell hoped the very existence of this market would mean no one would dare throw their hat into the ring at all. ‘Perfect anonymity, perfect secrecy, and perfect security,’ he wrote, ‘. . . combined with the ease and security with which these contributions could be collected, would make being an abusive government employee an extremely risky proposition. Chances are good that nobody above the level of county commissioner would even risk staying in office.’

In 1995, when Bell wrote ‘Assassination Politics’, this was all hypothetical. Although Bell believed his market would ultimately lead to the collapse of every government in the world, reality hadn’t caught up with his imagination. Nearly two decades later, with the creation of digital currencies like Bitcoin, anonymous browsers like Tor and trustworthy encryption systems, it had, and Bell’s vision was realised. ‘Killing is in most cases wrong, yes,’ Sanjuro wrote when he launched the Assassination Market in the summer of 2013:

However, this is an inevitable direction in the technological evolution . . . When someone uses the law against you and/or infringes upon your rights to life, liberty, property, trade or the pursuit of happiness, you may now, in a safe manner from the comfort of your living room, lower their life-expectancy in return.

There are, today, at least half a dozen names on the Assassination Market. Although it is frightening, no one, as far as I can tell, has been assassinated. Its significance lies not in its effectiveness, but in its existence. It is typical of the sort of creativity and innovation that characterises the dark net: a place without limits, a place to push boundaries, a place to express ideas without censorship, a place to sate our curiosities and desires, whatever they may be. All dangerous, magnificent and uniquely human qualities.



fn1 In 2010 Tor was awarded the Free Software Foundation’s Award for Projects of Social Benefit, in part for the service it provides for whistleblowers, human-rights campaigners and activists in dissident movements. 

fn2 September 1993, the month America On-Line started to offer its subscribers access to Usenet, is etched into internet folklore as ‘the eternal September’, when newcomers logged on to the internet en masse.
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The page references in this notes correspond to the printed edition from which this ebook was created. To find a specific word or phrase from the notes, please use the search feature of your ebook reader.

The Dark Net necessarily relies on a large number of online sources, including forum posts, articles and websites. A full list of working links is available at: www.windmill-books.co.uk/thedarknetlinks

 Introduction

p.2 ‘Tor began a life as a . . .’ https://www.torproject.org/about/overview.html.en; http://www.fsf.org/news/2010-free-software-awards-announced.

p.2 ‘That’s why the Assassination Market . . .’ There is an interesting parallel to be found in Ancient Greece. The word ‘ostracise’ comes from a strange ritual that occurred every year in Athens during the fifth century BC. Each citizen would anonymously scratch the name of the person they wanted to banish from the city on to a shard of broken pottery or on a scrap of papyrus. When counted up – and assuming a certain quorum had been reached – the person who’d been named the most often would be forced to leave, ‘ostracised’, for a decade. The fear of the vote was thought to keep everyone, especially holders of public office, well behaved. It was democracy without justice: there was no charge, no trial and no defence. Just a vote. As far as historians can work out, poor Hipparchos, son of Charmos, was the first person to be ostracised, for reasons now unknown.

p.5 ‘The Pentagon hoped to create . . .’ The team responsible for this project was a group called the Information Processing Techniques Office (IPTO), which was part of the Advanced Projects Research Agency (ARPA) inside the Pentagon. In 1966 Robert Taylor, the IPTO boss, was funding three universities to work on something called ‘time sharing’, which was a way to allow multiple users to access a single computer simultaneously. Each university used its own computer with its own programming language, which meant Taylor needed three teletype terminals in his office to access their work, which was infuriating and wasteful. (Taylor called it the ‘Terminal Problem’.) He worried the problem would get worse as more of IPTO’s research groups were requesting their own computers. Taylor realised the answer lay in trying to tie the computers together into a single network, allowing different computers to speak directly to each other in a common computer language. That would make it easier for researchers to share resources and results more easily. After a twenty-minute meeting with the Director of ARPA Charles Herzfeld, Taylor was given one million dollars to develop this idea. Internet seed funding – and it came from the US Department of Defense. On 3 July 1969, UCLA put out a press release, ‘UCLA to Be First Station in Nationwide Computer Network’. This story is brilliantly told in full in When Wizards Stay Up Late.

p.6 ‘In July 1973, Peter Kirstein . . .’ Kirstein, P.T., ‘Early Experiences with the ARPANET and INTERNET in the UK’. This new international version of the Arpanet was being called informally at the time the ‘Internetwork’, and was shortened to the ‘Internet’ in 1974.

p.6 ‘September 1993, the date . . .’ One Usenet group – www.eternal-september.org – gives the date, as of writing, as September 7247, 1993. Further information about ‘the September that never ends’, in Dery, M., Escape Velocity, p.5.

p.7 ‘Leading psychologists of the day . . .’ Turkle, S., Life on the Screen.

p.7 ‘Parents panicked about children . . .’ http://textfiles.com/bbs/fever. A BBS user of the time warned others: ‘If you don’t already own one of those evil instruments called a modem, take warning! Don’t even think about buying one. Modem fever sets in very quietly; it sneaks up on you and then grabs you by the wallet, checkbook or, heaven forbid, credit cards. Eventually your whole social life relies upon only the messages you find on electronic bulletin boards; your only happiness is the programs you have downloaded. (You never try any of them, you only collect them.)’; http://textfiles.com/bbs/danger1.txt. As usual, the police were also way off track, seeking desperately to illustrate ‘warning signs’ of computing obsession. The 1993 list produced by the Philadelphia police read:

*COMPUTER ADDICTION* (WITHDRAWS FROM FRIENDS, FAMILY, ETC.) MAY LOSE INTEREST IN SOCIAL ACTIVITIES, USE OF NEW (UNUSUAL) VOCABULARY, HEAVY WITH COMPUTER TERMS, SATANIC PHRASES OR SEXUAL REFERENCE (OR SUDDEN INTEREST IN RELATED POSTERS, MUSIC, ETC.) LOOK FOR RELATED DOODLING OR WRITING. USE OF WORDS SUCH AS: HACKING, PHREAKING (OR ANY WORDS WITH ‘PH’ REPLACING ‘F’) LACK OF INTEREST IN SELF AND APPEARANCE OR INDICATIONS OF LACK OF SLEEP (WHICH MIGHT INDICATE LATE NIGHT MODEM-PLAY) COMPUTER AND MODEM RUNNING LATE AT NIGHT (EVEN WHILE UNATTENDED) STORING OF COMPUTER FILES ENDING IN: PCX, GIF, TIF, DL, GL (THESE ARE VIDEO OR GRAPHIC IMAGE FILES AND PARENTS SHOULD KNOW WHAT THEY ILLUSTRATE) NAMES ON COMMUNICATIONS PROGRAMS WHICH SEEM SATANIC OR PORNOGRAPHIC, OBSESSION WITH FANTASY ADVENTURE GAMES (DUNGEONS AND DRAGONS, TRADE WARS, SEXCAPADE, ETC.).

This misunderstanding and moral panic typically accompanies most new technologies.

p.8 ‘Whether actual or perceived, anonymity . . .’ ‘The Online Disinhibition Effect’, CyberPsychology and Behaviour 7 (3). This article was published in 2004, but Suler had set out his thesis before then, in 2001: http://online.liebertpub.com/doi/abs/10.1089/1094931041291295 & http://users.rider.edu/~suler/vita.html.

p.8 ‘It’s true that from . . .’ Drew, J., A Social History of Contemporary Democratic Media, Routledge, Taylor and Taylor, New York, US; Abington, Oxon, UK, p.92; Bitnet (1980) and Fidonet (1981) soon followed, along with hundreds of smaller community networks: Cleveland Free-Net, WellingtonCitynet, Santa Monica Public Electronic Network (PEN), Berkeley Community Memory Project, Hawaii FYI, National Capitol Free-Net, and perhaps most famously of all for the nascent digital liberties movement, The WELL (1986).

p.8 ‘Alongside purposeful and serious groups . . .’ Bryan Pfaffenberger, ‘“If I Want It, It’s OK”: Usenet and the Outer Limits of Free Speech’, The Information Society 12:4 (1996), p.377.

p.8 ‘Bell, a contributor to the list . . .’ Greenberg, A., This Machine Kills Secrets, pp.121–122.

p.9 ‘In 1995 he set out his idea . . .’ There is some dispute as to whether ‘Assassination Politics’ was first posted on the cypherpunk mailing list, or on the Usenet group alt.anarchism.

p.10 ‘The organisation that ran the market . . .’ Bell, ‘Assassination Politics’, part 3; http://web.archive.org/web/20140114101642/http://cryptome.org/ap.htm. Besides, Bell added, the organisation could ‘adopt a stated policy that no convicted or, for that matter, even suspected killers could receive the payment of a reward . . . but it has no way to prevent such a payment from being made’.

p.10 ‘The worse the offender . . .’ The term ‘Assassination Market’ is never used in ‘Assassination Politics’; I refer to it as the most common contemporary descriptor of the system that Jim Bell proposes.

p.10 ‘Chances are good that nobody . . .’ ‘Assassination Politics’, part 2.

Chapter 1
Unmasking the Trolls

p.13 ‘A Life Ruin . . .’ This is a true story, which I collected and documented in full. The name has been changed, as has the date. 

p.13 ‘It was an announcement to the hundreds . . .’ Encyclopedia Dramatica – an offensive Wikipedia for trolling culture – lists camgirls as ‘camwhores’, and describes a camwhore as ‘a variety of attention whore, typically a young and very stupid woman who will do anything on a webcam for attention, money, items from online wish lists, or just to be generally slutty’. On 4chan and elsewhere there are several infamous camgirls. Professional camgirls are discussed in chapter 6. It’s impossible to be sure how many people are ever on 4chan because the number of people viewing a page is not recorded.

p.15 ‘The hacktivist group Anonymous? . . .’ Users of /b/ also act responsibly, and have, in the past, worked to identify users who they believe pose a genuine threat. In 2006 one user posted on /b/: ‘Hello, /b/. On September 11, 2007, at 9:11 am Central time, two pipe bombs will be remote-detonated at Pflugerville High School. Promptly after the blast, I, along with two other Anonymous, will charge the building, armed with a Bushmaster AR-15, IMI Galil AR, a vintage, government-issue M1 .30 Carbine, and a Benelli M4 semi auto shotgun.’ Users of /b/ informed the police immediately and the poster was arrested.

p.18 ‘One user created a fake Facebook account . . .’ Some users were trying to offer (pretty reasonable) advice, believing that Sarah was still on the site, ‘lurking’. One user commented: ‘SARAH YES YOU ARE LURKING I’m sorry this had to happen to you, but it happens to any girl who posts nudes here. This is why girls shouldn’t post nudes here. There is a board specifically for that. In the future, do not give so much information about yourself to random strangers on the internet. I know it is fun for first timers and you want to be chatty with everyone to please them, but just send a message to your friends and apologise to them because some of them will be contacted by fake profiles who will send them your nudes. Just say this to them. “So I posted nudes somewhere on the internet. And some of you may get them from a couple of gay dudes who want to spite me. I apologise for that.” You pretty much have to make it seem like you don’t give a fuck about it and have nothing to lose.’

p.20 ‘After appearing on BBC’s Question Time . . .’ http://www.telegraph.co.uk/technology/twitter/10218942/Twitter-trolls-mess-with-Mary-Beard-at-their-peril.html.

p.20 ‘In June 2014, the author J. K. Rowling . . .’ http://www.telegraph.co.uk/news/uknews/scottish-independence/10893567/JK-Rowling-subjected-to-Cybernat-abuse-after-1m-pro-UK-donation.html.

p.20 ‘In 2007, 498 people . . .’ http://www.stylist.co.uk/life/beware-of-the-troll#image-rotator-1; http://www.knowthenet.org.uk/knowledge-centre/trolling/trolling-study-results; http://www.dailymail.co.uk/news/article-2233428/Police-grapple-internet-troll-epidemic-convictions-posting-online-abuse-soar-150-cent-just-years.html#ixzz2Xtw6i21L. Section 127(1) and (2) of the Communications Act 2003 from 498 in 2007 to 1,423 in 2012; also http://www.theregister.co.uk/2012/11/13/keir_starmer_warns_against_millions_of_trolling_offences/.

p.20 ‘In a poll of almost 2,000 . . .’ http://yougov.co.uk/news/2012/06/29/tackling-online-abuse/.

p.22 ‘Within four years of . . .’ Hafner, K. and Lyon, M., When Wizards Stay Up Late, p.189.

p.23 ‘Durham was attacked relentlessly and . . .’ Ibid, pp.216–7.

p.24 ‘But even the first emoticon wasn’t enough . . .’ In 1982 Scott Fahlman reproposed it, as it was clearly not catching on, although nastiness obviously was: ‘I propose the following character sequence for joke markers: :-) Read it sideways. Actually, it is probably more economical to mark things that are NOT jokes, given current trends. For this, use: :-(.’ Vertical emoticons are believed to have originated in an 1881 edition of Puck magazine.

p.25 ‘Dedicated groups started to appear. . .’ In one 1980s user guide to flaming on BBS, the author concludes: ‘If American politics and advertising have taught us nothing else, they have shown that intelligence and honesty have nothing to do with being persuasive. Stated another way, personal attacks can be just as good as facts. In recognition of this universal truth, it is up to all BBS users to upgrade the quality of their “flames” so they can take their place as a valid form of BBS communication. Remember: If George Bush can do it with Willie Horton, so can you!’

p.25 ‘Abusers would torment the sysop . . .’ http://textfiles.com/bbs/abusebbs.txt. ‘The Abusing Handbook’, written by ‘The Joker’. There is no date, but the style places it in the late 1980s. It reads as if it was written by a thirteen-year-old, and the entire text is in capital letters (quoted here without corrections).

ABUSERS DO ANYTHING TO MAKE THE BBS A WORSE THING THEN IT IS AND TO MAKE IT HARDER ON THIS SYSOP, MOSTLY THE REASONS ARE IS BECAUSE THE SYSOP IS A MAJOR ASSHOLE. THE FIRST THING IS TO DISPLAY WHAT TYPE OF THINGS ABUSING STARTS WITH LOG ON, IF YOU GET ON USING THAT TYPE OF NAME THAT I TOLD YOU ABOUT. IF THE SYSOP IS WATCHING, EITHER THEY’LL HANG UP AND LOCK YOU OUT OR BREAK IN FOR CHAT, IF THEY BREAK IN FOR A CHAT, HEARS SOME IDEAS WHICH YOU CAN SAY. 1, I’M BUSY, FUCK OFF. 2, I’M GOING TO TRASH YOU BAD! 3, LET ME OUT I HAVE ABUSING TO DO! 4, I HAVE TO CRASH YOUR BOARD NOW, SORRY, UNOIN RULES! 5, CAN I HELP YOU! 6, CAN YOU GIVE ME SYSOP ACCESS 7, WANT TO TRY A NEW VIRUS A MADE

p.27 ‘A 1990s Usenet troll . . .’ Here is a slightly extended snippet: ‘You are a fiend and a sniveling coward, and you have bad breath . . . You are degenerate, noxious and depraved. I feel debased just knowing that you exist. I despise everything about you, and I wish you would go away. You are jetsam who dreams of becoming flotsam. You won’t make it. I beg for sweet death to come and remove me from a world which became unbearable when the bioterrorists designed you.’ www.guymacon.com/flame.html.

p.28 ‘Any who replied . . .’ http://ddi.digital.net/~gandalf/trollfaq.html#item2.

p.28 ‘In 1999, one user called “Cappy Hamper” . . .’ A very lengthy and valuable resource documenting early trolling is available here: http://captaininfinity.us/rightloop/alttrollFAQ.htm. ‘Dalie the Troll Betty, Joe Blow the Troll, Otis the Troll-in-Denial, and everyone from AFKMN’ contributed to the document.

p.29 ‘The Meowers began setting up . . .’ http://xahlee.info/Netiquette_dir/_/meow_wars.html.

p.30 ‘Alt.syntax.tactical attacks were carefully planned . . .’ Alt.syntax’s own guide to their methods was made available by users who I think may have hacked into their account, and then posted the results for others to be more aware of. Here it is: ‘Waves would generally break down into this kind of structure: (a) Reconnaissance (RECON): These people will go in early and usually set up camp as “friends of the newsgroup”. They will also act as “double-agents” to counter-flame the other waves as the invasion progresses. The key is building a bit of credibility. (b): Wave One: Wave one will usually be what starts the flame war. Those involved in this wave can go on and each have a different flame, or go on and flame in unison. They can bring in a subject of their own or flame a previous discussion. This wave calls for extreme subtlety. The quality of the flame MUST be at its highest point here. (c) Wave Two: Wave two will consist of tactics to attack the people who were sent in as recon and attempt to start totally new flame threads. The key here is that even if we attack a group of people restrained enough to resist our flame-bait, wave two will stir things up and get others to join in. (d) Wave Three: Wave three will generally change depending on the campaign, but will generally be added to push the confusion and chaos over the top. Flame the recon, flame the first wave, flame the second wave. These guys are our balls out, rude SOB’s. Mop up and clean out.’ http://ddi.digital.net/~gandalf/trollfaq.html#item2.

p.31 ‘But real life investigations into . . .’ http://internettrash.com/users/​adflameweb/TROLLFAQ.html.

p.31 ‘The vicious troll, it turned out . . .’ http://magstheaxe.wordpress.com/2006/08/16/memories-of-the-usenet-wars; Boyd’s email to the group about Kehoe is in full here: http://internettrash.com/users/adflameweb/2belo.html.

p.32 ‘Smart was also stalked by . . .’ On 2 April 2003, Derek Smart posted the following on his website (his exasperation with the consistent trolling I think is fairly self-evident): ‘I have three police reports and in one such case, that kid he instigated got visited and was almost carted away. That’s when they found out that he was, in fact, a juvenile. I have spoken to the San Diego police. So has my attorney. They can’t do anything until he does something criminal. And they offered that we contact the FBI if we have all this evidence because it leads directly to criminal cyberstalking. We did. Nothing has become of that yet. I tried to get a restraining order – in San Diego (I actually flew there!) but it wasn’t granted because there was no implied violence or threat. I guess they’re waiting for him to show up at my house and kill my family first. Especially considering that shortly after this kid mentioned spotting me in my neighborhood (he lived about 20 mins from me at the time – according to the police report), was boasting about owning a shotgun. And that was before the kid got visited and then said that he had made the whole thing up (about me calling his house, following him etc) and that Huffman had asked him to find out where I lived. I have almost had SEVEN years of this crap. I choose NOT to post about it nor even talk about it because some of them have been very, very painful experiences. To the extent that when this kid posted – on July 4th weekend 2000 (while I was out of town!!) – that he had seen me (he described the car I was driving, what I was wearing etc), my fiance threatened to up and leave unless we moved. So, wumpus, while somewhere obviously in your brain you have a few brain cells on the fritz and which lead you to believe that THIS IS FUN, let me tell you something, retard, ITS NOT FUCKING FUN!! I have NO idea what your motivations are and I don’t give a flying fuck. You want us to turn the forum into a battleground, fine, that is EXACTLY what we’ll do!’

p.32 ‘Smart applied for restraining orders . . .’ The US court documents relating to the charges brought by Smart against Huffman: http://ia700703.us.archive.org/0/items/gov.uscourts.casd.404008/gov.us courts.casd.404008.1.0.pdf.

p.32 ‘At the turn of the . . .’ SomethingAwful.com hosts a wide variety of funny and offensive content – especially blogs, videos and stories – written by editors and forum members; it also hosts several large forums. Fark.com is a satirical site with stories submitted by users of the site. Slashdot.com was more about open-source software and technology but also had a subversive edge and was opposed to censorship. Slashdot, founded in 2000, had a vast online community, many of them Usenetters, and celebrated user-generated in-jokes and














































































































 










































































  
   	Nation (‘shipping from’)
   	No. of vendors
   	Percentage of vendors
  

  
   	United States
   	231
   	33.4
  

  
   	United Kingdom
   	70
   	10.4
  

  
   	Australia
   	66
   	9.4
  

  
   	Germany
   	47
   	6.7
  

  
   	Canada
   	36
   	5.1
  

  
   	Netherlands
   	36
   	5.1
  

  
   	Sweden
   	21
   	3.4
  

  
   	Spain
   	10
   	1.4
  

  
   	China
   	9
   	1.3
  

  
   	Belgium
   	8
   	1.2
  

  
   	France
   	8
   	1.1
  

  
   	India
   	8
   	1.1
  








  
   	Name
   	Products
   	Overall turnover (99 days)
  

  
   	AmericaOnDrugs
   	Varied; drugs
   	$45,209
  

  
   	BlackBazar
   	Heroin, cocaine, MDMA
   	$12,068
  

  
   	Koptevo
   	Prescription drugs only
   	1$9,197
  

  
   	Demoniakteam
   	Cannabis, ecstasy, psychedelics
   	$16,287
  

  
   	Instrument
   	MDMA only
   	$24,790
  

  
   	California Dreamin
   	Mainly cannabis, some prescription drugs
   	$39,329
  

  
   	GucciBUDS
   	A variety, mainly cannabis
   	$14,912
  

  
   	MDMAte
   	MDMA only
   	$11,727
  

  
   	Aussie Quantomics
   	Mainly MDMA, some psychedelics
   	$16,099
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