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INTRODUCTION
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In the 2020s, cyberattacks against Colonial Pipeline and numerous hospitals and healthcare providers made the public aware of the dark web as a cybercriminal underworld of sorts. These incidents also helped highlight the real-world, damaging impacts of malware, and especially ransomware; some individuals were forced to wait in line for gas due to anticipated shortages, and others worried about the risks of relying on a hospital without fully operational infrastructure. For many, the words “dark web” conjure up a sense of mystery, intrigue, and maybe even a bit of fear. But have you ever wondered what the dark web really is?

Every day, cybercriminals trade millions of stolen credentials, malware kits, and exploits on underground forums. This book takes you inside that hidden economy, teaching you how to reverse engineer and analyze the tools bought and sold on it. Each chapter introduces a different type of malicious tool; examines how the tool is created, obtained, and used by cybercriminal threat actors; and analyzes notable variants in that malware category. My goal is to provide not only a technical understanding of each tool but also a survey of the context in which it operates and how it’s relevant to the cybersecurity landscape. We rarely have the opportunity to actually get into the mind of a cybercriminal, but seeing how they transact, trade, and speak on the dark web certainly gets us pretty close.


The Web, the Deep Web, and the Dark Web

The deep web and the dark web are different from the internet we’re all familiar with. Search engines use a process called indexing to obtain and store data from web pages so they can display them in search results later. To index web pages, a search engine makes use of crawlers that scour the internet to discover new pages. The crawler starts from a set of seed URLs obtained from some source, such as previously indexed pages, sitemaps, or links from other sites; fetches the pages at those URLs; then parses the page content, identifies any links to other pages, and adds these to a list to crawl later.

The crawler adds the parsed data to the index, the database of crawled pages that the search engine uses to provide results when a user performs a search. A web page can direct how crawlers use its content by creating a file called robots.txt at the root of the site. This file designates which content crawlers are allowed to crawl and which they’re not. Whereas major search engines respect websites’ directives, nothing explicitly prevents a malicious crawler from ignoring them. You can think of the robots.txt list as more of a suggestion.

The deep web is the part of the internet that web crawlers and search engines don’t index. The websites that make it up aren’t inherently malicious; they include password-protected sites, unindexed academic sites, and sites located behind paywalls, for example, but because you won’t be able to find these sites using search engines, you must enter their exact URLs in the browser to reach them. That said, you can access them from any normal browser, without any special tools. Some of the forums and marketplaces I’ll discuss throughout this book fall into this category, but due to their malicious content, I don’t recommend visiting them without the proper safety protocols in place.

The dark web, on the other hand, is a collection of forums and marketplaces selling explicitly malicious, illegal, or suspect goods and services. You can’t access the dark web on a normal browser or stumble upon it by accident; visitors need special software called Tor to access its websites. Why can’t you access these sites without Tor? Well, to visit a website on the internet, your browser has to resolve the IP that corresponds to the domain name within the URL you entered into the browser through the Domain Name System (DNS). However, non-Tor browsers can’t resolve the IPs of these sites in the same way because the sites don’t use the same mechanism for domain resolution as those available on the clear web. We’ll discuss Tor in more detail in Chapter 1.



Who This Book Is For

This book might be for you if you’re looking to expand your knowledge of the cybercriminal underground and how cybercriminals operate on the forums and marketplaces within it.

If you have some programming or software engineering experience but would like to learn more about malware and reverse engineering, you’ll find the case studies and exercises useful. Most involve looking at code in a variety of languages, including C, Java, C#, Rust, and Go. Although extensive experience in software engineering isn’t required, you’ll probably want to have a good grasp of how to read code and understand what it’s doing.

If you already understand the reverse engineering concepts, you can use this book to explore the context behind the malicious tools you’re analyzing. The chapters will discuss how familiar code enables the tools sold on the criminal underground and why threat actors protect their investments by making reverse engineering more challenging.



What Is in This Book

The book’s technical chapters move through the different stages of a cyberattack until they reach the deployment of the final payload (ransomware, in this case). Each contains at least one case study: a technical deep dive on a tool related to the chapter’s topic. In the case study, I’ll walk through the reverse engineering and analysis techniques required to take the tool apart, demonstrating the concepts you learned about in the beginning of the chapter. You’ll see how the tools function and how this functionality is implemented at the technical level.


Chapter 1: A Visit to the Dark Web Takes a peek into the hidden world of e-commerce and the inner workings of the underground economy, including the people who transact there, the products they buy and sell, and the forums and marketplaces in which they do so. You’ll learn how to access dark web sites using Tor Browser and Whonix and how to minimize your risk when you do so. This chapter also introduces the Cyber Kill Chain model we’ll use in the rest of the book to frame our discussion of the different tools.

Chapter 2: Vulnerabilities, Exploits, and Access Explores how threat actors initiate the first steps of a cyberattack by gaining access to a target system and how the dark web has allowed threat actors to productize the tools and services to do so. This chapter provides a deep dive into several popular initial access methods: vulnerabilities and exploits, phishing kits, and checkers and brute-forcers. You’ll also learn about initial access brokers (IABs), the threat actors who sell access to organizations. Through examples and case studies, you’ll explore TMChecker, which verifies the usefulness of credentials sold by IABs; Zphisher, a simple open source phishing kit; and Greatness, a more advanced phishing kit.

Chapter 3: Malware Delivery Techniques Examines two malware delivery methods, loaders and botnets, that have shown perennial success in helping threat actors get malware onto a victim’s system after gaining access to it. You’ll learn about the malware analysis challenges presented by loaders and examine a loader known as BunnyLoader. Then we’ll talk about the infamous Mirai botnet to see how it works at a high level before digging into the open source CosaNostra botnet.

Chapter 4: Information Stealers Shows how “stealer” malware quietly harvests passwords, cookies, and even cryptowallets and why these tools have become the backbone of the stolen credential economy. We’ll cover what kinds of credentials and victim data they steal and the types of lures used to get victims to download them. As a case study, we cover a well-known stealer called Raccoon Stealer.

Chapter 5: Banking Trojans Takes a deeper look at the credential-stealing concepts from Chapter 4 by looking at how threat actors steal some of the most sensitive data to be had from their victims through banking trojans. This chapter introduces two types of banking trojan malware: the popular and prolific Android banking trojan and a Windows malware variant known as TrickBot that has evolved into a powerful, modular toolkit. As case studies, we’ll look at the leaked Cerberus Android banking trojan code’s overlay functionality, used to steal victims’ data, then explore how TrickBot’s browser injection enables its credential-stealing capabilities.

Chapter 6: Packers and Crypters Investigates how packers and crypters help threat actors combat the persistent threat of always-improving malware defenses and what threat actors selling these tools do to prove the efficacy of their wares. You’ll see how these two utilities allow threat actors to obfuscate malicious tools so that they can effectively deploy them to victim systems and stretch out the time before their malicious activity is detected. You’ll learn about how crypters protect malware from discovery by a victim’s antivirus or endpoint detection and response (EDR) and what it takes to make sure these tools keep working as defenders evolve their tools. We’ll also walk through the unpacking process so you can see how a simple packer works.

Chapter 7: Command-and-Control Frameworks Covers how threat actors co-opt popular red team tools, particularly command-and-control frameworks, to control a victim system and escalate an attack. We’ll focus on how these tools, most of which are open source or readily available, allow the threat actor to establish communication with the infected system right out of the box. Here, you’ll see how the dark web footprint is a little bit different; we’ll look at posts advertising tutorials for using these tools, customizations and add-ons for existing frameworks, and “cracked” versions available for purchase. In the case study, we’ll analyze the Linux variant of Vermilion Strike, a threat actor’s version of the popular Cobalt Strike framework.

Chapter 8: Post-Exploitation Toolkits Continues our discussion of threat actors employing red team tools as part of their attacks. This chapter covers how post-exploitation toolkits work and how dark web forums contribute to information exchange about their use. We’ll see how developers and threat actors create new modules, known as Beacon Object Files (BOFs), that they offer on the dark web and in open source communities to augment the toolkits’ functionality. In the case study, we’ll look at how a threat actor (or red team) can use three Impacket modules for lateral movement: secretsdump, psexec, and wmiexec. We’ll also consider how a defender can detect these tools based on the artifacts their use leaves behind.

Chapter 9: Living Off the Land Delves into how threat actors use living-off-the-land tools for pre-ransomware activity, including privilege escalation, data exfiltration, and payload deployment, to blend in with normal activity in the network and evade detection by defenders. You’ll see how a threat actor performs these and other post-exploitation actions using both the living-off-the-land tools and a malicious counterpart designed for red teams, continuing our discussion of how these tools are often co-opted by threat actors. When we turn to the dark web, I’ll show you excerpts from a Conti affiliate’s leaked documents instructing other threat actors on these techniques. The case study looks at the ways a defender could detect a specially designed data exfiltration tool called StealBit, offered by the well-known ransomware-as-a-service group LockBit.

Chapter 10: Windows Ransomware Explores the intricacies of modern ransomware and the groups behind it in the final stage of the attack: dropping ransomware. You’ll learn how ransomware has evolved over time, including the technical details that make Windows ransomware effective. I’ll explain how ransomware-as-a-service gangs operate and the impact that key events in ransomware history have had on changing how they conduct business. We’ll also look at some basic cryptography concepts and what ransomware developers must consider in their implementation of encryption. The case study covers two different versions of the same ransomware, known as Sodinokibi, so you can understand how the malware, like many software projects, evolved over time.

Chapter 11: Linux and ESXi Ransomware Builds upon what you learned in Chapter 10 to discuss ransomware targeting Linux and ESXi and the reasons these systems make such appealing targets for threat actors looking to cripple an organization in order to receive a ransom. You’ll learn about why this type of ransomware increased in popularity and why some of the techniques we see in these lockers’ Windows counterparts are often omitted or substantially simpler. Our first case study focuses on the ESXi version of Sodinokibi to highlight these differences, and a second case study looks at the ALPHV Linux/ESXi locker for a more modern glimpse into this type of ransomware.

Chapter 12: Lessons from the Underground Economy Provides an overview of the key concepts you learned about in the previous chapters and explores their relevance to the underground economy and broader cybersecurity landscape. This chapter also makes some predictions for the future, including how ransomware could evolve.





Exercises

Each of the 10 chapters covering malicious tools contains an “Exercises” section, which offers ways to practice what you learned in the chapter. In general, these exercises prompt you to apply your software engineering or programming expertise to analyze malicious tools on your own. Several involve looking at openly available or leaked code for malicious tools, whereas others involve thinking about defensive opportunities or how these tools enable threat actors. By following the exercises, you’ll do the following:


	Identify the functionality of proofs of concept (POCs) for the popular Log4Shell vulnerability (Chapter 2)

	Analyze the code for the Mirai botnet to understand how it identifies vulnerable internet of things (IoT) devices over Telnet and spreads to them (Chapter 3)

	Examine SapphireStealer’s code to see how a simple open source stealer works (Chapter 4)

	Identify mitigations for TrickBot and the Cerberus Android banking trojan (Chapter 5)

	Use openly available packing, archiving, and installer-generation tools to pack a Windows executable and analyze observable artifacts (Chapter 6)

	Analyze the Sliver source code to identify the features of a command-and-control (C2) framework (Chapter 7)

	Dig into the source code for several Metasploit modules and compare them with those from Impacket (Chapter 8)

	Look at the on-disk artifacts generated by the use of living-off-the-land binaries (Chapter 9)

	Analyze the leaked source code from Babuk’s Windows ransomware and that ransomware’s decryptor (Chapter 10)

	Explore faulty ESXiArgs ransomware code to understand how it was broken and why it was fixed (Chapter 11)



If you have experience with reverse engineering or cybersecurity in general, bonus exercises will allow you to explore additional skills. You can also challenge yourself by following along with the chapter’s walk-throughs using reverse engineering and malware analysis tools.


DOWNLOAD THIS BOOK’S EXAMPLES

Many of this book’s exercises prompt you to download malware or example code from third-party sources. If these resources become unavailable in the future, you can find them here: https://github.com/DissectingTheDarkWebBook/DissectingTheDarkWeb.


First, we’ll get acquainted with the underground economy. Turn to Chapter 1 to situate yourself in the context of the dark web. How does commerce happen there, how can you access the dark web yourself, and what will you find on its forums and marketplaces?








1
A VISIT TO THE DARK WEB



[image: A masked and hooded figure analyzes a spiderweb with a scalpel and tweezers.]
What if you could learn about new malicious tools and techniques before they made the news? Or see what kinds of organizations threat actors were targeting, and perhaps even selling access to, before a cyberattack took place? Well, in 2021, I became one of the first people ever to reverse engineer a particular ransomware variant and publicly disclose its functionality. The group behind the malware, which called itself BlackMatter, had only just founded its ransomware-as-a-service program and begun recruiting affiliates on the dark web.

No one can truly know the future of cybercrime, but researchers can make fairly good predictions by obtaining visibility into the dark web forums and marketplaces in which threat actors discuss and exchange tools and services. This underground economy is a complex, expansive ecosystem whose buyers and sellers share a common goal: making money, most likely in support of a cybercriminal enterprise. You’re probably familiar with ransomware, and perhaps even the concept of ransomware-as-a-service, the most well-known product sold in the underground economy. But ransomware is just one small piece of this bustling online marketplace. There are many other types of threats out there, and even ransomware attacks need the support of additional services and tools to succeed.

In this chapter, we’ll discuss how to access the dark web using tools like Tor Browser and Whonix and then take a look at the people, products, services, and transaction types that play a role in the underground economy. Next, we’ll cover how to safely handle malware and go over some of the reverse engineering tools and concepts we’ll use over the course of the book.


Accessing the Dark Web

To access dark web sites, you must use Tor. Short for The Onion Router, Tor is a network used to communicate anonymously on the internet, protect users’ privacy while they browse, and access particular sites (those whose URLs end with .onion) not reachable through a typical browser. In this section, we’ll first discuss the precautions you should take to protect yourself when navigating the dark web, then cover two tools you can use to access Tor: Tor Browser and Whonix. Next, we’ll explore how to use this environment to browse forums and marketplaces of interest.


Ensuring Good OPSEC

There is an inherent risk to accessing the dark web’s malicious websites. So, before you begin, you’ll need good operational security (OPSEC) practices to access the dark web safely. Otherwise, you risk the following:


	Exposing your identity, such as through leaked metadata (for example, your IP address) or personal information (for example, your physical location)

	Being hacked, such as by accidentally downloading malware or visiting a malicious site that could steal your data

	Allowing others to trace your browsing activity back to you or link it to your activity on other websites



Nothing prevents the threat actors who use these forums from turning on the very people who engage with them. In 2021, one such actor leaked data from three major cybercrime forums. According to KrebsOnSecurity, the attacker appeared to have hijacked an administrator account to post this message:


It should be clear by now that the forum administration did not do an acceptable job with the security of this whole thing.... The main surprise for us was that they saved all the user data, including cookies, referrers, ip addresses of the first registrations, login analytics, and everything else. Why did they do this? Ask them. As for me—this suggests that they might have been saving this data for their own purposes.



This post was both a taunt and a warning: Even within criminal networks, users can’t trust one another. The attackers also exposed private messages between users, Bitcoin transaction records, and Jabber contact details, highlighting just how much information these forums quietly collect.

Cyberattacks aren’t the only risk you face by accessing dark web forums and marketplaces. In many countries, engaging in certain kinds of activities on these sites can be considered illegal, presenting a potential legal issue for researchers aiming to identify threats, obtain malicious tools, or access stolen data for analysis. These researchers aren’t themselves trying to conduct cyberattacks, but this fact might not be readily evident to law enforcement.

One way to protect yourself is to use a virtual private network (VPN), which makes it possible to create a secure connection even on less secure networks. The VPN creates an encrypted tunnel between a user’s device and a remote server, which provides several benefits. First, it can hide your real IP address, concealing your identity and location from the sites you’re browsing. It also reduces the risk of your internet service provider (ISP) monitoring your behavior, as the ISP will see only that you’re accessing the VPN server, not any particular sites you browse. Finally, VPNs encrypt your traffic, meaning that third parties have a much harder time seeing your data and activity.



Browsing with Tor and Whonix

Let’s cover two tools for accessing the dark web: Tor Browser and Whonix, both of which provide access to Tor. Figure 1-1 shows how Tor Browser interacts with the Tor network.

[image: Diagram of traffic moving through the Tor network. Data is encrypted in the Entry Guard, moved through relay nodes, and decrypted in the Exit Node.]
Figure 1-1: How the Tor network routes traffic


The tool first routes a user’s traffic through a series of nodes, then forwards it to the destination website. Part of what earns Tor the “onion routing” moniker is the layered encryption model it uses; each node removes one layer of the encryption. The first node is called the entry guard, and although it knows the user’s original IP address, it doesn’t know the traffic’s final destination. The intermediate node, known as the relay node, knows only the next node it should forward the traffic through. It doesn’t know the original user’s IP address or the traffic’s final destination. The last node, called the exit node, forwards the traffic to the final destination and is able to see the unencrypted traffic but doesn’t know the original user’s IP address.

Tor Browser is fairly easy to install and use. First, download the version for your operating system at https://www.torproject.org/download/. The maker of Tor Browser recommends verifying the file’s signature to ensure the authenticity of the package and provides instructions for each of the three operating systems at https://support.torproject.org/tbb/how-to-verify-signature/. Tor Browser is also available for Android.

The download package will be an .exe (Windows), .dmg (macOS), or .tar.xz (Linux) file. These packages contain the installation wizard files on Windows and macOS or installation files on Linux. The installation wizards lead you through the installation process after you double-click the executable, but if you downloaded the Linux version, you’ll need to extract the archive and start Tor Browser as shown in Listing 1-1.


user@desktop-system:/$ tar -xf tor_browser_archive.tar.xz
user@desktop-system:/$ ./start-tor-browser.desktop


Listing 1-1: Commands for unarchiving and starting Tor Browser on Linux

When you open Tor Browser and navigate to https://check.torproject.org/, you’ll see the interface in Figure 1-2. This site allows you to check your IP address to ensure your network requests are routing through Tor. Although this website is accessible from any browser, only those using Tor will see the image in Figure 1-2, indicating the routing is working. The IP address shown is for a Tor exit node.

[image: Diagram of traffic moving through the Tor network. Data is encrypted in the Entry Guard, moved through relay nodes, and decrypted in the Exit Node.]
Figure 1-2: The interface for a Tor Browser IP address check


In order to visit a website using Tor Browser, enter the site address into the URL field, just as you would with a conventional browser. Tor Browser also allows you to enter search terms into the URL bar. By default, it will search for these using the .onion version of DuckDuckGo.

Tor Browser comes with some inherent safety benefits. For example, unlike a traditional browser, it automatically blocks JavaScript, which underlies many tracking utilities and exploits. Still, it’s important to use a VPN alongside Tor for the following reasons:


	If an entity is monitoring the Tor network, using a VPN means they won’t be able to trace the traffic back to you.

	Some organizations, countries, or ISPs block access to the Tor network. A VPN allows you to bypass these blocks by hiding that you’re using Tor.

	Using a VPN on top of Tor adds an extra layer of encryption, protecting your data even if one layer is compromised. Also, if a Tor exit node monitored the traffic passing through it, it could capture any sensitive data within the traffic.



Another option is to use Whonix, a Linux-based operating system that works closely with Tor to provide an anonymous browsing environment. Whonix routes all internet traffic through the Tor network by design. Currently, Whonix is available for many different platforms, including Windows, VirtualBox, macOS, Linux, KVM, and Qubes. You can find installation guidance for each of these platforms, as well as download links, at https://www.whonix.org/wiki/Download.

Whonix is a virtual environment made up of two virtual components: Whonix-Gateway and Whonix-Workstation. Whonix-Gateway connects to the internet and routes Tor network traffic. You never directly log in to this virtual machine, although you must still ensure it’s turned on. Whonix-Workstation is the operating system component from which you can access applications and the browser. In fact, Whonix-Workstation won’t route traffic unless the Whonix-Gateway is turned on. This helps protect the user from accidentally leaking information or their real IP address. It looks and works like a typical Linux operating system, except it routes all network traffic through the Whonix-Gateway, as demonstrated in Figure 1-3.

[image: Screenshot of a web page with the text “Congratulations. This browser is configured.”]
Figure 1-3: How Whonix routes traffic over Tor to the internet


One advantage of using Whonix rather than running Tor Browser on a virtual machine is that Tor routes the network traffic produced by all applications, not just the browser traffic. This is helpful if you want to conceal traffic from penetration-testing (pentesting) tools such as Burp Suite or messaging tools like Tox. It also makes it less likely that you’ll make a mistake and access the internet without using Tor, as you might on a regular virtual machine.

I recommend also using Whonix along with a VPN for the reasons discussed previously. Whonix-Workstation runs in a virtual environment to isolate its activity from the host machine, but I still encourage you to use a dedicated workstation exclusively for running it. Avoid using this machine to access personal information or accounts, and ensure that you can easily wipe and reimage its operating system, should the need arise.



Finding and Navigating to Dark Web Sites

Once you’ve installed either Tor Browser or Whonix, you can browse to sites and marketplaces of interest by navigating to their addresses, which you can find using a variety of resources. For example, deepdarkCTI is an open source project that provides lists of dark web forums and marketplaces and their current known status. The repository, located at https://github.com/fastfire/deepdarkCTI/tree/main, organizes the resources into several categories, including ransomware-as-a-service sites, dark web forums, dark web markets, threat actor–associated Telegram channels, and exploit databases.

Another great place to look is in security research publications. When researchers release a report about a new tool or service advertised on the dark web, they’ll often provide some information about where they first saw the ad. If you’re new to the underground economy, using research reports to identify forums and marketplaces of interest can be a good way to start.

Although deepdarkCTI provides the URLs for many forums, you may sometimes need to use other resources, such as dark web search engines, to locate a site. Dark web search engines are much like regular search engines, except they help users search for content that isn’t typically indexed, and you can only access them via the Tor network. A few popular ones include the .onion version of DuckDuckGo, Ahmia, and Torch, but many others exist as well. Table 1-1 shows the URLs for some of these search engines at the time of writing.


Table 1-1: Dark Web Search Engines



	Browser name

	Onion site URL






	DuckDuckGo

	https://duckduckgogg42xjoc72x3sjasowoarfbgcmvfimaftt6twagswzczad.onion




	Ahmia

	juhanurmihxlp77nkq76byazcldy2hlmovfu2epvl5ankdibsot4csyd.onion




	Torch

	http://xmh57jrknzkhv6y3ls3ubitzfqnkrwxhopf5aygthi7d6rplyvk3noyd.onion






Another very well-known dark web directory, the Hidden Wiki, has been around since the early 2000s. However, the Hidden Wiki targets new users of the dark web, and experienced threat actors rarely use it, so its content focuses less on the threats in which cybersecurity researchers are most interested.



WARNING



As with almost everything on the dark web, there is a risk to accessing these resources. If you choose to peruse the sites linked in these directories, exercise caution. Remember, this content isn’t moderated, and some of it may be malicious.

Some dark web forums and marketplaces don’t make an appearance on any of these lists. Generally, this is because the site operators restrict their access to reduce the risk of the tools and services they discuss and sell falling into the hands of researchers or law enforcement. Sometimes, you’ll see ransomware-as-a-service operations start out in this way as well; initially, the organization will interact with only authorized individuals via tightly controlled access protocols. Cybercriminals gain access to these resources through word of mouth and by building relationships with other threat actors who can vouch for their authenticity.

Now that you know how to access the dark web, let’s transition to discussing who you’ll find conducting transactions on these websites.




The People

The majority of buyers and sellers on the dark web are financially motivated, and the dark web offers many opportunities to make money, depending on a person’s skill sets and appetite for risk. A great software developer looking for a lower-risk endeavor, for example, might develop a custom crypter, a tool discussed in Chapter 6 for concealing malicious software. Crypters aren’t inherently malicious, so developing one isn’t directly engaging in malicious activity, lessening the legal risks somewhat. Those looking for higher-risk, higher-reward activities could instead join a ransomware group as a developer, and those who speak fluent English (and don’t mind destroying businesses) can serve as mouthpieces for ransomware groups. This is just a sample of the types of gigs available to those who want to make money in the underground economy.

We’ll use a few terms to describe these individuals and how they relate to the tools and services we’ll cover. Operators are individuals or groups selling a product or service. They may or may not also be the developer or creator; for example, some ransomware-as-a-service groups pay external developers to create their tools for them. Affiliates are the clients who purchase the products or services. You’ll also hear them called advertisers, as they perceive themselves to be advertising the product or service through their use of it. The affiliate’s technical skill level can vary based on the product or service being purchased. Some tools require a high level of technical skill to operate, whereas others are easier to deploy. Similarly, some groups, particularly ransomware gangs, might only permit access to their tools to affiliates able to prove that they have a certain skill set.

In general, on the dark web, who you know matters just as much as what you know. The people transacting on these marketplaces want to make sure they’re not selling their products to researchers or law enforcement looking to blow the lid off the operation. How do forums and marketplaces make sure only the most credible individuals are posting and transacting in their spaces? In short, reputation is key. Here are a few ways threat actors can establish their credibility:


	Some marketplaces, forums, and ransomware-as-a-service groups require interested participants to have one or more other users vouch for them. Even with the money to engage, people won’t get in without the required references (called vouches).

	If you’re seeking to sell your cybercriminal wares, you’re unlikely to command a high price or be able to advertise on top-tier forums unless you’re a known entity. The easiest way to become known is to participate in forums.

	Some forums and marketplaces, even for those with some reputation, will consider money on the line enough of an investment. For example, at least one forum requires a $100 deposit in Bitcoin to join.

	Some actors may try to establish the quality of their products by providing evaluation copies to forum administrators or high-ranking members.



Whereas transactions between threat actors take place on dark web forums and marketplaces, discussions often move to more private communication channels after initial engagement. Some of the shops and forums are open to anyone who wants to create an account, and some are even accessible outside of Tor. Others, like the top-tier forums, require cryptocurrency deposits and are more exclusive. As a result of these differences, you’ll often see different types of forums cater to different types of users and products.



The Products

On the dark web, an aspiring cybercriminal can purchase access to almost everything they need to conduct a cyberattack of their own. As an example, consider BlackMatter, discussed in this chapter’s introduction.

Before their eventual rebrand as ALPHV, this organization became a well-known ransomware group responsible for many attacks, including the infamous one on NEW Cooperative, an Iowa-based agricultural services provider. Following the attack, a ZDNet article, titled “After Ransomware Attack, Company Finds 650+ Breached Credentials from NEW Cooperative Employees,” reported on the glut of NEW Cooperative credentials available on the dark web. BlackMatter may have purchased these credentials (likely collected by a type of malware called a stealer, also available for rental on the dark web) from a dark web marketplace to gain initial access to a victim organization. From there, they may have used a series of tools, some of which they likely rented or purchased, to escalate the attack, exfiltrating NEW Cooperative’s data before dropping the ransomware.

Broadly speaking, these products loosely fall into three categories: data, tools, and services.



Data

Selling data is the simplest of the three categories, as it uses a straightforward business model. It includes the sales of accounts, financial data, and personally identifiable information (PII) that other threat actors can use in their own attacks or fraud enterprises. Figure 1-4 shows a few examples of data for sale on the dark web.

[image: Diagram showing traffic moving from Whonix-Workstation to Whonix-Gateway on the user machine, traveling to the Tor network, and reaching the internet.]
Figure 1-4: Data, including accounts and PII, for sale on the dark web


These data dumps vary in price from hundreds to thousands of dollars based on the size and type of data offered. In later chapters of this book, we’ll look at some of the attributes that contribute to the price of this data, such as whether the accounts have been verified, the types of services the accounts belong to, and the type of access gained by using them. Most buyers of this data seek to do some kind of fraud, such as account takeovers or identity theft, to make easy money. These customers don’t have to be technically skilled, as they can use portions of the data manually or via tools to automate fraud.

Threat actors can collect the data to sell in a number of ways, including via tools they purchase or rent on the dark web, like stealers (Chapter 4) and banking trojans (Chapter 5). This brings us to our next category of product: tools for sale or rental.



Tools

All sorts of malicious tools are available for purchase on the dark web, many of which we’ll consider more closely in subsequent chapters. Generally, you’ll find custom-made malware, additions to existing tools, rewritten versions of existing tools for other operating systems, and cracked versions of paid software, including red teaming tools and operating system licenses. Figure 1-5 shows an ad in which a threat actor offers to create custom tooling that allows other threat actors to verify credentials they’ve acquired.

[image: List of forum posts all labeled “Database” with titles like “INDONESIA DATA” and “LuluMarket Database, Leaked – Download!”]
Figure 1-5: A threat actor selling a checker-making service


Notice how the seller aims to establish their reputation by mentioning their skill level and customer satisfaction. The customer base for malware sales is slightly broader than that of the data purchasing, partially due to the variety of tools that fall into this category. The customers interested in purchasing and using these tools are generally more technically savvy and, while still looking for a relatively “easy” way of making money, need to have more of an appetite for technical engagement.

Some of these actors may look to cash out from fraud, like those who might rent a checker or use an OpenBullet configuration to test credentials they recently purchased. Others may buy malware tools so that they can ultimately sell another product or service. In this book, we’ll cover several of these tools, including packers and crypters (Chapter 6), post-exploitation toolkits (Chapter 8), and phishing kits (Chapter 2).



Services

Services for sale on the dark web can range from hacking tutorials for aspiring threat actors to hands-off services, like distributed denial-of-service (DDoS) attacks performed for hire. Figure 1-6 shows an example of the types of technical and business-related tutorials offered.

[image: Screenshot of forum post titled “PIXAR CONFIGS | CUSTOM CONFIG/CHECKER MAKING SERVICE | AFFORDABLE PRICING.”]
Figure 1-6: A threat actor offering tutorials for sale on the dark web


This threat actor advertises a series of tutorials for performing “account cracking,” which the seller uses to mean gaining unauthorized access to a victim’s account, such as through brute-forcing or credential stuffing. More specifically, they’re teaching others how to operate tools, create configurations to use for cracking, and then set up and monetize their own cracking service. These tutorials most likely appeal to low-skilled or aspiring threat actors, as they focus on introductory aspects of cybercrime. Other tutorials might cover how to use tools in an OPSEC-aware way or to execute initial access.

Besides tutorials, other common services include the sale of infrastructure, such as residential proxy networks, or bulletproof hosting, which allow customers to host whatever content they want, regardless of laws. Most legitimate hosting providers have rules about how customers can use the service and respond to law enforcement requests; these services do not. As a result, they appeal to threat actors looking to host their malicious infrastructure. Figure 1-7 shows bulletproof hosting services for sale.

[image: Screenshot of a forum post titled “Ultimate Cracking Pack” listing categories like Tutorials, Combos & Configs, Combos, and Dorks & Keywords.]
Figure 1-7: An ad for a bulletproof hosting service that states it will ignore copyright and abuse reports


This ad indicates that the service will turn a blind eye to any malicious behavior a buyer participates in using its service. It mentions it doesn’t require KYC, short for know your customer, meaning customers don’t need to supply personal data to register. It can also provide hosting in offshore locations and will ignore any sort of abuse or Digital Millennium Copyright Act (DMCA) violations. Offshore hosting makes it harder for law enforcement in another jurisdiction to take down the infrastructure.

We won’t discuss these services in detail in the rest of this book, but we will explore another service type, ransomware-as-a-service, extensively in Chapters 10 and 11.





The Payment

It likely comes as no surprise that payment for these goods and services doesn’t happen through credit cards or any of the online payment tools most of us use for e-commerce. Instead, payment occurs through cryptocurrencies like Bitcoin and Ethereum. Although we won’t discuss these in too much detail, a few intricacies to the payment mechanisms are fairly important to understand.


Securing Transactions

On top-tier forums, guarantor services ensure that transactions succeed for both the buyer and the seller, meaning both the payment and the goods get delivered. An individual or a few individuals associated with the forum or marketplace act as the guarantor for these transactions to ensure that they take place after the buyer and seller have negotiated. At a high level, this process involves the guarantor interfacing with the buyer and seller to find out what the terms of the agreement are, then helping execute the transaction. Prices can sometimes be in the thousands or tens of thousands of dollars, so having an assurance that the transaction will be executed without either party being scammed is important.

When issues arise—for example, maybe the purchased malware didn’t work as advertised, the seller never delivered the purchased tool, a ransomware group didn’t pay an affiliate what was owed, or access advertised as “exclusive” was also sold to other threat actors—forums and marketplaces use an arbitration process to resolve disputes, almost like their own version of a court system. One individual may file a claim against another, and after both sides present evidence, an arbitrator, often a forum administrator, decides the matter. Often, this can result in a ban from the forum, which damages the threat actor’s reputation. Even if the forum doesn’t ban the user, these cases play out in full view of the forum where members can see who has been accused of what, which very likely reduces willingness to work with the accused in the future. Because reputation is a critical factor in a threat actor’s ability to transact successfully on the criminal underground, a negative outcome in arbitration can be extremely costly for them.



Buying vs. Renting

Most of the tools we discuss in later chapters have time-based rental prices, and some are available through subscription only. For threat actors, subscription models have many of the same benefits as for legitimate software services:


	Renting the ability to use the malware for a period of time is often significantly cheaper than purchasing it outright. Threat actors may not need access for long, and some products may lose their utility over time. (For example, see the discussion of fully undetectable tools in Chapter 6.)

	The operator doesn’t have to provide the actual tool or source code to their buyers. This means they can make bug fixes on one instance of the code, rather than having to issue new releases. The operator can manage any build and deployment infrastructure, rather than provide support to customers for doing so. Most importantly, the code itself remains out of the buyers’ hands, making it much more difficult to reverse engineer the software’s inner workings and reducing the likelihood that “cracked” versions will hit the market or that researchers will expose the tool.

	If necessary, revoking access is easy. For example, a ransomware-as-a-service group might revoke access to an affiliate who targets companies or industries outside of the service’s rules (more on that in Chapter 10). Whatever the case, the operator has much more control over access than if than if the buyer were to purchase the software outright.



Now that you know how to access the dark web and what sorts of people, products, and practices make it up, let’s talk about the stages of a cyberattack, which will align with the discussion of the tools in this book.




The Stages of a Cyberattack

Before we move on to the remaining chapters, you’ll find it helpful to understand the activities involved in a cyberattack because the tools we’ll discuss generally seek to enable one or more of these steps. One model for understanding the series of events that lead to a successful cyberattack is called the Cyber Kill Chain. Adapted from the US military’s kill chain to try to describe cyberattacks, this model breaks an attack into seven steps, shown in Figure 1-8.

[image: Ad for a bulletproof hosting service. Reads “We prioritize your security and anonymity by requiring no KYC and collecting no personal data.”]
Figure 1-8: A diagram of the Cyber Kill Chain


The Cyber Kill Chain demonstrates that a cyberattack isn’t just a one-step mission; a threat actor must take several steps to prepare for the final impact:

Reconnaissance The identification of potential targets, including entry points or vulnerabilities to exploit

Weaponization The exploitation of the vulnerabilities identified in the reconnaissance phase through the creation of a malicious payload

Delivery The delivery of the payload to the victim, such as via email, web, or USB

Exploitation The exploitation of a vulnerability by the malware, such as through the execution of code

Installation The establishment of a foothold on the victim device

Command and control The creation of a persistent means of access via a payload

Actions on objective Accomplishing the attack’s ultimate objective

How do these stages map to an actual cyberattack? We’ll look at the specifics in subsequent chapters, but I’ll provide an example here. A threat actor first needs to assess their target and identify an opportunity, whether that’s an exploitable vulnerability, credentials they can use for access, or a particularly good lure to use in a phishing attack. Once a threat actor identifies this opportunity, they can weaponize it and then deliver it to the victim, say by creating a phishing payload. When the victim clicks the link and causes the malware to execute, we’ve reached the exploitation phase, in which the threat actor installs the malicious payload on the victim’s machine. Now that the threat actor has gained a foothold into the target’s environment, they can expand the scope of the attack, such as by identifying other network resources to infect, dropping additional malware or tools, or collecting victim information for later use. They’ll then drop their final payload to execute their goals.

The Cyber Kill Chain is just one model for describing what has proven to be an ever-evolving concept. One of its downsides is it doesn’t describe exactly what threat actors do at each stage. As threat actors increase the sophistication of their attacks, they often change their tactics, techniques, and procedures (TTPs) to adapt to the defensive landscape, and the model reflects reality less. In cybersecurity, we use the term TTP to describe the threat actor’s behavior. For example, although many threat actors might use a certain tool, they will likely use it in somewhat different ways, including to collect different types of data or to drop different kinds of additional malware.

Other popular frameworks, such as the MITRE ATT&CK framework (https://attack.mitre.org), make the concept of TTPs central by considering what a threat actor does at a technical level and how they go about doing it. They might sort these activities into initial access (comprising tasks like phishing; the use of exploits, vulnerabilities, or credentials; and malware delivery); post-exploitation (consisting of privilege escalation, the dropping of additional tools, lateral movement, and data theft); and impact (such as ransomware deployment).

This vastly simplified model doesn’t address the nuances of a cyberattack or all the different ways the listed TTPs could be used and at what stage, but it does provide a little bit of order to a very challenging concept. Breaking an attack into these three stages allows us to look at tools and TTPs in groups: those that allow a threat actor to gain access, those that allow them to advance the attack, and those used to accomplish their ultimate goal.



Malware Analysis Basics

In subsequent chapters, you’ll explore real-world examples of malware used by threat actors. Experienced readers can skip to the next chapter, but if you’re new to practicing reverse engineering on your own, use this section to create a safe analysis workstation and learn the basics of static and dynamic analysis.


Best Practices for Handling Malware

Let’s go over some principles for protecting yourself as you work with malware samples. Keep in mind, however, that while taking the precautions discussed here will certainly make it safer to handle malicious code, it isn’t possible to completely remove all risk of doing so.


WARNING



Treat all of the code in this book as malicious code. Several of the examples will use code contained in open source repositories. Once downloaded and compiled, this code becomes



	Use an old machine or one that won’t negatively affect you if it becomes completely unrecoverable.

	Reimage the machine completely. Running Linux is a safer option than Windows, as most of the malware samples we’ll cover target Windows.

	Don’t perform any personal or professional tasks on this machine.

	Whenever possible, keep this machine off the network by explicitly turning off networking. Connect the machine to the network only when absolutely necessary.




























Static Analysis



Strings



user@desktop-system:/$ strings filename










File Attributes



user@desktop-system:/$ file filename
ELF 64-bit LSB shared object, x86-64, version 1 (SYSV), dynamically linked, interpreter
/lib64/ld-linux-x86-64.so.2, BuildID[sha1]=1160ff112cc7794bb149ea33daaf6db0948fc63a, stripped





user@desktop-system:/$ objdump -x objectfile






user@desktop-system:/$ readelf -h -S -l filename






PE Analysis Utilities






Disassemblers and Decompilers





struct MyPicture {
  int xCoord;
  int yCoord;
  int weight;
  int age;
};






(int*) (pVar1) = 50;
(int*) (pVar1 + 0x4) = 55;
(int*) (pVar1 + 0x8) = 1000;
(int*) (pVar1 + 0xc) = 12;





(int*) (pVar1->xCoord) = 50;
(int*) (pVar1->yCoord) = 55;
(int*) (pVar1->weight) = 1000;
(int*) (pVar1->age) = 12;








Dynamic Analysis



Debuggers




Network Analysis Tools





System and Process Monitoring Tools







Conclusion
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