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      Foreword

      
      
      Retired Marine Colonel James Terry is an extraordinary human being—a Marine warrior
         who almost lost his life in the service of his country during the Vietnam War and
         spent months in military hospitals recuperating from his battle wounds. When the Marine
         Corps decided to discharge him because of his battle wounds, he persuaded them instead
         to send him to law school—which began a process that ultimately produced a superb
         national security law scholar who continues to make important contributions in diverse
         areas of this important new field of study.
      

      
      His distinguished career as a Marine Judge Advocate (JAG) officer culminated in arguably
         the most important position to which a military lawyer can aspire, Legal Counsel to
         the Chairman of the Joint Chiefs of Staff, under both General Colin Powell and General
         John Shalikashvili. In his spare time he earned three master’s degrees and a rare
         earned academic law doctorate (SJD), degrees often granted “with distinction” or “highest
         honors.” After retiring from the Corps, he continued his distinguished career as a
         public servant in a variety of new assignments, including as Principal Deputy Assistant
         Secretary of State for Legislative Affairs and as the Senate–confirmed Chairman of
         the Board of Veterans Appeals.
      

      
      Not satisfied with more than four decades spent serving his country, in his latest
         “retirement” he has become a prolific scholar and author—talents developed and honed
         during decades of writing and lecturing beyond the normal requirements of his various
         jobs. Now a Senior Fellow with the Center for National Security Law at the University
         of Virginia School of Law, Dr. Terry has within less than two years produced two excellent
         book manuscripts, one on the powers of the commander-in-chief and this quite excellent
         volume on legal dimensions of the war on terror.
      

      
      The tragic events of September 11, 2001, shocked most of the nation and created a
         growth industry of often newly minted “experts” on the subject of terrorism. That
         was a good thing, because prior to those attacks too few Americans were seriously
         focused upon threats that had been building for decades. For many of us who were working
         in the field decades before 9/11, the issue was not whether America would experience terrorist attacks, but rather when and where those attacks would occur.
      

      
      More than fifteen years before the 9/11 “wake-up call” focused public attention in
         America on the dangers of terrorism, the Naval War College awarded its prestigious
         Captain Hugh Nott Prize to then Lt Col James Terry for an outstanding essay that was
         published in the Naval
         War
         College
         Review under the title “An Appraisal of Lawful Military Response to
         State-Sponsored Terrorism.” Put simply, Dr. Terry is no newcomer to the field addressed
         by this excellent volume.
      

      
      War is the ultimate political instrument. Americans have found it necessary to engage
         in war far too often in our history, both to secure and maintain our own freedom and
         to protect the people of other nations from international tyranny. To our credit,
         the United States has played a prominent role in promoting the growth of legal regimes
         governing both the initiation of hostilities (jus ad bellum) and the conduct of wars once begun (jus in bello). The 1863 “Lieber Code,” issued as General Order 100 by President Lincoln during
         the Civil War, was the first effort to codify the “law of war” (often referred to
         today as the “law of armed conflict,” or LOAC), and the United States played an active
         role in securing international agreement on a series of Hague and Geneva Conventions
         seeking to regulate the conduct of war and to protect innocent noncombatants and military
         personnel who, because of injury, shipwreck, detention, etc., were no longer able
         to protect themselves.
      

      
      But the conflict that Congress authorized following the 9/11 attacks raised a variety
         of important legal issues that had not been adequately addressed by the LOAC treaties
         of the nineteenth and twentieth centuries. To be sure, some issues inherent in fighting
         a non-State actor were confronted during the Vietnam War, when often part-time guerrillas,
         covertly doing the bidding of the Communist regime in North Vietnam, failed to comply
         with established LOAC principles and often made civilians the targets of terrorist
         attacks. Although (like al Qaeda and Taliban forces in the current conflict) the so-called
         Viet Cong were clearly not protected by most of the provisions of the 1949 Geneva
         Convention Relative to the Treatment of Prisoners of War, in an attempt to maintain
         the high moral ground, General William Westmoreland in 1966 established a policy that
         captured Viet Cong combatants would be given the full protections of the 1949 convention—with
         but one exception: when they were apprehended while engaged in acts of terrorism.
      

      
      The current struggle against al Qaeda, the Taliban, and their radical Islamist allies
         did not, of course, start on September 11, 2001. Two hundred and forty Marines were
         killed by a terrorist truck bomb on October 23, 1983, and subsequent attacks were
         made against the USS Cole, American embassies in Kenya and Tanzania, and elsewhere. But most Americans did
         not realize there was a war going on until they watched their television monitors
         in horror as hijacked commercial airplanes flew into the twin towers and the Pentagon
         that September morning.
      

      
      Three days after the 9/11 attacks, with but a single dissenting vote, Congress
         invoked the 1973 War Powers Resolution and authorized the president to use armed force
         against those “nations, organizations, or persons” he concluded were complicit in
         those
         attacks. While some have sought to dismiss this conflict as more akin to the “war
         on
         poverty” than a legitimate armed conflict, the Supreme Court has repeatedly sided
         with
         Congress and both Presidents Bush and Obama in holding that America is engaged in
         an
         armed conflict in which the law of armed conflict sets most of the relevant legal
         rules.
      

      
      Sadly, perhaps because this is an unusual type of conflict to most Americans, there
         has been a great deal of ignorance and misinformation about the governing legal rules.
         American high school students are taught that the government may not generally detain
         suspected criminals without charging them with a specific crime, giving them access
         to legal counsel, and taking them before a judge or magistrate to determine if there
         is sufficient “probable cause” to detain them further or bring them to trial. Thus,
         when it was reported that detainees captured in foreign lands in the current conflict
         were being held in a military detention facility without being formally charged or
         (initially) given access to legal counsel, there was a public outcry. It is to our
         credit that our citizens are so committed to the rule of law that they would demand
         fair process even for foreign nationals who if given the chance would kill them. But
         few Americans understood that detaining captured enemy combatants for the duration
         of hostilities was a well-established principle of LOAC, or knew that during World
         War II more than 400,000 German POWs were held in camps spread across more than forty
         American states without access to courts or lawyers.
      

      
      Mistakes were also made by the government. Just as in their determination to prevent
         another “Pearl Harbor,” civil libertarians like President Franklin Roosevelt, California
         Attorney General (later Supreme Court Chief Justice) Earl Warren, and a majority of
         the U.S. Supreme Court approved the apprehension and detention of more than 100,000
         Americans along the West Coast simply because they were descendants of Japanese ancestors;
         government officials following the 9/11 attacks made some serious mistakes. Some of
         these, no doubt, were motivated by a determination to avoid “another 9/11,” but others
         resulted because not enough people in the decision-making process were trained in
         this important but somewhat esoteric area of national security law. Some of the nation’s
         foremost authorities in the field were military JAG officers, who sadly were often
         excluded from the process.
      

      
      It is important that the American people understand the legal dimensions of this
         ongoing armed conflict, and few people are better qualified to address them than Dr.
         Jim
         Terry. Not all of the issues have clearly agreed-upon answers, even among experts,
         and
         debates will continue with able and honorable people on different sides. In that spirit,
         not everyone will agree with all of the conclusions of this volume. But it is an
         excellent overview and a valuable contribution to the important goal of producing
         an
         informed nation committed both to protecting its people against terrorism and upholding
         the rule of law. It is a book that will be of value both to experts in the field and
         ordinary citizens who wish to better understand the legal dimensions of a conflict
         that
         may be with us for some years to come.
      

      
      I am pleased to give it my enthusiastic recommendation.

      
       

      
      Robert F. Turner

      
      Co-Founder (1981)

      
      Center for National Security Law

      
      University of Virginia School of Law

      
      Charlottesville, Virginia

      
      
   
      Preface

      
      
      It has been more than ten years since the world was required to focus its attention
         on the terrorist violence perpetrated by al Qaeda in New York and Washington. The
         major nations, and most significantly the United States, realized immediately that
         the international regime established to regulate armed conflict between states, the
         Hague and Geneva law, was simply ineffective and irrelevant to this genre of violence.
         Spawned within the Muslim world and justified by claims of Palestinian injustice,
         the two campaigns marked by Operation Enduring Freedom in Afghanistan and Operation
         Iraqi Freedom in Iraq have offered legal challenges unlike any other within the history
         of modern warfare.
      

      
      Instead of reflecting rights vis-à-vis national or state interests, the current combatants,
         represented by al Qaeda in Afghanistan and state-sponsored agents in Iraq, operate
         with impunity outside any recognized legal regime. The legal issues that have arisen
         in addressing these irregular and unlawful belligerents are not only complex and diverse
         but exceedingly challenging to our federal court system.
      

      
      In the twenty chapters that follow, the genesis of the United States’ approach to
         terror violence is explored, as is the legal development that creates the predicate
         for our response to the current conflicts in Kabul and Baghdad. The historical underpinning
         of the Palestinian claim in Gaza and the West Bank is reviewed in chapter 3 as a focus
         to the al Qaeda justification for the precipitating attacks of September 11, 2001.
         The law of self-defense as applied to the terrorist threat is then dissected and carefully
         related to our operational approach to the continuing crisis. 
      

      
      The text addresses terror violence within a conjoined operational and legal
         framework. In nearly every case, they are inextricably intertwined. The international
         law of self-defense forms the underpinning for U.S. rules of engagement and the
         operational context in which the president has directed the application of U.S. military
         force. The resulting flood of detainees and captured enemy combatants has raised
         questions of detainee rights and the obligations of their captors. Interrogation and
         venue issues have unduly burdened the federal court system. 
      

      
      The war on terror is far broader than the national concerns related to the terrorist
         group or the individual terrorist, however. The spill-over issues of media coverage,
         demands for application to the International Criminal Court, and serious concerns
         related to protection of critical national infrastructure abound.
      

      
      In this treatise on the legal dimension of the war on terror, the author carefully
         explores the myriad juridical concerns that must be addressed in prosecuting a war
         with few established legal boundaries.
      

      
      
   
      Chapter 1

      War on Terror

      
         
         
         The Legal Dimension

         
      

      
      The Threat of Terrorism in Perspective

      
      In addressing the postconflict terrorist threat in Afghanistan and Iraq, and
         the earlier terrorist attacks directed from al Qaeda in September 2001, the United
         States was not addressing a new phenomenon, but certainly a level of violence unusual
         to
         that genre. In fact, the crisis emanating from al Qaeda and the earlier hostage taking
         by militants in Iran in 1979–1980 have provided cogent lessons. Nor have they been
         the
         first such incidents. During his presidency, James Monroe established the right to
         enter
         the territory of another state to prevent terrorist attacks, where the host is unable,
         or unwilling, to quell a continuing threat to ordinary citizens. The Seminole Indians,
         in Spanish Florida, had demanded “arms, ammunition and provisions or the possession
         of
         the garrison at Fort Marks.”[1] President Monroe directed General Andrew Jackson to proceed against the
         Seminoles, with the explanation that the Spanish “were bound by treaty to keep their
         Indians at peace, but were incompetent to do so.”[2]
         
      

      
      During the Canadian insurrection of 1837, the standard for justifiable
         anticipatory self-defense that could legally be exercised by the commander-in-chief
         during terrorist threats was more clearly established.[3] Anti-British sympathizers gathered near Buffalo, New York. A large number of
         Americans and Canadians were similarly encamped on the Canadian side of the border,
         with
         the apparent intention of aiding these rebels. The Caroline, an American vessel
         which the rebels used for supplies and communications, was boarded in an American
         port,
         at midnight, by an armed group, acting under orders of a British officer, who set
         the
         vessel on fire and let it drift over Niagara Falls. The United States protested the
         incident, which had claimed the lives of at least two American citizens. The British
         government replied that the threat posed by the Caroline was established, that
         American laws were not being enforced along the border, and that the destruction was
         an
         act of necessary self-defense to terrorist violence.
      

      
      In the controversy that followed, the United States did not deny that
         circumstances were conceivable that would justify this action, and Great Britain
         admitted the necessity of showing circumstances of extreme urgency. The two countries
         differed only on the question of whether the facts brought the case within the
         exceptional principle. Charles Cheney Hyde summed up the incident by saying that “the
         British force did that which the United States itself would have done, had it possessed
         the means and disposition to perform its duties.”[4] Secretary of State Daniel Webster, in formulating an oft-cited principle of
         self-defense, said that there must be a demonstrated “necessity of self-defense,
         instant, overwhelming, leaving no choice of means and no moment of
         deliberation.”[5] It is clear, however, that the Webster formulation was not applied by
         the British in the decision to destroy the Caroline, at least with respect to the
         element requiring “no moment of deliberation.” The U.S. Department of State has properly
         criticized Secretary Webster’s formulation as follows: “This definition is obviously
         drawn from consideration of the right of self-defense in domestic law: the cases are
         rare indeed in which it would fit an international situation.”[6] Today, when terrorists and their sponsors possess weapons with rapid
         delivery capabilities, any requirement that a nation may not respond until faced with
         a
         situation providing no moment of deliberation is unrealistic.[7]
         
      

      
      In the modern era, four presidents have faced major incidents of terrorist
         violence that have impacted the vital national interests of the United States. The
         November 1979 seizure of U.S. diplomats by Iranian militants protected by the Iranian
         government and the Carter Administration’s ineffective response, was likely responsible
         for President Carter’s defeat by Ronald Reagan in the 1980 election. In 1986, President
         Reagan’s second administration acted forcefully to address the threat by Kaddafi’s
         Libyan terrorist organization after an attack on U.S. citizens in then West Germany.
         This military action against Kaddafi followed precisely the articulation of presidential
         prerogatives set forth earlier by President Reagan in National Security Decision
         Directive (NSDD) 138. While President Clinton took no direct action after attacks
         on two
         of our embassies and on the USS Cole, he did reorganize our internal
         policy-making bodies responsible for counter terrorism.
      

      
      In responding forcefully and effectively to the al Qaeda 2001 attacks on the
         Trade Center and the Pentagon, President George W. Bush properly viewed the attacks
         not
         as terrorist violence, per se, but as a military attack upon America that demanded
         the
         full weight of US response. It was his careful articulation of a new policy toward
         the
         threat of terrorism in the two National Security strategies issued at the beginning
         of
         his first and second terms, respectively, that have provided the roadmap for future
         response to terrorist violence.
      

      
      President Carter and the Iranian Hostage Crisis

      
      President Jimmy Carter faced an administration-altering terrorist incident in
         the waning days of his tenure in office. The 1979 attacks on the United States Embassy
         in Tehran and the Consulates at Tabriz and Shiraz followed by one week the entry of
         the
         Shah into the United States for medical treatment.[8] On November 4, 1979, approximately three hundred militant demonstrators
         overran the U.S. Embassy compound in Tehran and took fifty-two U.S. citizens hostage
         for
         a period of 444 days.
      

      
      As in most developing countries, there were few internal constraints—whether
         from opposition parties, a critical press, or an enlightened public—to pressure
         Khomeini, the Iranian leader, to uphold the law. In the atmosphere of fervent
         nationalism that accompanied Khomeini’s sweep to power, forces for moderation were
         depicted as tools of foreign interests. In such an atmosphere, the militant supporters
         of the clerical leadership fomented domestic pressure to violate other recognized
         norms
         as well—in areas such as property ownership, religious freedom, and judicial protection.
         This combination of revolution and nationalism yielded explosive results—a re-ordering
         of both Iranian domestic society and its approach to foreign affairs.
      

      
      It was President Carter’s lack of resolve in addressing the crisis that
         proved costliest to his administration, however. While the United Nations Security
         Council, at the behest of the United States, unanimously adopted Resolution 457 on
         December 4th, 1979, calling upon the Government of Iran “to release immediately the
         personnel of the Embassy of the United States of America being held in Tehran, to
         provide them protection and allow them to leave the country,”[9] this was not accompanied by any threat of imminent military action on the
         part of the United States. Resolution 457 also requested that the Secretary General
         lend
         his good offices to the immediate implementation of the resolution and that he take
         all
         appropriate measures to that end.
      

      
      While the United States, through Secretary of State Cyrus Vance, was able to
         secure repeated Security Council measures requiring Iran to comply with its
         international obligations, there were no sanctions included, as a result of a Soviet
         veto.[10] In the subsequent U.S. application to the International Court of
         Justice[11] the Court on December 15, 1979, unanimously ruled that Iran should release
         the American hostages and restore seized premises to exclusive American
         control.[12] This ruling was ignored by Iran.
      

      
      When diplomatic efforts at securing the hostages’ freedom via diplomacy
         failed in the United Nations and through legal means in the International Court of
         Justice, President Carter banned United States’ purchases of Iranian oil under the
         Trade
         Expansion Act.[13] He did so to make clear that the United States would not be blackmailed
         because of oil requirements.[14] The United States then learned that Iran planned to withdraw all assets held
         in American banking institutions. The removal of funds would have jeopardized billions
         of dollars in American claims against those assets—debts owed to both government and
         private enterprise.[15] The ripple effect of a mass withdrawal would have threatened the entire
         international financial system.
      

      
      The president acted quickly to protect the interests of American creditors
         by blocking the removal of the Iranian funds. In order to do this, the president invoked
         the provisions of the International Emergency Powers Act of 1977.[16] This act permits the freezing of foreign assets when there exists “an
         unusual and extraordinary threat to the national security, foreign policy, and economy
         of the United States.”[17] The Secretary of the Treasury implemented the President’s executive order on
         November 14, 1979, with a series of Iranian assets control regulations.[18]
         
      

      
      A month later, the United States informed the Iranian Chargé d’Affaires in
         Washington that personnel assigned to the Iranian Embassy and consular posts in the
         United States would be limited to fifteen at the embassy and five per
         consulate.[19] From January to March 1980, the United States exercised restraint in
         generating additional pressure in order to allow the initiatives of UN Secretary General
         Waldheim to work as well as those of intermediaries. Factional disputes prevented
         Bani-Sadr and Iranian authorities from honoring their pledges regarding the authority
         of
         the United Nations Commission in Iran and this in turn stifled Waldheim’s diplomatic
         initiatives.
      

      
      President Carter then moved to impose unilateral sanctions on Iran, and in
         April 1980 all financial dealings and exports to Iran except food and medicine were
         prohibited.[20] On April 17, 1980, the Carter Administration imposed additional prohibitions
         on imports, travel, and financial transfers related to Iran.[21] This executive order also restricted travel under the Immigration and
         Nationality Act.[22] Finally, in April 1980, the United States broke diplomatic relations with
         Iran and ordered the Iranian Embassy in Washington closed.
      

      
      While these unilateral measures were being implemented, our allies in
         Europe, Japan, and Canada were imposing economic and diplomatic sanctions against
         Iran
         in an effort to maintain a common front. At the April 21, 1980, meeting of the leaders
         of the European Community, nine allied nations reaffirmed their support for severe
         sanctions against Iran and stated they would seek legislation enabling them to join
         the
         effort to isolate Iran internationally in the event the hostage crisis had not been
         resolved by May 17, 1980.[23] When no progress had been made by that date, these allies moved to
         accommodate the United States’ request that no new contracts be entered into with
         Iran
         and that all contracts negotiated between these nations and Iran after November 4,
         1979,
         be disavowed.[24]
         
      

      
      Unfortunately, several European states—Great Britain included—were unable to
         gain parliamentary support for the entire package of sanctions promised. Thus the
         impact, while significant, failed to isolate Iran completely from a vital source of
         imports—Europe. The then–Soviet Union compounded the problem of incomplete support
         when
         it announced that if Iranian ports were blockaded or primary commodities became
         unavailable from the West, the Soviet Union would neutralize the impact of such measures
         by providing all necessary assistance. Specifically, the Soviet Union offered its
         roads
         and railway system to move goods if Iran’s harbors should be blocked.[25] It also promised to supply Iran with primary foodstuffs if these became
         unavailable from customary sources.[26]
         
      

      
      The economic measures adopted by the Western nations, while psychologically
         satisfying, proved singularly ineffective. In fact, the only noticeable impact was
         a
         rallying of Iranians behind Khomeini and the diversion of Iranian attention from
         internal difficulties to the foreign challenge. These measures tended to fragment
         international support for the United States while making it politically difficult
         for
         the Iranians to back down. In short, economic pressures, although perhaps politically
         expedient as a means to demonstrate presidential resolution, had the counterproductive
         effect of unifying Iranian opposition without coercing cooperation.
      

      
      Concurrent with its judicial, diplomatic, and economic initiatives, in
         November 1979 the United States began planning a military operation to rescue the
         hostages. Citing the same legal justification claimed by Israel in rescuing its citizens
         from terrorists at Entebbe, Uganda, and by then–West Germany in a similar successful
         rescue at Mogadishu, Somalia, in 1977,[27] the United States entered Iran during the night of April 24, 1980. A team of
         approximately ninety American servicemen departed the aircraft carrier Nimitz by
         helicopter for a remote, deserted airstrip in southern Iran, approximately three hundred
         miles from Tehran. There they rendezvoused with a C-130 transport aircraft for
         refueling. The plan then called for a flight from this rendezvous to Tehran.[28] However, when three of the eight RH-53 helicopters were disabled by
         mechanical failures resulting from sand intake,[29] the mission was aborted and the remaining aircraft departed Iran, but not
         before a helicopter and transport collided and exploded.[30]
         
      

      
      With respect to the Americans held, the 1961 Vienna Convention on Diplomatic
         Relations[31] obligated Iran to treat each American diplomat with “due respect,” to take
         “all appropriate steps to prevent any attack on his person, freedom, or dignity,”
         and to
         ensure that diplomatic personnel were not subjected to “any form of arrest or
         detention.” Article 37 of this Convention extends these same privileges and immunities
         to members of the administrative and technical staffs as well as to their
         families.[32] These protections embody “the oldest established and the most fundamental
         rule of diplomatic law,”[33] a point repeatedly emphasized by the International Court of Justice in its
         December 15, 1979, order discussing provisional measures with respect to the American
         hostages.[34] In addition to its obligation to protect diplomatic personnel, Iran also had
         a duty to bring the attacking militants to justice. Its failure to take either step
         laid
         the groundwork for subsequent American claims for reparations.[35]
         
      

      
      In retrospect, certain implications of the 444-day Iranian hostage crisis
         are now clear. The continued vitality of mutual world values depends on much more
         than a
         search for national catharsis. The American public’s penchant for gestures, such as
         candlelight vigils and yellow ribbons, was matched by the Carter Administration’s
         tendency to confuse symbol with substance and to adopt pose in the name of policy.
         Time
         was perceived as being on the side of the Iranians. It appeared that the crisis
         controlled Carter rather than him controlling the crisis.
      

      
      In the longer term, the attempt by President Carter to embrace all options
         other than the direct use of military force resulted in a settlement favorable to
         Iran.
         A country that confuses catharsis with defense of its interests is a nation uncertain
         of
         its values, and President Carter’s effort to eschew the military instrument in favor
         of
         all others proved to be counterproductive. President Reagan’s pledge during the 1980
         campaign of “swift and effective retribution” in case of further threats to Americans
         abroad was clearly meant to deter future attacks as well as reassure a concerned nation.
         It also assured his election.
      

      
      Upon his inauguration and the release of the hostages, President Reagan
         found himself bound by the terms of the Carter Administration’s negotiated settlement,
         terms which the Supreme Court upheld as legal, if not wise.[36] Certain terms, such as the requirement to return unencumbered Iranian
         financial assets, did no more than honor a pre-existing obligation. Other commitments
         which pertained directly to the official relationship between the United States and
         Iran, such as the formation of a Joint U.S.–Iranian Claims Tribunal, were also honored
         as positive contributions to community values.
      

      
      Some parts of the agreement, however, were legally unenforceable. One such
         provision was the requirement that the United States “order all persons within U.S.
         jurisdiction to report to the U.S. Treasury, within 30 days, for transmission to Iran,
         all information known to them, as of Nov. 3, 1979 . . . with respect to the property
         and
         assets of the former Shah. Violation of the requirement
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