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Preface

Offshore after Brexit

Successful revolutions, a famous economist once said, are the kicking in of a rotten door. Since Treasure Islands was first published in 2011, the rotten door of offshore has been properly exposed – and the time to kick is now.

It seems the world has come to accept the reality of how far offshore has infiltrated our financial systems and governments. The basic facts of the system were considered pretty revolutionary when Treasure Islands first came out, but now they are received wisdom. Even supporters of tax havens don’t deny it.

Tax havens and the offshore system are at the heart of the world economy. Their tentacles reach everywhere. And the damage they wreak on our tax systems is just a subset of a much bigger set of threats they pose to our democracies and to the world economy: they are the ultimate escape routes for our wealthiest citizens and corporations from a menagerie of laws, rules, financial regulations and democratic accountability. Offshore is globalisation’s rotten core.

A string of offshore leaks by whistle-blowers – most importantly, the ‘Panama Papers’ scandal of 2016, implicating some of the world’s most powerful people, have provided fresh, hard evidence to confirm and underline everything that’s in this book.

It is now clear that Britain sits, spider-like, at the centre of a vast international web of tax havens, which hoover up trillions of dollars’ worth of business and capital from around the globe and funnel it up to the City of London. The British Crown Dependencies and Overseas Territories – Jersey, the Cayman Islands, the British Virgin Islands, and several others – are some of the biggest players in the offshore world. While partly independent of Britain, these islands sport the Queen’s head on their postage stamps and banknotes, and Britain ultimately has the power to strike down their tax haven laws if it wishes.

Nobody denies, either, that there is something very peculiar about the City of London Corporation, the ancient and fortress-like body that governs the ‘Square Mile’ of prime financial real estate in central London and casts a protective, almost invisible political umbrella over an increasingly piratical financial sector. Few deny now that the United States is also a gigantic tax haven, hosting trillions of dollars’ worth of the world’s wealth – much of it criminal in origin – wreathed in tight, made-in-America secrecy. Send your money to the US and, if you play your cards carefully, you can hide it from your own tax authorities and your criminal justice system.

Nobody has come close to overturning the steadily expanding body of research and analysis that demonstrates the sheer scale of harm wreaked on the world by these elitist, crime-infested fortresses for the rich. And despite endless denials and deflection from the tax havens, people are starting to take seriously my argument that tax havens and the City of London financial sector were a central ingredient in the global financial crisis – and will be in the next one. These places are serving as silent battering rams of financial deregulation, amok in the world economy.

And yet despite this exposure new havens pop up all the time, like poisonous mushrooms. You probably heard that Panama is a crooked tax haven – but did you know about Dubai? Or Mauritius? Latvia? New Zealand?

Or Kenya? In June 2016, just a few weeks before writing this, the Kenyan government proposed new legislation, drafted with the help of the City of London Corporation, promising to create a new offshore financial centre in Nairobi. This new legislation would mean that anyone who divulges confidential information faces jail terms of up to three years. This is designed to create classic offshore omertà, fit for hiding and protecting endless crimes and abuses. Kenyan anti-corruption campaigner John Githongo warned that the tax haven they have in mind risks being like ‘a financial crime aircraft carrier, self-contained and able to cause considerable damage’. Those words could describe the whole offshore system.

The shape-shifting offshore monster is growing, as countries vie with each other to attract the world’s hot money with the latest and most devious new secrecy facility, say: or the next wheeze to facilitate offshore hedge fund shenanigans. To stay in the game other havens, urged by teams of skilled offshore accountants, lawyers and bankers, then enact something nastier still, just to keep up with the latest ‘advance’, and new players are steadily entering the race. And this is a race to the bottom, whose only winners are our increasingly unaccountable elites and their wealth management teams.

As offshore metastasises, expands and pushes constantly into new nooks and crannies in the world economy, researchers, journalists and other sleuths are entering the field: prodding and measuring, questioning and describing. The results are steadily solidifying, and amounting to a frightening body of work. But keeping up with the evolving incarnations of offshore isn’t easy.

I’m writing this a couple of weeks after the latest jolt to the system, Britain’s Brexit vote.

A plausible post-Brexit scenario sees a mischievous Britain, unmoored from Europe’s moderating influences, reinvigorating its already dominant offshore establishment and pitching itself into a new sprint to become ever more haven-ish. If Brexit deprives the City of London of its privileged access to huge European markets, the anti-tax, anti-regulation fantasists will urge Britain to race faster to the bottom to attract the world’s hot money, and to emulate places like Panama, the British Virgin Islands, or mucky little Luxembourg. These countries’ core business model is to turn ever more of a blind eye to the criminal or unhealthy origins of the money that’s handled through their territories, and in Britain’s case to indulge the world’s banks and shadow banks who want to use London as an ever more unregulated offshore playground to engage in profitable risk-taking and crookery – at everyone else’s expense. If you think the City of London is corrupt today, wait and see what the Brexit-boosted lobbyists and fantasists have in mind.

Within hours of the Brexit vote, these fantasists were already coming out of the woodwork. The Swiss Bankers’ Association suggested a so-called ‘F4 Alliance’ of financial centres, with Switzerland and the UK joining the fast-rising tax havens of Hong Kong and Singapore to present a strong and united bloc to push for the interests of offshore finance. Chris Cummings, the Chief Executive of the lobbying body TheCityUK, an influential outgrowth of the City of London Corporation, began calling for steps to reinforce the ‘competitiveness’ of the UK in financial services. That c-word is often code for an ideology that says we must constantly shower the biggest players with tax cuts, deregulation and other goodies, for fear they’ll all run away to Geneva, Dublin or Hong Kong.

Meanwhile, outgoing UK Chancellor George Osborne, in an apparently panicky reaction to the Brexit vote, said he’d cut corporate taxes to just 15 per cent – a brutal slashing from the 26 per cent that prevailed when Treasure Islands was first published, and a move that would be devastating for public finances. Days later, officials in the Netherlands promised to follow suit, in a tit-for-tat. Others will no doubt join in.

The Brexit vote was, in the end, about globalisation. The hottest issue was immigration, which is, as Professor John van Reenen of the London School of Economics points out, ‘globalisation made flesh’. But behind the vote we can also discern a powerful role played by tax havens, the dark twisted souls of financial globalisation.

For one thing, the Brexit vote was a once-in-a-lifetime opportunity for exasperated people to kick Britain’s rotten establishment in the teeth. The discovery that David Cameron had once had a stash in a family fund in the tax haven of Panama was just the most pointed recent example of a system-wide problem.

On the other hand, and more importantly, the offshore system has been engineering a gigantic and ever-rising transfer of wealth from ordinary taxpayers to our offshore-diving corporations and wealthy individuals, in multiple ways. This has worsened economic and political inequality in Britain, heightened the popular rage – and as a result, hastened Brexit.

The offshore system boils down to two words: ‘escape’ and ‘elsewhere’. You take your money elsewhere to escape whatever rules and laws you don’t like. Tax havens are a financial technology to create these escape routes. So this book isn’t, as some have suggested, merely about ‘tax avoidance’, or even really about tax. It’s about a far bigger geopolitical phenomenon, of which tax is just one of many moving parts.

But there is a new hope abroad, which wasn’t the case when Treasure Islands was first published.

Something in the Zeitgeist has changed. I’ve been watching closely, and I see the cultural and social acceptability of this stuff being transformed. Ordinary people and world leaders are now talking seriously about tackling tax havens, in way I could hardly have imagined five years ago. Efforts to reform the system, though messy and disappointing so far, contain some real substance for the first time.

In this Trumpy, Brexity world, the old certainties of left and right are broken, and the pieces are still up in the air. A new system hasn’t coalesced yet. It is a time of rapid change, pregnant with possibilities. If we can harness the anger so many people feel about the system now, this is an opportunity for positive change that may not come around again for a very long time.

I’m far from the only one working in this area. This book rests on decades of work by a few offshore dissident pioneers, mostly now associated with the Tax Justice Network. Together we’ve created a completely new story about financial globalisation: a new lens through which to understand the world.

Treasure Islands is a furious book. It could hardly be otherwise: offshore is corrupting our world economy and our societies and cultures. But the anger embedded in the pages to come doesn’t lie in the adjectives. In the words of David Marchant, an offshore fraud investigator who’s seen it all, there’s no need to embellish the stories. Because the facts are just so amazing.

Berlin, July 2016


Prologue

How colonialism left through the front door, and came back in through a side window

One night in September 1997 I returned home to my flat in north London to find that a man with a French accent had left a message on my answering machine. Mr Autogue, as he called himself, had heard from an editor at the Financial Times that I was to visit the former French colony of Gabon on Africa’s western coastline, and he said he wanted to help me during my visit. He left a number in Paris. Curious as hell, I rang back the next morning.

This was supposed to be a routine journalist’s trip to a small African country: I wasn’t expecting to find too much to write about in this sparsely populated, oil-rich ex-colony, but the fact that English-speaking journalists almost never ventured there meant I would have the place all to myself. When I arrived I discovered that Mr Autogue had flown out to the capital Libreville with an assistant on first-class Air France tickets and had booked the most expensive hotel for a week – and their sole project, he cheerfully admitted, was to help me.

I had spent years watching, living in and writing about the countries along the curve of Atlantic coastline ranging from Nigeria in the north, through Gabon and down to Angola in the south. This region supplies almost a sixth of US oil imports1 and about the same share of China’s, and beneath the veneer of great wealth lies terrible poverty, inequality and conflict. Journalists are supposed to start on the trail of a great story somewhere dramatic and dangerous; unexpectedly I found my story here, in a series of polite if unsettling meetings in Libreville. Lunch with the Finance Minister? No problem. Monsieur Autogue arranged it with a phone call. I drank a cocktail in a hotel lobby with the powerful half-Chinese foreign minister Jean Ping, who later became president of the UN General Assembly. He gave me as much of his time as I needed for my interview and asked graciously about my family. Later, the oil minister clapped me on the shoulder and jokingly offered me an oilfield – then withdrew the proposal, saying, ‘No, these things are only for les grands – the people who matter.’

Never more than two hundred yards from abject African poverty on the streets of Libreville, I spent a week wandering about in a bubble. The estimable Mr Autogue opened for me a zone of air-conditioned splendour: I was ushered to the front of queues to see powerful people, and they were always delighted to see me. This parallel, charmed world, underpinned by the unspoken threat of force against anyone inside or outside the bubble who might disrupt it, is easy to miss, but Mr Autogue’s attempts to keep my diary full made me determined to find out what it was he might be wanting to hide. In fact, I had stumbled into what later became more widely known through a scandal in Paris as the Elf Affair.

The Elf Affair began from tiny beginnings in 1994, when the US-based Fairchild Corporation began a commercial dispute with a French industrialist. The dispute triggered a stock exchange inquiry in France, and an investigating magistrate, Eva Joly, got involved. Unlike more adversarial Anglo-Saxon legal systems, where the prosecution jousts with the defence to produce a resolution, the investigating magistrate in France is more like an impartial detective inserted between the two sides. He or she is supposed to scrutinise the matter until the truth is uncovered. Every time the Norwegian-born Joly investigated something, new leads would emerge – and her probes just kept going deeper. Before too long she received death threats: a miniature coffin was sent to her in the post, and on one raid she found a fully loaded Smith & Wesson revolver pointed at the entrance. But she persisted, more magistrates became involved, and as the extraordinary revelations accumulated, they began to discern the outlines of a gigantic system of corruption that connected Elf Aquitaine, the French political and intelligence establishments and Gabon’s corrupt ruler, Omar Bongo.

Bongo’s story is a miniature of French decolonisation. Countries formally gained independence, but the old masters found ways to stay in control behind the scenes. Gabon became independent in 1960, just as it was starting to emerge as a promising new African oil frontier, and France paid it particular attention. The right president was needed: an authentic African leader who would be charismatic, strong, cunning and, when it mattered, utterly pro-French. Omar Bongo was the perfect candidate. He was from a tiny minority ethnic group and had no natural domestic support base, so he had to rely on France to protect him. In 1967, aged just thirty-two, Bongo became the world’s youngest president, and France placed several hundred paratroopers in a barracks in Libreville, connected to one of his palaces by underground tunnels. This deterrent against coups proved so effective that by the time Bongo died in 2009 he was the world’s longest-serving leader. A local journalist summed the situation up for me: ‘The French went out of the front door,’ he said, ‘and came back in through a side window.’

In exchange for France’s backing, Bongo gave French companies almost exclusive access to his country’s minerals on highly preferential terms. He would also become the African linchpin of a vast, spooky web of global corruption secretly connecting the oil industries of former French African colonies with mainstream politics in metropolitan France, via Switzerland, Luxembourg and other tax havens. Parts of Gabon’s oil industry, Joly discovered, had been serving as a giant slush fund, making hundreds of millions of dollars available for the use of French elites. The system developed gradually, but by the 1970s it was already serving as a secret financing mechanism for the main French right-wing party, the RPR.2 When a socialist, François Mitterrand, became French president in 1981, he sought to break into this Franco-African offshore cash machine, installing Loïk le Floch-Prigent as the head of Elf to do the job. But Mitterand’s man was wise enough not to cut out the RPR. ‘Le Floch knew that if he cut the financing networks to the RPR and the secret services it would be war,’ wrote Valérie Lecasble and Airy Routier in an authoritative book on the subject.3 ‘It was explained that instead, the leaders of the RPR – Jacques Chirac and Charles Pasqua – did not mind the socialists taking part of the cake, if it were enlarged.’

This was not only a question of party political finance; France’s biggest corporations were also able to make use of this west African oil pot as a source of money that enabled them to pay bribes from Venezuela to Germany to Jersey to Taiwan, while ensuring that the money trails did not lead to them. Elf’s dirty money also greased the wheels of French political and commercial diplomacy around the globe. One man told me how he had once carried a suitcase of money provided by Omar Bongo to pay off a top rebel separatist in the Angolan enclave of Cabinda, where Elf had a lucrative contract. President Bongo, one of the smartest political operators of his generation, tapped into French Freemasonry networks and African secret societies alike and became one of the most important power brokers in France. He was the key to French leaders’ ability to bind les grands – opinion formers and politicians from across Africa and beyond – into France’s post-colonial foreign policy. As the Elf system became more baroque, complex and layered, it branched out into international corruption so grand that le Floch-Prigent described France’s intelligence services, which also dipped freely into the slush fund, as ‘a great brothel, where nobody knows any more who is doing what’.4

This immensely powerful system helped France punch above its weight in global economic and political affairs, and flourished in the gaps between jurisdictions. It flourished offshore.

My trip to Gabon in late 1997 came at an exquisitely sensitive time. On 7 November, less than a week after I left Libreville, Christine Deviers-Joncour, a former lingerie model, was sentenced to jail in Paris, still protecting the secrets of her lover Roland Dumas, President Mitterrand’s foreign minister. Deviers-Joncour was jailed for suspected fraud after investigating magistrates discovered that Elf Aquitaine had paid her more than six million dollars to help ‘persuade’ Dumas, a haughty prince of the Paris political scene, to do certain things – notably to reverse his public opposition to the sale of Thomson missile boats to Taiwan. On an Elf credit card she had bought him gifts, including a pair of handmade ankle boots from a Paris shop so exclusive that its owner offered to wash customers’ shoes once a year in champagne.

Nobody thanked Deviers-Joncour for her discretion, and five and a half months in jail gave her time to reflect on this. ‘A flower, a single flower, even sent to me anonymously would have been enough,’ she later explained.5 ‘I would have known it came from Roland.’ The following year, casting aside her silence, she published a book, The Whore of the Republic, which became a best-seller in France.

So when I arrived in Gabon at that especially tricky moment, the Elf network must have wondered why an English journalist was nosing around in Libreville. Was I actually a journalist? No wonder Mr Autogue took such an interest in me. I recently tried to locate him, to ask him about our week together. His old phone numbers no longer work; several Africa experts in Paris hadn’t heard of him; Internet searches couldn’t find him or the company he claimed to represent; and the only person with that name in the French phone book has – a surprised-sounding wife in a Dordogne village informed me – never been to Gabon.

Following the scandal, French politicians declared the Elf system dead and buried, and Elf Aquitaine has been privatised and entirely transformed since then: it is now part of the Total group. But Elf was not the only player in the corrupt Franco-African system. One might ask why the first foreign leader President Nicolas Sarkozy of France telephoned after he came to power in 2007 was not the president of Germany, the United States or the European Commission, but Omar Bongo; or why those French troops remain in place in Gabon today, still connected by tunnels to the presidential palace now inhabited by Bongo’s son, President Ali Bongo. The Elf system may be dead, but something else has probably replaced it. In January 2008 the French aid minister, Jean-Marie Bockel, complained that the ‘rupture’ with a corrupt past ‘is taking its time to arrive’. He was summarily sacked.6

The Elf system was part of, and a metaphor for, the offshore world. Gabon is not on any published lists of tax havens, though it did provide secret, corrupt facilities for non-resident elites, a classic tax haven feature. Like the offshore system, it was a kind of open secret. Some well-connected French people knew all about it, and many outsiders knew something important was happening, but they largely ignored it, almost nobody could see the whole thing in overview. Yet it was a truly gargantuan octopus of corruption, affecting ordinary people in both Africa and France in the most profound, if mostly invisible, ways.

Everything was connected through tax havens. The paper trails, as the magistrates were discovering during my Libreville trip, typically passed through Gabon, Switzerland, Liechtenstein, Jersey and elsewhere. Eva Joly admitted that even she only ever saw fragments of the whole picture. ‘Endless leads were lost in the shifting sands of the tax havens. The personal accounts of monarchs, elected presidents-for-life and dictators were being protected from the curiosity of the magistrates. I realised I was no longer confronted with a marginal thing but with a system,’ she said, speaking about both French politics and the offshore world. ‘I do not see this as a terrible, multi-faceted criminality which is besieging our [onshore] fortresses. I see a respectable, established system of power that has accepted grand corruption as a natural part of its daily business.’

Long before my first visit to Libreville, I had noticed how money was pouring out of Africa, but the secrecy surrounding the offshore world made it impossible to trace the connections. Financial institutions and lawyers would surface in particular stories, then slip back into an offshore murk of commercial confidentiality and professional discretion. Every time a scandal broke, these players’ crucial roles escaped serious scrutiny. Africa’s problems, the story went, had something to do with its culture and its rulers, or the oil companies, or the legacy of colonialism. The providers of offshore secrecy were clearly a central part of all the dramas, but the racket was very hard to penetrate, and nobody seemed very interested either.

It was only in 2005 that the threads properly started to come together for me. I was sitting with David Spencer, a New York attorney previously with Citicorp, talking about transparency in the public finances of west African oil-producing nations. Spencer was getting worked up about matters that were not at all on my agenda: accounting rules, tax exemptions on interest income and transfer pricing. I was wondering when he was going to start talking about west African corruption when I finally made the connection. The United States, by offering tax incentives and secrecy to lure money from overseas, had been turning itself into a tax haven.

The US government needs foreign funds to flow in, and it attracts them by offering tax-free treatment and secrecy. This, Spencer explained, had become central to the US government’s global strategy. Tides of financial capital flow around the world in response to small changes in these kinds of incentives. Not only did almost nobody understand this, Spencer said, but almost nobody wanted to know. Once he gave a speech at a major United Nations event outlining some of these basic principles, and afterwards a top US negotiator told him that shedding light on this subject made him ‘a traitor to your country’.

In the Harvard Club I began to see how the terrible human cost of poverty and inequality in Africa connected with the apparently impersonal world of accounting regulations and tax exemptions. Africa’s supposedly natural or inevitable disasters all had one thing in common: the movement of money out of Africa into Europe and the United States, assisted by tax havens and a pinstriped army of respectable bankers, lawyers and accountants. But nobody wanted to look beyond Africa at the system that made this possible.

The very term ‘capital flight’, if you think about it, puts the onus on the country losing the money – it’s another way of blaming the victim. But each flight of capital out of Africa must have a corresponding inflow somewhere else. Who was researching the inflows? The offshore system wasn’t just an exotic sideshow in the stories I was covering. Offshore was the story. It binds together Libreville and Paris, Luanda and Moscow, Cyprus and London, Wall Street, Mexico City and the Cayman Islands, Washington and Riyadh. Offshore connects the criminal underworld with the financial elite, the diplomatic and intelligence establishments with multinational companies. Offshore drives conflict, shapes our perceptions, creates financial instability and delivers staggering rewards to les grands, to the people who matter. Offshore is how the world of power now works. This is what I want to show you in what follows.

Most of what follows was published in 2012. This new edition has a long update at the end, with a chapter looking at the Panama Papers. That rolling scandal helps me explore how the offshore world has changed in the past five years. It reveals how a determined pushback against tax havens is now underway – but such is the scale and scope of the offshore system that the battle has only just begun.


1

Welcome to Nowhere

An introduction to offshore

The offshore world is all around us. More than half of world trade passes, at least on paper, through tax havens.1 Over half of all banking assets and a third of foreign direct investment by multinational corporations, are routed offshore.2 Some 85 per cent of international banking and bond issuance takes place in the so-called Euromarket, a stateless offshore zone that we shall soon explore.3 The IMF estimated in 2010 that the balance sheets of small island financial centres alone added up to $18 trillion – a sum equivalent to about a third of the world’s GDP. And that, it said, was probably an underestimate.4 The US Government Accountability Office (GAO) reported in 2008 that 83 of the USA’s biggest 100 corporations had subsidiaries in tax havens. The following year research by the Tax Justice Network, using a broader definition of offshore, discovered that ninety-nine of Europe’s hundred largest companies used offshore subsidiaries. In each country, the largest user by far was a bank.

Nobody agrees what a tax haven is. In truth, the term is a bit of a misnomer, for these places don’t just offer an escape from tax; they also provide secrecy, an escape from financial regulation, and a chance to shrug off laws and rules of other jurisdictions, the countries where most of the world lives. In this book, I will offer a loose definition of a tax haven, as a ‘place that seeks to attract business by offering politically stable facilities to help people or entities get around the rules, laws and regulations of jurisdictions elsewhere’.5 The whole point is to offer escape routes from the duties that come with living in and obtaining benefits from society – tax, responsible financial regulation, criminal laws, inheritance rules and so on. This is their core line of business. It is what they do.

My definition is a broad one, and I have chosen it for two main reasons. First, to challenge the common idea that it is acceptable for a place to get rich by undermining the laws of other places. My second aim is to offer a lens through which to view the history of the modern world. This definition will help me show that the offshore system is not just a colourful outgrowth of the global economy, but instead lies right at its centre.

Several features help us spot tax havens.

First, as my colleagues have found through painstaking research, all these places offer secrecy, in various forms, combined with varying degrees of refusal to cooperate with other jurisdictions in exchanging information. The term ‘secrecy jurisdiction’ emerged in the US in the late 1990s, and in this book I will use that term interchangeably with ‘tax haven’, sometimes depending on which aspect I want to stress.

Another common marker for tax havens is very low or zero taxes, of course. They attract money by letting people escape tax, legally or illegally.

Secrecy jurisdictions also routinely ring-fence their own economies from the facilities they offer, to protect themselves from their own offshore tricks. Offshore is fundamentally about being an elsewhere zone of escape – and offshore services are provided for non-residents. So a tax haven might, say, offer a zero tax rate to non-residents who park their money there, but tax its own residents fully. This ring-fencing between residents and non-residents is a tacit admission that what they do can be harmful.

Another way to spot a secrecy jurisdiction is to look for whether its financial services industry is very large compared to the size of the local economy. The IMF used this tool in 2007 to finger Britain, correctly, as an offshore jurisdiction.6

Another, more light-hearted telltale sign of a tax haven is that its spokespeople periodically claim, ‘we are not a tax haven’, and strenuously work to discredit critics who, they claim, are using ‘outdated media stereotypes’ that do not correspond to ‘objective reality’.

But the most important feature of a secrecy jurisdiction – and it is a defining one – is that local politics is captured by financial services interests (or sometimes criminals, and sometimes both), and meaningful opposition to the offshore business model has been eliminated. This is why I include ‘politically stable’ in my definition: there is little or no risk that democratic politics will intervene and interrupt the business of making (or taking) money. This political capture produces one of the great offshore paradoxes: these zones of ultra-freedom are often highly repressive places, intolerant of criticism.

Insulated from domestic challenges and alternative viewpoints, these places have come to be steeped in a pervasive inverted morality, where turning a blind eye to crime and corruption has become accepted as best business practice, and alerting the forces of law and order to wrongdoing has become the punishable offence. Rugged individualism has morphed into a disgregard, even a contempt, for democracy and for societies at large.

‘Taxes are for the little people,’ the New York millionairess Leona Hemsley once famously said. She was right, though she wasn’t big enough to escape prison herself. The media baron Rupert Murdoch is different. His News Corporation, which owns Fox News, MySpace, the Sun newspaper and any number of other media outlets, is a master of offshore gymnastics, using all legal means available. Neil Chenoweth, a reporter who probed its accounts and found that its profits, declared in Australian dollars, were A$364,364,000 in 1987, A$464,464,000 in 1988, A$496,496,000 in 1989 and A$282,282,000 in 1990.7 The obvious pattern in these numbers cannot be a coincidence. As the reporter John Lanchester wrote in the London Review of Books, ‘That little grace note in the sums is accountant-speak for “Fuck you.” Faced with this level of financial wizardry, all the ordinary taxpayer can do is cry “Bravo l’artiste!”’

The French have a quaint term for a tax haven: paradis fiscal – fiscal paradise, like the similar paraíso fiscal in Spanish. The players in the secrecy jurisdictions love this language: the word ‘paradise’ (some say this comes from mistranslating ‘haven’ as ‘heaven’) contrasts with what they like to paint as oppressive, high-tax onshore hellholes, from which tax havens are welcome escapes. They certainly are escapes – only not for ordinary folk. Offshore is a project of weathy and powerful elites to help them take the benefits from society without paying for them.

Imagine you are in your local supermarket and you see well-dressed individuals zipping through a ‘priority’ checkout behind a red velvet rope. There is also a large item, ‘extra expenses’, on your checkout bill, which subsidises their purchases. Sorry, says the supermarket manager, but we have no choice. If you did not pay half their bill, they would shop elsewhere. Now pay up.

Offshore business is, at heart, about artificially manipulating paper trails of money across borders. To get an idea of how artificial it can be, consider the banana.

Each bunch takes two routes into your fruit bowl. The first route involves a Honduran worker employed by a multinational who picks the bananas, which are packaged and shipped to Britain. The multinational sells the fruit to a big supermarket chain, which sells it to you.

The second route – the accountants’ paper trail – is more roundabout. When a Honduran banana is sold in Britain, where are the final profits generated, from a tax point of view? In Honduras? In the British supermarket? In the multinational’s US head office? How much do management expertise, the brand name, or insurance contribute to profits and costs? Nobody can say for sure. So the accountants can, more or less, make it up. They might, for example, advise the banana company to run its purchasing network from the Cayman Islands and run its financial services out of Luxembourg. The multinational might locate the company brand in Ireland; its shipping arm in the Isle of Man; ‘management expertise’ in Jersey and its insurance subsidiary in Bermuda.

Say the Luxembourg financing subsidiary now lends money to the Honduras subsidiary and charges interest at $20 million per year. The Honduran subsidiary deducts this sum from its local profits, cutting or wiping them out (and its tax bill). The Luxembourg’s subsidiary’s $20 million in extra income, however, is only taxed at Luxembourg’s ultra-low tax haven rate. With a wave of an accountant’s wand, a hefty tax bill has disappeared, and capital has shifted offshore.

Big Banana has done a common offshore trick known as transfer pricing, or transfer mispricing. US Senator Carl Levin calls transfer pricing ‘the corporate equivalent of the secret offshore accounts of individual tax dodgers’. By artificially adjusting the price for the internal transfer, multinationals can shift profits into a low-tax haven and costs into high-tax countries where they can be deducted against tax. In this banana example, tax revenue has been drained out of a poor country and into a rich one. And poor countries with underpaid tax officials always lose out to multinationals’ aggressive, highly paid accountants.

Who is to say that the $20 million loan from the Luxembourg subsidiary was conducted at the real market rate? It is often hard to tell. Sometimes the prices for these transfers are adjusted so aggressively that they lose all sense of reality: a kilogram of toilet paper from China has been sold for $4,121, a litre of apple juice has been sold out of Israel at $2,052; ballpoint pens have left Trinidad valued at $8,500 each. Most examples are far less blatant, but the cumulative total of these shenanigans is vast. About two-thirds of global cross-border world trade happens inside multinational corporations. Developing countries lose an estimated $160 billion each year just to corporate trade mispricing of this kind. That much spent on healthcare, Christian Aid reckons, could save the lives of 1,000 under-five children per day.8

Worldly readers may still shrug and tell themselves that this is just part of the ugly flip side of living in a rich nation. If they do, in their reluctantly cynical way, they are suckers – for they suffer as well. The tax bill is not only cut in Honduras, but in Britain and the United States too. The Guardian found that in 2006 the world’s three biggest banana companies, Del Monte, Dole and Chiquita, did nearly $750 million worth of business in Britain but paid just $235,000 in tax between them:9 less than a top-rank footballer’s earnings.10 An annual report of a real banana company listed in New York notes ‘The company currently does not generate US federal taxable income. The company’s taxable earnings are substantially from foreign operations being taxed in jurisdictions at a net effective rate lower than the US statutory rate.’ Rough translation: we don’t currently pay US taxes because we do transfer pricing, via tax havens.

Multinationals generally find it hard to use offshore to cut their taxes to zero since governments take countermeasures, but it is a battle they are losing. A study by Britain’s National Audit Office in 2007 found that a third of the country’s biggest 700 businesses had paid no tax at all in the UK in the previous financial boom year.11 When the Economist investigated in 1999 it reckoned that Rupert Murdoch’s sprawling News Corporation paid a tax rate of just 6 per cent.12 This ability to engage in transfer mispricing is one of the most important reasons why multinationals are multinationals, and why they usually grow faster than smaller competitors. Anyone concerned about the power of global multinationals should pay attention.

Tax havens claim that they make global markets more ‘efficient’. But this system I am describing is profoundly inefficient. Nobody has produced a better or cheaper banana here. What has happened instead is a transfer of wealth. These untargeted government subsidies for multinationals affect their real productivity in the same way that untargeted subsidies generally do: they reduce it. Focusing energies on tax avoidance takes the pressure off capitalists to do what they do best: create better and cheaper goods and services. And that is by no means all. When, for example, the Caymans hatches up a new and ingenious offshore loophole, the United States will take countermeasures, and the Caymans will create new loopholes to get around those. The battle continues, and America’s tax code gets ever more complex. This, in turn, creates new opportunities for the wealthy and their cunning advisers to find pathways through the expanding legal thickets. Huge industries grow up to service the avoidance industry: a gigantic inefficiency in the world economy.

Then consider the secrecy. A fundamental building block of modern economic theory is transparency: markets work best when two sides to a contract have access to equal information. Treasure Islands explores a system which works directly and aggressively against transparency. Offshore secrecy shifts control of the information – and the power that flows from information – decisively towards the insiders. They get the cream and shift the costs onto the rest of society. David Ricardo’s theory of comparative advantage elegantly describes principles that lead different jurisdictions to specialise in certain things: fine wines from France, cheap manufactures from China, and computers from the US. But when we find that the British Virgin Islands, with fewer than 25,000 inhabitants, hosts over 800,000 companies, Ricardo’s theory loses its traction. Companies and capital migrate not to where they are most productive, but to where they can get the best tax break. There is nothing efficient about any of this.

And it is not just your bananas, of course. Much of the food in your house, your furniture and clothes will have taken a similarly twisted route into your home. The water in your tap may have taken a ghostly offshore route; your television and its components doubtless took a similarly weird paper pathway – as did many of the programmes it shows. The offshore world envelops us.

The world contains about sixty secrecy jurisdictions, divided roughly into four groups. First are the European havens. Second, comes a British zone centred on the City of London, which spans the world and is loosely shaped around Britain’s former empire. Third is a zone of influence focused on the United States. A fourth category holds a few unclassified oddities, like Somalia and Uruguay, which have not been greatly successful and which I won’t explore here.

The European havens got going properly during the First World War, as governments raised taxes sharply, to pay for war costs. Switzerland’s famous secrecy law, making violation of banking confidentiality a criminal offence for the first time, was enacted in 1934, though Geneva bankers had sheltered the secret money of European elites since at least the eighteenth century. Little-known Luxembourg, specialising since 1929 in certain kinds of offshore corporations,13 is among the world’s biggest tax havens today. In March 2010 South Korean intelligence officials indicated that North Korea’s ‘Dear Leader’ Kim Jong-Il had stashed some four billion dollars in Europe – from selling nuclear technology and drugs, insurance fraud, counterfeiting and projects using forced labour. Picturesque little Luxembourg, they said, is a favoured destination for this money.14

The Netherlands is another major European tax haven. About $18 trillion flowed through Dutch offshore entities in 2008 – equivalent to 20 times Dutch GDP.15 The Irish musician Bono, while browbeating western taxpayers to boost aid to Africa, shifted his band’s financial empire to the Netherlands in 2006, to cut its tax bill. Austria and Belgium are also important European havens of banking secrecy, though Belgium softened its laws in 2009. A couple of European micro-state havens are active players – Liechtenstein and Monaco are the most notable ones – with occasional cameo roles from odd places like Andorra or the Portuguese island of Madeira, recently implicated in a bribery scandal involving major US oil companies in Nigeria.

The second offshore group, accounting for about half the world’s secrecy jurisdictions, is the most important. It is a layered hub-and-spoke array of tax havens centred on the City of London. As we shall see,16 it is no coincidence that London, once the capital of the greatest empire the world has known, is the centre of the most important part of the global offshore system.

The City’s offshore network has three main layers. Two inner rings – Britain’s Crown Dependencies of Jersey, Guernsey and the Isle of Man; and its Overseas Territories, such as the Cayman Islands – are substantially controlled by Britain, and combine futuristic offshore finance with medieval politics. The outer ring is a more diverse array of havens, like Hong Kong, which are outside Britain’s direct control but nevertheless have strong historical and current links to the country and the City of London. One authoritative account estimates that this British grouping overall accounts for well over a third of all international bank assets; add the City of London and the total is almost a half.17

This network of offshore satellites does several things. First, it gives the City a truly global reach. The British havens scattered all around the world’s time zones attract and catch mobile international capital flowing to and from nearby jurisdictions, just as a spider’s web catches passing insects. Much of the money attracted to these places, and the business of handling that money, is then funnelled through to London. Second, this British spider’s web lets the City get involved in business that might be forbidden in Britain, providing sufficient distance to allow financiers in London plausible deniability of wrongdoing. The old City of London adage ‘Jersey or jail’ means that if you want to do dirty business but don’t want to get caught, you just step out into the spider’s web and do it there. The outer rings of this spider’s web are often less hygienic than the inner ones. John Christensen, formerly a Jersey financial sector professional, remembers the Overseas Territory of Gibraltar being a Jersey favourite. ‘We in Jersey regarded Gibraltar as totally subprime,’ he said. ‘This was where you put the real monkey business.’ Later, a Caymanian character who introduced himself to me only as ‘The Devil’ will help illustrate just how dirty this business can be. So this spider’s web is, in part, a laundering network. By the time the money gets to London, often via intermediary jurisdictions, it has been washed clean. The web even serves as a storage mechanism. If all those offshore assets flowed directly to London and stayed there, the inflows would play havoc with Britain’s exchange rate.18

It is worth examining each ring of the spider’s web very briefly.

The three Crown Dependencies in the inner ring are substantially controlled and supported by Britain but have enough independence to allow Britain to say: ‘There is nothing we can do’ when other countries complain of abuses run out of these havens. They channel very large amounts of finance up to the City of London: just in the second quarter of 2009 the UK received net financing of US$332.5 billion just from its three Crown Dependencies.19 Jersey Finance promotional literature makes the point plainly. ‘Jersey,’ it says, ‘represents an extension of the City of London.’20

The Bailiwick of Guernsey near Jersey includes other sub-havens such as the island of Sark, once infamous for the ‘Sark Lark’. City of London company directors would sail in, eat lunch, pretend to have a directors’ meeting to tick the British regulators’ boxes, then return, inebriated, to London. There is also Alderney, a playground for online, offshore gambling, and Brecqhou, an eighty-seven-acre island housing the luxury offshore castle hideaway of the Barclay brothers, owners of Britain’s Telegraph newspaper. The authoritative US publication TaxAnalysts estimated conservatively in 2007 that the Crown Dependencies hosted about US$1 trillion of potentially tax-evading assets.21 At an annual rate of return of 7 per cent and a top income tax rate of 40 per cent, the tax evaded on those assets alone could be almost $30 billion per year – three times Britain’s aid budget. This is just for those three havens – and income tax evasion is just one of several forms of offshore tax and financial losses.

The fourteen Overseas Territories, the next ring in the spider’s web, are the last surviving outposts of Britain’s formal empire. With just a quarter of a million inhabitants between them they include some of the world’s top secrecy jurisdictions: the Cayman Islands, Bermuda, the British Virgin Islands, the Turks and Caicos islands and Gibraltar.22

Just like the Crown Dependencies, the Overseas Territories have close but ambiguous political relationships with Britain. In the Caymans the most powerful person is the governor, appointed by Her Majesty the Queen. He (never a she, so far) presides over a cabinet of local Caymanians, who are elected locally but who have quite limited real power. The governor handles defence, internal security and foreign relations; he appoints the police commissioner, the complaints commissioner, the auditor general, the attorney general, the judiciary and other top officials. The final appeal court is the Privy Council in London. MI6, Britain’s Secret Intelligence Service, is highly active here23 – as are the CIA and other intelligence agencies. It is the world’s fifth largest financial centre, hosting 80,000 registered companies, over three-quarters of the world’s hedge funds, and $1.9 trillion on deposit – four times as much as in New York City banks. And, at the time of writing, one cinema.

As an indication of how murky things are here, the Cayman Islands reported to the IMF $2.2 trillion in equity liabilities (deposits and other obligations) in 2008. These figures should be matched by a roughly equal sum of assets – but the Caymans reported only $750 billion in portfolio assets. This enormous discrepancy simply goes unexplained.

Britain’s understated but controlling role is the bedrock that reassures flighty global capital and underpins the Overseas Territories’ offshore sectors. The gesture towards local representation keeps Caymanians happy and, as with the Crown Dependencies, affords Britain the chance to say ‘it is not our business to interfere’ when something unpleasant breaks the surface. Periodically, the charade is exposed. In August 2009 Britain imposed direct rule in the Turks and Caicos islands after corruption there spun out of control.24 Britain plays down these episodes as much as possible, to distract from its control.

The third, outer ring of the British spider’s web includes Hong Kong, Singapore, the Bahamas, Dubai and Ireland, which are fully independent though deeply connected to the City of London.25 Many other smaller ones exist, like Vanuatu in the South Pacific whose small offshore centre was created by the British government in 1971, nine years before it got its independence. New havens continue to emerge. In February 2006 Ghana said it would enact offshore legislation, with help from Britain’s Barclays Bank. The thought of a new secrecy jurisdiction situated among a swathe of legendarily corrupt African oil producing nations – and just as Ghana takes its own first steps as a big oil producer – is horrible to contemplate.

I am struck by some similarities between Britain’s post-colonial offshore network and what I encountered in oil-rich Gabon, the epicentre of France’s own quasi-offshore system. Gabon fits no conventional definition of offshore but it is, like the British spider’s web, a relic – or even a rebirth – of an old empire, still used by today’s elites to do things that would not be allowed at home. The Elf system, with its subterranean bargains between African rulers and French politicians, helped France retain a great degree of control over its former colonies after independence. Britain’s spider’s web is different. Most of its former colonies in Africa, India and elsewhere really are independent. What Britain has done instead is to retain a large degree of control over and involvement with the vast flows of wealth in and out of these places, under the table. Illicit capital flight from Africa, for example, flows mostly into the modern British spider’s web, to be managed by interests controlled from London. ‘It has taken me a long time to understand,’ said Eva Joly, ‘that the expansion in the use of these jurisdictions [tax havens] has a link to decolonisation. It is a modern form of colonialism.’

The United States anchors the third offshore pole. Here, tax havenry has always been more contested than in Britain, where the City of London has neutered domestic opposition to its global offshore strategy. US officials have tried to crack down on offshore tax abuse at least since 1961, when President Kennedy asked Congress for legislation to drive these tax havens ‘out of existence’.26 Barack Obama’s co-sponsorship of the Stop Tax Haven Abuse Act in 2008 before he came to power, and its subsequent evisceration by offshore lobbyists, is merely a recent skirmish in an old war.

Over time, the United States government has shifted from being an outright opponent of tax havenry towards adopting a half-hearted ‘if you can’t beat ’em, join ’em’ attitude. From the 1960s American financiers flocked offshore to escape domestic rules and taxes – first to the offshore Euromarket in London, then into the British spider’s web and beyond. This offshore option helped Wall Street get around strong US financial regulations, progressively regain its powers and its influence over the US political system, and then, mostly from the 1980s, turn the US itself into what is now, by some measures, the world’s single most important tax haven in its own right.27

The US-based offshore system operates on three tiers too. At the federal level, the US dangles a range of tax exemptions, secrecy provisions and laws designed to attract foreigners’ money in true offshore style. US banks may, for instance, legally accept proceeds from a range of crimes, such as handling stolen property – as long as the crimes are committed overseas. Special arrangements are made with banks to make sure they do not reveal the identities of foreigners parking their money in the US. The second offshore tier involves individual US states, where a range of offshore lures are on offer. Florida, for example, is where Latin American elites do their banking. The US generally does not share banking information with those countries, so a lot of this is tax-evading and other criminal money, protected by US secrecy. Florida banks also have a long history of secretly harbouring Mob and drugs money, often in complex partnerships with the nearby British Caribbean havens. Smaller states like Wyoming, Delaware and Nevada offer very low-cost and very strong forms of almost unregulated corporate secrecy that has attracted large amounts of illicit money, and even terrorist finance, from around the globe.

The USA’s third offshore rung is a small overseas satellite network. The American Virgin Islands, a US ‘Insular Area’, has a ‘half-in, half-out’ constitutional relationship with the US, a bit like Britain’s offshore satellites, and is a minor haven. Another is the Marshall Islands, a former Japanese colony under American control after 1947, now under a Compact of Free Association with the US. The Marshall Islands are primarily a ‘flag of convenience’ which, the Economist recently noted, ‘is much prized among shipowners for its light regulatory touch’. The Marshall Islands registry was set up in 1986 with USAID help by Fred M. Zeder II, a golfing buddy of George H.W. Bush who later ran the US Overseas Private Investment Corporation (OPIC). Now run by a private American corporation out of offices in Virginia near Washington Dulles Airport, this is the flag of convenience for, among others, the Deepwater Horizon, the BP-operated oil rig that caused environmental chaos off the US Gulf Coast in 2010.28 A small, opaque tax haven grew alongside the shipping registry. When Khadija Sharife, a South African journalist, posed as a shipping client pretending to be worried about disclosure, she was told that that forming a Marshall Islands company could be done in a day for an initial filing fee of $650, plus annual maintenance fee of $450, and

If the authorities … come to our Registry and Jurisdiction and ask us to disclose more information, regarding shareholders, directors of the company etc … we are not privy to that information anyway, since all the business organization and conduct of the entity is performed by the entity’s lawyers and directors directly. Unless the name of directors and shareholders are filed in the Marshall Islands and become a public record (which is NOT mandatory), we are not in a position to disclose that.29

Similarly, Liberia was set up in 1948 as a ‘flag of convenience’ by Edward Stettinius Jr., a former US secretary of state, and its maritime code was ‘read, amended, and approved by officials of Standard Oil’, according to historian Rodney Carlisle. Its sovereign shipping registry is now run by another private corporation in Virginia, based about five miles from the Marshall Islands registry.30 Liberia tried setting up offshore finance too, but nobody would trust black African governments with their money, and the plan flopped. Sovereignty is, literally, available for sale or rent in such places.

The biggest US-influenced haven is Panama. It began registering foreign ships in 1919 to help Standard Oil escape American taxes and regulations. Offshore finance followed in 1927, when Wall Street interests helped Panama introduce lax company incorporation laws, which let anyone start tax-free, anonymous corporations, with few questions asked. ‘The country is filled with dishonest lawyers, dishonest bankers, dishonest company formation agents and dishonest companies,’ one US Customs official noted. ‘The Free Trade Zone is the black hole through which Panama has become one of the filthiest money laundering sinks in the world.’31

This strange and little-known US-centred pattern, echoing the somewhat colonial role of the secrecy jurisdictions in the British zone, is a pointer to the fact that offshore finance has quietly been at the heart of Neoconservative schemes to project US power around the globe for years. Few people have noticed.

It should be clear by now that the offshore world is not a bunch of independent states exercising their sovereign rights to set their laws and tax systems as they see fit. It is a set of networks of influence controlled by the world’s major powers, notably Britain and the United States. Each network is deeply interconnected with the others. Wealthy US individuals and corporations use the British spider’s web extensively: of Enron’s 881 offshore subsidiaries before it went bust, 692 were in the Cayman Islands, 119 in the Turks and Caicos, 43 in Mauritius and 8 in Bermuda: all in the British spider’s web. In December 2008 the US Government Accountability Office (GAO) reported that Citigroup had 427 subsidiaries in tax havens, including 91 in Luxembourg and 90 in the Cayman Islands; News Corporation, the owner of Fox News, had 152 – including 62 in the British Virgin Islands, 33 in Cayman, and 21 in Hong Kong.32

The world’s most important tax havens are not exotic palm-fringed islands, as many people suppose, but some of the world’s most powerful countries. Marshall Langer, a prominent supporter of secrecy jurisdictions, neatly outlines the gulf between perceptions and the reality. ‘It does not surprise anyone when I tell them that the most important tax haven in the world is an island,’ he said. ‘They are surprised, however, when I tell them that the name of the island is Manhattan. Moreover, the second most-important tax haven in the world is located on an island. It is a city called London in the United Kingdom.’

One Australian academic, Jason Sharman, decided to check how easy it was to set up secrecy structures, using only the Internet and those seedy offshore advertisements that infest the back pages of business publications and airline magazines. In his report published in 2009, he records making 45 bids for secret front companies. He found 17 companies that agreed to set up secrecy structures without even checking his identity. Only four were in the ‘classic’ havens like Cayman or Jersey, while the other 13 were in OECD countries: seven in Britain and four in the US.

This is the English-speaking version of Swiss bank secrecy. Most were not selling bank secrecy, where discreet men in plush offices promised to take their clients’ names to the grave. ‘This is a more insidious form of secrecy, in which authorities and bankers do not bother to ask for names,’ the Economist noted of Sharman’s study. ‘For shady clients, this is a far better proposition: what their bankers do not know, they can never be forced to reveal. And their method is disarmingly simple. Instead of opening bank accounts in their own names, fraudsters and money launderers form anonymous companies, with which they can then open bank accounts and move assets.’

The governments of wealthy OECD nations have recently been quite successful in persuading their publics that they have conducted a major crackdown on secrecy jurisdictions. ‘The old model of relying on secrecy is gone’, said Jeffrey Owens, head of tax at the OECD. ‘This is a new world, with better transparency and better cooperation.’33 Many people believed him. French president Sarkozy went further: ‘Tax havens and bank secrecy are finished.’34

Yet OECD member states, notably Britain, the United States and several big European havens, are guardians of the offshore system. It continues to process vast tides of illicit money – yet an OECD blacklist of tax havens has been empty since May 2009. This is not a blacklist, but a whitewash – and to the very, very limited extent that rich countries have taken steps to address the problem, low-income countries are being left on the sidelines as usual.35 When the fox says it has done an excellent job of beefing up the security of the henhouse, we should be very cautious indeed.

The offshore world is an endlessly shifting ecosystem. Each jurisdiction offers one or more offshore specialities and attracts particular kinds of financial capital; each has developed its own particular infrastructure of skilled lawyers, accountants, bankers and corporate officers to cater for their needs.

Many offshore businesses are almost unknown. You may well have heard of the Big Four accounting firms KPMG, Deloitte, Ernst & Young and Pricewaterhouse Coopers. But have you heard of the Offshore Magic Circle? It includes multi-jurisdictional law firms such as Appleby, Carey Olsen, Conyers, Maples and Calder, Mourant du Feu & Jeune, and Ozannes and Walkers.36 These are respectable players among a much larger regiment of smartly dressed accountants, lawyers and banks forming a private global infrastructure which, in league with captured legislatures in the secrecy jurisdictions, makes the whole system work.

Offshore services range from the legal to the illegal. In terms of tax, the illegal stuff is called tax evasion, while tax avoidance is technically legal but, by definition, it also involves getting around the intent of elected legislatures. This is a slippery topic: between evasion and avoidance a vast grey area exists and it often takes lengthy court cases to find out which side of the law a multinational corporation’s tax shelter lies. Former British Chancellor Denis Healey, neatly defining the dividing line, explained that ‘the difference between tax avoidance and tax evasion is the thickness of a prison wall.’

Secrecy jurisdictions also routinely convert what is technically legal, but abusive, into what is seen as legitimate. But of course what is legal is not necessarily what is right: slavery and apartheid were both legal in their day.

On the illegal side, there is tax-evading private banking or asset management; sham trusts; corporate secrecy, illegal reinvoicing, and more, often hidden behind soothing bromides like ‘tax optimisation’ or ‘asset protection’ or ‘an efficient corporate structure’. Typically, junior offshore employees are shielded from understanding the tax evasion and other illegal services, because they can only see a part of what is happening. ‘Once you become part of senior management and gain international experience,’ a former senior offshore accountant explains, ‘then you are part of the inner circle and things become much clearer. You are part of the plot. You know what the real products and services are, and why they are so expensive.’ As the old offshore joke goes: ‘Those who know don’t talk. And those who talk don’t know’.

On the legal side, one important matter concerns something known as double taxation. Say a US multinational invests in a manufacturing plant in Brazil and earns income there. If both Brazil and the United States taxed the same income, without giving credits for the other country’s taxes, the multinational would get taxed twice on the same income. Tax havens do help companies eliminate this double taxation, though they are not necessary: double taxation can be ironed out with appropriate treaties and tax credits. The problem, when tax havens eliminate double taxation, is that they allow something else to happen: double non-taxation. The corporation doesn’t only avoid being taxed twice on the same income. It avoids being taxed at all.

Each jurisdiction tolerates different levels of dirt. Terrorists or Colombian drug smugglers probably use Panama rather than Jersey – though Jersey’s trust companies probably still contain some of their money, and the island remains a gigantic sink for nefarious activity and illicit loot. Bermuda is a magnet for offshore insurance and reinsurance, frequently for the purpose of avoiding or evading tax; the Caymans are favoured locations for hedge funds which use it to escape tax, legally or illegally, and to get around financial regulations. In securitisation, Wall Street has long favoured locating its Special Purpose Vehicles in the Caymans and Delaware; in Europe the preferred locations are Jersey, Ireland, Luxembourg and the City of London. All are major secrecy jurisdictions.

Inside this ecosystem, each jurisdiction struggles constantly to stay abreast of the others. When one degrades its taxes or financial regulations or hatches a new secrecy facility to attract hot money from elsewhere, others then degrade theirs, to stay in the race. Meanwhile, financiers threaten politicians in the US and other large economies with the offshore club – ‘don’t tax or regulate us too heavily or we’ll go offshore’, they cry – and the onshore politicians quail and relax their own laws and regulations. As this has happened, supposedly onshore jurisdicitons have increasingly taken on the characteristics of offshore, and in the large economies tax burdens are being shifted away from mobile capital and corporations, onto the shoulders of ordinary folk. US corporations paid about two-fifths of all US income taxes in the 1950s; that share has now fallen to a fifth.37 The top 0.1 per cent of US taxpayers saw their effective tax rate fall from 60 per cent in 1960 to 33 per cent in 2007, as their income soared. Had the top thousandth paid the 1960 rate, the Federal Government would have received over $281 billion more in 2007.38 When the billionaire Warren Buffett surveyed his office he found that he was paying the lowest tax rate among his office staff, including his receptionist. Overall, taxes have not generally declined. What has happened instead is that the rich have been paying less, and everyone else has had to take up the slack.

The roles of Ronald Reagan, Margaret Thatcher and Milton Friedman in these huge shifts and in the broader globalisation project are well known. But very little attention has been paid to the secrecy jurisdictions – the silent warriors of globalisation that have been forcing nation states rich and poor to compete through them, and in the process cutting swathes through their tax and regulatory systems and regulations whether they like it or not.

Tax havens often target other large economies, usually nearby. Switzerland’s wealth managers focus most on tax-evading rich Germans, French and Italians – Switzerland’s immediate neighbours and its three main language groups. Monaco caters especially to French elites: wealthy French and Spaniards use Andorra, sandwiched between their two countries. Rich Australians often use Pacific havens like Vanuatu. Malta, another former British outpost in the Mediterranean, handles illicit money out of North Africa; US corporations and wealthy individuals prefer Panama and the Caribbean havens, wealthy Chinese use Hong Kong, Singapore and Macau. Money does not always flow through obvious geographical routes, however. Russian dirty money favours Cyprus, Gibraltar and Nauru, all with strong historical British links, as stepping stones into the global financial system, where it can be legitimised before entering the mainstream global financial system in London and elsewhere. Much foreign investment into China goes via the British Virgin Islands.

Some jurisdictions specialise in being conduit havens: way stations offering services that transform the identity or character of assets in specific ways, en route to somewhere else. The Netherlands is a big conduit haven. Mauritius, off the African coast in the Indian Ocean, is a new and fast-growing conduit haven that is the source of over 40 per cent of foreign investment into India. It also specialises in channeling Chinese investments into Africa’s mineral sectors.

Offshore financial structures typically involve a trick sometimes known as laddering – a practice also expressed by the French word saucissonage, meaning to slice something into pieces like a sausage. When a structure is sliced between several jurisdictions, each provides a new legal or accounting ‘wrapper’ around the assets, which are usually located elsewhere. A Caymanian lawyer in the 1970s explained how his clients would worry about Fidel Castro’s Cuba next door, and would insist on special clauses to compensate them if Castro invaded. ‘I have to explain that Castro wouldn’t find any [money] in the safe,’ he said. ‘They’re all really held in New York or London.’

Laddering deepens the secrecy, and the complexity. A Mexican drug dealer may have twenty million dollars, say, in a Panama bank account. The account is not in his name but is instead under a trust set up in the Bahamas. The trustees may live in Guernsey, and the trust beneficiary could be a Wyoming corporation. Even if you can find the names of that company’s directors, and even get photocopies of their passports – that gets you no closer: these directors will be professional nominees, who direct hundreds of similar companies. They are linked to the next rung of the ladder through a company lawyer, who is prevented by attorney–client privilege from giving out any details. Even if you break through that barrier you find that the corporation is held by a Turks and Caicos trust with a flee clause: the moment an enquiry is detected, the structure flits to another secrecy jurisdiction. Even
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