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INTRODUCTION




NATHAN SCHNEIDER

Before he started building a new economic infrastructure for the internet at nineteen years old, before becoming a billionaire who sleeps on friends’ couches, Vitalik Buterin wanted to write. He first became curious about Bitcoin at the urging of his father, with whom he emigrated from Russia to Canada as a child. Rather than buying, borrowing, or mining his first coins, in 2011 he posted on an online forum: Would anyone pay him with Bitcoin to write about it?

Someone did. And Buterin kept on writing, to the point of cofounding Bitcoin Magazine, a glossy print and digital outlet chronicling the latest developments of what was then a very small and obscure subculture. This new, hard-to-use internet money held Buterin’s attention more than his first year at college did. From his time as a self-appointed reporter onward, his ideas developed in continual conversation with others. But among writings scattered over the years across various blogs, forums, and tweets, he exhibits a voice very much his own and—partly because of that voice—has built a rapt audience surrounding his invention, Ethereum. If Ethereum and its ilk become the kind of ubiquitous infrastructure they aspire to be, his ideas will need to be understood—and contested—more widely.

This book is an introduction to Vitalik Buterin the writer.

When the pseudonymous figure Satoshi Nakamoto first announced the prototype for Bitcoin in 2008, during the storm of a global financial crisis, the goal was to create a currency organized through cryptographic computer networks, rather than through governments or banks. It would come to be called a cryptocurrency. Libertarian gold-bugs and techie cypherpunks reveled in the system’s metaphors: digital mining, limited supply, cash-like transactions that could be secure and private. Buterin had all the instincts of that early target audience. But as his obsession with Bitcoin deepened, by late 2013 he began to recognize that its underlying blockchain technology might be the basis of something bigger: a way of creating organizations, companies, and entire economies native to the internet. And so he wrote about it. The initial Ethereum whitepaper, included as an appendix here, lit up the still-small cryptocurrency universe when it appeared near the end of that year. Rather than depending on old-world corporations, investors, and laws to govern the servers, this would be user-governed by default. Rather than Bitcoin’s metaphors of gold and mines, Ethereum culture followed the aesthetic of Buterin’s favorite T-shirts, with robots, unicorns, and rainbows as the preferred mascots.

Since Ethereum went online in 2015, there have been many competing blockchains, each able to do similar things in different ways. Ethereum remains the largest among them. Although its currency, called ether or ETH, is a distant second in total value compared to Bitcoin, if you add up the value of all the products and community tokens built on top of Ethereum, it has produced the biggest share of this strange new economy. During the project’s early trials, Buterin became ever more Ethereum’s “benevolent dictator”—whether he liked it or not—less by any formal position than by the trust he instilled. The writings collected here have been central to building that trust.

In the process, Buterin has inhabited a space of contradiction. He wants to enable a radical reimagining of how human beings self-organize, while maintaining a rigorous agnosticism about what people choose to do with that power. “Credible neutrality,” as an essay below explains, is a principle for system design, but it also describes the role he has come to play as a leader. From the earliest personnel decisions for the Ethereum Foundation to the latest high-stakes software updates, and despite his best efforts to the contrary, his leadership has been hard to distinguish from Ethereum itself. While Ethereum and systems like it are designed according to the assumption that people are selfish, he is the ascetic who seems to want nothing in particular for himself other than to enable a crypto-powered future.

There are no guarantees, however, that this will be a future worth having. When Buterin first introduced Ethereum on stage, at an early-2014 Bitcoin conference in Miami, after a litany of all the wonders that could be built with it, he ended with a mic-drop reference to Skynet—the artificial intelligence in the Terminator movies that turns on its human creators. It was a joke that he would repeat, and like many well-worn jokes it bore a warning. Ethereum holds the potential for utopia and dystopia and everything in between:


	It creates artificial scarcity by capping the availability of made-up tokens; but these enable communities to generate abundant capital that they can use and control.

	It excludes people who can’t or won’t buy and trade risky internet money; it has also spurred the invention of novel governance systems that share power with unprecedented inclusivity.

	It consumes vast amounts of energy just to perpetuate its own functioning; it also enables new ways of putting a price on carbon and pollution while governments refuse to do so.

	It has produced nouveaux riches notorious for their extravagance, congregating in tax shelters and pricing out locals; it is also a borderless, user-owned financial system available to anyone with a smartphone.

	It rewards a tech-savvy elite who got in early; it also presents a real chance for undermining the dominant tech companies.

	It has produced a speculative financial system before a real economy of useful things; yet far more than in a stock market, ownership lies with the people creating the value.

	It has showered vast payouts on digital collectibles with little apparent worth; the result is a new business model to support the making and sharing of open-access culture.

	It promises to make early adopters wealthy at the expense of future generations; it gives those generations a set of building blocks whose uses are up to those who do the building.



Readers of what follows must hold these contradictions in mind and contend with them, ascertaining for themselves and their communities which options should win out. The contradictions can be vexing and distressing, but also motivating. They are still hot enough to be shaped.

At the heart of any blockchain-based system like Bitcoin or Ethereum is the consensus mechanism. This is the process by which computers agree on a common set of data and protect it against manipulation—whether it be a list of transactions, as for Bitcoin, or the state of the Ethereum world-computer. Consensus without a central authority is not easy. Bitcoin uses a mechanism called “proof of work,” which means lots of computers expend lots of energy doing math problems, all in order to prove that they are invested in keeping the system secure. The people behind those computers, known as “miners,” get paid for doing so, and they consume country-sized volumes of electricity, producing the carbon emissions that level of consumption requires. Ethereum adopted proof of work as well, for want of a functional alternative at the time. But even before it went online Buterin was already talking about switching, once his team had worked out the kinks, to another mechanism: proof of stake. In proof of stake, users prove their skin in the game with token holdings rather than computing power. Energy consumption is minimal. If token holders try to corrupt the system, they lose the tokens they staked.

In this book, the consensus mechanisms are metaphors as much as system designs. They evoke the labor, commitment, conviction, and coordination that these essays depict. They also exemplify the contradictions: innovation and waste, democracy and plutocracy, vibrant community and relentless mistrust. Like the mechanisms themselves, these metaphors resist idealism, pointing to the compromises necessary for even parts of a hoped-for world to survive in the real world.

The essays included here, chosen with Buterin, present a particular side of him: the social theorist and activist, a person thinking while doing and figuring out the consequences as he goes. The largely young, male, and privileged milieu of crypto culture can often seem so far removed from the kinds of problems participants purport to be trying to solve. Buterin reflects that culture. He can be technical at times, but less here than in his other writings, many of which he intended only for fellow developers. The technical parts reward the work they take to grasp; even with formulas he is companionable, lucid, and funny.

The essays have been edited lightly for stylistic consistency. References to hyperlinks not accessible in the genre of a self-contained book have been removed. Since they were originally written for an audience with a shared subculture, here the essays include occasional editorial notes on references that might not be evident outside the crypto-sphere.

As crypto begins to break into mainstream economic life, debates have been intensifying about whether this genie needs to be put back in the bottle, if that were even possible anymore. Perhaps by reading this book, those at first invested in whether will find themselves turning, with Buterin, more to the ever-expanding matters of how. If this really is the beginning of a new social infrastructure, the political and cultural habits we develop around crypto now will have immense consequences later. As Buterin’s reflections indicate, the how remains very much an open question.








PART 1: PREMINING

Buterin reports in a January 2014 blog post that he wrote the Ethereum whitepaper “on a cold day in San Francisco in November, as a culmination of months of thought and often frustrating work.”* In those months, he was half-chronicler (for his Bitcoin Magazine) and half-builder (pitching in on several Bitcoin-related startups), making his way among New Hampshire libertarians, expats in Zürich, Tel Aviv coders, and the denizens of Calafou, a “postcapitalist colony” in a crumbling factory complex near Barcelona. Bitcoin had first been announced with a whitepaper, and crypto projects since had adopted the same form of release: even before the software, promulgate a document that is both manifesto and technical spec. The genre was well suited to Buterin’s writer-builder career path in 2013. “Ethereum: A Next-Generation Cryptocurrency and Decentralized Application Platform” serves as an excellent summary for the full whitepaper, which appears in this book as an appendix. Still a year and a half before Ethereum’s first release, he is already ruminating there about Ethereum 2.0 and proof of stake, which wouldn’t come to fruition until 2022.

“Premining” refers to the creation of tokens before a blockchain becomes public. By selling premined ETH on the basis of the Ethereum whitepaper, Buterin and his early collaborators raised over $18 million in bitcoin. This set a record as the largest online crowdfunding campaign at the time—since then exceeded mostly by projects crowdfunding on Ethereum itself. Against pressure from older, more experienced collaborators who wanted a for-profit company, Buterin insisted on building Ethereum through a nonprofit foundation. But this was not charity. He and his cofounders stood to gain significantly from the value of their premined tokens, if any of it worked.

These essays trace Buterin’s evolution from a cyber-libertarian partisan to a pragmatic, big-tent infrastructure builder. At first he cheers on the Bitcoin-related projects bubbling up at the time; very few of them still exist today. The later, more chastened “On Silos” shows Buterin to be reluctant to find answers in any one project. Enabling people to radically rewrite their social contracts, Buterin argues, requires tooling that isn’t loyal to any single ideology.

In the lead-up to Ethereum’s release, Buterin asks himself, “Ultimately, what is it even useful for?” He outlines a theory of change based less on grand disruptions than in solving problems around the margins. The beliefs motivating the builders of this technology, he predicts, will be subsumed under what others create with it. While preparing for the public launch, his reflections increasingly center on what nobody could know or control.

—NS








MARKETS, INSTITUTIONS, AND CURRENCIES—A NEW METHOD OF SOCIAL INCENTIVIZATION




Bitcoin Magazine

January 10, 2014



Up until this point the problem of incentivizing productive activity has essentially been dominated by two major categories of solutions: markets and institutions. Markets, in their pure form, are fully decentralized, made up of a near-infinite number of agents, all engaging with each other in one-on-one interactions, each of which leaves both participants better off than they were before. Institutions, on the other hand, are inherently top-down; an institution has some governance structure that determines what the most useful activities are at any given time, and assigns a reward for people to do them. An institution’s centralization allows it to incentivize production of public goods that benefit thousands or even millions of people, even if the benefit to each person is extremely small; on the other hand, as we all know, centralization has risks of its own. And for the last ten thousand years, these two options were essentially all that we had. With the rise of Bitcoin and its derivatives, however, that may all be about to change, and we may in fact now be seeing the dawn of a third form of incentivization: currencies.

THE OTHER SIDE OF THE COIN

In the standard account, a currency has three fundamental functions to society. It serves as a medium of exchange, allowing people to buy and sell goods for currency rather than having to find someone who simultaneously has exactly what you want, and wants exactly what you have, and barter with them, as a store of value, allowing people to produce and consume at different times, and as a medium of account, or a measuring stick which people can use to measure a constant “quantity of production.” What many people do not realize, however, is that there is also a fourth role that currencies play, and one whose significance has been hidden throughout most of history: seigniorage.

Seigniorage can be formally defined as the difference between the market value of a currency and its intrinsic value—that is, the value that the currency would have if no one used it as currency. For ancient currencies like grain, the seigniorage was essentially zero; however, as economies and currencies got more and more complex, this “phantom value” generated by money seemingly out of nowhere would grow bigger and bigger, eventually reaching the point where, in the case of modern currencies like the dollar and the bitcoin, the seigniorage represents the entire value of the currency.

But where does the seigniorage go? In the case of currencies based on natural resources, like gold, much of the value is simply lost. Every single gram of gold comes into existence through a miner producing it; at first, some miners do earn a profit, but in an efficient market all of the easy opportunities rapidly get taken up and the cost of production approaches the return. There are of course clever ways that seigniorage can still be extracted from gold; in ancient societies, for example, kings would mint gold coins which would be worth more than ordinary gold because the coins contain an implicit promise from the king that they are not fake. In general, however, the value would not go to anyone in particular. In the case of the US dollar, we saw a slight improvement: some of the seigniorage would go to the US government. This was in many ways a large step forward, but in other ways it is also a revolution incomplete—currency, having gained the benefits of centralized seigniorage, also gained its risks by embedding itself into the heart of one of the largest centralized institutions in human history.

BITCOIN CAME ALONG

Five years ago, a new kind of money, Bitcoin, came along. In the case of Bitcoin, just like the dollar, the currency’s value is 100% seigniorage; a bitcoin has no intrinsic value. But where does the seigniorage go? The answer is, some goes into the hands of the miners as profit, and the rest goes to fund the miners’ expenses—the expenses of securing the Bitcoin network. Thus, in this case, we have a currency whose seigniorage goes directly into funding a public good, namely the security of the Bitcoin network itself. The importance of this is massively understated; here, we have an incentivization process that is simultaneously decentralized, requiring no authority or control, and produces a public good, all out of the ethereal “phantom value” that is somehow produced from people using Bitcoin between each other as a medium of exchange and store of value.

From there, we saw the emergence of Primecoin, the first currency that attempted to use its seigniorage for a purpose that is useful outside of itself: rather than having miners compute ultimately useless SHA256 hashes, Primecoin requires miners to find Cunningham chains of prime numbers, both supporting a very narrow category of scientific computation and providing an incentive for computer manufacturers to figure out how to better optimize circuits for arithmetic computations. And its value rapidly rose and the currency still remains the eleventh most popular today—even though its main practical benefit for each individual user, the sixty-second block time, is shared by many other currencies far more obscure than it is.

[image: Image of a Dogecoin ad with a dog]

A few months later, in December, we saw the rise of a currency that is even more eccentric and surprising in its success: Dogecoin. Dogecoin, currency symbol DOGE, is a currency which, on a technical level, is almost completely identical to Litecoin; the only difference is that the maximum supply will be 100 billion instead of 84 million. But even still, the currency hit a peak market cap of over $14 million, making it the sixth largest in the world, and was even mentioned on Business Insider and Vice. So what is so special about DOGE? Essentially, the internet meme. “Doge,” a slang term for “dog” that first appeared in Homestar Runner’s puppet show in 2005, has since caught on as a worldwide phenomenon with the accompanying practice of putting phrases such as “wow,” “so style,” and “such awesome” in colorful Comic Sans font with the background of a Shiba Inu dog. This meme represents the entirety of Dogecoin’s branding; all of its community websites and forums, including the official Dogecoin website, the obligatory Bitcointalk launch thread* and the /r/dogecoin and /r/dogecoinmarkets subreddits are all splattered with Doge iconography. And that’s all it took to get a Litecoin imitator to $14 million.

Finally, a third example comes from outside the cryptocurrency space in the form of Ven, a more traditional centralized currency which is backed by a basket of goods including commodities, currencies, and futures. Recently, Ven added carbon futures to its basket, making Ven the first currency that is in some fashion “linked to the environment.” The reason this was done is a clever economic hack: the carbon futures are actually included in Ven negatively, so the value of the currency goes up as society moves away from high-CO2 methods of production and CO2 emissions permits become less lucrative. Thus, each individual Ven holder is now, albeit slightly, economically incentivized to support environmentally friendly living, and people are interested in Ven at least partially because of this feature.

On the whole, what these examples show is that alternative currencies are pretty much entirely dependent on grassroots marketing in order to achieve adoption; nobody takes Bitcoin or Primecoin or Dogecoin or Ven from salespeople going door to door or convincing merchants to accept them, and it is not just the technical superiority of a currency that determines its traction—ideals matter just as much. It was Bitcoin’s ideals that convinced WordPress, Mega, and now Overstock to accept Bitcoin, and it is arguably for the same reason that Ripple as a payment method, despite its technical superiority to Bitcoin for merchants (specifically, five-second confirmation times), has so far failed to gain much traction—its nature as a semi-centralized protocol backed by a corporation that issued 100% of the currency supply for itself makes it unattractive to many cryptocurrency enthusiasts who are interested in fairness and decentralization. And now, it is the ideals of Primecoin and Dogecoin—those of supporting science and supporting fun, respectively, that keep both of those currencies alive.

CRYPTOCOINS AS ECONOMIC DEMOCRACY

These four examples, together with this idea of phantom seigniorage value, form what is potentially a blueprint for a new kind of “economic democracy”: it is possible to set up currencies whose seigniorage, or issuance, goes to support certain causes, and people can vote for those causes by accepting certain currencies at their businesses. If one does not have a business one can participate in the marketing effort and lobby other businesses to accept the currency instead. Someone can create SocialCoin, the currency which gives one thousand units per month to every person in the world, and if enough people like the idea and start accepting it, the world now has a citizen’s dividend program, with no centralized funding required. We can also create currencies to incentivize medical research, space exploration, and even art; in fact, there are artists, podcasts, and musicians thinking about creating their own currencies for this exact purpose today.

In the case of one particular public good, computational research, we can actually go even further and make the distribution process happen automatically. Computational research can be incentivized by a mechanism that has not yet seen any substantial applications in the real world, but has been theorized by Peercoin and Primecoin inventor Sunny King: “proof of excellence.” The idea behind proof of excellence is that the size of one’s stake in the currency’s decentralized voting pool and one’s reward is based not on the computational power that one has or the number of coins one already owns, but on one’s ability to solve complex mathematical or algorithmic challenges whose solutions would benefit all of humanity. For example, if one wants to incentivize research in number theory, one can insert the RSA integer factoring challenges into the currency, and have the currency offer fifty thousand units, plus perhaps the ability to vote on valid blocks in the mining process, automatically to the first person to provide a solution to the problem. Theoretically, this can even become a standard component in any currency’s issuance model.

Of course, the idea behind using currencies in this way is not new; “social currencies” operating within local communities have existed for over a century. In recent decades, however, the social currencies movement has declined somewhat from its early twentieth-century peak, primarily because social currencies simply failed to achieve anything more than a very local reach, and because they did not benefit from the efficiencies of the banking system that more established currencies like the US dollar could attract. With cryptocurrencies, however, these objections are suddenly removed—cryptocurrencies are inherently global, and benefit from an incredibly powerful digital banking system baked right into their source code. Thus, now may be the perfect time for the social currencies movement to make a powerful, technologically-enabled comeback, and perhaps even shoot far beyond their role in the nineteenth and twentieth centuries to become a powerful, mainstream force in the world economy.

So where will we go from here? Dogecoin has already shown the public how easy it is to create your own currency; indeed, very recently the Bitcoin developer Matt Corallo has created a site, coingen.io, whose sole purpose is to allow users to quickly create their own Bitcoin or Litecoin clones with some parameter tweaks. Even with the limited array of options that it currently has, the site has proven quite popular, with hundreds of coins created using the service despite the 0.05 BTC fee. Once Coingen allows users to add proof-of-excellence mining, an option for a portion of the issuance to go to a specific organization or fund, and more options for customized branding, we may well see thousands of cryptocurrencies being actively circulated around the internet. Will currencies fulfill their promise as a more decentralized, and democratic, way to pool together our money and support public projects and activities that help create the society we want to see? Maybe, maybe not. But with a new cryptocurrency being released almost every day, we are tantalizingly close to finding out.








ETHEREUM: A NEXT-GENERATION CRYPTOCURRENCY AND DECENTRALIZED APPLICATION PLATFORM




Bitcoin Magazine

January 23, 2014



Over the past year, there has been an increasingly large amount of discussion around so-called Bitcoin 2.0 protocols—alternative cryptographic networks that are inspired by Bitcoin, but which intend to make the underlying technology usable for far more than just currency. The earliest implementation of this idea was Namecoin, a Bitcoin-like currency created in 2010, which would be used for decentralized domain-name registration. More recently, we have seen the emergence of colored coins, allowing users to create their own currencies on the Bitcoin network, and more advanced protocols like Mastercoin, BitShares, and Counterparty, which intend to provide features such as financial derivatives, savings wallets, and decentralized exchange. However, up until this point all the protocols that have been invented have been specialized, attempting to offer detailed feature sets targeted toward specific industries or applications usually financial in nature. Now, a group of developers, including myself, have come up with a project that takes the opposite track: a cryptocurrency network that intends to be as generalized as possible, allowing anyone to create specialized applications on top for almost any purpose imaginable. The project: Ethereum.

CRYPTOCURRENCY PROTOCOLS ARE LIKE ONIONS …

One common design philosophy among many cryptocurrency 2.0 protocols is the idea that, just like the internet, cryptocurrency design would work best if protocols split off into different layers. Under this train of thought, Bitcoin is to be thought of as a sort of TCP/IP of the cryptocurrency ecosystem, and other next-generation protocols can be built on top of Bitcoin much like we have SMTP for email, HTTP for web pages, and XMPP for chat, all on top of TCP as a common underlying data layer.

So far, the three main protocols that have followed this model are colored coins, Mastercoin, and Counterparty. The way the colored coins protocol works is simple. First, in order to create colored coins, a user tags specific bitcoins as having a special meaning; for example, if Bob is a gold issuer, he may wish to tag some set of bitcoins and say that each satoshi represents 0.1 grams of gold redeemable from him. The protocol then tracks those bitcoins through the blockchain, and in that way it is possible to calculate who owns them at any time.

Mastercoin and Counterparty are somewhat more abstract; they use the Bitcoin blockchain to store data, so a Mastercoin or Counterparty transaction is a Bitcoin transaction, but the protocols interpret the transactions in a completely different way. One can have two Mastercoin transactions, one sending 1 MSC and the other 100,000 MSC, but from the point of view of a Bitcoin user that does not know how that Mastercoin protocol works, they both look like small transactions sending 0.0006 BTC each; the Mastercoin-specific metadata is encoded in the transaction outputs. A Mastercoin client then needs to search the Bitcoin blockchain for Mastercoin transactions in order to determine the current Mastercoin balance sheet.

I personally have had the privilege of talking directly to many of the originators of the colored coins and Mastercoin protocol, and have participated considerably in the development of both projects. However, over about two months of research and participation, what I eventually came to realize is that, while the underlying idea of having such high-level protocols on top of low-level protocols is laudable, there are fundamental flaws in the implementations, as they stand today, that may well prevent the projects from ever gaining anything more than a small amount of traction.

The reason is not that the ideas behind the protocols themselves are bad; the ideas are excellent, and the response of the community alone is proof that they are trying to do something that is very much needed. Rather, the reason is that the low-level protocol that they are trying to build their high-level protocols on top of, Bitcoin, is simply not cut out for the task. This is not to say that Bitcoin is bad, or is not a revolutionary invention; as a protocol for storing and transferring value, Bitcoin is excellent. However, as far as being an effective low-level protocol is concerned, Bitcoin is less effective; rather than being like a TCP on top of which one can build HTTP, Bitcoin is like SMTP: a protocol that is good at its intended task (in SMTP’s case email, in Bitcoin’s case money), but not particularly good as a foundation for anything else.

The specific failure of Bitcoin is particularly concentrated in one place: scalability. Bitcoin itself is as scalable as a cryptocurrency can be; even if the blockchain balloons to over a terabyte, there is a protocol called “simplified payment verification,” described in the Bitcoin whitepaper, that allows “light clients” with only a few megabytes of bandwidth and storage to securely determine whether or not they have received transactions. With colored coins and Mastercoin, however, this possibility disappears. The reason is this. In order to determine what color a colored coin is, you need to not just use Bitcoin simplified payment verification to prove that it exists; you also need to trace it all the way back to its genesis, and do an SPV check each step of the way. Sometimes, the backward scan is exponential; and with metacoin protocols there is no way to know anything at all without verifying every single transaction.

And this is what Ethereum intends to fix. Ethereum does not intend to be a Swiss Army knife protocol with hundreds of features to suit every need; instead, Ethereum aims to be a superior foundational protocol, and allow other decentralized applications to build on top of it instead of Bitcoin, giving them more tools to work with and allowing them to gain the full benefits of Ethereum’s scalability and efficiency.

CONTACTS, NOT JUST FOR DIFFERENCE

At the time that Ethereum was being developed, there was a large amount of interest in allowing financial contracts on top of cryptocurrencies; the basic type of contract being a “contract for difference.” In a contract for difference, two parties agree to put in some amount of money, and then get money out in a proportion that depends on the value of some underlying asset. For example, a CFD might have Alice put in $1,000, Bob put in $1,000, and then after thirty days the blockchain would automatically return to Alice $1,000 plus $100 for every dollar that the LTC/USD price went up during that time period, and send Bob the rest. These contracts allow people to speculate on assets at high leverage, or alternatively protect themselves from cryptocurrency volatility by canceling out their exposure, without any centralized exchange.

At this point, however, it is clear that contracts for difference are really only one special case of a much more general concept: contracts for formulas. Instead of having the contract take in $x from Alice, $y from Bob, and return to Alice $x plus an additional $z for every dollar that some given ticker went up, a contract should be able to return to Alice an amount of funds based on any mathematical formula, allowing contracts of arbitrary complexity. If the formula allows random data as inputs, these generalized CFDs can even be used to implement a sort of peer-to-peer gambling.

Ethereum takes this idea and pushes it one step further. Instead of contracts being agreements between two parties that start and end, contracts in Ethereum are like a sort of autonomous agent simulated by the blockchain. Each Ethereum contract has its own internal scripting code, and the scripting code is activated every time a transaction is sent to it. The scripting language has access to the transaction’s value, sender, and optional data fields, as well as some block data and its own internal memory, as inputs, and can send transactions. To make a CFD, Alice would create a contract and seed it with $1,000 worth of cryptocurrency, and then wait for Bob to accept the contract by sending a transaction containing $1,000 as well. The contract would then be programmed to start a timer, and after thirty days Alice or Bob would be able to send a small transaction to the contract to activate it again and release the funds.

Code example of an Ethereum currency contract, written in a high-level language:



if tx.value < 100 * block.basefee:

stop

if contract.memory[1000]:

from = tx.sender

to = tx.data[0]

value = tx.data[1]

if to <= 1000:

stop

if contract.memory[from] < value:

stop

contract.memory[from] = contract.memory[from] - value

contract.memory[to] = contract.memory[to] + value

else: contract.memory[mycreator] = 10000000000000000

contract.memory[1000] = 1



Aside from this narrow contract-for-difference model, however, the whitepaper outlines many other transaction types that will become possible with Ethereum scripting, of which a few include:


	MULTISIGNATURE ESCROWS: Of a similar spirit to the Bitcoin arbitration service Bitrated, but with more complex rules than Bitcoin. For example, there will be no need for the signers to pass around partially signed transactions manually; people can authorize a withdrawal asynchronously over the blockchain one at a time and then have the transaction finalized automatically once enough people make their authorizations.

	SAVINGS ACCOUNTS: One interesting setup works as follows. Suppose that Alice wants to store a large amount of money, but does not want to risk losing everything if her private key is lost or stolen. She makes a contract with Bob, a semi-trustworthy bank, with the following rules: Alice is allowed to withdraw up to 1 per day, Alice with Bob’s approval can withdraw any amount, and Bob alone can withdraw up to 0.05 per day. Normally, Alice will only need small amounts at a time, and if Alice wants more she can prove her identity to Bob and make the withdrawal. If Alice’s private key gets stolen, she can run to Bob and move the funds into another contract before the thief gets away with more than 1 of the funds. If Alice loses her private key, Bob will eventually be able to recover her funds. And if Bob turns out to be evil, Alice can withdraw her own funds twenty times faster than he can. In short, all of the security of traditional banking, but with almost none of the trust.

	PEER-TO-PEER GAMBLING: Any kind of peer-to-peer gambling protocol can be implemented on top of Ethereum. A very basic protocol would simply be a contract for difference on random data such as a block hash.

	CREATING YOUR OWN CURRENCY: Using Ethereum’s internal memory store, you can create an entire new currency inside of Ethereum. These new currencies can be constructed to interact with each other, have a decentralized exchange, or any other kind of advanced features.



This is the advantage of Ethereum code: because the scripting language is designed to have no restrictions except for a fee system, essentially any kind of rules can be encoded inside of it. One can even have an entire company manage its savings on the blockchain, with a contract saying that, for example, sixty of the current shareholders of a company are needed to agree to move any funds (and perhaps thirty can move a maximum of 1 per day). Other, less traditionally capitalistic structures are also possible; one idea is for a democratic organization with the only rule being that two-thirds of the existing members of a group must agree to invite another member.

BEYOND THE FINANCIAL

The financial applications, however, only scratch the surface of what Ethereum, and cryptographic protocols on top of Ethereum, can do. While Ethereum’s financial applications may be what initially excites many people in the cryptocurrency community, the long-term promise is arguably in the ways that Ethereum can work together with other, non-financial peer-to-peer protocols. One of the main problems that non-financial peer-to-peer protocols have faced so far is the lack of incentive—that is to say, unlike centralized for-profit platforms, there is no financial reason to participate. In some cases, participation is in some sense its own reward; it is for this reason that people continue to write open-source software, contribute to Wikipedia, and make comments on forums and write blog posts. In the context of peer-to-peer protocols, however, participation is often not a “fun” activity in any meaningful sense; rather, it consists of putting in a large quantity of resources, letting a daemon run in the background (potentially hogging CPU and battery power), and forgetting about it.

For example, there have already for a long time been data protocols, such as Freenet, that essentially provide everyone with decentralized uncensorable static-content hosting; in practice, however, Freenet is very slow, and few people contribute resources. File-sharing protocols all suffer from the same problem: although altruism is good enough for spreading popular commercial blockbusters around, it becomes markedly less effective for those with less mainstream preferences. Thus, perversely, the peer-to-peer nature of file sharing may actually be helping the centralization of entertainment and media production, not hindering it. All of these problems, however, can potentially be solved if we add incentivization—empowering people to build not just nonprofit side projects but also businesses and livelihoods around participating in the network.


	INCENTIVIZED DATA STORAGE: Essentially, a decentralized Dropbox. The idea works as follows: if a user wants to have a 1 GB file backed up by the network, they would construct a data structure known as a Merkle tree out of the data. They would then put the root of the tree, along with 10 ether, into a contract and upload the file onto another specialized network that nodes wishing to rent out their hard-drive space would listen for messages on. Every day, the contract would automatically pick a random branch of the tree (e.g., “left → right → left → left → left → right → left”), ending at a block of the file, and giving 0.01 ether to the first node to provide that branch. Nodes would store the entire file to maximize their chance of getting the reward.

	BITMESSAGE AND TOR: Bitmessage is a next-generation email protocol that is both fully decentralized and encrypted, allowing anyone to send messages to any other Bitmessage user securely without relying on any third parties except for the network. However, Bitmessage has one large usability flaw: instead of sending messages to human-friendly email addresses, like “myname@email,” you need to send to garbled thirty-four-character Bitmessage addresses (e.g., “BM-BcbRqcFFSQUUmXFKsPJgVQPSiFA3Xash”). Ethereum contracts offer a solution: people can register their names on a special Ethereum contract, and Bitmessage clients can query the Ethereum blockchain to get the thirty-four-character Bitmessage address associated with any name behind the scenes. The online anonymizing network Tor suffers from the same problems, and thus can also benefit from this solution.

	IDENTITY AND REPUTATION SYSTEMS: Once you can register your name on the blockchain, the logical next step is obvious: have a web of trust on the blockchain. Webs of trust are a key part of an effective peer-to-peer communication infrastructure: you don’t just want to know that a given public key refers to a given person; you also want to know that the person is trustworthy in the first place. The solution is to use social networks: if you trust A, A trusts B, and B trusts C, then there is a pretty good chance that you can trust C, at least to some extent. Ethereum can serve as the data layer for a fully decentralized reputation system—and potentially ultimately a fully decentralized marketplace.



Many of the above applications consist of actual peer-to-peer protocols and projects that are already well under development; in those cases, we intend to establish partnerships with as many of these projects as we can, and help fund them in exchange for bringing their value into the Ethereum ecosystem. We want to help not just the cryptocurrency community, but also the peer-to-peer community as a whole, including file sharing, torrents, data storage, and mesh networking. We believe that there are many projects, especially in the non-financial area, that can potentially bring great value to the community, but for which development is underfunded precisely because they lack an opportunity to effectively introduce a financial component; perhaps Ethereum may be what ultimately pushes dozens of these projects to the next stage.

Why are all of these applications possible on top of Ethereum? The answer lies in the currency’s internal programming language. An analogy here may be made with the internet. Back in 1996, the web was nothing but HTML, and all people could do with it was serve static web pages on sites like GeoCities. Then developers decided that there was a great need for people to submit forms in HTML, so HTML added a forms feature. This was like a “colored coins” of web protocols: try to solve a specific problem, but do it on top of a weak protocol without looking at the larger picture. Soon, however, we came up with JavaScript, a programming language inside the web browser. And it was JavaScript that solved the problem: because JavaScript is a universal, Turing-complete programming language, it can be used to build apps of arbitrary complexity; Gmail, Facebook, and even Bitcoin wallets have all been made with the language. And this was not because the JavaScript developers decided that they wanted people to build Gmail, Facebook, and Bitcoin wallets; they just wanted a programming language. What we can do with the language is up to our own imaginations. And that is the spirit that we want to bring to Ethereum. Ethereum does not intend to be the end of all cryptocurrency innovation; it intends to be the beginning.

FURTHER INNOVATIONS

Along with its main feature of a Turing-complete, universal scripting language, Ethereum will also have a number of other improvements over existing cryptocurrency:


	FEES: Ethereum contracts will regulate its Turing-complete functionality and prevent abusive transactions such as memory hogs and infinite-loop scripts by instituting a transaction fee for each computational step of script execution. More expensive operations, such as storage accesses and cryptographic operations, will have higher fees, and there will also be a fee for every item of storage that a contract fills up. To encourage contracts to clean up after themselves, if a contract reduces the amount of storage that it uses, a negative fee will be charged; in fact, there is a special SUICIDE opcode to clear a contract and send all funds and the hefty negative fee back to its creator.

	MINING ALGORITHMS: There has been a lot of interest in making cryptocurrencies whose mining is resistant against specialized hardware, allowing ordinary users with commodity hardware to participate without any capital investment and helping to avoid centralization. So far, the main antidote has been Scrypt, a mining algorithm that requires a large amount of both computational power and memory; however, Scrypt is not memory-hard enough, and there are companies building specialized devices for it. We have come up with Dagger, a prototype proof of work that is even more memory-hard than Scrypt, as well as prototype proof-of-stake algorithms such as Slasher that get around the issue of mining entirely. Ultimately, however, we intend to host a contest, similar to the contests that determined the standards for AES and SHA3, where we invite research groups from universities around the world to devise the best possible commodity-hardware-friendly mining algorithm.

	GHOST: GHOST is a new block propagation protocol pioneered by Aviv Zohar and Yonatan Sompolinsky that allows blockchains to have much faster block confirmation times, ideally in the range of three to thirty seconds, without running into the issues of centralization and high stale rate that fast block confirmations normally bring. Ethereum is the first major currency to integrate a simplified single-level version of GHOST as part of its protocol.



THE PLAN

Ethereum is potentially a massive and wide-reaching undertaking, and will take months to develop. With that in mind, the currency will be released in multiple stages. The first stage, the release of the whitepaper, has already happened. Forums, a wiki, and a blog have




	0.225x ETH will be allocated to the fiduciary members and early contributors who substantially participated in the project before the start of the fundraiser. This share will be stored in a timelock contract; about 40% of it will be spendable after one year, 70% after two years, and 100% after three years.

	0.05x ETH will be allocated to a fund to use to pay expenses and rewards in ether between the start of the fundraiser and the launch of the currency.

	0.225x ETH will be allocated as a long-term reserve pool to pay expenses, salaries, and rewards in ether after the launch of the currency.

	0.4x ETH will be mined per year forever after that point.





LOOKING FORWARD
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