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Introduction to Docker 

Dockers is a command line program, a background daemon, and a suite of remote services that take a logistical approach to solve common software problems and simplify your installation, execution, publishing, and removal software. To do this, use a UNIX technology called containers. 

Historically, UNIX-based operating systems have used the term prison to describe a modified execution time of a program that prevents that program from accessing protected sources. Since 2005, after the launch of the Sun Solaris 10 and Solaris 10 tanks, the tank has become the preferred term for such runtime. The goal, which was only to prevent access to protected resources, was to isolate the process from all resources unless explicitly authorized. The use of containers has been a recommended practice for a long time. But the manual construction of a container can be difficult and just plain wrong. This challenge put them out of reach of some, and misconfigured containers inspired others to have a false sense of security. We need a solution to this problem, and Docker helps. Any software that works with Docker runs in the container. Docker uses existing tank motors to ensure consistent tanks are built in accordance with best practices. This puts greater certainty in the reach of everyone. With Docker, customers get low-cost containers. As Docker and his tanks improve, you get the best and latest jailbreak features. Instead of following the fast-paced and highly technical world of building powerful prison prisons, you can let Docker do it for you. This will save you time, money and give you peace of mind. 



Containers are not virtualization 

Without Docker, organizations often use hardware virtualization (also known as virtual machines) to provide isolation. Virtual machines provide virtual hardware into which the operating system and other programs can be installed. It takes a lot of time (often minutes) to create and require a significant overload of resources as they run a full copy of the operating system except the software you want to use. Unlike virtual machines, Docker containers do not use hardware virtualization. Programs running in Docker containers communicate directly with the Linux host kernel. As there is no additional layer between the program running inside the container and the computer's operating system, resources are not wasted by using redundant software or simulating virtual hardware. This distinction is important. Docker is not virtualization technology. Instead, it helps you use container technology that is already integrated into your operating system. 

Running software in insulation tanks 

As mentioned earlier, containers have been around for decades. Docker has used namespaces and Linux control groups, which have been part of Linux since 2007. Docker does not offer container technology but makes it easier to use. To understand what containers look like in your system, first establish a baseline. The following illustration shows a basic example that works in a simplified computer system architecture. Note that the command line interface or CLI works in so-called user space memory, as well as other programs running on the operating system. Ideally, programs running in user space cannot alter the memory space of the kernel. In general, the operating system is the interface between all utility programs and the hardware on which the computer runs. 

The first is the Docker demon. If installed correctly, this process must always be started. The other is Docker CLI. This is a Docker program that users interact with. If you want to start, stop, or install the software, you will issue a command using Docker. The image below also shows three containers. Each is executed as a secondary process by the Docker daemon, surrounded by a container, and the delegation process is performed in its own user space. Applications running in a container can only access their own memory and resources, as defined by the containers. The containers built by Docker are isolated in eight respects. This section covers each of these aspects through exploring the functionality of the Docker container. The specific aspects are as follows: 

• PID namespace: process and feature identifiers 

• UTS namespace: host and domain name. 

• MNT namespace: access to the file system and structure 

• IPC namespace: processing communication in shared memory 

• NET site space: network access and structure 

• USR namespace: usernames and identifiers 

• chroot (): controls the root location of the file system 

• Groups: resource protection 

Linux namespaces and management groups support runtime containers. Docker uses another set of technologies to secure containers for files that act as shipping containers. 
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Shipping containers 
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You can think of a Docker container as a physical shipping container. This is the box where you store and run the application and all its dependencies. Just as cranes, trucks, trains and ships can easily handle shipping containers, so Docker can also easily manage copy and deliver containers. Docker complements the traditional container metaphor by including ways to package and distribute software. The component that serves as the shipping container is called an image. A Docker image is a pooled snapshot of all the files that should be available to a program running in the container. You can create as many image containers as you want. But when they do, the containers running from the same image do not share the changes in their file system. When you distribute software with Docker, you distribute those images to target computers, creating containers. Images are units that can be sent in the Docker ecosystem. Docker provides a set of infrastructure components that simplify Docker image distribution. These components are records and indexes. You may use publicly available infrastructure provided by Docker Inc., other hosting companies, or your records and indexes. 
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What problems does Docker solve? 
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• The use of the software is complex. Before installation, you must determine the operating system you are using, the resources required by the software, other installed software, and other software that depends on it. You have to decide where to install it. Then you'll need to know how to install it. Unsurprisingly, installation procedures vary considerably today. The list of considerations is long and ruthless. Software installation is inconsistent and complicated at best. Most computers have several applications installed and running. And most applications depend on other software. What happens when two or more apps you want to use don't work well together? Disaster. Things only get complicated if two or more applications share dependencies: 

• What happens if one application requires an updated dependency and the other does not? 

• What happens when you delete an application? Is it gone? 

• Can old addictions be removed? 

• Can you remember the changes you had to make to install the software you want to remove now? 

The truth is, the more software you use, the harder it will be to manage it. Even if you can devote the time and energy it takes to install and run applications, how much can you trust for your safety? Open-source and closed-source programs are constantly releasing security updates and it is often impossible to be aware of any issues. The more software you run, the more likely you are to be attacked. 

All these problems can be solved with careful accounting, resource management and logistics, but these are everyday and annoying things. Your time would be better spent using the software you are trying to install, update or publish. The people who built Docker have recognized this, and thanks to their hard work, you can easily find a solution as soon as possible. Most of these problems may seem acceptable today. They may feel trivial because you are used to it. After reading how Docker makes these issues accessible, you can find a change in your opinion. 
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What is Docker for? 
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Some key practical questions arise: why would you use Docker and for what? The short answer to the "why" is that, with minimal effort, Docker can quickly save your business. 

VIRTUAL MACHINE REPLACEMENT (VMS) 

Docker can be used to replace virtual machines in many situations. If you're only interested in the application, not the operating system, Docker can replace the virtual machine and let the operating system take care of someone else. Not only does it boot faster than a virtual machine, but it moves more easily, and thanks to a layered file system, you can share changes easier and faster. It is firmly rooted in the command line and is highly programmable. 

PROTECTION SOFTWARE 

If you want to experiment quickly with the software without disrupting your existing configuration or going through the tedious task of providing a virtual machine, Docker can provide you with an environment much like a sandbox in milliseconds. It is difficult to understand the liberating effect before experiencing it yourself. 

PACKAGING SOFTWARE 

Since the Docker image doesn't really depend on Linux users, it's a great way to package the software. You can build your own image and ensure that it can run on any modern Linux computer; Think Java, without the need for a JVM. 

MICROSERVIC ARCHITECTURE ACTIVATION 

Docker makes it easy to decompose a complex system into a number of constituent elements, allowing you to discuss your services more discreetly. This can allow you to restructure your software so that its components are easier to manage and connect without affecting the whole. 

NETWORK MODELING 

Since you can create hundreds (if not thousands) of isolated containers on one machine, modeling the network is very easy. This can be useful for testing actual scenarios without breaking the bank. 

IMPROVES PRODUCTIVITY IN A FULL BATTERY WHEN OUT OF CONNECTION 

Because you can group all parts of your system into Docker containers, you can orchestrate them to work on your laptop and work on the go, even offline. 

Reduce cleaning costs 

The complex negotiation of different teams over the software delivered is a common place in the sector. We have personally experienced countless discussions about damaged libraries. Problematic addictions; updates were applied incorrectly or in the wrong order or were not made at all; non-reproducible insects; et cetera You probably have one too. Docker allows you to clearly indicate (even as a script) the steps you need to follow to solve a problem in a system with known properties, which greatly simplifies the reproduction of errors and environments, which are normally separate from the system. Secured host environment. 

Reduce cleaning costs 

The complex negotiation of different teams over the software delivered is a common place in the sector. We have personally experienced countless discussions about damaged libraries. problematic addictions; updates were applied incorrectly or in the wrong order or were not made at all; non-reproducible insects; et cetera You probably have one too. Docker allows you to clearly indicate (even as a script) the steps you need to follow to solve a problem in a system with known properties, which greatly simplifies the reproduction of errors and environments, which are normally separate from the system. Secured host environment. 
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Documentation of software labels and contact points 
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When you design your images in a structured and ready way for transfer to different environments, Docker asks you to document dependencies on your software explicitly. Even if you to not use Docker everywhere, this documentation can help you install the software elsewhere. 

CONTINUED DELIVERY ACTIVITY 

Continuous Delivery (CD) is a paradigm for delivering pipeline based software that with every change reconstructs the system and then goes into production (or "live") through an automated (or partially automated) process. Because it can more accurately control the state of the compilation environment, Docker's constructions are more reproducible and more reversible than traditional software compilation methods. This greatly facilitates the implementation of the CD. Standard CD techniques, such as blue/green implementations (where "real" and "latest" implementations are still active) and Phoenix implementations (where complete systems are updated in each version), are trivial with the application of the game version focused on Docker. process. 



Organise 

Without Docker, your computer may look like an unwanted tray. Apps have all kinds of dependencies. Some applications rely on system-specific libraries for common tasks such as sound, network, graphics, etc. Others may depend on standard libraries for the language in which they are written. Some others depend on other applications, such as how a Java application depends on a Java virtual machine or a web application may depend on a database. Typically, running a program requires exclusive access to scarce resources, such as a network connection or file. Today, Docker-free applications extend to the entire file system and create a complex network of interactions. Docker keeps things organised by isolating everything with pots and paintings. 
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Improve portability 
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Another software issue is that application dependencies typically involve a particular OS. Portability between OSs is a major issue for software users. Although Linux and Mac OS X software compatibility is possible, using the same software on Windows can be more difficult. This may require the creation of full versions of the software. Even this is only possible if there are alternative dependencies that are suitable for Windows. This is a huge effort for application administrators and is often overlooked. Unfortunately for users, a lot of powerful software is difficult, if not impossible to use on your system. 

Currently, Docker runs Linux natively and comes with a single virtual machine for OS X and Windows environments. This convergence in Linux means that software running in Docker containers only needs to be written once in a consistent dependency set. You may have thought to yourself, "Wait a minute. You just told me Docker is better than virtual machines." It is true, but these are complementary technologies. Using a virtual machine to contain a unique program is a waste of time. This is especially true of running multiple virtual machines on the same computer. In OS X and Windows, Docker uses one small virtual machine to run all the containers. By adopting this approach, the overhead of running a virtual machine is corrected, while the number of containers can be expanded. 

This new portability helps users in many ways. First, open up a world of previously inaccessible software. Second, it is now possible to run the same software, exactly the same software, on any system. This means that the desktop, development environment, business server, and business cloud can run the same programs. Running in harmony with the environment is important. This minimizes any learning curve associated with the adoption of new technologies. This helps software developers better understand the systems that will run their programs. So fewer surprises. Third, when software developers can focus on writing their programs for a single platform and a set of dependencies, this saves them a lot of time and a lot of money for their customers. 

Without Dockers or virtual machines, portability is usually achieved at the individual program level by making the software based on a common tool. For example, Java allows developers to write one program that will primarily work on multiple operating systems because they depend on a program called the Java Virtual Machine (JVM). While this is a convenient approach to writing software, other people, other companies have written most of the software we use every day. For example, if there is a popular web server we may want to use but it is not written in Java or any other similar portable language, I suspect that the authors have taken the time to re-write it. With this drawback, language interpreters and software libraries are exactly what creates addiction problems. Docker enhances the portability of each program, regardless of the language in which it was written, the operating system for which it was designed, or the state of the environment in which it is run. 
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Protect your computer 
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Most of what I have mentioned so far concerns software usage issues and the benefits of doing things outside the tank. But tanks also protect us from software running inside the container. The program may behave badly or pose a security risk in various ways: 

• The program may have been written specifically by the attacker. 

• Well-meaning developers could write a program that contains harmful errors. 

• The program might inadvertently cause an attacker to handle errors while processing maps. 

Running the software compromises the security of your computer. Since the use of software is the most important purpose of a computer, it is wise to apply practical risk mitigation measures. Like physical prison cells, any object contained in a container can access only those contents. There are exceptions to this policy, but only when explicitly created by the user. Containers limit the impact that a program can have on other running programs, data it can access, and system resources. Figure 1.5 shows the difference between running software outside and inside the container. This means for you or your business that the scope of any security threat associated with executing a specific request is limited to the scope of the application itself. Creating powerful application containers is a complex and essential part of any defense strategy in depth. Too often it is ignored or timidly pursued. 

Why is Docker important? 

Docker provides what is called abstraction. Abstractions let you handle complicated things in a simplified way. So in the case of Docker, instead of focusing on all the complexities and specifics associated with installing an application, we only need to consider the software we want to install. Like a crane that loads a container ship, installing any software with Docker is the same as installing any other software. The shape or size of things inside the shipment may be different, but the way the crane grips the tank will always be the same. All tools can be reused for any container. This goes for eliminating the request as well. When you want to remove the software, simply tell Docker what software to remove. There will be no permanent artifacts as they are all carefully contained and counted. The computer will be as clean as it was before the software was installed. 

The abstraction of tanks and tools provided by Docker for working with containers will change the landscape of system administration and software development. Docker is important because it makes containers accessible to everyone. Its use saves time, money and energy. 

Another reason why Docker is important is that the software community has a strong incentive to accept container and Docker. The attempt is so strong that companies like Amazon, Microsoft and Google have collaborated to contribute to its development and adopt it in their own cloud offerings. These companies, which mostly disagree, have partnered to support an open source project instead of developing and publishing their own solutions. 

The third reason why Docker is important is because it did for the computer what the app stores did for mobile devices. Installing, sharing and removing software are very easy. Better yet, Docker does this openly and across multiple platforms. Imagine all the major smartphones sharing the same app store. That would be a big problem. With this technology implemented, it is possible that the lines between operating systems will finally begin to fade and that third-party vendor offerings play a less important role in operating system selection. 

Fourth, we are finally starting to better adopt some of the most advanced features of operating system isolation. This may seem small, but many people try to further protect their computers by isolating them at the operating system level. Too bad his hard work took so long to be mass-adopted. Containers have been in one way or another for decades. It's great that Docker helps us make the most of these features. 

Where and when to use Docker 

Docker can be used on most computers at work and at home. In particular, how far does it go? Docker can work almost anywhere, but that doesn't mean you want to do it. For example, Docker can currently only run applications that can run on the Linux operating system. This means that if you want to execute native OS X or Windows, you still can't do it through Docker. For example, by restricting the conversation to software that typically runs on a Linux server or workstation, it is possible to create a solid scenario for running most applications in the container. This includes server applications such as web servers, mail servers, databases, proxy servers, etc. Desktop software like web browsers, word processors, email clients or other tools is also very useful. Even trusted programs are just as dangerous to run as programs you download from the Internet if they interact with user-provided data or online data. 

Running in the tank and as a user with reduced privileges will help protect your system from attack. In addition to the added benefits of defense, using Docker for everyday tasks helps keep your computer clean. Keeping your computer clean will help prevent common resource issues and make it easier to install and remove software. This same ease of installation, removal and distribution simplifies IT management and can drastically change the way organizations think about maintenance. The most important thing to remember is when the containers are inappropriate. 

The tanks will not help much for the safety of the programs that have to work with full access to the machine. At the time of writing, this is possible but complicated. Containers are not a complete solution to security issues, but they can also be used to prevent many types of attacks. Remember, you must not use software from unreliable sources. This is especially true if this software requires administrator privileges. This means that it is a bad idea to blindly manage the containers delivered by the customer in a jointly implanted environment. 
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