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Identity and Access Management

This course is an outline of the Identity and Access Management goal for the CISSP, which includes the theories, threats and concepts that are part of managing access to a diverse set of technologies and systems.

Course Outline

Identity and Access Management is one of the 8 domains that make up the CISSP examination. This course is an overview of identity and access management, including the theories, threats and concepts that are part of the managing access to a diverse set of technologies and systems. This course will help you prepare for the Certified Information System Security Professional (CISSP) examination. Some of the main topics we will cover include: theory and concepts of identity in access management, discretionary and mandatory access control, types of controls and related risk, and access control attacks. By the end of this course, you will have an understanding of identity and access management.

Control Physical and Logical Access to Assets

Welcome, to the CISSP - Identity and Access Management domain. This domain - Identity and Access Management - is critically important as you prepare for the CISSP. So in this first area, we're going to look at how do we control physical and logical access to our assets. This starts with controlling access and managing identity, and in this course, we're going to help you prepare for this identity and access management domain of the CISSP examination. We're going to understand the concepts of managing both external and internal access and identities, something that's made our life an awful lot more difficult, and we're going to take a look at some of the threats to access control systems and technologies we use today. 

This domain makes up about 13% of the CISSP examination or about 30 questions. The area of access controls includes both physical access and logical or sometimes called technical access. We need to manage access, and that is that we grant access to those who should have it but deny access to those who should not. When we grant access, we grant the correct level of access to the person as well. So thereby, we protect our assets. For example, those assets include information, that which is sensitive, critical, which is protected by regulation. Protecting the information systems that provide access to our various job functions, critical infrastructure, as well as access to information itself. We need to protect devices from contamination or corruption, and of course, protect our buildings, that only authorized personnel can get into our buildings, and only to the areas of our buildings they should be allowed into. 

In all of these ways, when we manage access to assets, the primary people we're going to manage are our internal employees. Our customers and so on are external, but the internal employees are the ones that have the highest level of access, and they include everyone from users to some of our administrators who then manage and operate our systems on our behalf. When we take a look at external parties, this is one of the things that has changed the world of access control in the past few decades. As we have moved from an access control where primarily the only people on our systems were internal, and now the majority of people who are accessing our systems and data are external, they are customers, they are web application clients, and we have to carefully manage those external entities so they don't have a level of access that would allow them to compromise our systems. We manage access granted to people but also processes because in some cases, today we have links with other organizations that can pass this information through a defined, but then, carefully regulated process. The area of identity and access management is an important area of responsibility for a security manager. This is one of the areas that are of greatest risk to the organization if it is not properly managed. And the management of identity and access controls includes both the provisioning of access and managing of the access while the persons an employee, but also removing that access when it should no longer be granted. 

We also need to check and see how well our access control system is working. We review the logs, we monitor and ensure that no one is trying to access things they shouldn't, or maybe we can detect through our logs some types of attack precursors. Attack precursors can be the indications where somebody's probing and trying to get into our system. There is a lot of risks associated with access control: compromise of the confidentiality of our systems and information, compromise of the integrity of the data we have, but also the loss of availability of our systems or data that is so essential for business processes. All of these are important, and when we consider risk, we should consider the risk to the protection of our assets, which includes both considering the risk of improper access to data, but also of improper access to systems. 

An asset is defined as an item or property that's of value to its owner. Many assets are tangible, such as money or a building. Other assets are intangible, and those include things like brand, reputation, moral. So some of the areas we're going to look at as we delve into this area of identity and access management include the IAAA - Identification, Authentication, Authorization, and Accounting for the people that are trying to get access to our systems. We're also going to take a look then at single and multifactor authentication, session management, registration and proofing, federated identity management, credential management systems, third party and cloud-based systems, on-premise identity systems, and we will take a look at some of the areas that relate to the implementation of access control, such as rule-based access control, role-based access control or RBAC, mandatory access control, and discretionary access control or DAC. 

Layered Defense

Controlling physical and logical access to assets. One of the core principles behind access control is the idea of defense in depth or layered defense. This is where, through identity and access management, we manage access to buildings, devices, systems, and information. By putting in layers of defense where each of these items is protected, we can help ensure that an adversary is unable to get access to that which is most important. The adversary, with a layer defense model, would have to overcome a whole series of different hurdles or problems before they got access to the information that we are trying to protect. 

When it comes to facilities, there are many things we think about as far as access control and protection of the facility; things like: where is the facility? Its location and its proximity to threats, such as close to an airport, or is this an area that is a floodplain, is this an area in a bad part of town? There is a lot of things here that we addressed back in the Security Engineering and Operations domains; it was important when we looked at than how do we secure a facility itself? A facility usually starts with parameter-based defense. Things like fences or walls around the outside parameter of the actual facility. Then, we protect the buildings, and within the buildings, we protect rooms, and we even protect things like wiring closets and telephone rooms, server rooms, and areas that could grant access to equipment or cabling. The idea of parameter defense starts by having things like walls and gates, putting in fences to try and prevent a person from then gaining unauthorized access onto the property itself. 

A fence, of course, will be put in according to the relative risk associated then with a threat. If we just want to prevent a casual trespasser, a fairly low-level fence may be good enough; however, if we want to keep out all but a determined intruder, we probably need a 5 to 6' fence. For a very secure property, we'd put in at least an 8' pence or 2.5 meters, with some types of a top guard on it. Maybe concertina wire, razor wire, barbed wire, and so on. All of these controls require proper maintenance and of course, proper observation. What good is a fence or a wall if somebody can climb over it? So, therefore, we often have sensors. Sensors can be incredibly accurate, such as a light beam or an optical center, or a fibre that's buried in the ground. These types of fibres are incredibly sensitive to pick up the vibrations of a person either trying to climb a fence or walk along an area, oust where the fibre is buried, and they can indicate to a person in monitoring whether or not it is a person or a vehicle in that area. We also use landscaping as a way to provide access control onto facilities as well. 

Putting in place things like ponds and gardens can divert traffic into areas where we have better opportunities for surveillance. But we also have to ensure that the landscaping does not provide a place for somebody to hide or to be able to approach the building surreptitiously. With building access, we're going to manage access through the use of doors, windows, lighting, motion sensors, and of course, visitor access. When a person wants to gain access to the building, and they are not a registered employee, we will put in place some type of visitor access procedure, where they have to of course record in a log, and in some cases, may be required to be escorted when they are in sensitive areas. When it comes to doors, we, of course, have the hinges. If a door opens outwards, as is required by most emergency doors, the hinges then are on the outside of the building. This makes them accessible and could allow an attacker to remove the hinge, thereby removing the door and gaining access. To prevent that, we often put in dog bolts. We have a bolt that protrudes through the side of the door into the doorframe, or even that's built into the hinges, and this will allow then, the door to remain secure even if the hinge pin has been removed. 

All external doors should also be supported by lighting, so we can see if somebody is there trying to pick a lock or jimmy their way in. We should ensure that all of our emergency exits are clear, but we can allow for the safe evacuation of the building if necessary. Many emergency exits will allow a person to fail and what we call failsafe. That means the person can leave the building through an emergency exit, but there is no handle on the outside of the door to allow a person to use that door to gain access into the building, and this way, we allow the safety of our occupants, but without risking, of course, their lives. We put in good lighting, and that lighting, of course, can include floodlighting, which will light a large area, such as a parking lot, trip lighting, which will come on when a person walks into an area where we have a motion sensor, emergency lighting, which will light and illuminate emergency doors and allow us to evacuate a building securely in the case of a power failure. Emergency lighting is often then designed near then, exit doors to indicate how a person can exit, and in some cases, today, even installed at floor level to allow a person to be able to see their way even if they are down at floor level as they evacuate the area. But one of the most important considerations is the use of cameras, and cameras, as we will look at in just a moment, provide some of the best physical security we have, but they should be used in conjunction with lighting, but the lighting supports then the use of the camera and does not provide glare or flare out of the camera's image. Cameras are an incredibly powerful tool for the security manager. 

The very presence of a camera can deter some type of inappropriate activity. When a person sees there are cameras in the area and they realize that what they are doing could be monitored, they are much more likely then to decide not to do something wrong, knowing that it could lead to some form of punishment. But the camera also allows us now to detect when something does happen, and part of that detection is really important because we can not only detect what has happened, but we can detect in many cases, the scope or the size of the problem, and this is where a camera is a very useful tool to help us to respond to an incident more accurately. With a camera, if we could notice for example there is a fire, well then we can call a fire department. If it looks like a medical emergency, we can call an ambulance. If it looks like theft, well we can call then a security







Controls









Key Points


Manage Identification & Authentication of People and Devices





What You Have









Authorization





Single Sign-On





Kerberos







Credential Management Systems






Summary


Integrate Identity as a Service





Integrate Third-party Identity Services



Implement and Manage Authorization Mechanisms






Rule-Based Access Control







Context-Dependent Access Control





Summary


Prevent or Mitigate Access Control Attacks










Summary


Manage the Identity and Access Provisioning Lifecycle








Summary


images/image.png
CISSP

IDENTITY & ACCESS
MANAGEMENT

Identity & Your gateway to pass the

Access CISSP exam
Management





