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Details about this E-Book:

The objective of this e-book is
to ensure that CISA candidate get adequate knowledge on concept of
‘Elements of Public Key Infrastructure (PKI) ’. Concepts have been
simplified for easy reference of CISA candidates.

Questions, Answers and
Explanation (QAE) on concept are designed in accordance with CISA
exam pattern.

What is
PKI?

 


Public key Infrastructure (PKI)
is a framework to issue, maintain and revoke public key
certificates by a

trusted third party known as
Certifying Authority (CA).

 


Process involved in PKI:

 


(1)Applicant will apply for
digital certificate from Certifying Authority (CA).

 


(2)Certifying Authority (CA)
delegates the process for verification of information (as supplied
by applicant) to Registration Authority (RA).

 


(3)Registration Authority (RA)
validates the information and if information is correct, tells
Certifying Authority (CA) to issue the certificate.

 


(4)Certifying Authority issues
the certificate and manages the same through its life cycle.

 


(5)Certifying Authority (CA)
maintains a list of certificates which have been revoked/terminated
before its expiry date. This list is known as certificate
revocation list (CRL).

 


(6)Certifying
Authority (CA) will also have Certification Practice Statement (CPS) in which standard
operating procedure (SOP) for issuance of certificate and other
relevant details are documented.

 


 


Certifying Authority (CA)
vis-a-vis Registration Authority (RA)
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Functions of Registration
Authority:

 


-Verifying information supplied by
the applicant.

-Verifying that the applicant
actually possesses the private key being registered and that is
matches public

key requested for certificate.
This is generally referred to proof of possession (POP).

-Distributing the physical
tokens containing the private keys.

-Generating shared secrets key
for use during initialization and certificate pick-up phases of
registration.

 


 


Certificate Revocation List
(CRL) vis-a-vis Certificate Practice Statement (CPS)
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Point to remember for CISA
Exam:

 


(1)In any
given scenario, certifying authority (CA) is solely
responsible for issuance of digital certificate and managing the
certificate throughout its life cycle.

 


(2)In any given scenario,
registration authority (RA) is responsible for identifying and
authenticating subscribers, but does not sign or issue
certificates.

 


(3)In any given scenario, a
digital certificate is composed of public key and information about
the owner of public key.

 


(4)In any given scenario, time
gap between update of CRL (certificate revocation list) is critical
and is also posses risk in certification verification.

 


 


Question, Answer &
Explanation on ‘PKI-Elements’ Concept:

Below QAE are solely on the above
mentioned concept. Questions have been designed as per CISA Exam
pattern. Candidates are advised to attempt below questions multiple
times. More emphasis to be given on explanation part for better
understanding.

 


(1)Authority that manages the
certificate life cycle is the:

 


A. certificate authority
(CA)

B. certificate revocation list
(CRL)

C. certification practice
statement (CPS)

D. registration authority
(RA)

 


Answer: A. certificate
authority (CA)

 


Explanation:

In any given
scenario, certifying authority (CA) is solely
responsible for issuance of digital certificate and managing the
certificate throughout its life cycle.

Registration authority performs
the process of identification and authentication by establishing a
link between the identity of the requesting person or organization
and the public key. In short, a CA manages and issues certificates,
whereas a RA is responsible for identifying and authenticating the
information provided by subscribers, but does not sign or issue
certificates.

CRL is a list of certificates
that have been revoked before their scheduled expiration date.

CPS is a detailed set of rules and processes
of Certifying Authority's (CA) operations.

 


 


(2)In a public key
infrastructure, role of a registration authority is to:

 


A. issue the certificate to
subscriber.

B. manage certificate
throughout its life cycle.

C. maintain list of revoked
list.

D. validate the information
provided by the subscriber requesting a certificate.

 


Answer: D. validate the
information provided by the subscriber requesting a
certificate.

 


Explanation:

In any given
scenario, registration authority (RA) is responsible for
identifying and authenticating subscribers, but does not sign or
issue certificates. Certifying
authority (CA) is solely responsible for issuance of digital
certificate, managing the certificate throughout its life cycle and
maintaining list of revoked certificates.

 


 


(3) Which of the following PKI
element control and manage the digital certificate life cycle to
ensure proper security exist in digital signature applications?

 


A. Certification revocation
list

B. Registration authority
(RA)

C. Certificate authority
(CA)

D. Certification practice
statement

 


Answer: C. Certificate authority
(CA)

 


Explanation:

In any given
scenario, certifying authority (CA) is solely
responsible for issuance of digital certificate and managing the
certificate throughout its life cycle.Registration authority is an optional entity that is
responsible for the administrative tasks like identifying and
authenticating the information provided by applicants.

Choice A is
incorrect since a CRL is a list of certificates that have
been revoked before their scheduled expiration date. Choice D is incorrect because a certification practice
statement is a detailed set of rules governing the certificate
authority's operations.

 


 


(4) Which of the following
processes









































































Domain 1


Steps of Risk Assessment






Types of Risk





Compliance & Substantive Testing






Difference between Inherent Risk &
Residual Risk




Difference between Vulnerability &
Threat




Audit Charter






COBIT-5




Internal Controls




Control Self Assessment (CSA)






Sampling







Domain 2


Outsourcing Functions




IT Strategy Committee & IT Steering
Committee




IT Alignment with Business Objectives






IT Balanced Score Card






Roles of various functions of IT








Domain 3


Online Auditing Techniques






Parity-Checksum-CRC






Check Digit






PERT-CPM-Gantt Chart-FPA-EVA-Timebox






Domain 4


Recovery Time Objective (RTO) and Recovery
Point Objective (RPO)







Alternate Recovery Site






Domain 5


Digital Signature






Wireless (Wi-Fi)Security






Firewall Types






Firewall Implementation






Logical Access




Classification of Information Assets







Asymmetric Encryption









cover.jpg
i Hemang Doshi





tmp_99551ff77799295718ed4bb183d96de4_eQ7Sxh_html_5c66493f.png
CAlssues & manages digital certificates.

RAverifies the information provided by applicant
of digtal certificate and tells CA to issue
certificate.

CA is solely responsible for issuance of digital
certificate

CA s responsible for managing the certificate
throughout it life cycle.

CA delegates to RA some of the administrative
function like verification of information needed
toiissue certificates.

CA delegates to RA some of the administrative
function like verification of information needed
tojissue certificates.

CA validates and authenticates the holder of
certificate after issuance of certificate.

RAvalidates and authenticates information of
the applicant before issuance of certificate.






tmp_99551ff77799295718ed4bb183d96de4_eQ7Sxh_html_14193901.png
CRLisalist of certificates that have been
n date.

CPS is a detailed set of rules and processes of
Certifying Authority's (CA) operations.

It contains (i) controls that CA observes
method it uses to validate the authenticity of
applicants CA’s expectations of how its
certificate may be used.

)

It provides value and
certificates issued by that CA.

trustworthiness of






tmp_99551ff77799295718ed4bb183d96de4_eQ7Sxh_html_3b37b396.gif





tmp_99551ff77799295718ed4bb183d96de4_eQ7Sxh_html_4a9b8ea2.gif
CISA EXAM






