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Achieve success in your SC-300: Microsoft Identity and Access Administrator Exam on the first try with our new and exclusive preparation book. 

This comprehensive resource is designed to help you test your knowledge, providing a collection of the latest questions with detailed explanations and official references. 

Save both time and money by investing in this book, which covers all the topics included in the SC-300 exam. 

This book includes two full-length, highly important practice tests, each with 60 questions, for a total of 120 questions. It also provides detailed explanations for each question and official reference links.

Dedicate your effort to mastering these SC-300 exam questions, as they offer up-to-date information on the entire exam syllabus. 

This book is strategically crafted to not only assess your knowledge and skills but also to boost your confidence for the official exam. 

With a focus on thorough preparation, passing the official SC-300 Exam on your first attempt becomes achievable through diligent study of these valuable resources.

The SC-300 exam consists of approximately 40 to 60 questions, and candidates are allotted 120 minutes to complete the test. 

To pass the exam, a minimum score of 700 (700/1000) is required, and there is no penalty for incorrect answers.

Exam Topics:

Implement and manage user identities (20–25%)

Implement authentication and access management (25–30%)

Plan and implement workload identities (20–25%)

Plan and automate identity governance (25–30%)

Exam Information: 

Exam Code: SC-300

Format: Multiple choice and multi-response questions

Number of Questions: 40-60

Duration: 150 minutes

Passing Score: 700 (on a scale of 1-1000)

Language: English
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Practice Test I
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1) You manage a Microsoft Entra ID containing the following items:

A device labeled Device1

Five users: User1, User2, User3, User4, and User5

Five groups: Group1, Group2, Group3, Group4, and Group5

The configuration details for the groups are displayed in the following table.
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Which groups are eligible for the direct assignment of a Microsoft 365 E5 license?

A. Group1 and Group4 only

B. Group1, Group2, Group3, Group4, and Group5

C. Group1 and Group2 only

D. Group1 only

E. Group1, Group2, Group4, and Group5 only

2) You manage a Microsoft Exchange organization that uses the contoso.com SMTP domain. Some users have independently signed up for Microsoft Entra ID using their contoso.com email addresses through self-service registration. Now that you've obtained global administrator privileges for the Microsoft Entra ID tenant containing these self-registered users, your goal is to prevent users from continuing to create accounts in the contoso.com Microsoft Entra ID tenant using self-service sign-up for Microsoft 365 services.

Which PowerShell cmdlet should you run?

A. Set-MsolCompanySettings

B. Set-MsolDomainFederationSettings

C. Update-MsolfederatedDomain

D. Set-MsolDomain

3) You have a Microsoft 365 tenant utilizing the domain named fabrikam.com. The settings for inviting guests in Microsoft Entra ID are configured as indicated in the exhibit.
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A user named bsmith@fabrikam.com shares a Microsoft SharePoint Online document library with the individuals listed in the table below.
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Which users will be emailed a passcode?

A. User2 only

B. User1 only

C. User1 and User2 only

D. User1, User2, and User3

4) You have a Microsoft 365 E5 subscription.

You create a user named User1.

To ensure that User1 can update the status of Entra ID Secure Score improvement actions, you assign them the Microsoft Exchange Administrator role.

Solution: You assign the Exchange Administrator role to User1.

Does this meet the goal?

A. Yes

B. No

5) You have a Microsoft 365 tenant named contoso.com, and guest user access is enabled. Users are invited to collaborate with contoso.com, as detailed in the table below.
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In the Microsoft Entra admin center, you have configured the collaboration restrictions settings under the external collaboration settings, as illustrated in the exhibit below.
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A user invites user3@adatum.com to a Microsoft SharePoint Online site. For each of the following statements, indicate "Yes" if the statement is true, or "No" if it is false.

Hot area:

Answer area:

Statements: 

1. User1 can accept the invitation and gain access to the enterprise application.

2. User2 can access the enterprise application.

3. User3 can accept the invitation and gain access to the SharePoint site.

6) You have a Microsoft Entra ID tenant named contoso.com, and you are planning to bulk invite Microsoft Entra ID business-to-business (B2B) collaboration users. Which two parameters must you include when creating the bulk invite? Each correct answer is an essential part of the solution.

A. email address

B. redirection URL

C. username

D. shared key

E. password

7) You have a Microsoft Entra ID tenant that includes the objects listed in the following table.
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Which objects can you add as members to Group3?

A. User2 and Group2 only

B. User2, Group1, and Group2 only

C. User1, User2, Group1 and Group2

D. User1 and User2 only

E. User2 only

8) You have an on-premises Microsoft Exchange organization utilizing the SMTP address space of contoso.com. You've found that users are signing up for Microsoft 365 services using their email addresses. To obtain global administrator privileges for the Microsoft Entra ID tenant that includes these self-signed users, you need to complete a series of actions in the correct order.

Please arrange the following actions in the proper sequence to achieve this goal.

Select and Place:

Actions:

a. Sign in to the Microsoft 365 admin center.

b. Create a self-signed user account in the Microsoft Entra ID tenant.

c. From the Microsoft 365 admin center, add the domain name.

d. Respond to the Become the admin message.

e. From the Microsoft 365 admin center, remove the domain name.

f. Create a TXT record in the contoso.com DNS zone.

Answer area:

1. .....................................................................

2.......................................................................

3.......................................................................

4.......................................................................

9) You have a Microsoft Entra ID tenant that includes a user named User1, along with the groups listed in the following table.
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In the tenant, you create the groups shown in the following table.
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Which members can be added to GroupA and GroupB? To respond, please select the relevant options in the answer area.

Hot area:

Answer area:

1. GroupA:

a. User1 only

b. User1 and Group1 only

c. User1, Group1, and Group2 only

d. User1, Group1, and Group4 only

e. User1, Group1, Group2, and Group3 only

f. User1, Group1, Group2, Group3, and Group4

2. GroupB:

a. User1 only

b. User1 and Group4 only

c. User1, Group1, and Group4 only

d. User1, Group1, Group2, and Group4 only

e, User1, Group1, Group2, Group3, and Group4

10) Note: This question is part of a series that presents the same scenario. Each question in the series contains a unique solution that may achieve the stated objectives. Some sets of questions may have more than one correct solution, while others might not have any correct solutions.

You have an Active Directory Forest synchronized with a Microsoft Entra ID tenant. You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Microsoft Entra ID for up to 30 minutes. Your objective is to ensure that when a user account is disabled in Active Directory, the user is immediately prevented from authenticating to Microsoft Entra ID.

Solution: You configure password writeback.

Does this meet the goal?

A. Yes

B. No

11) Note: This question is part of a series that presents the same scenario. Each question in the series contains a unique solution that may achieve the stated objectives. Some sets of questions may have more than one correct solution, while others might not have any correct solutions.

You have an Active Directory Forest that synchronizes with a Microsoft Entra ID tenant. You find that when a user account is disabled in Active Directory, the disabled user can still authenticate to Microsoft Entra ID for up to 30 minutes. Your goal is to ensure that when a user account is disabled in Active Directory, the user is immediately prevented from authenticating to Microsoft Entra ID.

Solution: You configure pass-through authentication.

Does this meet the goal?

A. Yes

B. No

12) Note: This question is part of a series that presents the same scenario. Each question in the series contains a unique solution that may achieve the stated objectives. Some sets of questions may have more than one correct solution, while others might not have any correct solutions.

You have a Microsoft Entra ID tenant that synchronizes with an Active Directory forest. You find that when a user account is disabled in Active Directory, the disabled user can still authenticate to Microsoft Entra ID for up to 30 minutes. Your goal is to ensure that when a user account is disabled in Active Directory, the user is immediately prevented from authenticating to Microsoft Entra ID.

Solution: You set up conditional access policies.

Does this meet the goal?

A. Yes

B. No

13) You have a Microsoft Entra ID tenant that includes the following objects:

A device named Device1

Users named User1, User2, User3, User4, and User5

Five groups named Group1, Group2, Group3, Group4, and Group5

The groups are configured as detailed in the table below.
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How many licenses will be utilized if you assign the Microsoft 365 Enterprise E5 license to Group1?

A. 0

B. 2

C. 3

D. 4

14) You have a Microsoft Entra ID tenant named contoso.com that includes an Microsoft Entra ID Enterprise Applications called App1.

A contractor is using the credentials of user1@outlook.com.

You need to ensure that the contractor can access App1 and authenticate using user1@outlook.com.

What should you do?

A. Run the New-AzADUser cmdlet.

B. Configure the External collaboration settings.

C. Add a WS-Fed identity provider.

D. Create a guest user account in contoso.com.

15) Your network includes an Active Directory Forest named contoso.com, which is connected to a Microsoft Entra ID tenant named contoso.com using Microsoft Entra Connect.

You need to stop the synchronization of users who have the extensionAttribute15 attribute configured to NoSync.

What should you do in Microsoft Entra Connect?

A. Create an inbound synchronization rule for the Microsoft Entra ID connector.

B. Configure a Full Import run profile.

C. C. Create an inbound synchronization rule for the Microsoft Entra ID Domain Services connector.

D. Configure an Export run profile.

16) Your network includes an on-premises Active Directory domain that synchronizes with a Microsoft Entra ID tenant. The tenant contains the users listed in the following table.
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All the users work remotely.

Microsoft Entra Connect is configured in Microsoft Entra ID as shown in the following exhibit.
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Connectivity from the on-premises domain to the internet is lost.

Which users can sign in to Microsoft Entra ID?

A. User1 and User3 only

B. User1 only

C. User1, User2, and User3

D. User1 and User2 only

17) Note: This question is part of a series that presents the same scenario. Each question in the series contains a unique solution that may achieve the stated objectives. Some sets of questions may have more than one correct solution, while others might not have any correct solutions.

You have an Active Directory Forest that synchronizes with a Microsoft Entra ID tenant. You notice that when a user account is disabled in Active Directory, the disabled user can still authenticate to Microsoft Entra ID for up to 30 minutes. Your goal is to ensure that when a user account is disabled in Active Directory, the user is immediately prevented from authenticating to Microsoft Entra ID.

Solution: You configure Microsoft Entra ID Password Protection.Does this meet the goal?

A. Yes

B. No

18) Your network includes an on-premises Active Directory domain named contoso.com. The domain consists of the objects listed in the following table.
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You install Microsoft Entra Connect and configure the Domain and OU filtering settings as displayed in the Domain and OU Filtering exhibit. (Click on the Domain and OU Filtering tab.)

[image: image]

You configure the Filter users and devices settings as shown in the Filter Users and Devices exhibit. (Click the Filter Users and Devices tab.)
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For each of the statements below, select Yes if the statement is true; otherwise, select No.

Hot Area:

Answer area:

Statements:

User1 syncs to Microsoft Entra ID.

User2 syncs to Microsoft Entra ID.

Group2 syncs to Microsoft Entra ID.

19) You have a Microsoft Entra ID tenant named contoso.com.

You need to ensure that the pricing for Microsoft Entra External Identities is determined by monthly active users (MAU).

What should you configure?

A. a user flow

B. the terms of use

C. a linked subscription

D. an access review

20) You have recently created a Microsoft 365 tenant that uses the domain name contoso.onmicrosoft.com.

You have registered the domain name contoso.com with a domain registrar.

You need to set contoso.com as the default domain name for new Microsoft 365 users.

Which four actions should you take in order? To answer, choose the appropriate actions from the list and arrange them in the correct sequence in the answer area.

Select and Place:

Actions:

a. Delete the contoso.ommicrosoft.com domain.

b. Add a custom domain name of contoso.com.

c. Set the domain to primary.

d. Create a new TXT record in DNS.

e. Successfully verify the domain name.

Answer area:

1....................................................................

2....................................................................

3....................................................................

4....................................................................

21) You are configuring conditional access policies in Microsoft Entra ID to improve your organization's security. You need to ensure that users can access corporate resources from trusted locations only. What should you configure to meet this requirement?

A. User risk policy

B. Sign-in risk policy

C. Named locations

D. Device compliance policy

22) You have a Microsoft 365 E5 subscription with three users: User1, User2, and User3. Your task is to configure the users according to the specifications outlined in the following table.

[image: image]

Which portal should you use to configure each user? To answer, choose the appropriate portal to the corresponding user. Each portal can be used once, multiple times, or not at all.

Select and Place:

Portals:

a. Microsoft Entra admin center

b. Exchange admin center

c. Microsoft Purview compliance portal

d. Microsoft Intune admin

e. SharePoint admin center

Answer area:

User1: ..........................................................

User2: ..........................................................

User3: ..........................................................

23) You have an Active Directory Forest that is synchronized with a Microsoft Entra ID tenant, which utilizes pass-through authentication. A corporate security policy outlines the following requirements:

Domain controllers must not communicate directly with the internet.

Only essential software should be installed on servers.

The Active Directory domain includes the on-premises servers listed in the table below.

[image: image]
You need to ensure that users can authenticate to Microsoft Entra ID if a server fails. On which server should you install an additional pass-through authentication agent?

A. Server4

B. Server2

C. Server1

D. Server3

24) You have a Microsoft Entra ID tenant named contoso.com, which includes a Microsoft Entra enterprise application called App1. A contractor uses the credentials of user1@outlook.com. Your goal is to enable access to App1 for the contractor, allowing them to authenticate using the user1@outlook.com credentials.

What should you do?

A. Run the New-Microsoft.Graph.Invitation cmdlet.

B. Configure the External collaboration settings.

C. Add a WS-Federation identity provider.

D. Implement Microsoft Entra Connect.

25) You have a Microsoft 365 E5 subscription.

You create a user named User1.

You need to ensure that User1 can update the status of Entra ID Secure Score improvement actions.

Solution: You assign the User Administrator role to User1.

Does this meet the goal?

A. Yes

B. No

26) You have a Microsoft Entra ID tenant and an Azure web app called App1. Your objective is to enable self-service sign-up for guest users to access App1. The solution must fulfill the following requirements:

Guest users should be able to sign up using a one-time password.

During the sign-up process, users must provide their first name, last name, city, and email address.

What should you configure in the Microsoft Entra admin center for each requirement? To answer, choose the appropriate options in the answer area.

Hot area: 

Answer area:

1. One-time password:

a. A linked subscription

b. An identity provider

c. Microsoft Entra Privileged Access Management.

d. The External collaboration settings

2. User details:

a. A user flow

b. Access reviews

c. An access package

d. The tenant properties

27) You have a Microsoft Entra ID, and you need to bulk create 25 new user accounts by uploading a template file. What properties must be included in the template file?

A. displayName, userPrincipalName, PasswordProfile, accountEnabled.

B. accountEnabled, givenName, surname, and userPrincipalName

C. accountEnabled, displayName, userPrincipalName, and passwordProfile

D. accountEnabled, passwordProfile, usageLocation, and userPrincipalName

28) Your network includes an on-premises Active Directory domain that syncs with a Microsoft Entra ID tenant. Users log into Windows 10 computers that are joined to the domain. You plan to implement Microsoft Entra Seamless Single Sign-On (Microsoft Entra Seamless SSO). Your goal is to configure the Windows 10 computers to enable support for Microsoft Entra Seamless SSO.

What should you do?

A. Configure Sign-in options from the Settings app.

B. Enable Enterprise State Roaming.

C. Modify the Intranet Zone settings.

D. Install the Microsoft
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