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​Introduction

In many respects, I wrote this book for myself. Specifically, I wrote the book I wish I could have read and referenced when I first started learning Python.

Looking back on my journey as a cybersecurity practitioner who now regularly uses Python as part of my professional role, the conceptual hurdle most training resources failed to jump was one of relevancy. Almost by some conspiratorial, previously agreed upon convention, such introductory resources incorporated examples and exercises that—although well-meaning in their intent—were relatively esoteric in nature and, therefore, lacked concrete applicability to my interests and my line of work. For example, I cannot count how many times I read such guidance as, “Print ‘Hello, world!’” or “Make variable X equal to five” or “If A is greater than B then pass.”

While each of these exercises was easy enough to replicate and practice by typing into a Python interpreter, they had zero relevancy to my work as a cybersecurity practitioner. Importantly, because of this lack of relevancy, these rarefied, abstract examples quickly lost any potency their authors may ​have intended. Consequently, I found myself returning to, rereading, and repeating the same basic concepts many times more than, in hindsight, I may have needed simply due to their lack of applicability.

I wager my Python journey would have been much more efficient and rewarding had the examples and exercises provided simply been more applicable to what I needed to accomplish.

I also wrote this book out of frustration. Specifically, I found myself frustrated by the feeling of helplessness when I had to rely on people who knew how to write code and upon whom I had to depend—at a time and pace of their convenience—to provide access to cybersecurity data.

Change to the cybersecurity landscape is unpredictable and rapid. Moreover, data that provides value one day may prove worthless the next. This phenomenon is compounded by the fact that even over the course of a few short hours, senior leaders may ask for one set of data-driven results only to pivot their attention—often driven by market, customer, or regulatory demands—to something entirely different.

Therefore, in order to be able to provide data-driven results without relying on those indifferent to my sense of urgency, I found it necessary—and rewarding to my career—to develop my own skill set (rooted in Python) that allowed me to access, retrieve, and synthesize cybersecurity data.

For this reason, I not only wrote a book I wish I could have read and referenced when I first started learning Python, but also one that—to the extent I’m able to assist—might help other cybersecurity practitioners gain the same career benefits with which I have been rewarded, simply by being able to rapidly access data and adeptly respond to requests for data-driven information from constituents.


​How to Use This Book

CONVENTION

Python makes a distinction between logical lines and physical lines. By convention, there’s a 1-to-1 relationship where one logical line of executable code—called a Statement—occupies one physical line that we read.

Using an example we’ll encounter early in the following pages, here’s a Statement that occupies both one logical line and one physical line:


print(‘Confidentiality, integrity, and availability’)



However, throughout the process of editing, formatting, and sizing a manuscript that eventually gets transformed into a physical book, what may start as one physical line invariably gets wrapped to a second physical line, like this:
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​While this Statement now fits within the confines of a physical page, when transcribed into a Python interpreter, such a Statement would fail to execute because it spreads across two physical lines.

Fortunately, Python allows one executable Statement to spread across two physical lines with the inclusion of a special character. Continuing with the above example, the inclusion of the backslash character at the end of the first line—formally called an explicit line join—results in Python interpreting two physical lines as one logical line without any issue:
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Throughout this book, you’ll encounter the backslash character. When you see it, read and comprehend both lines as being one logical, executable line of code. Note that this is by design and follows the syntactic rules of Python.

ONLINE CONTENT

All chapter examples and exercises provided in this book are accessible electronically via GitHub at https://github.com/jprewett/python_for_cybersecurity_practitioners. Attempting to manually transcribe each example and exercise verbatim into a Python interpreter or Python IDE will (best case) be exceedingly tedious or (worst case) cause undue frustration and dissatisfaction.

Moreover, any errors inadvertently introduced into the hard copy version of this manuscript will be updated as discovered and made available at the above online location.


​CHAPTER 1

Foundational Concepts

As we begin our collective journey, a solid grasp of foundational concepts will prove valuable over the long haul. This chapter focuses on two basic sets of concepts: the qualitative mindset of creative thinking and problem solving, and the quantitative syntax and structure of the Python programming language. Undoubtedly, a solid grasp of fundamentals early on will thwart many of the same mistakes and frustrations I remember encountering when I first started my personal journey.

FOUNDATIONAL CREATIVE CONCEPTS

When I first started my cybersecurity career, if someone had told me I would eventually be drawn to coding as a means to solve cybersecurity challenges, I would have dismissed the idea out of hand. At the time, programming and ​the discipline of software development seemed stodgy and irrelevant to my career and personal interests. Sure, I understood software permeated just about every interaction we have with our modern world, but I convinced myself the actual job of code writing and software development should be left to individuals much smarter than I.

What I didn’t understand—but I would eventually discover with pleasant surprise—is that coding satisfied my creative tendencies. Even before I took my first coding class (which used C++ to introduce software development concepts), I enjoyed the challenge of a good home improvement project, tinkering in my garage, sketching (although not very well), jigsaw puzzles, and the overall process of seeing theoretical concepts turned into tangible products.

I eventually learned that, like many creative processes, there is no one right way to write code. Specifically, the code we write—and the underlying code that powers our gadgets, our homes, and our countries—is as unique as the personalities of the people writing it. Just as there are many literary novels written by many gifted authors who have their own distinct perspectives and writing styles, the same holds true for people who write code: We each approach problem-solving with different techniques, we each have unique experiences, and we each have different “literary voices” when writing code.

My encouragement is simply this:

We’re on a journey of creative problem-solving and finding our own distinct voices to develop solutions to cybersecurity challenges. Throughout that process, comparing ourselves to others serves no productive purpose. Such a comparison would be like declaring Maya Angelou an unsatisfactory author because she doesn’t have the same literary style as J. D. Salinger. ​Of course she doesn’t! They’re different authors with different perspectives writing about different subjects using different literary voices. Yet they’re both great authors!

I guarantee that, given enough personal grace and practice, you’ll also find your creative Python voice.

FOUNDATIONAL PYTHON CONCEPTS

It’s worth noting that, while Maya Angelou and J. D. Salinger are celebrated authors in their own rights, their books still follow basic literary rules that allow them to be readable (and eventually famous). For example, without correct grammatical usage, spelling, and punctuation, both I Know Why the Caged Bird Sings and The Catcher in the Rye would be far less profound, if only because readers wouldn’t be able to understand their plots (assuming such books were readable at all).

It’s appropriate, then, that the first chapter of an introductory book about Python covers some of the same foundational “literary rules” that will ultimately allow us to produce productive and interesting Python projects using our Pythonic voices we’ll discover along the way.

Importantly, the following sections of this chapter cover only a portion of all Python’s linguistic rules. However, they cover topics that are most foundational to Python—topics that we will build upon in future chapters. In keeping with the theme of this book’s introduction, the following sections cover those concepts and ideas that, had I learned and internalized them sooner, would have saved me a lot of time and frustration.

​Of course, we’ll eventually learn—just like Maya Angelou and J. D. Salinger knew—that all literary rules can be bent, reappropriated, or both. As the book progresses, we’ll find the following Python rules have exceptions. However, it’s worth setting a solid foundation before we start exercising our wonderfully unique and creative problem-solving skills.

Order Of Execution

First, Python executes code from the top down. Consider the following code block:


print(‘Hello, World!’)

print(‘Python is awesome!’)

print(‘Confidentiality, integrity, and availability’)



Import this code block into a Python interpreter, and the output will be:


Hello, World!

Python is awesome!

Confidentiality, integrity, and availability



If we want to change the order of the output so that “Python is awesome!” prints first, we simply leverage Python’s top-down Order of Execution and reorder the code block as follows:


print(‘Python is awesome!’)

print(‘Hello, World!’)

print(‘Confidentiality, integrity, and availability’)



Second, Python executes code from right to left (even though by literary convention we must type from left to right). This Order of Execution—from right to left—might be my most controversial “literary rule” simply because we’ll find situations where it falls apart completely. Nevertheless, for the sake of presenting a foundational concept, let’s return to just one line of the previous code block:


print(‘Python is awesome!’)



​It’s useful and worthwhile to get accustomed to reading this line of code from right to left: Take ‘Python is awesome!’ and give it to the print Function to do some work (noting that print has one and only one job [that of printing]).

The same right-to-left Order of Execution holds true for Variables (which we’ll cover later in this chapter). Consequently, it remains worthwhile to get accustomed to reading lines of code from right to left: Take what’s on the right side and give it—or assign it—to whatever is on the left side.

Data Types

At first, this section may seem especially esoteric. However, I included it because I wasted so many needless hours and caused myself so much frustration simply because I wasn’t cognizant of the Python data type with which I was interacting. Had I been more mindful of data types, my progression and increase in comfort with Python would have been much more rapid. It’s for this reason alone that I focus on data types very early in our journey. To avoid the same heartache and grief I caused myself, I encourage familiarity with each data type’s key characteristics.

To be sure, entire books could be written on each of the Python data types presented below. Indeed, entire chapters of this book are dedicated to more in-depth examination of each of the data types itemized below. However, for now, the focus is on introducing foundational concepts.

STRINGS

String data types are sequences of characters. Importantly, Strings are easily distinguished because they are enclosed in quotation marks, either single ​quotes (‘ ’) or double quotes (“ ”). In fact, in the example code blocks provided above, all the Arguments passed to print()are Strings, and we know they are Strings simply by virtue of the fact they’re enclosed in quotation marks. Put another way, to create a String data type in Python, enclose it in quotation marks—easy peasy!

INTEGERS

Integer data types are whole numbers (i.e., numbers with no decimal point). Unlike Strings, Integers have no enclosure characters. By simply typing a whole number, Python automatically discerns the data type as an Integer.

Building on a concept introduced above relative to Strings, there’s an important difference between:


2025



and


‘2025’



2025 (no quotes) is an Integer data type, while ‘2025’ (with quotes) is a String data type.

FLOATS

Float data types are numbers with decimals. They are useful when precision is needed above and beyond what an Integer can provide. Like Integers, Floats have no enclosure characters. Simply by typing a number that includes a decimal point, Python automatically discerns the data type as a Float.

As before, there are important distinctions between:


​10

10.0

‘10’

‘10.0’



10 is an Integer, 10.0 is a Float, and both ‘10’ and ‘10.0’ are Strings.

LISTS

List data types are sequences of Items of any data type, including other Lists. Lists are easily distinguished because they are enclosed in square brackets: [ ]. The following meets all the criteria for being a List:


[‘Python is awesome!’, 10, 10.0, ‘Hello, World!’]



First, notice the enclosing square brackets (the defining characteristic of Lists!). Without knowing or seeing anything more, we know straight away that the example is a List data type because of the enclosing square brackets. Second, notice that each Item is separated by a comma. Finally, notice that the example contains Strings, an Integer, and a Float. Because Lists can—but do not have to—contain Items of any data type, Lists are described as heterogeneous.

Here’s an interesting example of a List containing a sequence of Items of any data type, including another embedded List:


[‘Python is awesome!’, 10, 10.0, ‘Hello, World!’, \
[‘Confidentiality’, ‘Integrity’, ‘Availability’]]



It’s worth noting Lists are mutable, meaning data Items can be added, taken away, or both; and when a List is included inside another




	Tuple is a fun word to say.

	Tuples are enclosed in parentheses: ( ).

	Tuples are immutable (i.e., cannot be changed).



























































































































	Install Python from https://www.python.org/. I recommend the latest version supported by your computer’s Operating System (OS). There are many great tutorials on YouTube if guided instruction is required.

	Install PyCharm from https://www.jetbrains.com/pycharm/. PyCharm is an IDE purpose-built for Python and offers a comprehensive set of tools to enhance the Python coding experience. Again, YouTube offers many tutorials for correctly downloading, installing, and configuring PyCharm.
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