

System Design in One Easy Piece

Amazon Dynamo



Abdul Qadeer, Ph.D.

Systems Potpourri LLC





System Design in One Easy Piece: Amazon Dynamo

Copyright © 2026 by Abdul Qadeer

All rights reserved. No part of this publication may be reproduced, distributed, or transmitted in any form or by any means, including photocopying, recording, or other electronic or mechanical methods, without the prior written permission of the publisher, except in the case of brief quotations embodied in critical reviews and certain other noncommercial uses permitted by copyright law.

First Edition — June 2026
Volume 1 of the System Design in One Easy Piece series

Published by Systems Potpourri LLC
Wyoming, USA

Ebook (EPUB) ISBN: 979-8-9967654-0-9
PDF ISBN: 979-8-9967654-1-6
Paperback ISBN: 979-8-9967654-2-3

Limit of Liability/Disclaimer of Warranty: While the publisher and author have used their best efforts in preparing this book, they make no representations or warranties with respect to the accuracy or completeness of the contents of this book and specifically disclaim any implied warranties of merchantability or fitness for a particular purpose. No warranty may be created or extended by sales representatives or written sales materials. The advice and strategies contained herein may not be suitable for your situation. You should consult with a professional where appropriate.





To the designers and engineers of Amazon Dynamo.

For showing the world that there is more than one right way to build a distributed system — and for having the courage to ship one of them.





Contents


	Preface

	The Shopping Cart Problem
	1.1 The Natural Starting Point: Relational Databases
	1.2 Two Trends That Emerge as You Grow	1.2.1 Trend 1: The Availability Cliff
	1.2.2 Trend 2: The Scalability Wall


	1.3 Two Questions, One Direction
	1.4 The Insight: The Shopping Cart Is a Simple Workload
	1.5 The Solution: Always Writable, Always Simple
	1.6 No Free Lunch



	The Ring (Partitioning)
	2.1 The Trap of the Modulo Operator	2.1.1 Why this is a Disaster
	2.1.2 Range Queries and Composite Keys
	2.1.3 Summary of Partitioning Approaches


	2.2 Visualizing the Ring	2.2.1 Step A: Place the Servers
	2.2.2 Step B: Place the Data
	2.2.3 Step C: The Clockwise Walk
	2.2.4 Why this solves the “Modulo Problem”
	2.2.5 Summary


	2.3 The “Heavy Neighbor” Problem
	2.4 The Solution: Virtual Nodes (V-Nodes)	2.4.1 The Magic of Mixing


	2.5 Evolution of the Placement Strategy	2.5.1 Strategy 1: Random Tokens, Variable Ranges
	2.5.2 Strategy 2: Fixed Partitions, Random Tokens
	2.5.3 Strategy 3: Fixed Partitions, Proportional Tokens


	2.6 Summary



	The Nervous System (Gossip Protocol)
	3.1 What Every Node Needs to Know
	3.2 The Naive Solution: The “Master” Registry	3.2.1 Trouble with the Centralized Solution


	3.3 The Solution: Gossip Protocol	3.3.1 How it Works (The Heartbeat)
	3.3.2 The Power of Exponentials


	3.4 The “Seed Node” Twist (Preventing Logical Partitions)	3.4.1 The Fix


	3.5 Failure Detection: “You Look Quiet…”
	3.6 What Gossip Is—and Is Not—For
	3.7 Summary



	Insurance Against Loss (Replication)
	4.1 The Replication Factor N
	4.2 The Coordinator: The Quarterback
	4.3 The Preference List: More than the Next Neighbor	4.3.1 The Virtual-Node Trap
	4.3.2 The Solution: Physical Diversity


	4.4 Synchronous vs. Asynchronous Replication	4.4.1 Option A — Synchronous (Wait for All)
	4.4.2 Option B — Asynchronous (Return Early)


	4.5 Summary



	The Democracy of Data (Quorums)
	5.1 The Analogy: The Family Vote
	5.2 The Magic Formula: N, R, and W
	5.3 Tuning the Knobs (N, R, W)	5.3.1 Configuration A: the balanced default
	5.3.2 Configuration B: the high-performance read engine
	5.3.3 Configuration C: always writeable


	5.4 The Critical Twist: “Sloppy” Quorum
	5.5 Summary



	Self-Healing (Handling Failures)
	6.1 Transient Failures: Hinted Handoff
	6.2 Longer / Permanent Failures: Anti-Entropy
	6.3 The Magic Tool: Merkle Trees
	6.4 The “Partitioning Strategy” Nuance
	6.5 Using Merkle Trees on a Busy Node	6.5.1 The Solution: Point-in-Time Snapshots
	6.5.2 Deep Dive: Transient vs. Permanent Failures


	6.6 Summary



	When Time Lies (Conflict Resolution)
	7.1 Why Timestamps Are a Lie
	7.2 What Is a Version Vector?
	7.3 The Rules of Dominance
	7.4 The Life of a Shopping Cart (A Walkthrough)	7.4.1 Step 1 — Creation
	7.4.2 Step 2 — Sequential Update
	7.4.3 Step 3 — The Network Partition (the split)
	7.4.4 Step 4 — The Read (conflict discovery)
	7.4.5 Step 5 — Semantic Reconciliation


	7.5 The “Dark Side”: Clock Truncation
	7.6 Summary



	Chasing the Tail (Performance Optimizations)
	8.1 The Bottleneck: Who Routes the Request?
	8.2 The Solution: The Smart Client
	8.3 The Metric: Why “Average” Is No Longer Enough
	8.4 Tuning the Engine: The Write Buffer
	8.5 Summary



	Epilogue — The Legacy of Dynamo
	9.1 The Descendants of Dynamo
	9.2 The Scorecard: What Stood the Test of Time?	9.2.1 What Stood the Test of Time
	9.2.2 What Did Not Survive Intact


	9.3 The Pivot: Amazon DynamoDB (2012)
	9.4 If Dynamo Is the Answer, What Was the Question?



	Enter the Ring: Build a Dynamo that Survives Anything
	10.1 The Challenge	10.1.1 The Setup: “Chaos Mode”
	10.1.2 The Levels


	10.2 Before You Go: The Inventory Problem	10.2.1 The “Last TV” Paradox
	10.2.2 How Systems Handle This (Three Strategies)





	Merkle Trees: A Data-Structure Primer
	A.1 The Problem It Solves
	A.2 The Building Block: A Hash Function
	A.3 Anatomy of a Merkle Tree
	A.4 Building One from Shopping-Cart Data
	A.5 The Crucial Choice: Fix Leaf Positions by Range
	A.6 Comparing Two Trees: The Diff Walk
	A.7 Cost: When Merkle Trees Win (and When They Don’t)
	A.8 Implementation Notes and Practical Variations
	A.9 Where You’ll Meet Merkle Trees Again
	A.10 Summary



	Logical Time: From Lamport Clocks to Version Vectors
	B.1 Why We Need Logical Clocks
	B.2 The Happens-Before Relation
	B.3 Lamport Clocks: One Counter
	B.4 Vector Clocks: One Counter per Process
	B.5 Version Vectors: One Entry per Replica
	B.6 When to Use Which
	B.7 The Payoff: Why Last-Writer-Wins Needs a Wall Clock








	Table of Contents

	Begin Reading





Preface


Why This Book?

In the world of distributed systems, the Amazon Dynamo design (presented at SOSP 2007) is more than just a case study; it is a rite of passage. It was one of the first times a major tech giant pulled back the curtain and showed the world not just how to build a massive key-value store, but why they made the difficult trade-offs they did.

I wrote this book for three specific reasons.

First, Dynamo is a complete curriculum in disguise. If you truly understand Dynamo, you don’t just understand a database; you understand the fundamental building blocks of modern distributed systems: Consistent Hashing, Versioning (Vector Clocks), Merkle Trees, Gossip Protocols, and Tunable Consistency (N, R, W). It is the perfect vessel for learning system design because it forces you to touch many parts of the stack.

Second, I believe in First Principles over Rote Memorization. As a professor, I often see students—and even experienced engineers—memorizing “tech stacks” or configuration flags without asking why they exist. They know how to configure a load balancer, but they cannot explain why we need a specific routing algorithm. This book takes a different approach. We do not just state that “Dynamo uses Version Vectors.” We start from the problem (finding provenance in multiple replicas of a shopping cart), derive the necessity of happens-before relationship, and builds towards the solution. I want you to be able to re-derive these designs from scratch, not just remember them. This skill is invaluable for system design interviews as well.

Third, the “Interview Gap.” As an observer of the industry, I have noticed that most system design interview resources treat these concepts superficially. They prioritize brevity over understanding. Candidates are taught to recite buzzwords like “gossip protocol” without understanding why a system would choose gossip over a central coordinator. This book aims to fix that. It offers the depth required for true engineering mastery, without forcing you to wade through hundreds of pages of fluff.

Why Dynamo in 2026?

In 2026, the software industry is fixated on Generative AI, Large Language Models, and Vector Databases. In this environment, revisiting a system from 2007 might seem like an exercise in history rather than engineering. However, the exact opposite is true.

The challenges that Amazon Dynamo solved—massive scale, high availability, and partition tolerance—are the exact challenges facing the infrastructure of the AI era. When we look under the hood of a modern Vector Database or a global inference cache, we do not find magic; we find Consistent Hashing, Gossip Protocols, Merkle Trees, and Quorum Consensus.

The syntax of our tools has changed, but the physics of distributed systems has not. This book dissects the Dynamo design not just to explain how key-value stores were built in the past, but to provide you with the immutable primitives you need to design the systems of the future. To master the architecture of 2026, one must first master the foundations laid by Dynamo.

What You Will Learn

A book is a promise to its reader, so let me be specific about mine. By the time you turn the final page of this volume, you will not just understand Amazon Dynamo as an artifact of the late 2000s — you will own a working mental model of the techniques that quietly run the large-scale systems you depend on every day. The table on the following page maps each problem Dynamo had to solve, the technique it pioneered or popularized in response, and — most importantly for your career as an engineer — where else you are likely to meet that same technique long after you have closed this book.

If one row in that table deserves a second glance, it is the seventh. Most working engineers have brushed up against Merkle trees somewhere — in Git’s object store, in a Bitcoin block header, perhaps in IPFS (Inter Planetary File System) — but few have ever derived from first principles why the structure exists, or how it minimizes the bytes two replicas must exchange to discover their disagreements. Appendix A derives the structure from first principles, with worked shopping-cart examples; Merkle trees are a data structure well worth knowing in their own right.

A note on terminology while we are still in the preface. The Dynamo design refers to the per-object causality metadata as a vector clock. Strictly speaking, what Dynamo uses is a version vector — a close cousin of the vector clock that tracks causality among the replicas of a single object rather than among events in a process. The distinction is small but real, and we will draw that distinction carefully in Chapter 7. Throughout the rest of the book, we will write version vector when precision matters, and acknowledge vector clock as the more famous — if slightly looser — term you will encounter in interviews and in the original Dynamo design.


P.1

Table P.1 The distributed-systems curriculum hidden inside Dynamo.
	Distributed Systems Problem	Technique You Will Master	Where Else You Will Meet It	Ch.
	Why traditional ACID databases hit a wall at internet scale	The key-value model and the BASE alternative to ACID	Every NoSQL store; the state layer of modern microservices	1
	Spreading data evenly across many machines, with no central master	Consistent Hashing and Virtual Nodes	CDNs, Memcached pools, sharded databases, modern L4/L7 load balancers	2
	Cluster awareness without a single point of truth	Gossip protocols and implicit failure detection	Cassandra, Consul, HashiCorp Serf, blockchain peer-discovery layers	3
	Surviving disk failure, machine death, and whole-datacenter outages	Replication with preference lists and rack-aware placement	Every replicated database, object store, and distributed file system	4
	Tuning the consistency–availability dial on a per-request basis	Quorum Consensus with N, R, and W	Cassandra, Riak, and MongoDB read- and write-concern settings	5
	Staying writable when “enough” replicas are down	Sloppy Quorum and Hinted Handoff	High-availability cache layers; multi-region active-active writes	5–6
	Repairing replicas that have drifted badly apart	Anti-Entropy with Merkle Trees ★ bonus data structure	Git, Bitcoin, IPFS, ZFS, Cassandra repair	6, A
	Detecting and resolving conflicting concurrent writes	Version Vectors and semantic reconciliation	Riak, CRDT-based systems, real-time collaborative editors	7, B
	Hitting strict latency SLAs at the 99.9th percentile	Tail-latency engineering and zero-hop client routing	Every high-traffic API; modern service-mesh design	8
	Knowing when to choose AP over CP — and being able to defend the choice	The CAP theorem applied, not just recited	Every system-design interview; any serious architectural review	1, 5, 10



How to Use This Book

This book is designed to take you from theory to practice. We will construct the architecture component by component, explaining the problem, the options, and the final design choice.

However, I respect that many of you are here for efficient review. For that reason, I have included a one-page capstone infographic — the Dynamo Blueprint (Figure 10.2, in Chapter 10) — at the end of the book.
It distills the system’s architecture and trade-offs into a single high-density reference, designed to refresh your memory on the critical diagrams minutes before an interview.

What I Ask of You

Writing a technical book is an iterative process, much like software itself. If you find value in these pages, or if you find a concept that could be explained more clearly, I want to hear from you.

The best way to reach me is on LinkedIn. I enjoy connecting with fellow engineers and students, and I often share updates on my future projects (including an upcoming deep dive on Load Balancers) there.

Connect with me here: linkedin.com/in/abdul-qadeer-15aab613


Enjoy the design process.

Abdul Qadeer, Ph.D.

June 2026



CHAPTER
1
The Shopping Cart Problem


Every successful product eventually grows faster than the system that was built to support it.

Amazon’s e-commerce platform grew organically for years — more customers, more products, more orders. On a normal Tuesday, this growth is invisible to the engineering team. The database handles requests, writes complete, users get their confirmations. Everything works.

Then Black Friday arrives.

Millions of users arrive simultaneously, each hunting for deals. The traffic does not rise gradually; it arrives like a wave. And crucially, it concentrates. A single TV listed at a steep discount might attract tens of thousands of concurrent buyers. These are not independent users browsing independent pages. They are a thundering herd converging on the same rows, in the same tables, on the same database server. In distributed systems terminology, this is a hot spot — a point in the system where demand is orders of magnitude higher than the average.

Two engineering problems surface clearly in this environment. They are distinct in cause but connected in consequence.

The first is availability: any failure in the database — whether a network blip, a software bug, or a hardware fault — directly prevents customers from adding items to their shopping carts. Revenue stops the moment the database stops.

The second is scalability: under the thundering herd, the standard remedy of scaling up to a bigger server stops working, especially for traditional databases. Not gradually — it stops working, and past a certain threshold, begins working in reverse.

This chapter traces both problems from their roots and shows how they point toward a common solution: a key-value store that is always writable, horizontally scalable, and structurally simple.

1.1 The Natural Starting Point: Relational Databases

When Amazon’s shopping cart service was first built, reaching for a Relational Database Management System (RDBMS) was not a choice that needed justification. It was the default.

The relational model is extraordinarily mature. Its theoretical foundations date to Codd’s 1970 paper. Decades of production use in banking, airline reservations, and retail have produced battle-tested implementations, well-understood failure modes, and a generation of engineers who think in tables, joins, and transactions. A shopping cart maps naturally onto a relational schema: a Users table, a Cart_Items table, a Products table. Foreign keys enforce referential integrity. Transactions ensure that a customer never sees a partially written cart.

[image: Figure 1.1. The Customer’s Buying Journey. Two zones govern the entire flow: high availability from search through cart, strong consistency from checkout through delivery. A dropped “Add to Cart” click costs Amazon a sale. A double-charged payment costs a customer’s trust. Different stakes demand different guarantees.]Figure 1.1 The Customer’s Buying Journey. Two zones govern the entire flow: high availability from search through cart, strong consistency from checkout through delivery. A dropped “Add to Cart” click costs Amazon a sale. A double-charged payment costs a customer’s trust. Different stakes demand different guarantees.
As Figure 1.1 shows, the customer’s journey has distinct phases with different requirements. Early in the journey — browsing products, building a cart — the operations are simple and the customer’s tolerance for a refusal is essentially zero. A user who cannot add an item to their cart will not wait; they will leave. Later in the journey, at the moment of purchase, correctness becomes paramount: the system must know exactly how many units are in stock, and it must not sell the same unit twice.

The RDBMS handles all of these phases acceptably under normal load. The trouble begins when load stops being normal.

1.2 Two Trends That Emerge as You Grow

As a service like Amazon’s cart grows — both organically through user acquisition and episodically through events like Black Friday — two distinct failure modes become visible. Neither is immediately obvious from a whiteboard design. Both require either production traffic or principled analysis to reveal.

1.2.1 Trend 1: The Availability Cliff

Databases fail. That is not a pessimistic assumption; it is an engineering baseline.

Jim Gray’s foundational 1985 study, Why Do Computers Stop and What Can Be Done About It? (Tandem Technical Report TR-85.7), examined failure statistics from commercially deployed fault-tolerant systems. His finding was counterintuitive: hardware, the component most engineers worried about, was not the dominant cause of outages. Software failures and operator errors were. In the decades since, the landscape has shifted — cloud infrastructure has made hardware failure rarer — but the core lesson holds: complex systems experience outages, and the causes are varied and often unpredictable. Disk failures, network partitions, configuration errors, software bugs, planned maintenance windows, and cascading failures from dependent services all contribute.

Aside: The ACID Properties
Relational databases guarantee four properties for every transaction:


	Atomicity: All operations in a transaction succeed or fail together. A half-written transaction is never visible.

	Consistency: Every transaction moves the database from one valid state to another, respecting all defined rules and constraints.

	Isolation: Concurrent transactions do not interfere with each other. The result is identical to running them one at a time.

	Durability: Once a transaction is committed, it survives crashes, power failures, and restarts.



These guarantees are genuinely powerful — and genuinely expensive. Enforcing them requires locks, logs, and coordination overhead that scales poorly under high concurrency write workloads.
Under a network partition or hardware failure, simultaneously enforcing all four properties requires the database to reject writes rather than risk an inconsistent state — and that rejection is the availability cliff in action.

Dynamo (and most of the NoSQL systems that followed it) trades these guarantees for the opposite philosophy, often labeled BASE — Basically Available, Soft state, Eventually consistent. The acronym was popularized by Dan Pritchett’s 2008 ACM Queue article “BASE: An ACID Alternative,” building on Eric Brewer’s CAP theorem; it is industry terminology that postdates Dynamo’s original 2007 design, which describes the system in its own words simply as “eventually consistent.” Basically available means the system keeps accepting reads and writes even when some replicas are unreachable. Soft state means a replica’s value can be temporarily stale, drifting toward correctness as updates propagate rather than changing atomically. Eventually consistent means that, given enough time without new writes, every replica converges on the same value.

For most of a service’s lifetime, these outages are invisible. A database that is available 99.9% of the time experiences about 8.7 hours of downtime per year. Spread across 365 days, no individual outage is long enough to make headlines.

Figure 1.2 captures the asymmetry: the same two-hour outage that is invisible at 2am on a usual day becomes a multi-million-cart disaster on Black Friday.

[image: Figure 1.2. The Availability Problem. A single Primary failure cascades instantly: writes are rejected, “Add to Cart” breaks, and customers see an error page — even though three replicas remain healthy. The same two-hour outage at 2am on a usual day affects hundreds of users. During Black Friday peak it puts millions of carts at risk.]Figure 1.2 The Availability Problem. A single Primary failure cascades instantly: writes are rejected, “Add to Cart” breaks, and customers see an error page — even though three replicas remain healthy. The same two-hour outage at 2am on a usual day affects hundreds of users. During Black Friday peak it puts millions of carts at risk.
The financial impact of a shopping cart outage is acute and front-loaded. Unlike a reporting system or a data warehouse — where an hour of downtime means an hour of delayed analytics — a shopping cart outage means an hour of refused purchases. The Amazon Dynamo system (DeCandia et al., SOSP 2007) frames this directly: “even the slightest outage has significant financial consequences.”

Why Replication Does Not Fully Solve This

The standard engineering response to availability concerns is replication: maintain multiple copies of the database so that if one fails, another can take over. For read operations, replication works well. For write operations under a network partition, it creates a dilemma with a name. See the



	Consistency (C): Every read returns the most recent write. No node ever serves stale data.

	Availability (A): Every request receives a response — not an error, not a timeout.

	Partition Tolerance (P): The system keeps operating even when some nodes cannot communicate with each other due to a network failure.






1.2.2 Trend 2: The Scalability Wall





The Parallelism Limit of OLTP Workloads





[image: S(N) = \frac{1}{s + (1-s)/(N)}]




[image: Figure 1.3. The Scalability Wall. Even TICTOC — the best-performing concurrency control scheme — peaks at 5M txn/s around 56 cores and then declines under high-conflict TPC-C. Traditional lock-based schemes (DL_DETECT, WAIT_DIE) peak lower and degrade faster. See Bang et al., VLDB 2022, Fig. 11 for the full comparison across schemes and hardware platforms.]Figure 1.3 The Scalability Wall. Even TICTOC — the best-performing concurrency control scheme — peaks at 5M txn/s around 56 cores and then declines under high-conflict TPC-C. Traditional lock-based schemes (DL_DETECT, WAIT_DIE) peak lower and degrade faster. See Bang et al., VLDB 2022, Fig. 11 for the full comparison across schemes and hardware platforms.
When Even Addition Becomes Hard: The Distributed Counter


[image: Figure 1.4. When Counting Becomes a Global Problem. A viral post reaches every data center simultaneously — each begins counting likes from zero, independently. Getting a single accurate global total requires every data center to synchronize its count, introducing exactly the coordination overhead Dynamo is designed to avoid.]Figure 1.4 When Counting Becomes a Global Problem. A viral post reaches every data center simultaneously — each begins counting likes from zero, independently. Getting a single accurate global total requires every data center to synchronize its count, introducing exactly the coordination overhead Dynamo is designed to avoid.


[image: Figure 1.5. Three Standard Responses, Three Dead Ends. Vertical scaling hits a physical ceiling and leaves a single point of failure; functional decomposition (each table on a different server) moves the write bottleneck without eliminating it and makes any server failure a full outage; primary-secondary replication scales reads but every write still funnels to one node. None of the three addresses either the availability cliff or the scalability wall.]Figure 1.5 Three Standard Responses, Three Dead Ends. Vertical scaling hits a physical ceiling and leaves a single point of failure; functional decomposition (each table on a different server) moves the write bottleneck without eliminating it and makes any server failure a full outage; primary-secondary replication scales reads but every write still funnels to one node. None of the three addresses either the availability cliff or the scalability wall.
1.3 Two Questions, One Direction






1.4 The Insight: The Shopping Cart Is a Simple Workload





Table 1.1 Two use cases need different system architectures.
		Add to Cart	Place Order
	Consistency need	Eventual	Immediate
	Data touched	One user’s cart	Inventory, payment, cart
	Availability need	Must never fail	Can retry
	Cross-row dependency	None	Yes (inventory count)




1.5 The Solution: Always Writable, Always Simple



Key:   user_101_cart
Value: { "items": [{ "id": 42, "qty": 1 },
                   { "id": 87, "qty": 3 }],
         "ts": "2007-11-23T14:32:00Z" }





[image: Figure 1.6. The Key-Value Pivot. Left: a write to Cart_Items requires two JOINs and a row lock on Products — every concurrent writer queues behind that one lock. Right: each user_id maps to a single independent blob. Two users writing simultaneously never touch the same key — no lock, no queue, no contention.]Figure 1.6 The Key-Value Pivot. Left: a write to Cart_Items requires two JOINs and a row lock on Products — every concurrent writer queues behind that one lock. Right: each user_id maps to a single independent blob. Two users writing simultaneously never touch the same key — no lock, no queue, no contention.


1.6 No Free Lunch
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