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Overview of the Series


Definition: What We Mean by “software Company”

In this series, “software company” means any organization that develops and operates software as part of its core business. That includes pure SaaS, self-hosted software vendors, internal product organizations, and hybrid businesses where software is the system customers rely on—even if revenue is partly services.

The defining characteristic is the operating reality: changes ship continuously, environments evolve, and “proof” is created (or lost) by delivery tooling. ISO 27001 becomes lightweight only when controls are expressed as workflows that emit exportable records by default.

If you can’t answer “show me the last few production changes” and “show me the last incident timeline” without interviews, you’re missing the software-company evidence spine this series is built around.



Why This Matters for Software Companies

ISO 27001 often fails in software companies for reasons that have nothing to do with “not caring about security.” In practice, the ISMS arrives as overhead because delivery already has momentum.

When an enterprise deal starts to depend on a security questionnaire, the team answers with intent and good practices. The customer’s follow-up is always the same: “Show me where it lives, who owns it, and what you can export today.”

That is where otherwise strong teams stumble: the work is real, but the system is not legible without a meeting. Without a stable home for proof, every answer becomes a live explanation.

Software makes this failure mode more likely because the environment changes continuously. Ownership is federated across platform teams and product squads, and evidence is created by tools by default—or not at all.

If you want ISO 27001 to feel lighter instead of heavier, the system must be designed to survive audit sampling and absence. The standard rewards routines that keep running when nobody has time to explain them.

If you cannot explain and export the system without a meeting, the system does not exist for a prospective customer gate. If the proof can’t travel without you, it won’t survive audit sample-based testing or procurement scrutiny.



Why This Series Is Different: the Promise

This book series treats ISO 27001 as what it really is in a software company: an operating model that must survive enterprise customer procurement questions and audit spot-checking, not a documentation project. It turns scope decisions, risk decisions, real control ownership, and repeatable evidence loops into exportable proof you can file.

The common mistake is to optimize for “have documents,” because documents feel measurable. The buyer gate does not measure documents; it measures whether your system can answer concrete sampling questions without improvisation.

This series optimizes for run the system. Every important claim must cash out into something exportable: a scope boundary sentence that does not drift, a named owner for a routine, a cadence that actually happens, and an evidence location that a second person can find.

When those elements exist, audits stop being seasonal heroics. You can respond to pressure with artifacts that are timestamped, repeatable, and owned, rather than with meetings that recreate context.

You are not building policies; you are building an operating system that produces proof on schedule.



Who This Is For: What You Will Get

This series is written for people who have to make ISO 27001 real without slowing the company down: ISMS owners, security leads embedded in engineering, CTO-level decision makers, and operators who will be sampled by auditors. If the work currently depends on heroic context, meetings, or “the one person who knows,” this is written for you.

If you lead the program, you need a way to freeze decisions early and keep the company aligned under pressure. If you own delivery, you need the smallest set of routines that creates proof by default rather than by exception.

You will get a software-company-native path through Clauses 4–10 and Annex A that makes ownership explicit and evidence exportable. The aim is not knowledge; it is a system that is explainable to leadership, executable by operators, and verifiable by auditors.

This is not a policy library or a certification checklist. It is a practical operating model that makes the “show me” questions cheap to answer.

If you want certification without compliance theatre, you need routines that survive absence and sampling. The goal is repeatable export, not a story that needs a meeting to be understood.



How the Books Fit Together (quick Chooser)

Each book is a self-contained path, but they are designed to stack into one coherent series. If you don’t want to read everything end-to-end, use this chooser:

Building the ISMS is the backbone: it’s for ISMS owners and leadership who need scope, decision rights, and governance loops to be defensible under audit sampling. “Done” means you can answer who owns what, what’s in scope, and where the evidence lives without a meeting.

Implementation & Certification is the execution path: it’s for teams turning the ISMS backbone into a working certification program—implementation planning, readiness checks, internal audit, management review, corrective actions, and the final certification audit. “Done” means the system is not only designed, but implemented, reviewed, corrected, and ready to be sampled.

Secure Engineering is the build surface: it’s for engineering and security teams turning Annex A into delivery routines—SDLC, CI/CD, access, secrets, environments, and deploy traces. “Done” means you can show a repeatable change and access trail that survives sampling, without relying on screenshots or stories.

Secure Operations is the run/defend surface: it’s for teams making monitoring, detection, incident handling, resilience, and closure loops audit-proof. “Done” means you can export an incident/response traceability chain (event → decision → action → verification) that holds under pressure.

Dual Compliance is the mapping layer: it’s for organizations facing multiple frameworks (SOC 2, GDPR, NIS2, and similar) who want one backbone instead of parallel programs. “Done” means you can explain overlaps versus deltas and reuse evidence bundles confidently, with a clear mapping rationale.

To read the series, start with Building the ISMS if you’re building from scratch, then continue with Implementation & Certification to turn the backbone into an implemented, auditable certification program. If you’re under pressure today, start with the book that matches your immediate constraint (certify, build, run, or map), then come back to Building the ISMS to lock the backbone and decision rights. If you already know ISO 27001 basics but audits feel like reconstruction work, use Building the ISMS to harden governance loops first, then Implementation & Certification, Secure Engineering, and Secure Operations to make evidence “default”.





About “secure Operations”


Chapter Summary

Even with strong engineering controls, many organizations still fail the same customer-gate test: when something happens—an alert, an incident, a supplier issue—nobody can show a clean chain of decisions and closures. Under audit sample-based testing, operations becomes a narrative: dashboards are shown, meetings are recalled, and the “real work” is hard to export.

“Secure Operations” is the run/defend surface of the series. Its job is to make security operations audit-proof in a lean software company: monitoring and detection that lead to decisions, incident handling that closes the loop, and resilience routines that can be proven without heroics.



The Stake

If operations is informal, you will improvise under pressure and reconstruct evidence after the fact. If operations is a set of routines with clear closure criteria, the end-to-end traceability is a byproduct of doing the work.



What “done” Means in This Book

By the end of this book, “Secure Operations,” you should be able to export the operational evidence chain without reconstruction. That means you can show an incident handling routine with explicit closure criteria and proof it was followed, explain how monitoring and detection lead to concrete decisions and actions, and produce records that demonstrate your response is repeatable and improving over time—not improvised under pressure.



How to Read This Book

Read it as loops: signal, decision, action, verification, closure. Start with the operational overview, then go chapter-by-chapter. Treat each chapter as a routine that must have an owner, a cadence, and a default evidence location.

If you are missing the management-system backbone, start with “Building the ISMS” first. If your immediate pressure is certification execution, use “Implementation & Certification” to stabilize the audit path before deepening the operational evidence surface here.



How This Book Connects to the Rest of the Series

“Secure Operations” is where the system becomes credible under real-world pressure. It uses the governance backbone from “Building the ISMS” and relies on the engineering traces from “Secure Engineering” to avoid “operations theatre”. “Dual Compliance” becomes easier when your operational evidence bundles are stable enough to be reused across frameworks and audits.



Parts Covered in This Book

The selection of parts in “Secure Operations” follows the mission of this book: make day‑2 security operations defensible under spot-checking, not just “running.”

Part I covers physical and environmental security in remote-first reality. It translates “physical controls” into asset and location routines that actually matter for software companies: devices as the facility, travel and coworking exposure, secure disposal, and the evidence artifacts that prove coverage and response when a laptop is lost, repaired, or retired.

Part II covers advanced threat protection as the defense-in-depth layer for modern production environments. It focuses on threat intelligence and vulnerability operations, monitoring and detection as an engineering discipline, and hardening plus telemetry across networks, endpoints, Kubernetes/containers, APIs, and cloud posture. The intent is that every operational topic yields exportable proof bundles—detections, playbooks, incident records, posture snapshots, and closure evidence—without reconstructing the story after the fact.



Use of AI and Production Tools

This book was produced with AI-assisted drafting and tooling support. Notion AI helped generate early outlines and section scaffolding, and AI tools were used for first-pass drafting of some passages. The author reviewed, rewrote, and validated the final content for correctness, tone, and consistency.


If You Need the ISO 27001 Foundation

For the ISMS operating-system backbone, start with “Building the ISMS,” then return to this book.






Part I: Physical & Environmental Security

Physical security feels irrelevant—until it isn’t. A lost laptop, a coworking day, a device repair, or a rushed handover can create a real breach with zero sophisticated attackers involved.

For developers, the frustration is that “physical controls” often read like office-era bureaucracy. But in a remote-first reality, your devices are the facility—and the evidence has to exist even when nobody is watching.

This section translates physical and environmental controls into distributed-team reality: device and asset routines, travel and location exposure, secure disposal, and the records that prove coverage—so “we secure endpoints” becomes exportable, not assumed.




Part Overview


Part Summary

Cloud moved the infrastructure, not the risk: in remote-first teams, your “facility” is a home office, your “server room” is a laptop bag, and your biggest physical exposures happen at the edge. Physical security is now an endpoint and workspace problem, not an office building problem.

When Part (Physical & Environmental Security) is weak, the failure mode is improvisation at the worst moments: a lost laptop, a coworking incident, a repair shop handoff, or a disposal event becomes a chaotic response with partial records. Audits then fail on the boring questions — inventory, coverage, and proof of lifecycle discipline.

This part translates ISO 27001 physical and environmental controls into a pragmatic operating model for distributed software organizations, focused on two interfaces: location security (where people work) and asset security (what they work with). The output is a small set of enforceable routines (baseline expectations + high-risk moment playbooks) and exportable artifacts (inventory, MDM/encryption coverage, loss/theft records, sanitization evidence).

By the end, you can treat physical security as a repeatable lifecycle: provision → protect → verify → respond → dispose, with evidence you can export under audit sampling without rebuilding context.



Part Map: the 2 Physical-security Control Areas

Part (Physical & Environmental Security) is a coverage map of physical security in distributed reality: it links where people work (locations) with what they work with (endpoints + equipment lifecycle).


[image: Part Map: the 2 Physical-security Control Areas]
Figure 1: Part Map: the 2 Physical-security Control Areas

As shown in the diagram above, Part (Physical & Environmental Security) is organized into two interconnected chapters. Each chapter can be read independently, but together they form a lifecycle loop: location rules reduce exposure, and asset lifecycle discipline reduces impact and improves response when exposure happens anyway.








	Chapter
	What it contributes to physical security (guide-level)





	1) Physical Security for Remote-First
	Turns remote work, travel, and coworking into enforceable expectations (baseline + high-risk moment playbooks) with acknowledgements you can export under sample-based testing.



	2) Equipment & Asset Security for Distributed Software Teams
	Makes endpoints and equipment lifecycle auditable through inventory, MDM/encryption coverage, loss/theft response, and sanitization evidence.





Read the two areas as one interface: the location chapter defines where exposure happens, and the equipment chapter proves coverage and response capability when exposure becomes an incident. The next section explains how these handoffs work and what each chapter consumes from the other.



How to Read This Part

If you are new to physical security in a remote-first environment, start with the remote-work baseline first, then move to the equipment lifecycle. Location expectations without asset controls become performative, while asset controls without location expectations leave you blind to where sensitive work happens.

If you already know your gap, read surgically: missing home office and travel rules means start with the remote-first chapter; missing MDM, inventory, and disposal discipline means start with the equipment and asset chapter. Use the tables above to decide based on which evidence you cannot currently export.

Operate in an implementation rhythm: define a baseline, roll it out, measure coverage, and rehearse the failure cases. Physical security becomes real when “loss/theft,” “device repair,” and “equipment disposal” have rehearsed steps and produce auditable artifacts by default.



How the Part’s Chapters Connect

These chapters are designed to be read as a dependency chain: one defines the exposure rules (“where”), the other makes impact and response provable (“what”). Each transition below explains what the next chapter consumes from the previous one so physical security becomes a repeatable lifecycle with exportable proof.

Physical Security for Remote-First → Equipment & Asset Security for Distributed Software Teams. Location rules only work when endpoints are controllable: if devices are unmanaged, a “remote-work baseline” cannot be enforced or verified. Equipment & asset security consumes the exposure model (travel, coworking, repairs, loss) and turns it into concrete coverage and response capabilities (inventory, MDM, encryption, wipe, sanitization records).

Equipment & Asset Security for Distributed Software Teams → Physical Security for Remote-First. Device and inventory data reveal where the baseline is unrealistic or where exposure is concentrated (high travel roles, unmanaged contractors, repair workflows). The remote-first chapter consumes those signals to tighten rules around high-risk moments and to update training and acknowledgement so behavior matches the real fleet.

Taken together, the loop prevents the most common physical-control failure mode: rules exist, but coverage is unknown; or tooling exists, but people exposure remains unmanaged. When both chapters reinforce each other, audits become retrieval (inventory + coverage + incident records) instead of interviews about “common sense.”





Physical Security for Remote-first


Chapter Summary

Physical security in a remote-first software company is no longer about locking down one office—it is about protecting people, devices, and information across hundreds of uncontrolled locations: home offices, coworking spaces, airports, and collaboration hubs.

The failure mode is predictable: unclear home-office expectations, inconsistent device hygiene, “it depends” coworking rules, and no audit-ready evidence when the sampling starts.

The control set is equally predictable: use a risk-based model with baseline controls for everyone, enhanced controls for privileged access users, and strong defaults for clear desk/clear screen, device protection, and visitor/access management where offices exist.

Make it executable by defining location categories (home, coworking, company office, public), setting what is allowed per category, and attaching lightweight checklists plus an Implementation & Evidence Kit you can export for audits.


[image: Chapter Summary]
Figure 2: Chapter Summary

The outcome is ISO 27001 Annex A.7 evidence that works for remote-first reality—without trying to “audit” private homes like a datacenter.



Location-aware Physical Security

Physical security isn’t “badge readers and CCTV” anymore. This section describes location-aware physical security: a location-aware system for protecting devices and information wherever work happens (homes, coworking spaces, airports, and the occasional collaboration office).


[image: Location-aware Physical Security]
Figure 3: Location-aware Physical Security

ISO 27001 still expects the same outcome: prevent unauthorized physical access and environmental loss, and be able to prove your controls in audit sampling.









	Baseline practice
	What it means in practice
	Evidence artifact you can export





	Location categories + allowed-work rules
	You explicitly classify where work happens (home, coworking, company office, public) and define what kinds of work are allowed in each.
	Remote work / physical security policy excerpt + one-page “location rules” handout.



	Baseline vs enhanced controls (by access sensitivity)
	People with privileged access (prod, customer PII, finance) meet a higher bar (privacy screens, lockable storage/room, stricter travel rules), while everyone else meets a practical baseline.
	Role tier definition + privileged-access roster + checklist completion records.



	Device protection defaults
	Stolen or lost devices are treated as the primary physical-security breach path; encryption, screen locks, remote wipe, and fast reporting are enforced.
	MDM posture export (encryption + lock + remote wipe) + incident/ticket log for lost devices.



	Visitor/access traceability for real offices
	If you operate any collaboration office, you can show who entered and who was hosted, without turning the office into a fortress.
	Access log export (badge system) + visitor log export (tool or register).





This baseline does not eliminate physical incidents. It makes physical security location-aware, role-aware, and exportable so audits and real investigations become retrieval, not reconstruction.


Definitions & Boundaries (remote-first Reality)

In this chapter, “physical security” means the controls that reduce physical compromise of information: access to spaces where work happens, access to endpoints and paper, and protection from environmental loss (fire/water/power).

Your baseline is simple: if someone can stand next to the device or see the screen, the control matters—even if your infrastructure is 100% cloud.



What Changed (threat Model Shift)

The classic model assumes: one office, one perimeter, a few secure rooms, maybe an on‑prem server room. In remote-first software companies, the perimeter dissolved and the risk moved to endpoints and behavior in shared environments.

That changes the “most likely” incidents: stolen laptops during travel, shoulder surfing in public/coworking, home-office exposure to household members/visitors, and environmental loss (water/fire/power) damaging devices and interrupting operations.



Sampling Reality (what Auditors Actually Test)

Auditors rarely argue philosophy. They sample one person, one location type, and one recent event and then ask you to produce proof quickly.

In practice, “physical security” evidence is mostly policy + posture + logs, not guards and fences. A good control set makes the export path deterministic: you can pull a dated packet without searching through chat threads or asking facilities “what we did back then”.









	What auditors sample
	What you show
	What breaks if missing





	Home-office expectations
	Home-office/remote-work requirements + policy acknowledgment/training completion for sampled people
	Sampling becomes interview-driven (“everyone knows the rules”) and auditors treat it as uncontrolled.



	Any collaboration office (if you have one)
	Access-control mechanism (badge/keys) + visitor process + example exports (entry logs / visitor log)
	You can’t prove who was present during an incident window or whether visitor controls are real.



	Lost/stolen device handling
	MDM posture baseline (encryption + lock + remote wipe) + an example incident/ticket showing response time and actions taken
	Physical security turns into “policy theater” because the most likely breach path has no operational proof.



	Facility/environment controls for any retained assets
	What you actually have (e.g., network closet) + the minimal controls (restricted access, smoke detection, UPS) + inspection/maintenance record
	The auditor assumes you’re relying on “we don’t have a datacenter” rather than proving you control the few physical choke points you still have.





If you can export these four items in minutes, physical security becomes boring—in the good way.



Practical Baseline (what “good” Looks Like)

Good remote-first physical security has three properties that make it implementable and verifiable.

First, location categories exist (home / coworking / company office / public) and each category has explicit “allowed vs not allowed” rules, so people do not invent boundaries on the spot.

Second, baseline vs enhanced controls exist based on access sensitivity. You avoid the impossible task (“audit every home”) by applying higher controls only where the blast radius is real (privileged access, customer data, finance, exec).

Third, evidence is exportable by default. The control is not complete when the policy is written; it is complete when you can retrieve: acknowledgements, checklists, access logs, posture exports, and incident tickets without reconstruction.









	Control property
	What it looks like in day-to-day operations
	Exportable proof surface





	Location-aware rules
	People can answer “Can I do this work here?” without asking security.
	Location rules handout + coworking approval record (if used).



	Role-aware requirements
	Privileged access users meet a higher bar without forcing the same requirements on everyone.
	Privileged-access list + enhanced checklist completion + exceptions register.



	Proof-by-default
	Evidence is produced as part of normal work (onboarding, access changes, incidents), not during audit season.
	Policy acknowledgement export + MDM posture export + access/visitor logs + incident tickets.







Why Physical Security Matters for ISO 27001

ISO 27001 expects you to protect information assets against physical access and environmental loss and to retain evidence that controls are operating, not just described. In a remote-first company, the “physical perimeter” is mostly endpoints and behavior in shared environments, so the ISO-relevant question becomes: can you prove the baseline ran for real people and devices?

This matters under sample-based testing because auditors will pick specific employees, ask where they work, and then expect a traceable control loop: the remote-work requirements they acknowledged, the device posture that protects confidentiality if the laptop is stolen, and the incident trail that proves you respond consistently. If you can export those artifacts quickly, Annex A physical controls remain effective even when work happens across hundreds of uncontrolled locations.




Area 1: Physical Security Risk Assessment for Software Companies

Before a software company applies traditional physical security guidance, it should first ask a more basic question: what physical assets and locations actually create risk? In many modern software companies, the answer is very different from the assumptions behind older office-centric security models. The company may have no data center, no server room, no permanent desks, no paper records, and no fixed perimeter where most work happens. Its infrastructure may live in cloud platforms, while its employees work from homes, coworking spaces, trains, airports, customer sites, and occasional collaboration offices.

That does not make physical security irrelevant. It changes the shape of the problem. The primary physical security concern is no longer only “Can someone enter the building?” It becomes “Can someone physically access, view, steal, damage, or misuse the devices and information our people use wherever they work?” For ISO 27001 purposes, this distinction matters because the ISMS should protect the real operating environment, not an outdated mental picture of one.

In a software company, physical security risk assessment should therefore be evidence-led. It should identify where work happens, what types of work are permitted in each location, what assets are present, and what controls produce proof. A home office self-assessment, device encryption report, MDM wipe capability export, visitor log, access badge review, or incident ticket is often more relevant evidence than a traditional guard roster or data center entry log.

The goal is not to over-control every location. The goal is to match controls to risk. A developer writing documentation at home does not need the same physical workspace requirements as an engineer with production access. A coworking space with badge access and lockers is not the same as an airport lounge. A collaboration office with no production systems has different risks from a server room. A risk-based assessment makes those distinctions explicit and defensible.


Risk Landscape for Remote-first Companies

Distributed teams face a different physical threat landscape from centralized offices. Traditional physical security guidance often assumes that the organization has one or more controlled facilities containing critical systems, sensitive records, and concentrated staff. The typical controls follow that model: perimeter security, reception, badge systems, restricted rooms, CCTV, visitor escorts, and environmental controls around on-premises equipment.


[image: Risk Landscape for Remote-first Companies]
Figure 4: Risk Landscape for Remote-first Companies

For a cloud-first software company, many of those risks are reduced. Production systems may run entirely in cloud platforms. Customer data may never be stored in the office. Employees may not have assigned desks. The office, if one exists, may be primarily a collaboration space rather than a place where sensitive infrastructure is housed. In that environment, a physical break-in at the office may still be disruptive, but it may not directly expose production data if devices are encrypted, paper records are minimized, and no sensitive systems are hosted there.

The increased risks are more distributed and more personal. Company laptops are used in homes, coworking spaces, cafes, hotel rooms, trains, and airports. Employees may live with family members, roommates, visitors, or service providers who can physically approach work devices. Screens may be visible to strangers. Devices may be stolen from bags, cars, hotel rooms, or shared workspaces. Printed materials may be disposed of outside the company’s control. A remote-first risk landscape is therefore less about one perimeter and more about hundreds of small perimeters.

A practical assessment should separate reduced traditional risks from increased modern risks. This prevents the company from spending heavily on controls that do not address its real exposure while underinvesting in device protection, workspace hygiene, and off-premises asset handling.









	Risk category
	Examples
	Relevance for remote-first companies





	Traditional risks, often reduced
	Data center physical breach; office break-in; tailgating into secure areas
	Often lower relevance where infrastructure is cloud-hosted, offices are used for collaboration, and sensitive records are not stored on-site. Still relevant where the company maintains a network closet, equipment storage area, or any on-premises systems.



	Modern risks, often increased
	Home office exposure; laptop and phone theft; shoulder surfing; unauthorized physical access by household members; insecure disposal of documents; coworking space exposure
	High relevance because work happens across many uncontrolled locations. Devices, screens, documents, and conversations become the primary physical attack surface.





In a software company, this assessment usually runs through the risk management process, onboarding workflow, asset management process, and security policy review. The evidence is the risk register entry or assessment worksheet showing location types, threat scenarios, control decisions, and residual risk acceptance. Additional evidence may include MDM reports, endpoint encryption reports, home office self-assessments, approved coworking space records, visitor logs, and incident records involving lost or stolen devices.

A good physical security risk assessment should also connect to access management. The physical risk of a device depends partly on what the user can access. A laptop used by an engineer with production administrator privileges carries different impact than a laptop used by an intern with access only to public documentation. The device may look identical, but the risk is not identical. This is why physical security, endpoint security, identity management, and privileged access management should be assessed together rather than as isolated topics.



Risk-based Approach

A risk-based approach means the company does not pretend that every location, role, or activity has the same exposure. Instead, it classifies physical work scenarios by likely impact and applies controls accordingly. This is especially important in remote-first companies because the organization cannot reasonably turn every employee’s home into a formal office, inspect every workspace, or prohibit all work outside company premises.

The first prioritization factor is the sensitivity of the work. Activities involving production access, customer data, regulated data, financial systems, security incidents, source code signing, or executive communications deserve stronger physical controls. These activities should take place only in approved locations such as a suitable home office or controlled company office. Routine documentation, training, planning, and low-sensitivity development work may be acceptable in lower-risk environments if baseline controls are followed.

The second prioritization factor is the location. A private home office is usually more controllable than a cafe, but only if the employee can prevent unauthorized access and screen exposure. A coworking space with badge access, lockers, and professional facilities may be acceptable for many work activities, but not necessarily for privileged work. A public location such as an airport lounge should generally be treated as unsuitable for confidential work because the organization cannot control shoulder surfing, conversations, network exposure, or device theft risk.

The third prioritization factor is the asset. A locked, encrypted, MDM-managed laptop with remote wipe capability creates a different residual risk than an unmanaged device. A phone with strong screen lock, remote wipe, and no local sensitive data is different from an unlocked tablet used to access internal systems. The physical control model should therefore start with device protection because devices are the most common container for company access and company information.









	Risk level
	Location types
	Typical control expectation





	High risk
	Homes where employees perform production access; any remaining on-premises infrastructure; offices where sensitive discussions occur; locations where physical documents are stored
	Enhanced workspace requirements, clear desk and clear screen controls, restricted access, device encryption, MDM, remote wipe, logging, and documented review.



	Medium risk
	Homes used for internal systems; coworking spaces with badge access; company collaboration offices
	Baseline workspace security, approved location criteria, VPN, privacy screens where needed, visitor or access logs where applicable.



	Low risk
	Homes used only for non-sensitive work; public spaces used only for non-confidential tasks
	Baseline endpoint controls, screen lock, no confidential conversations, no privileged access, no sensitive documents.





The most effective mitigation sequence begins with devices. Full disk encryption, enforced screen lock, MDM enrollment, remote wipe, and asset tracking reduce the impact of theft or loss across every location. These controls usually run in the MDM platform, endpoint management tooling, identity provider, and asset inventory. The evidence is an export showing encryption status, device compliance, wipe capability, ownership, last check-in, and policy assignment.

The next priority is privileged user workspace protection. Users with production access, sensitive customer data access, financial system access, or broad administrative rights should meet enhanced physical requirements. These controls run through HR role classification, access review, onboarding, home office self-assessment, and manager review. The evidence is the role-to-requirement mapping, completed self-assessment, access review record, and any reimbursement or support tickets used to provide equipment such as privacy screens or lockable storage.

Clear desk, clear screen, visitor management, and environmental protections complete the risk-based baseline. These are not decorative policies. They address common failure modes: credentials written on paper, confidential screens visible in shared spaces, visitors entering work areas without accountability, laptops damaged by water or power surges, and sensitive documents discarded without shredding. Evidence should be exportable from policy acknowledgements, training completion, office visitor logs, badge access logs, incident tickets, and facilities maintenance records.




Area 2: Home Office Security

Home offices are now primary work locations for many software companies. This creates a control challenge: the company has security obligations, but it does not have the same rights or practical ability to inspect an employee’s home as it does a company office. A mature home office security model therefore avoids invasive audits and instead uses clear requirements, employee self-assessment, manager review, device controls, and company support.

The operating principle is simple: define the security outcome, not the floor plan. The company can require that work devices are not accessible to unauthorized people, that screens are locked, that confidential work is not visible to others, and that devices are protected from basic environmental hazards. It should not require employees to submit photos of their homes, allow intrusive inspections, or meet unrealistic requirements unrelated to the risk of their role.

Home office security also needs to be tiered. Baseline requirements should apply to everyone because every employee can lose a device, expose a screen, or mishandle a printed document. Enhanced requirements should apply to users whose work creates higher impact if physically exposed: production administrators, engineers with privileged access, employees handling customer PII or PHI, finance users, security personnel, and executives.

The strongest implementation combines policy, onboarding, endpoint controls, and support. The policy tells employees what is expected. Onboarding confirms that the employee has reviewed and completed the setup. Endpoint controls enforce encryption, screen lock, and remote wipe. Support programs help employees buy privacy screens, cable locks, shredders, surge protectors, or lockable storage when the requirement applies.


Home Office Security Requirements

Home office requirements should be written as practical controls that employees can understand and the company can evidence. The baseline level establishes minimum hygiene for all remote workers. It covers a dedicated workspace where possible, secure device storage, screen locking, secure home Wi-Fi, and basic environmental protection. These controls reduce common physical and operational failures without assuming every employee has a separate office.

Baseline secure workspace expectations should focus on preventing accidental exposure. A dedicated workspace is preferable because it reduces the chance that family members, roommates, visitors, or service providers will see work materials or access devices. Where a separate room is not possible, the employee should still position screens away from high-traffic areas, lock the screen when away, and store devices securely when not in use.

Physical device security is the most important baseline requirement. Every employee should lock the screen when leaving the device, even briefly. Devices should be stored securely when not in use and should not be shared with family members, roommates, guests, or children. For travel or shared spaces, a physical laptop lock may be required, but it should be understood as a theft deterrent rather than a substitute for encryption and remote wipe.

Network security is also part of home office physical security because the home router is part of the employee’s work environment. Employees should use secure Wi-Fi, change default router passwords, apply router updates where possible, and separate guest devices from work devices when the router supports it. These controls usually run through onboarding guidance, employee self-assessment, IT support documentation, and endpoint configuration. The evidence is the completed self-assessment, policy acknowledgement, and any support ticket documenting assistance provided.









	Baseline category
	Requirement
	Evidence





	Secure workspace
	Dedicated workspace where possible; away from high-traffic areas; not used as a shared public space during confidential work
	Home office self-assessment; onboarding checklist completion



	Physical device security
	Screen lock when away; secure storage when not in use; no unauthorized access by household members
	MDM screen lock policy; self-assessment; security awareness acknowledgement



	Network security
	WPA2/WPA3 Wi-Fi; strong router password; no default admin password; guest network where feasible
	Self-assessment; IT support ticket if assistance was provided



	Environmental protection
	Adequate lighting; nearby fire detector; no water hazards above equipment; surge protector for equipment
	Self-assessment; reimbursement record for approved equipment





Enhanced requirements apply when the person’s role increases the impact of physical exposure. A production engineer, for example, may have access to deployment systems, logs, secrets management, or cloud administration. A finance user may access payroll or banking systems. A support agent may view customer data. For these roles, a lockable workspace, privacy screen, clear desk practice, and restrictions on visitors during work are proportionate controls.

Enhanced controls should be assigned based on access and data sensitivity, not job title alone. This assignment can run through the identity governance process, HR role mapping, privileged access review, or access request workflow. The artifact proving it is a mapping that shows which roles or access groups require enhanced home office controls, plus completed self-assessments and any exception records.









	Enhanced category
	Requirement
	Evidence





	Physical access control
	Lockable workspace where feasible; no shared devices in workspace; household members briefed not to interrupt sensitive work
	Enhanced self-assessment; privileged role mapping



	Clear desk
	Sensitive documents locked away; no visible credentials; sensitive printouts shredded; workspace cleared at end of day
	Policy acknowledgement; training completion; employee attestation



	Clear screen
	Privacy screen for confidential work; monitors positioned away from windows and doors; manual lock when leaving desk
	Equipment reimbursement; MDM lock policy; self-assessment



	Visitor restrictions
	No visitors in workspace during confidential work; screen covered or locked when visitors are present
	Self-assessment; policy acknowledgement





The company should also define exceptions. Some employees may not have a separate room, may live in shared housing, or may be temporarily working from a constrained environment. Exceptions should not be handled informally. They should be recorded in a ticket or risk exception register, reviewed by the manager and security team, and paired with compensating controls such as stricter device locking, privacy screens, reduced privileged access from that location, or use of a company office for sensitive tasks.



Implementing Home Office Security

Implementation begins with a documented home office security policy. The policy should define baseline and enhanced requirements, explain which roles fall into each tier, and state that the company uses a privacy-respecting approach. It should make clear that the organization is not conducting physical inspections of private homes. Instead, employees complete self-assessments, acknowledge responsibilities, request support if needed, and follow endpoint and workspace controls.

The self-assessment process is the operational bridge between policy and evidence. It should run during onboarding, role changes, and periodic reassessment. A new hire completes the checklist, confirms that baseline controls are in place, and identifies any gaps. If the person has privileged access or handles sensitive data, the enhanced section applies. The completed checklist becomes an auditable artifact, usually stored in the HR system, GRC system, ticketing system, or employee onboarding record.

Manager review should confirm completeness, not act as a home inspection. The manager should check that the employee completed the required sections, understands restrictions for sensitive work, and has requested any needed support. Security or IT should be available for consultation, especially for home network setup, privacy screens, device protection, and exceptions. Where requirements cannot be met, the outcome should be documented as a risk decision or access limitation.

Company support is what makes the policy realistic. If the organization requires privacy screens, cable locks, surge protectors, shredders, or lockable storage for certain roles, it should provide equipment directly or reimburse employees. A small home office security budget is often less expensive than the cost of one lost laptop incident, one customer data exposure, or one audit finding caused by unsupported requirements.









	Implementation component
	How it works
	Evidence produced





	Policy foundation
	Defines baseline and enhanced requirements by role and risk level; states privacy-respecting approach
	Approved policy; version history; employee acknowledgements



	Self-assessment
	Employee completes checklist during onboarding and annually thereafter
	Completed checklist; onboarding ticket; reassessment record



	Company support
	Reimbursement or provisioning of required equipment
	Expense receipts; procurement record; support ticket



	Exception handling
	Gaps are reviewed and compensating controls are documented
	Risk exception; manager/security approval; access limitation record



	Monitoring
	Completion status tracked across employees and privileged users
	Dashboard export; reminder logs; overdue assessment report





Home office security budget

A practical one-time equipment allowance often covers the controls employees actually need: a privacy screen, cable lock, surge protector, small shredder, and lockable drawer or cabinet. The reimbursement workflow should run through onboarding or expense management, and the evidence should include receipts, approval records, and closure of the onboarding checklist item.

Home office security checklists

Home office checklists should be operational rather than aspirational. They should tell employees what to do and tell auditors what evidence exists. The individual checklist belongs in onboarding and annual reassessment.









	Individual setup item
	Why it matters
	Evidence





	Dedicated workspace established
	Reduces accidental viewing or access by others
	Self-assessment



	Wi-Fi secured and router defaults changed
	Reduces local network compromise risk
	Self-assessment or IT support ticket



	Guest Wi-Fi created where feasible
	Separates visitors’ devices from work devices
	Self-assessment



	Surge protector installed
	Reduces power damage risk
	Self-assessment or receipt



	Fire detector present and functional
	Reduces environmental loss risk
	Self-assessment



	Lock screen timeout configured
	Prevents opportunistic access
	MDM policy export



	Privacy screen used where required
	Reduces shoulder surfing
	Receipt or equipment assignment



	Locking storage available where required
	Protects documents and devices
	Receipt or self-assessment



	Self-assessment submitted
	Creates auditable completion evidence
	Onboarding or GRC record





The organizational checklist belongs to IT, security, HR, and management because those teams own the policy, tooling, support, and monitoring process.









	Organizational implementation item
	Owner
	Evidence





	Home office policy documented
	Security / HR
	Approved policy and version history



	Baseline and enhanced requirements defined
	Security / Management
	Role-to-requirement mapping



	Equipment budget and reimbursement process established
	Finance / HR
	Budget approval and reimbursement records



	IT support process available
	IT
	Support articles and tickets



	Onboarding checklist updated
	HR / Security
	Onboarding workflow export



	Annual reassessment scheduled
	Security / HR
	Reminder logs and completion dashboard



	Completion metrics tracked
	Security
	Assessment dashboard and overdue report



	Exception process established
	Security / Risk owner
	Risk exception records








Area 3: Coworking Space Security

Coworking spaces can be useful for remote-first companies because they provide stable desks, better ergonomics, meeting rooms, and a professional environment. They are usually safer than cafes but less controlled than home offices or company offices. The security model should therefore allow coworking spaces under defined conditions while prohibiting activities that are too sensitive for shared environments.

The key is to approve based on observable controls, not brand reputation or employee preference. A suitable coworking space has controlled entry, professional management, reasonable monitoring, secure Wi-Fi, and storage options. An unsuitable space is effectively public: open entry, unknown guests, no lockers, open Wi-Fi, and no accountability. The difference matters because coworking spaces place employees near strangers who may overhear calls, view screens, access unattended devices, or observe work patterns.

Coworking policy should define three things clearly: which spaces may be used, which practices are mandatory, and which work activities are prohibited. This prevents ambiguity. An employee should not have to guess whether production access is acceptable from a shared desk. The answer should already be documented: routine work may be allowed in approved coworking spaces, but privileged work, incident response, highly confidential data handling, and customer PII-heavy support should be restricted to approved private locations.

The approval process should produce evidence. The employee submits a request with details about the coworking space, including access control, Wi-Fi, lockers, cameras, and professional environment. The manager or security team reviews the request, approves or denies it, and records the decision. The evidence is the approval ticket, approved location register, and annual reapproval record.


Coworking Security Requirements

A coworking space should meet minimum infrastructure requirements before employees use it for company work. Badge or keycard access is preferable because it reduces purely public access and creates at least some accountability. Security cameras at entrances and common areas provide deterrence and investigation support. Lockers allow employees to secure equipment during breaks. Secure Wi-Fi reduces network exposure, although VPN should still be required. A professional environment reduces the likelihood of casual public observation compared with cafes or hotel lobbies.
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Figure 5: Coworking Security Requirements

Even in an approved coworking space, employees should follow stricter behavior rules than they would in a private home office. Laptops should never be left unattended, even if locked. Screens should be locked whenever the user steps away. Privacy screens should be used for confidential or internal work. VPN should be active for all work. Confidential calls should be taken in private rooms, not open areas. Printed confidential documents should be avoided because printers and bins are often shared.

The company should define prohibited activities explicitly. Production access should not be performed from coworking spaces unless the company has made a specific risk decision and added compensating controls. Highly confidential data handling, customer support involving sensitive personal data, security incident response, and privileged administration should normally be limited to home offices or company offices with stronger physical controls. These restrictions should be enforced through policy, awareness training, and, where possible, conditional access rules.









	Coworking requirement
	Expected control
	Evidence





	Controlled access
	Badge, keycard, staffed reception, or equivalent entry control
	Coworking approval request; review note



	Monitoring and accountability
	Cameras or staffed common areas
	Approval record; site description



	Secure storage
	Lockers or equivalent equipment storage
	Approval record



	Secure connectivity
	Non-open Wi-Fi plus mandatory VPN
	VPN policy; endpoint compliance logs



	Professional environment
	Not a cafe, bar, public lobby, or uncontrolled shared area
	Manager/security approval





Security practices in coworking spaces should be simple enough to remember and strict enough to prevent common failures. The company can express them as a short operating rule: approved space, VPN always, privacy screen where needed, no unattended devices, no privileged work, no confidential calls in open areas. This rule can be included in the acceptable use policy, remote work policy, onboarding training, and annual security awareness training.









	Activity
	Allowed in approved coworking?
	Notes





	Routine development without production access
	Usually yes
	VPN required; privacy screen recommended



	Documentation and planning
	Usually yes
	Avoid visible confidential strategy or customer details



	Internal meetings
	Yes, with caution
	Use private rooms for sensitive topics



	Production access
	Normally no
	Use home office or company office



	Security incident response
	Normally no
	Requires privacy, focus, and controlled environment



	Customer support with sensitive PII
	Normally no
	Use approved private workspace



	Highly confidential discussions
	No in open areas
	Use private room or approved office





The coworking approval workflow should run through the ticketing system or GRC workflow. The employee requests approval for a specific location, provides details, and confirms expected use. The manager or security team reviews the request, approves or denies it, and records the result. Annual reapproval keeps the record current because coworking spaces can change ownership, access rules, layout, or security posture.










	Step
	Action
	Owner
	Evidence





	1
	Request approval for a specific coworking space
	Employee
	Coworking approval ticket



	2
	Provide security details and intended work activities
	Employee
	Completed request form



	3
	Review against approval criteria
	Manager / Security
	Review notes and decision



	4
	Add approved space to register
	Manager / Security
	Approved coworking register



	5
	Reapprove annually or after material change
	Manager / Security
	Reapproval record








Area 4: Company Office Security

Modern software company offices are usually collaboration hubs, not data centers. They contain meeting rooms, hot desks, kitchens, phone booths, whiteboards, and network equipment, but often not the production infrastructure or paper records that older physical security models assumed. Office security should reflect that reality. The company should protect people, devices, conversations, visitor access, and any limited on-premises infrastructure without building an unnecessary fortress.

This does not mean office security can be informal. Badge access, visitor management, clear desk practices, camera coverage at entrances, and restricted access to network closets all create accountability. They also produce evidence for audits and investigations. If a lost device, suspected theft, unauthorized visitor, or workplace incident occurs, the company needs to know who was present, when they arrived, what areas they accessed, and whether restricted areas were protected.

The strongest office security model starts by reducing what the office contains. If no sensitive production systems or customer databases are stored on-premises, the physical impact of an office incident is lower. If printed documents are minimized and shredded, document exposure is reduced. If office Wi-Fi requires strong authentication and endpoint compliance, network risk is reduced. The office then becomes a controlled collaboration environment rather than a high-concentration data risk.

Where secure areas do exist, they should be explicitly identified. A network closet, equipment storage room, server room, or document archive should not inherit the same access level as the kitchen or meeting rooms. Restricted areas need separate access approval, logs, periodic review, and activity control. The more sensitive the area, the smaller the access list should be.


Office Security Model for Software Companies

The modern software office typically supports collaboration rather than core infrastructure. Employees may come in for planning sessions, customer meetings, interviews, team events, workshops, or focused work. Desks may be unassigned. Meeting rooms may be booked through a scheduling system. Visitors may include customers, candidates, contractors, vendors, auditors, investors, or personal guests. Security controls should manage those flows.

Badge access to the office floor should be standard. Its value is not only that it keeps unauthorized people out. Its deeper value is the access record. Badge logs can support incident investigations, emergency response, access reviews, and termination evidence. When an employee leaves, badge access should be revoked as part of offboarding. When a contractor’s engagement ends, temporary access should expire. When a badge is lost, it should be deactivated and replaced.

Visitor management should provide a similar accountability layer for non-employees. Visitors should be registered, identified, badged, hosted, and logged out. Sensitive visitors such as vendors or contractors may need NDAs or additional conditions. The visitor record becomes evidence that access was controlled rather than informal. This matters in audits because “we recognize people at the door” is not a reliable control.

The office network should also reflect the company’s risk model.
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Figure 6: Office Security Model for Software Companies

Office Wi-Fi should use strong authentication, not a shared password known by every former employee and visitor. Guest Wi-Fi should be separated from employee devices. Network closets should be locked. Any equipment supporting connectivity, VPN, identity, or access control should be inventoried and protected. The evidence may include Wi-Fi configuration records, network diagrams, access logs, badge reports, visitor logs, and quarterly access reviews.









	Office element
	Security expectation
	Evidence





	Building or office entry
	Badge or controlled access
	Badge system export; access review



	Reception and visitors
	Visitor registration, ID check, badge, host accountability
	Visitor log; NDA record where applicable



	Collaboration areas
	Clear desk, clear screen, no sensitive materials left behind
	Policy acknowledgement; inspection record if used



	Wi-Fi
	Strong employee authentication; separate guest network
	Network configuration record; access policy



	Network closet
	Restricted access; locked door; inventory
	Restricted access list; access logs; inventory



	Entry cameras
	Coverage of entrances and key common access points
	Camera policy; retention settings; signage evidence







Physical Access Control

Physical access control should be designed around zones. Public areas may include the building lobby, reception, or shared facilities. Company areas include the office floor, meeting rooms, hot desks, and kitchen. Restricted areas include network closets, storage rooms, equipment cages, document storage, and any room containing sensitive infrastructure. Each zone should have access requirements that match its risk.

Badge or mobile credential access is usually sufficient for company areas. It is easy to provision, easy to revoke, and creates a log. PINs may be useful as backup access but should not be the main control for sensitive doors because they are easily shared or observed. Biometrics should be reserved for high-security areas, if used at all, because they introduce privacy concerns and may be disproportionate for ordinary software company offices.

Access control must be lifecycle-managed. Onboarding creates access. Role change may modify access. Termination removes access. Lost badges are deactivated. Visitor badges are temporary and visually distinct. Contractor access has an end date. Access reviews verify that the system still matches current employment and role needs. These events should run through HR, IT, facilities, identity governance, or ticketing workflows rather than informal requests.










	Access level
	Area examples
	Access requirement
	Evidence





	Level 1: Public areas
	Lobby, visitor waiting area, shared building facilities
	No company badge required or building-managed access
	Building policy or reception procedure



	Level 2: Company areas
	Office floor, meeting rooms, kitchen, hot desks
	Employee badge or approved credential
	Badge log; active access list



	Level 3: Restricted areas
	Network closet, equipment storage, document storage, executive secure room
	Separate approval and restricted access list
	Access approval ticket; restricted access review





Badge management should be tied to offboarding. A common failure mode is that physical access remains active after system access has been removed, especially in small offices where facilities access is handled separately from IT. The offboarding checklist should include badge deactivation, mobile credential removal, key return, visitor or contractor access removal, and confirmation in the ticket. The evidence is the completed offboarding ticket plus the badge system record showing deactivation.









	Event
	Required action
	Evidence





	Employee onboarding
	Provision badge or credential based on role and location
	Access request; badge assignment record



	Employee termination
	Deactivate badge same day according to offboarding timing
	Offboarding ticket; badge deactivation log



	Lost badge
	Report, deactivate old badge, issue replacement
	Lost badge ticket; replacement record



	Contractor start
	Issue temporary access with expiry
	Contractor access approval



	Contractor end
	Remove or expire access
	Access removal record



	Quarterly review
	Verify active badge list against current workforce
	Access review export; remediation tickets



	Visitor badge
	Issue temporary badge and collect at exit
	Visitor log; badge return record





Physical access control should not be judged only by whether a door locks. It should be judged by whether access can be granted, revoked, reviewed, investigated, and evidenced. A locked door with no records may reduce opportunistic entry, but it does not produce the audit trail needed for compliance or incident response.



Visitor Management

Visitor management turns non-employee presence into a controlled and










	Visitor type
	Requirements
	Escort / access boundaries
	Evidence





	Customers or prospects
	Pre-registration by employee host; ID check where appropriate
	Escorted at all times unless meeting room access is controlled
	Visitor log; host record



	Vendors or contractors
	Purpose documented; NDA if applicable; access duration defined
	Escorted or limited unescorted based on role
	Contractor access ticket; NDA record



	Candidates
	Pre-registration by recruiting; ID check where appropriate
	Escorted to and from interview rooms
	Recruiting visit record



	Personal visitors
	Pre-approved; limited to public or accompanied areas
	Accompanied by employee
	Visitor log



	Auditors or assessors
	Pre-arranged visit; scope and rooms identified
	Hosted by security/compliance owner
	Audit visit record















	Process step
	Action
	Responsible party
	Evidence





	1. Pre-registration
	Visitor registered with purpose and expected arrival
	Employee host
	Visitor registration record



	2. ID verification
	Identity checked where required by policy
	Reception or host
	Check-in record



	3. Badge issuance
	Visitor badge issued and visible
	Reception or host
	Badge issue log



	4. Host notification
	Host notified of visitor arrival
	System or reception
	Notification record



	5. Escort or instructions
	Visitor escorted or given approved limited access
	Host
	Visitor policy acknowledgement where applicable



	6. Badge return
	Visitor badge returned at exit
	Visitor / reception
	Check-out record



	7. Log completion
	Exit time recorded and visit closed
	Reception or system
	Completed visitor log













Secure Areas














	Secure area
	Typical assets
	Required controls
	Evidence





	Network closet
	Switches, routers, firewalls, patch panels, ISP equipment
	Restricted access, locked door, inventory, access review
	Access list; badge logs; inventory



	Server room
	On-premises servers or storage
	Restricted access, environmental monitoring, activity logging
	Access logs; monitoring records; change tickets



	Equipment storage
	Laptops, peripherals, spare devices
	Locked storage, inventory, issuance process
	Asset inventory; checkout records



	Document storage
	Contracts, HR files, sensitive printouts
	Lockable storage, limited access, retention rules
	Access list; retention/disposal records








Area 5: Clear Desk and Clear Screen Policies






Clear Desk Policy













	Clear desk situation
	Required behavior
	Evidence





	End of day
	Sensitive documents locked away, removed, or shredded; whiteboards erased if sensitive
	Policy acknowledgement; office inspection record if used



	Away from desk
	Sensitive materials secured if away for more than a short period
	Awareness training; self-attestation



	Credentials and secrets
	No passwords, API keys, recovery codes, or tokens on paper or whiteboards
	Training record; incident/corrective action if found



	Printed materials
	Print only when needed; shred when no longer required
	Shredding record; equipment reimbursement



	Home office
	Lockable storage where role requires it
	Self-assessment; receipt or support ticket








Clear Screen Policy















	Clear screen control
	Requirement
	Where it runs
	Evidence





	Automatic lock
	Lock after defined inactivity period; strong unlock required
	MDM / endpoint management
	Policy export; compliance dashboard



	Manual lock
	Lock when leaving the desk, even briefly
	Employee practice / awareness training
	Policy acknowledgement; training completion



	Privacy screen
	Required for confidential work where viewing risk exists
	Procurement / onboarding / self-assessment
	Receipt; equipment assignment; self-assessment



	Screen positioning
	Avoid visibility from windows, walkways, doors, and public areas
	Home office setup / office layout
	Self-assessment; office layout review



	Safe screen sharing
	Close sensitive windows; share only what is needed
	Meeting practice / training
	Training completion; incident corrective action if needed








Area 6: Equipment and Environmental Security






Equipment Siting and Protection













	Placement rule
	Risk reduced
	Example in a software company
	Evidence





	Away from windows
	Theft, heat, glare, weather damage
	Network gear not visible from ground-floor windows
	Facilities inspection



	Raised off floor
	Water damage from leaks or flooding
	Switches and spare devices stored on shelving
	Facilities record; office checklist



	Adequate ventilation
	Overheating and equipment failure
	Network closet has airflow and temperature checks
	Maintenance log; monitoring alert



	Away from water sources
	Leaks and condensation
	Equipment not under pipes, HVAC, sinks, or roofs with known leaks
	Facilities inspection



	Stable surface
	Falls and vibration damage
	Devices stored on shelves, not stacked loosely
	Office checklist



	Cable management
	Tripping, accidental unplugging, poor troubleshooting
	Cables routed, labeled, and secured
	Network closet review














	Threat
	Protection measures
	Monitoring evidence





	Fire
	Detectors, extinguishers, evacuation procedures, fireproof storage where needed
	Fire inspection records; drill records; equipment checks



	Water
	Equipment away from pipes/windows; raised storage; water sensors where justified
	Facilities inspections; sensor alerts



	Temperature
	Ventilation, HVAC, thresholds for critical rooms
	Temperature logs; HVAC maintenance records



	Power
	Surge protectors, UPS for critical equipment, generator only where justified
	UPS test records; power incident tickets



	Dust
	Cleaning, filters, suitable storage
	Cleaning schedule; HVAC filter replacement



	Physical damage
	Stable racks, shelves, cable trays, restricted access
	Inspection record; access logs







Supporting Utilities














	Utility
	Baseline control
	Enhanced control
	Evidence





	Power
	Surge protectors for employee and office equipment
	UPS for critical infrastructure; generator only where justified
	Reimbursement records; UPS test logs



	Cooling
	Adequate ventilation for equipment
	Temperature monitoring and redundant cooling for critical rooms
	HVAC maintenance; monitoring logs



	Connectivity
	Secure home or office internet; VPN
	Backup ISP or 4G/5G failover for critical offices
	Network design; failover test



	Remote worker continuity
	Guidance for outages
	Approved alternate work locations for critical roles
	Policy; manager notification; incident ticket








Cabling Security













	Cable type or environment
	Security measures
	Evidence





	Office network cabling
	Conduits or cable trays; locked network closets; organized patching; no exposed cables in public areas
	Network closet inspection; access logs; diagrams



	Office power cabling
	Proper cable management; adequate capacity; grounded equipment; no tripping hazards
	Facilities inspection; incident tickets



	Public or shared networks
	Avoid unknown wired connections; use VPN; do not trust public infrastructure
	VPN policy; endpoint compliance logs



	Home office
	Safe power setup; surge protection; avoid overloaded outlets
	Self-assessment; reimbursement records








Area 7: Physical Security Monitoring






Security Cameras













	Camera location
	Appropriate use
	Evidence





	Entry and exit points
	Record arrivals, departures, and forced entry attempts
	Camera inventory; footage retention setting



	Reception
	Support visitor accountability and incident review
	Signage; access control policy



	Equipment rooms
	Deter and investigate tampering
	Restricted access list; camera placement record



	Parking or loading areas
	Support theft and safety investigations
	Camera coverage map



	Workspaces
	Usually inappropriate due to privacy expectations
	Exception approval if ever used



	Bathrooms or private areas
	Prohibited
	Policy statement








Intrusion Detection
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Figure 7: Intrusion Detection










	Monitoring control
	Use case
	Evidence





	Door sensors
	Detect forced or after-hours entry
	Alarm logs; incident tickets



	Motion sensors
	Detect activity in areas expected to be empty
	Monitoring logs; response records



	Glass break sensors
	Detect forced entry through windows
	Alarm system configuration



	After-hours alarm
	Protect office outside normal hours
	Arming schedule; alert records



	Secure area alerts
	Detect unauthorized access to network closets or storage
	Restricted area logs; investigation tickets








Area 8: Security of Assets Off-premises






Devices Off-premises














	Asset type
	Security requirements
	Where it runs
	Evidence





	Laptops
	Full disk encryption, MDM, remote wipe, screen lock, tracking, asset assignment
	MDM / endpoint management / asset inventory
	Encryption report; MDM compliance; asset record



	Phones
	Strong PIN, biometric unlock, remote wipe, tracking, managed access to company apps
	MDM / mobile application management / IdP
	Device compliance; conditional access logs



	Tablets
	Same as phones; MDM enrollment if company-owned
	MDM / asset inventory
	Compliance export; inventory record



	Portable storage
	Avoid where possible; encrypt and track if required
	Asset management / data handling process
	Approval ticket; encryption evidence



	Physical documents
	Minimize, carry securely, shred when done, never place in checked luggage
	Policy / training / disposal process
	Training record; disposal evidence where applicable














	Lost device step
	Action
	Evidence





	Report
	Employee reports loss or theft immediately
	Incident ticket



	Identify
	IT identifies asset, owner, serial number, and assigned controls
	Asset inventory record



	Contain
	Lock or wipe device; revoke sessions; reset credentials if needed
	MDM command log; IdP session log



	Verify
	Confirm encryption, last check-in, wipe status, and access activity
	MDM export; access log review



	Decide
	Security assesses impact and notification requirements
	Incident assessment



	Close
	Replacement issued and lessons recorded
	Closure note; corrective action ticket







Travel Security













	Travel phase
	Required actions
	Evidence





	Before travel
	Back up work, update software, confirm encryption and MDM, remove unnecessary sensitive data, notify manager or IT for high-risk travel
	Travel request; MDM compliance; support ticket



	During travel
	Keep devices in carry-on, use VPN where appropriate, avoid public charging, do not work on confidential data in public, secure devices in hotel safe if suitable
	Policy acknowledgement; incident report if exception occurs



	After travel
	Report loss, inspection, or suspicious events; scan device if required; review logs for high-risk cases
	Incident ticket; scan result; access log review














Evidence Snapshot











What’s next?
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