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Introduction

This book was born at 195 Broadway, a twenty-nine-story building wrapped with Roman columns in New York City’s bustling financial district. Long before my U.S. publisher, HarperCollins, moved in, it was the headquarters of American Telephone and Telegraph, better known as AT&T, and the site of several historic transmissions: the first sustained transatlantic radio communication in 1923, the first transatlantic phone call in 1927, and the first two-way videophone call in 1930. During the Cold War, AT&T adopted the slogan “Communications is the foundation of democracy,” and for most of the twentieth century, 195 Broadway stood at the center of an expanding communications empire.

As this century unfolds, communications are racing faster, reaching further, carrying more—and increasingly coming from China. In 2017, Chinese engineers used a special satellite to hold the first intercontinental, quantum-encrypted video conference, a major step toward constructing an unhackable network. In 2018, Huawei and Vodafone demonstrated one of the first 5G wireless calls. The same year, Hengtong Group celebrated foreign sales of 10,000 kilometers of subsea fiber-optic cable, the systems that carry the vast majority of international data. Communications, the Chinese Communist Party (CCP) is proving, does not have a political preference. It is a powerful tool, for liberation or repression, depending on who controls it.

Just three decades ago, China was completely dependent on foreign companies for all these capabilities. Huawei was a middling reseller. China’s most advanced communications satellites were made in the United States. The world’s subsea fiber-optic cable providers were exclusively from the United States, Europe, and Japan. Lacking these systems, let alone the ability to produce them, China’s first connection to the global internet came through a Sprint satellite network in 1994. Since then, China has leapt from customer to supplier, from copycat to innovator, from network offshoot to operator.

China’s rapid rise is overshadowed only by its global ambitions for the next three decades. Chinese leader Xi Jinping has called for his country to dominate advanced technology manufacturing by 2025, to lead standard setting by 2035, and to become a global superpower by 2050. Xi is mobilizing companies to pour resources into developing digital infrastructure at home and sell more of their products overseas through his Belt and Road Initiative. The Digital Silk Road, part of that initiative and the focus of this book, connects China’s bid for technological independence at home and its quest to dominate tomorrow’s markets.

History cautions that much more than sales figures are at stake. AT&T applied its expertise to help develop nuclear weapons, a missile warning system, and a secret communications network for Air Force One, among other national security projects. “The blessing of the state, implicit or explicit, has been crucial to every twentieth-century information empire,” observes Tim Wu, a Columbia Law professor who joined President Biden’s National Economic Council, in The Master Switch. Now a new information empire is emerging with vast support from the Chinese state. These pages describe its contours and grapple with its consequences.

While I was writing this book, the stakes became even starker as the COVID-19 pandemic paralyzed the physical world. The streets of New York and so many other cities became quiet, and during the darkest of those days, everything seemed dangerously brittle if not already broken: health systems, supply chains, and financial markets. Digital infrastructure, normally out of sight and out of mind, suddenly felt like the one system that did not fail. It provided a lifeline to family, friends, work, school, food, entertainment, and more. The digital world roared ahead.

Out of necessity, my journey to understand digital infrastructure became even more virtual. Instead of flying to Los Angeles to tour one of the world’s busiest internet exchanges, and the gateway for massive data flows to and from Asia, I took an online tour of the facility and then continued onward to Cape Town to visit one of Africa’s largest data centers—all while eating lunch from my desk. I enrolled in online courses on surveillance systems offered by China’s largest camera manufacturer, gaining access that would have been difficult, if not impossible, in person. I became a beta user of Starlink, Elon Musk’s mega-constellation of satellites that aims to deliver broadband to the farthest reaches of the Earth.

These virtual excursions had their limits. I couldn’t wander, as I had grown accustomed to doing while visiting Chinese infrastructure projects around the world before the pandemic. I couldn’t bump into fellow classmates between lessons and learn about them and why they were taking the course. Even the most high-definition video can’t capture the smell of a place or the feel of rain, sun, and wind. Yet the opportunities were still amazing—the information I accessed, the places I saw, the people I met, all safely amid a global pandemic.

But life did not migrate online for everyone, nor in the same way for those privileged to have access. Roughly half of humanity still lacks internet access. In China, nearly a billion people have access, but foreign connections are so restricted that most people are essentially using a separate internet. The pandemic also opened the floodgates for more pervasive and sophisticated forms of surveillance. Chinese surveillance cameras landed everywhere, from the European Parliament to Alabama’s public schools, armed with thermal imaging to detect fevers.

With its reach expanding rapidly, China may seem destined to host the headquarters of the next information empire. Huawei’s sprawling European-style campus in Dongguan, an hour outside Shenzhen, already makes AT&T’s Roman touches look modest. But the United States still occupies a position of strength. Among its many advantages are world-leading research universities, innovative companies, deep pools of private capital, openness to immigrants, and a global network of partners and allies. The question is whether the United States can rise to the challenge, rebuilding at home while leading a coalition of countries that offers real benefits to the developing world.

After a year of remote work, the very idea of a physical headquarters feels outdated. But this journey has taught me that the digital world is becoming even more heavily dependent upon physical systems. Nearly every device, and every network node, still falls within the physical or legal boundaries of a sovereign state. As more of daily life depends on digital infrastructure, and more physical objects are connected, it is not merely different versions of the internet that are emerging but different worlds. Communications has a foundation, and the competition to control it is underway.




Chapter One

The Network Wars

If history is written by the victors, so are fantasies of the future. Among the most alluring and dangerous of these tales, born in the blinding glow of Cold War victory, was the idea that communications technology would inevitably promote liberty. As former U.S. president Ronald Reagan told a London audience in 1989, “More than armies, more than diplomacy, more than the best intentions of democratic nations, the communications revolution will be the greatest force for the advancement of human freedom the world has ever seen.”1

Having recently left office, Reagan was triumphant. America was ascendant, its archrival gasping. The Soviet Union led the world in steel, oil, and nuclear weapons production, but Soviet computers were two decades behind their U.S. counterparts. Heavy industry, Soviet leaders were discovering, matters less in the information age. “The biggest of big brothers is increasingly helpless against communications technology,” Reagan boasted.

Democracy was on the march in Hungary and Poland, and Reagan even saw it sprouting in China, where authorities had brutally suppressed demonstrations in Beijing and other cities weeks earlier. Nicholas Kristof, then Beijing bureau chief for the New York Times, witnessed the violence in Tiananmen Square and later wrote, “The Communist Party signed its own death warrant that night.”2 Foreign correspondents and diplomats debated whether the Party could last weeks, months, or a year.3

Even as the CCP defied those expectations, predictions that technology would bring about its demise only became more popular. By 1993, illegal satellite dishes were popping up faster than the government could tear them down. “The information revolution is coming to China, and in the long run it threatens to supplant the Communist revolution,” Kristof wrote.4 Satellites failed to deliver that change, but then came the internet, and bloggers were cast as the new freedom fighters.

Few were as courageous and inspiring as Li Xinde, author of Chinese Public Opinion Surveillance Net. Li was investigating reports of government corruption, posting his findings online, and then moving on before local authorities could arrest him. “It’s the Chinese leadership itself that is digging the Communist Party’s grave, by giving the Chinese people broadband,” Kristof wrote in a 2005 profile of Li titled “Death by a Thousand Blogs.”5

But the fantasy that connectivity favors liberty has long faded. In its place, a much darker reality is unfolding. Democracy is retreating, and digital authoritarianism is on the march.

The CCP is harnessing communications technology to cement its control at home and expand its influence abroad. Like a medieval castle, China’s domestic internet has only a handful of entry points, giving Beijing an unrivaled ability to monitor, censor, and cut off network traffic. Surveillance cameras armed with artificial intelligence (AI) have blanketed public spaces, logging faces, automating ethnic profiling, and contributing to the imprisonment of over a million Muslim minorities.

China has become not only the biggest of big brothers but also the world’s largest provider of communications technology. Huawei has operations in more than 170 countries, but it is hardly China’s only digital giant. Two Chinese companies, Hikvision and Dahua, churn out nearly 40 percent of the world’s surveillance cameras. Hengtong Group supplies 15 percent of the world’s fiber optics and is one of the world’s four suppliers of submarine cables, which carry 95 percent of international data. China’s global navigation satellite system, Beidou, provides more extensive coverage over 165 of the world’s capital cities than does America’s GPS.6

From outer space to the ocean floor, these connections are all part of China’s Digital Silk Road, or DSR. Amorphous by design, the DSR sits at the intersection of Chinese leader Xi Jinping’s signature policy efforts. It was first mentioned in 2015 as a component of China’s Belt and Road Initiative, Xi’s vision for moving China closer to the center of everything through infrastructure projects, trade deals, people-to-people ties, and policy coordination. Dangling promises of investment and speaking to the aspirations of the developing world, China has convinced 140 countries to sign onto the Belt and Road.7

Like the Belt and Road, the DSR is a China-centric concept wrapped in warm and fuzzy rhetoric about cooperation and mutual benefits. There are no formal criteria for what qualifies as a project, but as Chinese technology companies encounter greater scrutiny abroad, the concept has proved a savvy marketing tool. The “Silk Road” imagery evokes a romanticized version of ancient times: camel caravans on the move, cultures mingling, ideas flowing. In reality, it advances “Made in China 2025,” another of Xi’s signature initiatives, which aims to capture market shares in high-tech industries that amount to global domination.

Before the DSR was formally unveiled, China’s digital reach extended quietly into American communities. Rural carriers in a dozen U.S. states purchased Huawei equipment.8 China Telecom and China Unicom, the country’s two largest state-owned telecommunications companies, won licenses to carry international calls within the United States. Along with China Mobile, they connect with other networks in nearly twenty U.S. cities. Hikvision cameras watch over apartment buildings in New York City, a public school in Minnesota, hotels in Los Angeles, and countless homes.

Having awoken to the dangers of allowing its chief competitor’s technology in U.S. networks, Washington has started severing these connections. The U.S. Congress banned carriers that receive federal funding from purchasing Huawei equipment, and the Commerce Department prohibited U.S. companies from selling components to Huawei. The New York Stock Exchange delisted China Telecom, China Unicom, and China Mobile. The Federal Communications Commission (FCC) is revoking China Telecom and China Unicom’s licenses.9 After struggling to identify Hikvision cameras, the U.S. government has removed them from its facilities. All five companies, and hundreds more Chinese entities, have been sanctioned by the United States for offenses ranging from supporting the Chinese military to committing human rights abuses.10

The United States has also been playing defense abroad. The global reach of U.S. sanctions prevents any company, U.S. or foreign, from selling components to Huawei that rely on U.S. intellectual property. Publicly and privately, U.S. officials have lobbied foreign leaders and companies to avoid using Chinese suppliers. The State Department’s “Clean Network” Initiative, launched in the Trump administration’s final year, aimed to limit Chinese suppliers of 5G equipment, Chinese carriers, Chinese cloud providers, Chinese apps, and Chinese involvement in underseas cables.11

Convinced it cannot rely on access to U.S. technology, China is pushing ahead with major investments at home. Xi has called for $1.4 trillion in spending through 2025 on “new infrastructure,” which includes 5G systems, smart cities, cloud computing, and other digital projects.12 In March 2021, China approved its Fourteenth Five-Year Plan, a blueprint for the country’s development, which for the first time declared technological self-reliance a “strategic pillar.”13 Xi has also called for China to follow an economic model of “dual circulation,” a concept that aims to continue China’s exports to foreign markets while reducing its reliance on foreign technology domestically.14 As China bolsters its capabilities at home, it will have more to offer overseas.

The DSR is already accelerating in the wake of the COVID-19 pandemic. While exposing the risks of physical connectivity, the pandemic also raised the costs of being on the losing side of the digital divide. Better-connected economies were able to handle massive transitions to the virtual world. The roughly half of humanity that remains unconnected to the internet had fewer options. The pandemic’s financial shock has left developing countries cash-strapped with even less room to borrow. Compared to the large transport and energy projects that characterized the Belt and Road’s early years, digital projects are often cheaper and faster to complete.

With these lines drawn, the stage is set for competition between the United States and China to intensify in third markets. Warnings from U.S. officials about the risks of Chinese communications technology are now echoed in Australia, Japan, South Korea, and large parts of Western Europe. But the United States has been less effective in offering affordable alternatives. China is exploiting that opening by pushing deeper into developing and emerging markets, where affordability trumps security. A world of competing digital ecosystems, each with its own equipment and standards, is taking shape. Practically everyone is caught in the middle.

Despite extolling the importance of networks for years, leading thinkers largely failed to consider the possibility of a world in which the United States is not the dominant hub. China’s rise and reach beyond its borders is now eviscerating long-held assumptions about technology and liberty, Western primacy, and the very nature of power. Journalists and academics have been grasping for the right words to describe this contest. Is it a trade war? A new Cold War? The reality is more complex, and the stakes fundamentally higher. The United States and China are fighting for control over the networks of tomorrow.15

The Network Wars have begun. This book shows how we arrived at this point, provides a tour of the battlefield, and explains what the United States must do to win.

THE RECKONING

The story of how we arrived here is uncomfortable, which is why there have been few honest accountings. Rather than probe how the United States contributed to China’s technological rise, Washington and Silicon Valley mostly prefer to tell stories that minimize their failures. There are many variations, but a common theme is that China cheated its way to the top. This sense of unfairness is easy on the American psyche, letting everyone off the hook, but it raises the risk of repeating past mistakes. Complaining offers no strategic insights for competing.

There was plenty of lying, cheating, and stealing. But as the following chapter recounts, what is even more shocking is the myriad of legal opportunities that China exploited. Chinese officials masterfully dangled the prospect of access to China’s market, maximizing concessions as foreign companies willingly undercut each other to hand over their intellectual property and enter into partnerships with Chinese firms. With generous state support, those partners eventually became their competitors. Everything was for sale, including the management practices that transformed Huawei from a disorganized copycat into a global juggernaut.

What made these mistakes possible was not merely foreign greed and Chinese savvy but also a powerful and genuinely held belief in the liberalizing effects of communications technology. The collapse of the Soviet Union appeared to prove that communications technology shifted power from governments to individuals, allowing them to speak freely, organize, and hold officials accountable. Every new type of connection, from the fax machine to the internet to the cell phone, was hyped as offering an express lane for carrying liberty around the world.

Few ideas have been as powerful, persistent, and wrong in recent history. It was powerful because it brought a wide range of political philosophies into alignment with the commercial interests of U.S. companies on the vanguard of developing communications technologies. Despite a few powerful warnings, such as those offered by scholars Rebecca MacKinnon and Evgeny Morozov, this view persisted because of this alignment of interests and the allure of believing that the United States could do good by doing well around the world, regardless of local context.16 And it was wrong because it confused means and ends, overlooking how these tools could be used differently.

Among the faithful were not only Reagan and Kristof, a conservative and liberal, but also John Perry Barlow, a libertarian who captured the feeling of America’s internet pioneers in what he titled famously “A Declaration of the Independence of Cyberspace.” “Governments of the Industrial World, you weary giants of flesh and steel, I come from Cyberspace, the new home of Mind,” he began. “On behalf of the future, I ask you of the past to leave us alone. You are not welcome among us. You have no sovereignty where we gather.”17

Barlow was not merely saying that governments lacked legitimacy in the information age, but writing his ode to internet freedom in 1996, he pointed out that they also lacked the capabilities to rule cyberspace. “You have no moral right to rule us nor do you possess any methods of enforcement we have true reason to fear,” he explained. “Cyberspace does not lie within your borders. Do not think that you can build it, as though it were a public construction project. You cannot. It is an act of nature and it grows itself through our collective actions.”

But Chinese strategists knew better. Where Reagan, Kristof, and Barlow saw the unstoppable march of freedom, Chinese officials saw a struggle for power. Shen Weiguang, one of China’s founding fathers of information warfare, explained in a lecture to the Chinese National Defense University in 1988, “Countries with advanced networking technology rely on networks to expand their ‘information territory’ to many other countries and threaten the latter’s ‘information sovereignty.’”18 As the Cold War was ending, the battle for information territory was just beginning.

The CCP took predictions of its death by communications technology all too seriously. “The Western world’s information strategy is composed of a public opinion offensive and ideological infiltration, the cultivation of forces within the socialist countries to act as agents to whip up hostilities, the practice of economic coercion, and the practice of outright subversion and creation of all manner of division,” Shen cautioned in 1989.19 But unlike their Western counterparts, Chinese officials did not view these outcomes as inevitable. They set out to build networks that served their own goals.

The Party began asserting its absolute authority over online activities in 1994, a year before the internet was commercially available to the public.20 These restrictions grew over the years, and in 2005 the Chinese government released what Reporters Without Borders dubbed the “11 Commandments of the Internet.” The list banned information that “endangers national security,” “subverts the government,” “undermines national unity,” “disseminates rumors,” or “undermines social stability.”21 The rules were wide-ranging and intentionally vague, giving authorities ample room for interpretation. This was Barlow’s declaration turned upside down, a vision of cyberspace with the state at its core.

Having publicly articulated different plans for the internet, Chinese authorities faced the colossal technical challenge of building it and enforcing these edicts. Many observers thought that was impossible. “In the new century, liberty will spread by cell phone and cable modem . . . Imagine how much it could change China,” U.S. president Bill Clinton said in 2000 while advocating for China’s admission to the World Trade Organization. “Now, there’s no question China has been trying to crack down on the Internet. Good luck! That’s sort of like trying to nail Jell-O to the wall,” he said to laughter and applause.22

But foreign companies provided the hammer, trading control over their technology for access to China’s domestic market. When Chinese state security services sponsored an expo in Beijing called “Security China 2000,” more than 300 foreign companies, including many U.S. companies, rushed to pitch their wares.23 Publicly, foreign technology companies cast their offerings as essential for opening Chinese society. Executives proclaimed they were exporting not just goods but also values. But as they fought for a slice of China’s market, they were jeopardizing both their profits and principles.

As optimism was peaking, Chinese authorities were busy modifying foreign technology for their own ends. Li’s main blog was taken down weeks after Kristof’s profile, but they both remained undaunted. “I have more than 50 different sites set up. I regularly maintain about three at a time. If they shut one down, I replace one,” Li explained.24 Kristof still believed that technology was weakening the Communist Party. “This is a cat-and-mouse game . . . But the larger truth is that the mice are winning this game, not the cats,” he wrote in 2008.25

But at that point, China was moving from copycat to innovator and winning a much bigger game. The global telecom competition had become a war of attrition, and overextended Western companies were retreating from the network hardware business. Chinese firms had graduated from being entirely dependent on foreign companies to eating their market share. The epic collapse of the Canadian telecom giant Nortel, examined in the following chapter, overlapped not coincidentally with Huawei’s meteoric rise. Huawei scooped up Nortel’s brightest minds and tapped them to develop next-generation wireless networks.

While American leaders were busy singing the praises of connectivity, the United States was not investing enough in actually connecting the world, including rural and lower-income communities at home. Shunning big government and industrial policy, Washington assumed market forces would succeed. But as Western firms raced to roll out high-speed internet, they focused primarily on larger, richer markets, creating digital divides. Connectivity disparities arose between developed and developing countries, between urban and rural areas, and between rich and poor. China turned these fault lines into runways for its tech giants. Now they are cleared for takeoff.

NAVIGATING THE BATTLEFIELD

The battlefield is vast and filled with places that are unfamiliar to national security experts. Competition is playing out in industry committees and working groups where standards for emerging technologies are being decided. It is playing out in city halls across the developing world as leaders work to attract foreign investment and technology to develop their economies without becoming digitally dependent. And it is playing out in the sum of billions of decisions as individuals vote with their wallets. The implications for security are wide-ranging, but it is first and foremost an economic and technological competition.

To help navigate this terrain, the following chapters provide a tour of China’s expanding digital infrastructure footprint across four layers: wireless networks, internet-connected devices, internet backbone, and satellites. While not exhaustive of China’s digital activities, these areas enable AI, big data applications, and other strategic technologies. In every layer, China is gaining globally and positioning itself to reap economic and strategic rewards.

This is a journey in the truest sense because global networks have a physical footprint. Barlow was too quick to dismiss the notion that cyberspace could be a “construction project” and that states could exercise sovereignty within it. Even the “cloud” is tangible, consisting of data centers and fiber-optic cables. And even companies operating satellites in space must answer to national authorities. The construction of networks, as Shen realized, opens avenues for accumulating and exercising power. By focusing on hardware, this book helps reveal the connections between our physical and digital worlds and the competition to control them.

Project by project, China is strengthening its position in global networks. For five years, I have tracked China’s global infrastructure push, assembling one of the largest open-source databases of Chinese projects and studying them on the ground. Among other treks, I have driven a freshly paved road to the China-Pakistan border, climbed aboard a Chinese-made railway that runs from Ethiopia to Djibouti, and stepped onto Chinese docks in Piraeus, Greece. These are just a few of the flagship projects in China’s Belt and Road Initiative.

But don’t be fooled, as I was initially. China is not merely forging new transport networks. Its grandest ambitions run underground, underseas, and through the airwaves. Each of the three projects above has a less visible digital dimension. Chinese fiber-optic cables span the China-Pakistan and Ethiopia-Djibouti borders. A Chinese subsea cable is slated to connect Pakistan and Djibouti and includes a branch that will extend to Europe. In Piraeus, Huawei has installed routers and switches, overhauling the port’s network and providing free Wi-Fi for cruise ships and other visitors to the port. China has been packaging digital infrastructure with traditional infrastructure, and the world desperately needs both.

The allure of China’s sales pitch can be seen even in rural Montana, as chapter 3 describes. When I visited Glasgow, Montana, one of the most isolated towns in the United States, I expected residents would be alarmed that Huawei equipment was carrying their calls. But as I learned, Maslow’s digital hierarchy of needs is different. The risk of losing access can feel more immediate and threatening than the presence of foreign equipment. Most users, whether in rural America or developing Asia, are less concerned about foreign espionage than simply avoiding a giant bill. Without offering affordable alternatives, a task that will require rediscovering industrial policy, U.S. officials are fighting a nearly impossible battle.

Fear alone will not stop China’s DSR. Far from being appalled by China’s repressive use of surveillance technology at home, a distressing number of foreign leaders are intrigued. They see an opportunity to acquire tools that could not only strengthen their own rule but also reduce crime and spur growth in their cities, as chapter 4 explains. Chinese surveillance technology is being used in more than eighty countries, on every continent except Australia and Antarctica, according to Sheena Chestnut Greitens, a professor at the University of Texas at Austin.26 Like other connected devices, from smart appliances to fitness bands, these systems often favor cost over security, making them vulnerable to error and attack.

A new map of the internet, with contours that reflect China’s interests, is taking shape. China’s “Big Three” state-owned telecommunications firms—China Telecom, China Unicom, and China Mobile—are expanding into emerging markets in Asia, Africa, and Latin America. In just a decade, China has graduated from being dependent on foreign companies for subsea cables to controlling the world’s fourth major provider of these systems and laying enough cable to circle the earth. These moves, detailed in chapter 5, are part of an asymmetric strategy: Beijing wants to carry, store, and mine more of the world’s data while keeping its own networks out of reach.

Space is “the new commanding heights,” according to Chinese military leaders. Completed in 2020, China’s Beidou satellite network guides not only Chinese missiles, fighter jets, and naval vessels but also cars, tractors, and cell phones. China offers a starter kit for countries with space ambitions, complete with satellites that China launches and even controls until its partners can take over. The competition is moving to low earth orbit, as chapter 6 describes. Elon Musk’s SpaceX, Amazon, and several other companies are rolling out massive constellations of satellites to provide global broadband. China, of course, has its own plans.

China stands to gain exponentially more if it can integrate its activities within and across these layers. Network effects occur when a service or product becomes more valuable with wider use. As Theodore Vail, who created a telecommunications empire as president of AT&T, explained in 1908: “A telephone—without a connection at the other end of the line—is not even a toy or a scientific instrument. It is one of the most useless things in the world. Its value depends on the connection with the other telephone—and increases with the number of connections.”27 Clearly, network effects are not new, but they are more important than ever.

Through the DSR, China is moving itself toward the center of global information networks at a time when information has never been more valuable. As Tom Wheeler, the former chairman of the FCC, explains in From Gutenberg to Google: “The capital asset of the nineteenth and twentieth centuries was industrial production facilitated by networks. The capital asset of the twenty-first century is information created by networks.”28 James Currier, a Silicon Valley investor, estimates that network effects are responsible for 70 percent of the value created by tech companies since 1994. The most powerful and defensible network effects stem from physical nodes and links because they require massive up-front investment.29

China is making those investments and piecing together cutting-edge systems. In 2017, Chinese engineers held the world’s first quantum-encrypted video conference. Doing so required utilizing a $100 million purpose-built satellite, fiber-optic networks on the ground, and advanced algorithms. Even though the system was not perfect, it was a major step toward building an ultra-secure network. “They’ve demonstrated a full infrastructure,” Caleb Christensen, the chief scientist at MagiQ Technologies, which makes quantum cryptography systems, told Sophia Chen at Wired. “They’ve connected all the links. Nobody’s done that.”30

China’s focus on emerging markets could supercharge its network effects. More than half of global population growth until 2050 is expected in Africa, where Huawei has built 70 percent of the 4G networks.31 The Chinese subsea cable connecting Pakistan and Djibouti will become the shortest internet link between Asia and Africa, the two regions where international bandwidth has been growing most rapidly in recent years.32 China has even positioned itself as the central node between Nigeria and Belarus, which own Chinese satellites and, with Beijing’s encouragement, signed a contract to provide backup services for each other. As China develops next-generation technology, it is also making a bid for next-generation markets.

That two-punch combination could position China to set global standards for the next wave of communications technologies, further magnifying its network effects. Widely accepted standards, such as USB, a standard for cables, allow equipment to work together across countries and manufacturers.33 Set the global standards, and your products become more universal. Understanding this, Chinese officials have long said that third-rate countries build things, second-rate countries design things, and first-rate countries set standards. They are investing heavily in existing standards organizations and have proposed creating a Belt and Road Standards Forum, a parallel structure with Beijing at the center.34

If China becomes the world’s chief network operator, it could reap a commercial and strategic windfall. It could reshape global flows of data, finance, and communications to reflect its interests. Insulated from the reach of U.S. sanctions and espionage, it could possess an unrivaled understanding of market movements, the deliberations of foreign competitors, and the lives of countless individuals enmeshed in its networks.

The African Union (AU) headquarters, which China financed and built, is a cautionary monument to these digital dangers. In 2018, Le Monde reported that data was being secretly sent from the AU’s servers in Ethiopia to China every night for five years.35 But the AU would not risk offending Beijing, its largest patron. Instead of switching to a non-Chinese network provider, it signed a new partnership agreement with Huawei.36 In 2020, the AU discovered that the building’s surveillance footage was being exfiltrated—again to China.37 This is perhaps the sunniest forecast for a world wired by China. Beijing, after all, views the AU as a partner.

Given China’s persistent attacks on U.S. networks, there is little doubt it would use even greater network power to target Americans. In recent years, China has stolen the personnel files of twenty-three million U.S. government employees, eighty million health records, and credit card and passport information for hundreds of millions of Americans.38 With access to this data and more, the Chinese state already “knows” more about many Americans than those people can remember about themselves. It has used this information to give Chinese companies an edge and to crush U.S. intelligence operations overseas, as Zach Dorfman reported for Foreign Policy.39 That is what information advantage looks like: China sees more and more, while its competitors go blind.

The stakes extend far beyond commerce and intelligence. In October 2020, four months after Chinese and Indian troops clashed over contested territory in the Himalayas, Mumbai lost power. Trains ground to a halt. Hospitals, already overwhelmed by COVID-19 cases, switched to emergency generators. It all might have been a warning sent from Beijing, according to a report by Recorded Future, a cybersecurity firm. For weeks, Chinese hackers had been targeting India’s critical infrastructure with malware.40 They may have had an inside track: nearly all India’s power plants built over the last decade use Chinese equipment.41

These are just previews of the power that China could wield if it succeeds in becoming the world’s indispensable hub and gatekeeper. It could attract supporters and reward compliance by granting access and privileges. It could penalize dissenters and destroy competitors by denying services and imposing sanctions. Dominating networks could allow China to exercise power far from its borders, as great powers have done throughout history, but with a much smaller global military footprint. The DSR could chart a course toward a new kind of empire.

LOSING CONTROL

On October 1, 2019, three decades after Reagan saw democracy emerging in China, tanks rolled through Tiananmen Square again. With 15,000 soldiers marching, the parade to mark the seventieth anniversary of the founding of the People’s Republic of China left no question about who was in control. Chinese leader Xi Jinping, clad in a Mao-style suit, rode in an open-top limousine and reviewed missiles, drones, and hundreds of other pieces of military equipment. “There is no force that can shake the foundation of this great nation,” he told a flag-waving audience.42

Chinese surveillance cameras, armed with the latest AI, watched over the crowds. Internet access slowed to a trickle for local customers, while China’s Big Three focused on serving their main client, their networks carrying ultra-high-definition video of the parade and even coordinating the timing of the fireworks display.43 Chinese state media broadcast the parade in multiple languages to every region of the world via satellite, cable, and internet. China’s Beidou satellite system guided hundreds of military vehicles in the parade in near-perfect synchronization.

Long gone is the optimism about China’s democratic transformation and the positive role that technology would play. Communications technology appears to be a force for authoritarianism, a cudgel instead of an open microphone. And as China’s DSR stretches further, it often appears from the outside to be highly centralized, a regiment of Chinese companies marching in lockstep, like soldiers in the parade. This, of course, is the image that Chinese leaders want the world to see.

These images are alarming, and yet the Network Wars are just getting started. Communications technology is not good or evil, but merely a tool. But missing that lesson, beliefs about technology in Washington have swung from optimism to pessimism, and threaten to tip even further, toward paranoia. China appears to be everywhere, united, and always in control. In this overdue but panicked reassessment, both China’s vulnerabilities and America’s strengths are being overlooked.

In reality, the militarized ceremony concealed deep fears among Chinese officials. In advance of the celebration, internet access was so heavily restricted that even the editor of the state-owned nationalist Global Times, Hu Xijin, complained, “The country isn’t fragile, I suggest we should leave a narrow opening to foreign websites.”44 Hu later deleted his comment. While Beijing celebrated, Hong Kong was consumed with protests, which Chinese officials accused the United States of fomenting, echoing the assessment of Shen Weiguang, the information warfare strategist, from years earlier.45

Paradoxically, while China’s technological capabilities have advanced, the fear of contagion has only grown larger in Chinese officials’ thinking about networks. “The internet has increasingly become the source, conductor, and amplifier of all kinds of risks,” cautions Chen Yixin, a protégé of Xi Jinping and leader of the CCP’s powerful Central Political and Legal Affairs Commission. “Any small thing can become a public opinion whirlpool; a few rumors [spread] through incitement and hype can easily produce a ‘storm in a teacup’ and abruptly produce a real-life ‘tornado’ in society.”46 Chen calls this the “magnifier effect.”

Three weeks after the parade, Li Xinde, the courageous citizen-journalist, was taken into custody. Technology had tipped the cat-and-mouse game further in favor of his enemies, and Li was dodging hackers as well as censors and changing his website domain name up to sixty times a year.47 Li’s most recent investigative report, on corruption involving a public security bureau in Tianjin, was immediately deleted, as were numerous reprints published across WeChat and other websites.48 In January 2021, Li was sentenced to five years in prison. But authorities weren’t done. They also sentenced Li’s son to one year in prison.49

These actions are chilling, yet they also reveal cracks in China’s digital authoritarianism. As powerful as the state’s toolkit has become, it did not erase every instance of Li’s report, which was reproduced on other blogs. Nor were these digital tools powerful enough to assuage the fear of authorities, who resorted to old-fashioned physical detention and intimidation. Most telling of all, the reaction was entirely disproportionate to the threat. “I’m not out to overthrow the government,” Li has explained. “I’m not out [to] subvert the rule of the Communist Party.”50 Indeed, Li’s work actually assists the CCP’s avowed anti-corruption goals.

The CCP’s response to threats has been severe but haphazard. Its rush to monitor everything has outpaced its ability to make sense of what it sees. The race to deploy surveillance equipment has created a thicket of fragmented local systems rather than a unified national system, wasting resources and raising concerns among Chinese citizens about personal data security. In the chaos, a surveillance-industrial complex is thriving. While their technology is becoming more sophisticated, these companies often promise more than they can deliver, especially in foreign markets.

Coordination challenges are even greater overseas, where Chinese companies operate with less oversight and foreign governments have their own priorities. China’s government elevates issues but does not usually provide detailed marching orders. Through the Belt and Road, for example, Xi has called for building “smart cities,” an expansive term for enhancing urban areas with digital infrastructure. But the Chinese government does not appear to have provided even top-level guidance to companies pursuing these projects abroad, according to a study by James Mulvenon, a leading expert on Chinese technology, and his colleagues for the U.S.-China Economic and Security Review Commission.51

The lack of coordination and supervision can be seen on the ground. In the Pakistani capital of Islamabad, half of the Chinese surveillance cameras installed as part of a flagship Huawei project malfunctioned.52 In Kenya, Chinese companies are helping to build a multibillion-dollar high-tech hub outside Nairobi that few companies appear eager to occupy.53 A Chinese subsea cable stretching 6,000 kilometers from Cameroon to Brazil remains severely underused, adding little but debt to Cameroon’s development prospects. Instead of creating network effects, these and other disjointed projects may prove to be digital white elephants.

The CCP’s paranoia presents perhaps the greatest challenge to China’s global network ambitions. China’s fortress-style internet is designed for isolation from the world, which harms innovation and constrains China’s ability to connect with foreign networks. Mainland Chinese cities are absent among the rankings of the world’s most connected hubs, which all have open internet exchanges, a model that remains anathema to Party leaders. Their conundrum is that greater international connectivity requires giving up some control.

The United States’ openness to foreign connections, in contrast, has provided it with massive commercial and strategic advantages. Almost a quarter of the world’s internet traffic flows through the United States, including 63 percent of international traffic destined for China,54 a commanding position that U.S. intelligence officials describe as a “tremendous home-field advantage.”55 Access to the world’s largest network of underseas cables powers U.S. financial centers and U.S. tech companies, three of which control over half of the global market for cloud services.56 These advantages are often taken for granted because the United States has been the incumbent network power since the internet was invented.

The United States could harness its strengths with a strategy that goes on the offensive in tomorrow’s markets. The U.S. private sector is pioneering technologies that could disrupt China’s advantages in developing markets, including low earth orbit satellites that provide global broadband. Leading a coalition of partners and allies, the United States could offset China’s scale with a critical mass that develops and protects sensitive technology while offering more to the developing world.57 Success will not be cheap, or easy, and will require building bridges to the European Union and India, partners with common interests but also their own aspirations.

The United States is threatened not only by China’s rise but also by the risk of overreaction. Washington is adopting a more defensive posture, bringing greater scrutiny to domestic networks, internet exchanges, and submarine cables. The desire for greater protection is well warranted given China’s expanding activities and track record of cyberattacks, espionage, and cooperation between Chinese companies and the People’s Liberation Army (PLA). But the United States must also consider how each decision could impact its position within global networks. The consequences are not as straightforward as they might initially appear. Getting the balance right starts with understanding how we got here.




Chapter Two

CTRL + C

At the end of 1994, Northern Telecom was preparing to celebrate its one hundredth anniversary. From its humble beginnings selling fire alarms and telephone supplies in Montreal, the company had grown into one of the world’s leading telecommunications suppliers. With $8.87 billion in annual revenue, 57,000 employees worldwide, and thousands of patents, its future looked even more promising. To mark the occasion, it unveiled a sleeker name and a bold, all-caps logo: NORTEL. The O was a stylized globe wrapped with a planetary ring—fit for “a corporation that knows no boundaries,” its advertisements explained.1

History was accelerating, Nortel executives believed, and strongly in their favor. “No period in recent history has seen such a far-reaching shift in global dynamics,” CEO Paul Stern observed a year earlier. “It is not only the scope of change, but the speed with which it is happening. As the speed quickens, a new civilization unfolds: an information society.”2 His successor, Jean Monty, told shareholders: “As this century ends, two great currents are running through the world economy: globalization and the information revolution. They are creating spectacular new growth opportunities for companies like our own.”

Nortel’s captains of industry fashioned themselves as agents of empire. They were architects and builders, if not rulers, of the information society they saw emerging. In the early 1990s, the company declared its intention to become the world’s leading supplier of telecommunications equipment by 2000. Its logic was as straightforward as any plan for world dominance: first Canada, then the rest of North America, then the world. Executives posed for full-page photos with world maps and ancient artifacts in the company’s annual reports. Invoking Cicero, the Roman philosopher-statesman, Stern asked, “Will we remain the same when the same is no longer fitting?”3

Two decades later, little remained of Nortel, which marked its 115th anniversary in bankruptcy court. Its path to failure was shrouded in what appeared to be success. It was an early mover into China’s alluring market. It invented core technologies for wireless and internet networks, semiconductors, and even a touch-screen phone a decade before the iPhone.4 It became the most valuable company in Canadian history.

Nortel’s downfall stemmed from mistakes in everything from accounting to management. But its executives also made the strategic blunder of helping their Chinese partners become their fiercest competitors. It was an error all too common among the Western companies that raced into China’s market, believing their values and bottom lines were neatly aligned.

Using China’s massive market as bait, Chinese firms copied and gained control over Western technology. They broke agreements and filed for patents using confidential information. They benefited from generous government subsidies. They stole secrets from their competitors’ labs, showrooms, and computers, contributing to what General Keith Alexander, former head of the U.S. National Security Agency, once called “the single greatest transfer of wealth in history.”5

But even more shocking is how many of China’s shortcuts were legal and overt. Chinese firms imported Western technology, partnered with Western firms through joint ventures in China, adopted their management practices, and hired their brightest minds. For decades, Nortel and other leading Western telecommunications companies were complicit in their own demise. Even as warning signs mounted that Chinese authorities had a different information revolution in mind, essential technology, processes, and even people remained for sale. Few played the game as well as Huawei.

“A WORLD OF NETWORKS”

Like explorers eyeing the New World, Nortel executives saw opportunity everywhere in 1994. What was good for Nortel’s bottom line, they strongly believed, was good for the world.

To celebrate its past and lay claim to the future, the company hired six leading thinkers to write short essays on “A World of Networks,” the company’s vision for telecommunications in the twenty-first century. “For more than a century now, Northern Telecom and its employees have shared the conviction that information technologies should exist to better the human condition,” Jean Monty explained in a preface to the series. “As we enter our second century, we carry forward that spirit—people reaching out to meet the challenge of bringing the world together through communications.”6

Authors offered different bumper stickers for the massive changes underway: “information surge,” “information age,” and “information society.” But for the most part, this was window dressing on a common vision: power shifting to individuals, democracy thriving, markets expanding. Bridges would replace walls, and freedom would flow. A world of networks was a world unchained.

Boundaries were indeed disappearing, and new markets beckoned, none more strongly than China. To attract foreign technology and upgrade their telecommunications sector, Chinese authorities were relaxing some restrictions on foreign investment. On March 31, 1994, the United States and its NATO allies abolished the Cold War–era system that had prevented most telecommunications exports to China and other communist economies (especially the Soviet Union, until its collapse). Three weeks later, China connected to the global internet. The race to connect the world’s most populous country was on.

China’s sheer size and needs were impossible to ignore. During 1994 alone, China added ten million telephone mainlines and 930,000 new mobile telephone subscribers, an annual growth rate of over 50 percent and nearly 150 percent, respectively.7 But a year later, China still had less than three lines for every one hundred people, underscoring a massive demand that would be met in the following years. Western firms viewed this opportunity with a gold rush mentality. The timid would miss the opportunity of several lifetimes. The brave would make fortunes and cement legacies.

Nortel was already there. It had been working in China since 1972 and launched its first joint venture with a Chinese company in 1988 to produce private business exchanges, phone networks often installed in hotels and government agencies.8 Four years later, the venture was selling more than 100,000 lines annually and planning to triple production. Four Canadian managers supervised two hundred Chinese employees. In less than three years, the plant graduated from essentially importing machines from Canada to importing parts and performing complete assembly. The company began looking for ways to use local materials to reduce costs.9 Instead of creating a competitor, Nortel executives believed they were strengthening their company’s bottom line.

But Chinese authorities shrewdly played foreign companies off each other. China’s domestic switching network was criticized as consisting of “seven countries, eight systems,” meaning that all the equipment came from eight companies in seven countries. These companies were Nortel of Canada, Ericsson of Sweden, AT&T of the United States, Siemens of Germany, Alcatel of France, BTM of Belgium, and NEC and Fujitsu of Japan. Allies that held the line against exporting technologies to communist states during the Cold War were now commercial competitors. Executives understood there were risks in forming joint ventures in China, but with their competitors moving in, the cost of missing out loomed even larger. Every deal was a battle, and winning required giving more concessions to the Chinese government.10

When Nortel and AT&T squared off over a joint venture with the Chinese government in 1994, they pulled out all the stops. Nortel hosted Chinese vice-premier Zou Jiahua in Canada, taking him for a tour of Niagara Falls as well as Nortel’s factory. They even served him fish stew prepared by a chef from Zou’s hometown. But Zou’s time with AT&T, which he visited only for a day during the same trip, was more memorable. He and his entourage were ferried around in armored limos with Secret Service protection and a police escort.11 Nortel executives felt the deal slipping away.

Believing that billions in future revenue were at stake, Nortel sweetened its offer and called in the Canadian government to help. It agreed to set up an R&D facility in Beijing, becoming the first foreign supplier to do so, as well as a semiconductor plant in Shanghai.12 The Canadian government, having only recently patched up relations with China after the Tiananmen Square protests, agreed to finance Chinese purchases of Nortel equipment.13 Negotiations dragged on until just hours before the deal was scheduled to be signed during Canadian prime minister Jean Chrétien’s visit to Beijing in November 1994. In a final concession, Nortel agreed to allow the Chinese to appoint the joint venture’s chief financial officer.

The deal was done, and Nortel’s leaders were candid about the trade they were making with Chinese authorities. As Nortel chairman Arthur MacDonald explained: “The Chinese are trading market access and share for technology transfer. We are committed to helping them with that. Our goal is to extend advanced telecommunications services throughout China. In time we want to develop technology in China for the global market.”14 What Nortel executives did not yet appreciate is that technology transfer cannot be undone, while market access can shift like the wind.

Restrictions were so loose that one U.S. company even partnered with the Chinese military to sell advanced networking equipment in China. Adlai Stevenson III, a former U.S. senator and son of a former U.N. ambassador and presidential candidate, headed the U.S. partner company SCM/Brooks Telecommunications. The Chinese partner was Galaxy New Technology, which was controlled by a Chinese military agency. The joint venture, which was called HuaMei (“China-America”), included military officers and others with direct ties to the PLA on its board of directors and purchased networking equipment from AT&T ostensibly for use in Chinese hotels. The same technology, a U.S. government review later noted, could have been used to improve the Chinese military’s command and control capabilities.15

The sale would have been unthinkable several years earlier. Since 1949, the United States and its NATO allies had limited sensitive exports to the Soviet Union, Warsaw Pact countries, and China through the Coordinating Committee for Multilateral Export Controls (CoCom). The group was far from perfect, but it helped limit the Soviet Union’s ability to import strategically important technology. CoCom’s resolve stemmed from shared perceptions of the Soviet threat, and action was catalyzed by effective U.S. leadership. The group ran on consensus, and enforcement was left to individual members.

The collapse of the Soviet Union threw CoCom’s future into question, and by the time it was disbanded in March 1994, restrictions on China had already been significantly loosened. In 1991, CoCom had adopted a “core list” that effectively cut restrictions in half.16 Two years later, U.S. officials had proposed lifting more restrictions on fiber optics, switches, cellular systems, and other telecommunications equipment. Explaining the policy change, a confidential U.S. government memo noted that China was preparing to invest up to $17 billion in its telecommunications infrastructure in the next decade.17 That could be a windfall for U.S. exporters, proponents of lifting the restrictions argued, or a gift to their foreign competitors if nothing was done.

The view from the White House looked remarkably similar to the view from Nortel’s headquarters. “Change is upon us,” President Clinton told a gathering of Asia-Pacific economies in 1993. “The pole stars that guided our affairs in the past years have disappeared. The Soviet Union is gone. Communist expansionism has ended. At the same time, a new global economy of constant innovation and instant communication is cutting through our world like a new river, providing both power and disruption to the people and nations who live along its course.”18

The West saw massive commercial opportunities in China and manageable risks.19 The future of export controls, NATO members believed, should focus more narrowly on limiting nuclear, biological, and chemical weapons and their missile delivery systems to “rogue states,” such as North Korea, Libya, and Iran, as well as nonstate actors. China’s cooperation would be key. In August 1993, the United States discovered that China had transferred missile technology to Pakistan.20 Yet by the following January, U.S. officials were suggesting that China might eventually join the new export control regime they anticipated replacing CoCom.21 With democracy and open markets ascendant, anything seemed possible.

The export of telecommunications equipment fit perfectly into the Clinton administration’s first U.S. national security strategy of “Engagement and Enlargement.” The strategy aimed to expand the “community of market democracies” while deterring threats. More democracy, and more open markets around the world, it reasoned, would translate into greater security and prosperity for the United States. The strategy had three components: maintaining defense capabilities, opening markets and spurring growth, and promoting democracy.22 U.S. officials believed that exporting telecommunications equipment could serve all three of these objectives.

A critical mass of senior U.S. officials viewed strong exports as essential to maintaining America’s technological edge. The private sector was moving faster than the government and producing more advanced technology. William Perry, an academic and technology executive who was appointed as Deputy Secretary of Defense and later elevated to Secretary of Defense, recognized this shift and increased procurement from the private sector. But Perry also realized that U.S. government procurement would only amount to a fraction of private sector sales. Exports were needed to keep U.S. companies successful, allowing them to invest more in R&D and develop the next generation of technology. William Reinsch, who served as Under Secretary of Commerce, neatly summarized the administration’s logic: “exports = healthy high-tech companies = strong defense.” Instead of slowing its rivals down, as export controls sought to do, the United States resolved to “run faster.”23

More U.S. exports meant growth and jobs, as President Clinton was fond of reminding American audiences. “Some of our export controls, rules and regulations, are a function of the realities of the Cold War which aren’t there anymore . . . We want to move this much more quickly, and we’ll try to slash a lot of the time delays where we ought to be doing these things,” Clinton told a tech company during his first visit to Silicon Valley after taking office in 1993.24

Communications technology would also help promote democracy abroad. In its “Engagement and Enlargement” strategy, the administration did not shrink from declaring that “China maintains an authoritative regime even as that country assumes a more important economic and political role in global affairs.”25 But history appeared to be turning in the West’s favor. Standing in Moscow, the center of the former Soviet Union, Clinton told an audience of Russian citizens in 1994: “Revolutions in information and communications and technology and production, all these things make democracy more likely. They make isolated, state-controlled economies even more dysfunctional. They make opportunities for those able to seize them more numerous and richer than ever before.”26

As a result of these changes, by 1994, the U.S. government did not require a review of the HuaMei venture.27 “This joint venture dramatizes the economic opportunities for the United States as a result of the astonishing changes in China,”28 Stevenson told the Chicago Tribune. But the bigger change was within the United States. In April, the U.S. government created a general license that allowed U.S. companies to export high-speed computers, machine tools, and telecom
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