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Introduction

A Parable in the Age of Algorithms

Kate is a biracial daughter of an elderly disabled veteran. It is 2050, so Kate is enjoying the wonders of the Age of Algorithms. Her cost of living has been reduced, in part because Kate no longer owns a car but instead simply uses one of several apps to order an autonomous vehicle every time she wants to leave the house. She also enjoys the convenience of the appliances, virtual assistants, and a home security system that together monitor all her needs and responds to them—sometimes before she is aware of them [although she would be shocked to realize the amount of data they have collected about her and her family, and how much of her private life and personal decisions have been sold to marketers—including the prescription and over-the-counter drugs she uses, her choice of liquor, and even the provocative underwear she buys for dates with her boyfriend—whose presence these devices also make note of].

Today she takes her father to the Veterans Hospital to hear what the doctors have decided about an organ transplant her father needs to survive. At the hospital she is told that her father will not be considered a candidate for a new organ. When she cries to the doctor, “Why? My father will die without one!” the doctor merely shrugs and says, “The decision was made by a foolproof program our hospital uses to make these choices. It’s out of my hands.” [Kate might be angry to learn the doctor she has relied on for expert advice has no idea how the algorithm works, what data it used, or the medical basis behind the decision. The doctor and Kate would both be shocked to learn that the algorithm had simply followed historical trends it “learned” while data-mining state medical records, generated at a time when Persons of Color were routinely denied transplants on the basis of race.]

After she drops her father at home, Kate continues via autonomous vehicle to visit an attorney she has been told might be able to help with her father’s situation. On the way, Kate is stunned to see a car two lanes over swerve to avoid a tire that has suddenly come off a truck and head toward her. Suddenly, that car swerves again and strikes another car one lane over. [While Kate is relieved not to have been struck, she might feel aghast to discover the oncoming car swerved around her and hit the other car because that car was registered to a Muslim, and the car that struck the Muslim was owned by a skin-head who had intentionally bought a car with an algorithm that was designed to target Muslims and Jews if an accident was unavoidable.]

 As the car pulls up to the attorney’s office, Kate wonders how she will afford the attorney’s fees, since she was again denied a promotion at work. [Her company uses an algorithm that, unbeknownst to Kate, stops promoting women after they reach a certain job category. Kate would not know that, because she thought the algorithm’s analysis was based solely on her job performance as measured by several factors. She does not know the company bought an algorithm designed to appear to use objective factors, but which merely uses those objective factors as camouflage for the sexist ideas of the company owner.]

Kate will be dismayed when her attorney informs her there is nothing she can do to contest the harms she and her father have experienced, and that litigation would most certainly end in expensive failure. The constitutional rights that might have afforded her recovery fifty years ago have evaporated as algorithms have proliferated. [Kate would also be dismayed to discovery that the Office of Veterans Affairs has been notified that she is visiting this attorney, because the transport company she used via her app purchase has a contract with the government to inform it of anyone who visits this attorney, because the attorney known to represent veterans who have felt wronged by the Office. That tracking violated no constitutional rights, despite what she might have seen on her personal media.]

How could Kate have known of the problems that algorithms would cause her, including those she does not even realize exist—and would that knowledge in any way have improved her predicament? More importantly, what improvements to American jurisprudence would have prevented these problems from arising? Most importantly, what should society have long ago to make sure algorithms did not cause such tragedy and harm to the rights Americans like Kate thought was their birthright?

This book is about the threats that algorithms pose to American jurisprudence. A mad-dash application of algorithms by government officials could negate many of the rights found in the First through Fourteenth Amendments. The use of algorithms by businesses, brokers, and banks could create legal issues in U.S. financial markets and corporate board rooms that did not even exist prior to this decade. Much of U.S. jurisprudence, which has been the law upon which product liability and personal injury cases have been decided for decades, could be made useless by algorithm-based products and professional services. Legal systems covering everything from consumer debt to intellectual property could be upended as algorithms play a bigger role in America’s economy.

However, I am not a Luddite lawyer. Algorithms can and will be beneficial to the world in ways we cannot even imagine now. Even human rights organizations, such as Amnesty International, that are otherwise suspicious of algorithms recognize their value to society:

States and private sector actors should promote the development and use of machine learning and related technologies where they help people exercise and enjoy their human rights. For example, in healthcare, machine learning systems could bring advances in diagnostics and treatments, while potentially making healthcare services more widely available and accessible. In relation to machine learning and artificial intelligence systems more broadly, states should promote the positive right to the enjoyment of developments in science and technology as an affirmation of economic, social and cultural rights.1

Algorithms have the potential to make difficult decisions more efficiently, more objectively, and sometimes more correctly than humans. If designed properly, algorithms have the potential to improve medical treatments, reduce death and injury caused by a myriad of product users, and prevent discrimination at every level of government.2 Moreover, the risks highlighted by this book are not insurmountable. Many of them can be addressed by the algorithm industry and, if necessary, government regulations.

How is it that algorithms can concurrently offer such hope and such fears? This book is not going to address the stuff of sci-fi fears, whereby robots with artificial intelligence take over the world and rise up against the human race. Those fears are based on myths about algorithms that only serve to obscure the truly dangerous aspects of algorithms. Instead, the biggest threat to humans from algorithmic processes are humans—those who design and market algorithms without disclosing their limitations, and those who use those processes without understanding the risks associated with them. To mitigate these threats, algorithms should be looked at as a tool that complements human decision-making, not one that replaces human involvement in decision-making. Furthermore, society must insist on standards for the use of algorithms that ensure algorithmic processes are transparent when the rights and benefits to which individuals are entitled are a stake.

Unfortunately, these safeguards will mean that the use of algorithms will be more expensive and more complicated than algorithm marketers would like the world to believe. More importantly, these safeguards will only work if Americans become savvy in addressing the risks associated with using algorithms in everyday life. That will mean avoiding algorithms that are “fun” or “cool” or “convenient,” like those surveys that promise to tell one where to retire, or what colors one should use to redecorate one’s room. Though they are free of charge, the cost to one’s privacy and constitutional rights simply isn’t worth it. Again, the worst risk to Americans from algorithms is Americans, not the algorithms—including the harm that Americans will do to themselves by voluntarily giving up their rights free of charge as they defer to harmful algorithmic processes.

So, while this book may appear to attack the use of algorithms across a wide range of applications, that is only because such an attack is both justified and necessary. To paraphrase Shakespeare’s Antony into a metaphoric pretzel, while I come here not to praise algorithms, I also come here not to bury them. Algorithms hold such promise of improving the lives of Americans that their adoption must be done correctly, so as not to tarnish that promise with serious but avoidable legal cataclysms.

NOTES

1. Amnesty International & Access Now, The Toronto Declaration: Protecting The Right To Equality And Non-Discrimination In Machine Learning Systems ¶5 (May 16, 2018).

2. See, for example, Executive Office of the President, Preparing for Future of Artificial Intelligence 12–22 (Oct 2016).


Chapter 1

Algorithms and Artificial Intelligence

The Good, the Bad, and the Myth

A Very Short Primer on How Algorithms Work, for Better or Worse

In order to understand the threats this book addresses, one must understand how algorithms work. That can seem like an intimidating order, because algorithms are part of the esoteric world of computer engineering and software design. That world has its own language which has not yet entered mainstream vocabularies. Furthermore, anyone hesitant to read the owners’ manual for their computer is certainly not going to spend any time doing Internet research about the technical aspects of how algorithms really work. In fact, if one were to do this research, one would quickly be drawn into esoteric worlds of mathematics, logic, and IT ethics and an even murkier underworld of algorithmic engineering that even most computer geeks would have to admit they do not understand. Fortunately, the threats from algorithms do not require a degree in software design to understand those dangers, and even the concepts and terminology that are necessary to discuss these threats are mercifully limited.

The most basic question is this: What exactly is an algorithm and how is the average American affected by algorithms? An algorithm is a set of rules or parameters created by a software designer that a computer will use to make one or more decisions. While it is easy to think about algorithms as semi-human brains making value-laden decisions—a vision, at least for the Baby Boomer generation, fueled by movies like The Terminator series and War Games—algorithms do nothing more than allow a computer to use its hardware and whatever data is available to that computer to make a decision that a designer had programmed the algorithm to make. There is no human instinct or emotion in that process, so it is in no way even semi-human. One can think of an algorithm as simply a way to reach a conclusion, using a computer to make analyses that follow a software “roadmap,” and that use data available in other computer files and/or on the Internet.

In order to focus on the core legal issues surrounding algorithms, this book is not going to make a distinction between algorithms and artificial intelligence (AI), or between algorithms and robots using algorithms. That is because, in part, both legal scholars and IT experts do not use those terms consistently, and as technology progresses, the vocabulary of algorithms, AI and robotics seems to becoming increasingly blurred as the technological distinctions themselves are blurred. So although algorithms and AI could be considered technically distinct, in that AI is actually a collection of algorithms, and thus the “intelligence” comes from the coordinated use of algorithms,1 the end result is the threat to American jurisprudence discussed herein. Likewise, robots and algorithms are intertwined in that robots will rely on algorithms, or even more broadly AI, to operate, but for purposes of discussing the threats to American jurisprudence, the end result of these separate technologies working together will be those threats. In fact, as will be discussed in chapter 4, in some cases, what techies refer to as “robots” in the near future, the average homeowner may call “my refrigerator.” Thus, like many legal scholars, this book will simply refer to both robotics and algorithms as “algorithms.”2

Regardless of how one refers to them, how will the average American’s life be affected by algorithms? The average American’s life is already being affected by algorithms. Any decision made by a government or business office regarding the average American is probably already influenced, if not made, by algorithms. If an American has or wants credit in any way, that American is being subjected to an algorithmic process. An American needing medical treatment is probably going to have some important medical conclusions made by an algorithm. Persons applying for jobs, at least at big companies, will be subject to algorithm-based screening. In its most simple form, think of one’s TV menu that suggests shows to watch based on one’s previous TV-watching habits, or purchasing suggestions by Internet retailers based on past product purchases. Both recommendations are the result of simple algorithms.

Unfortunately, the positive affects Americans are already enjoying are quickly being overwhelmed by the negative ramifications, which few Americans understand or even consider. The first problem is the sheer amount of data—correct or incorrect—being loaded daily into algorithm-accessible files about every American citizen. That data is being created every time an American uses the Internet to buy something, clicks on an ad, or even just undertakes a search. In fact, every single use of the Internet by a person creates more data about that person in a database, such as what Internet sites that person visited, the social media sites on which that person posted something, and with whom that person interacted while on social media.

Perhaps worse, most transactions involving a computer—which in this age means virtually all transactions—create even more data about that American, whether that American would want that data collected or not. Every transaction and communication about a person, whether in a government office, from a medical provider, or triggered by every purchase a person makes, including “traditional” in-store transactions, generates data about that person that ends up—potentially forever—in a database that can be mined by algorithms. Perhaps more disturbingly, public surveillance, whether in the form of a security camera on a street, a key entry system at an office or hotel, or vehicle entry and exit gates at garages or tollway, is collecting data continually that algorithms can use to render conclusions about a person’s lifestyle, relationships, and values.

When all these databases are available for mining by a particularly complex algorithm, everything a person does or communicates, as well as when and where that person did or communicated it, will be subject to an algorithm’s analysis. The result of that analysis will be to map connections between that person and scores of other people, create assumptions or expectations about that person which could permanently shadow that person throughout the Internet, and classify that person into a myriad of categories. In short, whether or not individuals realize it or like it, every individual in the Age of Algorithms will have a detailed Internet biography generated about that individual, which will be continually updated to provide the most personal and private information about that person and that person’s contacts to, literally, the world. That information may not always be accurate, and that individual may disagree with the categorizations into which that individual is placed by algorithms, but the individual—particularly in the United States—will have little power to correct that perpetual Internet biography.

This is probably a good time to catch our breath and go back to some of the technical specifics about algorithms and all that stored data. The process by which an algorithm looks through databases for data it deems relevant to its decisions is sometimes referred to as “data mining.” In simple algorithms, the designer creates instructions in the software that set the rules for what databases the algorithm searches and what data to look for in those databases. The more specific and simpler the instructions, the cheaper it is to design the algorithm, and the cheaper the algorithm is to operate. “Cheap” is an overriding goal of algorithmic design. The concept of “time is money” applies as much to algorithms today as it did to company bureaucracies in the last century. Unfortunately, as will be discussed in later chapters, for the aggrieved individual harmed by an improperly or over-simplistically designed algorithm, so does the expression “you get what you pay for.”

To complicate matters even more for the average person, algorithmic design is speeding along to an era where algorithms will not be limited by a specific set of instructions created by a human designer. One of the benefits of algorithms is that they can search far more data than humans can, and, if programmed properly, can find correlations buried in the Internet data galaxy that humans would not be able to notice. Thus, any limitations placed on algorithms by a human designer would merely interfere with what algorithms do best. For this reason, algorithms are increasingly being designed with the functionality of “machine learning.” This means that, over time, algorithms teach themselves the most efficient way to reach the best answer—at least most of the time. However, with this increased efficiency comes the inevitable realization that machine learning can lead to seriously wrong conclusions. Thus, as algorithms get better at machine learning, it is even more imperative that humans do not assume that algorithms are making the right decisions all the time.

Furthermore, we must always remember that algorithms are designed only to make the best decisions most of the time. While that may sound like a great result, the flip side is that no algorithm is going to give the right answer 100 percent of the time. Moreover, in order to be right most of the time, algorithms will have a tendency to be relatively more often wrong when dealing with the data that falls on the fringes of the database. Think of an algorithm output about a group of people being a bell curve. The algorithm will want to be right most of the time, meaning its answers will be more correct for the population falling in the middle of the bell curve, since that is where most of the population falls. However, if you are a person on either side of the bell curve, you will be treated wrongly. So if the algorithm determining eligibility for disability benefits was sold to the Social Security Administration as being correct 80 percent of the time, it may be correct 90 percent of the time for 70 percent of the applicants, but for the remaining 30 percent, it may be wrong 43 percent of the time. A significant majority of applicants will be happy with the outcome, but a significant minority will have been harmed by a wrongful result. The wrongfully treated person might consider the decision unfair or discriminatory, and it indeed will be, even though a “very accurate” algorithm rendered the decision.

The last crucial part of algorithms that Americans must understand is that all of this mining, analysis, and machine learning by algorithms are going on in what is essentially a “black box.” The term was coined by Prof. Frank Pasquale3 to describe how every aspect of an algorithm’s analysis is nontransparent. First, since what algorithms do best is “crunch” data, chances are that algorithm will be presented with a huge set of data, or even multiple sets, to undertake its analysis. The algorithm does not create a map of what data it uses when undertaking its analyses, or how it uses the data to reach its conclusions. In addition, as the algorithm teaches itself how to undertake analysis via machine learning, the algorithm does not keep a flow chart of how its machine learning caused its analytical process to evolve. Often, an algorithm-based product will actually rely on multiple algorithms and, in the future, will even communicate its conclusions with other algorithm products (such as in the case of autonomous vehicles traveling on an interstate) to render more conclusions. The entire algorithm process will come up with an answer, but each step will be shrouded in secrecy so that ultimately no one could readily ascertain how the algorithm actually came to that answer—as if the observer of an algorithm process was left staring at a “black box.”

If the nontransparent workings of algorithms were not opaque enough, companies designing and using algorithms assert alleged legal protections to prevent others from even trying to research how the companies’ algorithms work. These companies claim the algorithms are trade secrets and thus cannot be subject to disclosure, even during litigation brought by those harmed by algorithm-based decisions.4 The companies write “nondisclosure” clauses into their software licenses and sales contracts, which prevent the end user from disclosing to third parties anything that end user might know about the algorithm process. Thus, if a citizen is denied rights or benefits by a government agency using an algorithm product, that agency will simply refuse to tell the citizen why or how the decision was reached, and cite to the nondisclosure agreement with the algorithm producer as the reason for the nondisclosure.5 As a result, anyone trying to pry open the black box of algorithms will soon find themselves foreclosed by the same legal system that should be protecting them from the deleterious results.

What Is Right and Wrong with Algorithmic Processes in General: The Threat to American Jurisprudence Emerges

With this basic understanding of algorithms, one can better appreciate the potential benefits and risks involving algorithms, and avoid succumbing to the myths that have already arisen around algorithms. In order to understand why the risks of algorithms are worth taking, consider in more detail how algorithms can help American society. Perhaps the foremost advantage of algorithmic analysis is that it elegantly complements human analysis, and in many respects, even mimics the best practices of good human analysis. Studies have shown that when asked to make predictions or set probabilities, the humans most consistently successful at doing so—dubbed the “superforecasters”—do not even start their analysis by looking at the specific query before them. Rather they “take the outside view” by looking at the broadest correlations of data to the
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