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 Introduction

"Did you reboot your PC?"

 


"Did you reinstall Microsoft Windows?"

 


There has to be a better way. It seems that Microsoft
generally accepts the idea of frequent patches and reboots. At a
"Linux Usability Study" conducted by Microsoft around 2002 in
Redmond, Washington at the main Microsoft campus, the question was
put forth to a room full of UNIX/Linux System Administrators:
"How often do you patch and reboot your servers?" The room
went silent. Finally after a pregnant pause, a couple of the Linux
Sys Admins spoke up and said, "We don't do that".

 


The Microsoft team stopped asking questions at that
point and paired off Sys Admins and shuffled them into mirrored
rooms with computers. In these rooms with one way mirrors were
"broken" Linux systems. The Microsoft team gave the sys admins a
series of tasks to complete. It seemed that they had an expectation
that the "broken" system would prevent the task from being
completed. The Microsoft team seemed somewhat surprised that none
of the Sys Admins were slowed down. When they analyzed the
keystrokes later they were probably equally as perplexed that
several different commands were used to complete the tasks.

 


But the most fun was when some of the Sys Admins
decided to check email after they finished the "tasks", and checked
to see what ports were open to the internet to get to their
servers. It wasn't a surprise that Port 22 was closed, and Port 23
was open (see the end of Chapter 3 for a partial listing of well known
ports). As soon as the telnet login response from a
server showed up on a screen a voice came over the loudspeaker...
"Please don't do that". It was the most fun a group of Linux
and UNIX sys admins ever had in Redmond.

 


It was interesting to note the differences in
perspective and underlying philosophy. It was clear to the Sys
Admins that Microsoft simply does not comprehend the Linux
philosophy, so it shouldn't a big of a surprise that UNIX and Linux
Sys admins often seem to know more about the internals of Microsoft
products than many very qualified, competent and certified
Microsoft Professionals.

 


This is likely because the UNIX sys admin is far more
familiar with command line interaction and the underlying concepts.
Very few UNIX or Linux systems provide the reliable conveniences
found in the Microsoft Windows tools. However, Graphical User
Interface (GUI) tools tend to eliminate a lot of the effort
required to learn how to configure a system, but that is a
double-edged sword, as one forgets, or never really learns the
principles involved. Setting up a Linux system can be an extremely
challenging task as very little is provided by the system in the
form of a "standard". One size does not fit all. Where in the
Microsoft world it is nice and clean and tidy and very few options
exist. This is both good and bad, but makes it easy for a UNIX or
Linux specialists to quickly navigate through the GUI interface, or
operate on the Microsoft command line.

 


Working at the command line requires knowing the
options and settings, the full path and the details, and there is
no "undo" or "do over". However, once you figure out the commands,
whether on Microsoft or Linux, and save those settings in a script
they're documented and ready for use again.

 


The use of BATCH FILES in Microsoft is the corollary
to Linux shell scripts and examples are provided in this book. The
author manages a large lab with Linux and Microsoft and uses batch
files and scripts daily. Windows 7 included some new features that
help to automate tasks. Batch files can be a very useful and
powerful tool for keeping your Microsoft system working well.

 


The suggestions offered were developed through the
author's experiences with Microsoft since the 1980's and computers
since the 1970's. The key is that the author sought to understand
what caused a problem and did not settle for a quick fix or empty
answers. Rebooting a system was not the first choice; although with
Microsoft once something is corrupted it is necessary. The key is
to figure out what caused the corruption, make a change in hopes of
fixing it, then reboot and verify.

 


As various performance and security issues are
discussed the underlying details will be explained. The solutions
determined were purposely limited to existing system resources and
settings that any mere mortal with administrator rights could
implement. Domain policies are not discussed or considered,
although they may be a problem within your particular enterprise,
but fighting "city hall" is beyond the scope of this book.

 


Any tools used had to be approved for use by those
managing the resources, or were only downloaded from Microsoft if a
home system. The author has tried several aftermarket "free" tools,
and while many seemed to work well, the long term use of those
tools seems to have caused issues. Because of the limitations most
corporate users are placed under, and the security risk to the
system at home, this book will not make suggestions beyond those
settings provided by Microsoft or available from their website.
This does not mean that superb tools are not available, because
they are. But these are the limitations and operational boundaries
for the suggestions made. There are limited options available to
most corporate or home users.

 


Many unique opportunities were presented to the
author to solve various complex problems in the support of
engineering design systems and software development environments on
a several operating systems and using advanced applications. Many
of the larger applications placed extreme loads on computers and
pushed them to the limits. The problems encountered would highlight
underlying configuration issues and if adjusted generally improved
performance.

 


In addition, the author has taught operating systems,
computer science and electronics since the late '70's and works
daily with both Microsoft and Linux systems, solving problems for a
lab supporting over 800 users. In the last few years the changes to
Microsoft's security model revealed the importance of the
NTUSER.dat which will be discussed in detail in Chapter Two.

 


These suggestions will provide a more reliable
computing experience using Microsoft Windows whether at work or at
home. Tips included in Chapter Two will help you migrate from one
version of Windows or from one computer to another without having
to reconfigure the majority of your settings. In addition, knowing
which files are important will help you develop a personalized
backup strategy that will allow you to recover quickly from a bad
experience, or move comfortably around on computers, or to Linux.
Preserving those files will be discussed in all three chapters as
will many recommendations as they come up in the discussions.

 


Chapter Three will provide a concise summary of
the recommendations. Feel free to skip to that chapter and select
what will work for you. There is a lot of material covered and many
options, but there is much more detail that could have been
provided and the challenge was to present what will be most useful
and present it in an understandable way. Brevity is not one of the
sharper tools in the author's toolkit. If you'll suffer through the
word count hopefully you will be rewarded with practical nuggets to
make your computer better and possibly answer questions you have
about how something works.

 


There is no software to buy, no risky web sites to
visit, no complicated commands to learn. In the past the author
downloaded and made use of some excellent free tools, however if
care is not taken one can end up on a site that contains malware,
or install software that is harmful.

 


Some free software was actually been designed to make
your system perform poorly so you'd buy the advanced version. Most
of those sites were found and shutdown, but the nagware and popups
that are found on many of the free sites has kept the author from
recommending anything that might put a friend at risk. The author
has had computers infected inadvertently by clicking through links
on some of these sites while researching Windows issues. If you're
going to look for tools like this, search for them using a Linux
system or a Microsoft system you don't care about because it seems
that the offer of free attracts all kinds; the kinds seeking no
good, as well as those seeking something for nothing. In general
the world is not a safe place for Microsoft systems, you must be
very careful if you're going to keep your system working well.

 


While Microsoft system tools are generally not
optimized, the author has learned that using aftermarket free
products can be worse, and because of the risks involved with
finding them no longer recommends them. If you chose to use an
add-on tool be very cautious and follow the recommendations that
will be discussed in Chapter Two to protect your system and data
BEFORE you search, download and install. The author learned some
valuable lessons with his favorite XP system using aftermarket
cleaners and defragmentation tools. He lost and corrupted a number
of files when the file system began acting erratically after long
term use of some of these tools. It was suspected that some of the
tools used actually caused the problem, the system was rebuilt over
a year ago and none of the symptoms have returned, despite heavier
use.

 


While people recommend these tools it is just safer
and wiser to adjust the base system to work better. The long term
use of some of these aftermarket tools is not always known and
suspected to be the problem that surfaced for the author. The
biggest issue was the file system in XP deteriorating, suspected in
part by the after market cleaner and defragger. Fortunately the XP
system was not a "daily driver" and all files were immediately
backed up to a Linux system. The problem is the author didn't
realize that some of the files on the XP system were corrupted and
actually saved bad files to the Linux system. Fortunately, an
archived hard drive stored in a fireproof container had the
original files and all was restored. We'll talk about how to
provide a safety net with multiple layers of protection against
yourself and others in Chapter Two.

 


In the UNIX and Linux world there is the
acronym: YMMV. This stands for "your mileage may vary".
Meaning essentially: "while it may have worked for you my
lightweight user friend, it clobbered the crap out of my heavily
used system and left me picking through the rubble to find the
remnants of my excel spreadsheets." So, while many of the free
tools out there may work, and work splendidly, this author won't be
recommending them because YMMV.

 


This same philosophy (YMMV) has been followed with
firewalls and anti-virus. Some of the virus software used has made
the computer almost unusable, and then it would go out of date and
created problems when installing applications. The author chose to
use and recommends Microsoft Essentials and Microsoft Firewall on
Microsoft systems. The thought is Microsoft has the most to lose if
the service fails, not that they are overly concerned about their
reputation, but they know their operating system and what will work
and what won't.

 


So far after using it for over a year performance has
not been impacted and other than Microsoft leaving a little red
flag on the taskbar warning of dire consequences unless the system
is "upgraded" to Windows 8 it has done what it should. The main
thing for any Microsoft system is not so much the anti-virus
software as it is the FIREWALL, shown below.
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A firewall is absolutely essential to the safe
operation of a Microsoft system. In fact, if you can, add a
hardware firewall to your home or business, this can be done in
part by using a NAT - a network address translator, more commonly
known as a router. Check with
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