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For the victims of terror






AUTHOR’S NOTE

This is a story of a new and unconventional method of fighting terrorism—financial warfare against the extremist organizations, their leadership, and the rogue regimes that support them. It plays out in Israel’s cloak-and-dagger world of espionage and counterterrorism. The concept was initiated and developed by a small band of innovators—members of a secret unit in the intelligence services of Israel. As with any new start-up that seeks to disrupt, at first nobody believed that this new path could be effective, but today it has proven itself as one of the most potent means to fight terrorism globally. This book chronicles the close-knit relationship between Israeli intelligence and elements of the United States government as well as lawyers from the private sector that joined forces to fight the financial infrastructure that enabled terrorists to blow themselves up inside cafés and buses in the name of the Jihad.

Like any good spy story, there are heroes in this tale, and there are villains. But this is also a recounting of an alliance forged by historical ties and inescapable necessity. Much of this story has remained secret until now. Operationally, as well as politically, secrecy was a requirement. It remains a requirement to this day. Even the name of the unit, Harpoon, was classified for nearly twenty years.*

Israel’s lead in fighting terrorism on a financial front, as well as on the battlefield, established an operational precedent that the United States would follow in the aftermath of the September 11, 2001, attacks; other western nations, noting the nexus between money and bloodshed in their cities, would also use the Israeli example of financial warfare as a new dimension in which terrorism can be fought and vanquished.

This new form of warfare was largely the vision of Meir Dagan, a legendary Israeli warrior and spymaster. Dagan spent most of his adult life with a weapon in his hand, and a dagger at his hip, fighting terrorists behind their lines in spectacular operations. He realized that money was the oxygen that allowed terror to breathe, and he wanted to use his experience and the forces he led to suffocate every dollar, dinar, and euro from the coffers of organizations that were dedicated to killing innocent civilians. We have had a front row seat in watching Dagan and his team of spies and commandos change the paradigm of the global war on terror. This is their story. **

Nitsana Darshan-Leitner
Samuel M. Katz
July 2017







PREFACE

High-Value Targets

The raiders came at night. They always did. The pilots from the U.S. Army’s ultrasecretive 160th Special Operations Aviation Regiment (Airborne) were experts at flying in the absolute black of night on missions of the highest strategic importance. The unit, known as Night Stalkers, flew multi-million-dollar MH-60 and MH-47 helicopters outfitted with the top-secret night-vision capabilities. The powerful rotors that provided lift and speed to these armored birds were designed to be silent; they whispered in flight. From Mogadishu to the Hindu Kush, the Night Stalkers had flown America’s tip-of-the-spear to targets deep inside the windswept valleys of the countries involved in the global war on terror. In late March 2016, the Night Stalkers were launched into the heart of the self-proclaimed Islamic State in Syria, ISIS, to ferry an as-yet-unnamed special operations unit on one such mission. The raiders’ target was Abd al-Rahman Mustafa al-Qaduli.

Abd al-Rahman Mustafa al-Qaduli was hard-core. Known by too many aliases to list, the fifty-nine-year-old physics teacher from Mosul had joined al-Qaeda in Iraq in 2004 and quickly clawed his way up the chain of command to serve as the terror group’s deputy commander. The Americans apprehended al-Qaduli in 2003, imprisoning him inside Camp Bucca, the U.S. military’s detention center in southern Iraq that was used to hold the most dangerous terrorists seized in the insurgency. But in 2012 al-Qaduli was released in the dust of the U.S. withdrawal from Iraq. He joined the nascent Islamic State, and became a trustworthy and capable deputy to the Caliphate’s head, Abu Bakr al-Baghdadi. Al-Qaduli was considered by many to be the most powerful man inside the Islamic State: He was ISIS’s finance minister.1

As the individual who controlled the dollars and dinars, al-Qaduli decided how the ISIS billions in seized wealth, oil revenue, and Gulf money donations were spent. He was the chief bean counter who made sure that the fighters in Raqqa, the Caliphate’s capital, were paid their weekly stipends, and he parceled out cash so that local commanders could purchase the bullets and mortar rounds needed to keep the fight going. Al-Qaduli was in charge of budgeting funds that ISIS used to produce the slick Hollywood-inspired recruitment videos it used to attract fighters from around the world. The financier earmarked resources to ISIS sleeper cells inside Western Europe in order to make sure that the deep-cover operatives had the cash to acquire safe houses, vehicles, and weapons. Al-Qaduli was also responsible for managing ISIS’s provincial commands, to coordinate operations in Sinai and the rise of the Caliphate in the swirling chaos that was once Muammar Qaddafi’s Libya.2

On May 14, 2014, the U.S. Department of the Treasury named al-Qaduli as a Specially Designated Global Terrorist for acting for, or on behalf of, ISIS. The State Department’s Rewards for Justice had offered a seven-million-dollar bounty for information leading to al-Qaduli’s arrest.3 But the special operations forces ferried into Syria that black March night had not traveled to the Caliphate to issue an arrest warrant; they weren’t in Syria hoping to collect Foggy Bottom’s prize. The Pentagon mission was classified as “capture or kill.” The commanders who were responsible for carrying out America’s secret wars against terror, as well as their liaisons inside the Central Intelligence Agency, had hoped to be able to once again interrogate the wily money chief in order to further undermine ISIS. After all, previous raids against some of al-Qaduli’s subordinates had developed the matrix of intelligence that put them on his trail. The Americans were monitoring al-Qaduli’s phones and his messengers. His whereabouts, from safe house to safe house, were followed by drones and by satellites. The ISIS chief financial officer traveled with a large security package of men and vehicles. Once located, he was an easy target to track.

The American assault team’s plan was: stop al-Qaduli’s convoy, eliminate the bodyguards, and subdue and secure the target so that he could be extracted and the helicopter flown back to base. But al-Qaduli likened himself to a warrior. He was often seen inspecting forces in Raqqa wearing the traditional pale green outfit, shalwar kameez, that barely contained a bloated belly, a relic of his days with al-Qaeda in Pakistan; his AK-74 assault rifle was always slung across his shoulder, and his load-bearing pouches were crammed with hand grenades just in case the Americans had any idea about taking him into custody again. He had no intention of being captured alive on a darkened stretch of a Caliphate side road.

When the assault force swooped in from the air, al-Qaduli’s men responded with a fusillade of machine-gun fire that illuminated the thick black sky. The battle was one-sided and brief. Within minutes of the first shot being fired, al-Qaduli and his bodyguards were dead; the Toyota 4×4s they drove had been chewed to pieces by armor-piercing rounds and shrapnel. The American operators rushed into the flames and twisted metal to retrieve cell phones and other personnel effects of the ISIS operatives. The material was spirited back to the analysts and the spymasters for examination.

At the Pentagon, Defense Secretary Ash Carter and U.S. Marine Corps Major General Joseph Dunford, the chairman of the Joint Chiefs of Staff, discussed the raid with the press, careful not to disclose details of the covert operation. “We are systematically eliminating [ISIS’s] cabinet. Indeed, the U.S. military killed several key [ISIS] terrorists this week including, we believe, Haji Imam [a nom de guerre for al-Qaduli] who was an [ISIS] senior leader, serving as a finance minister and who is also responsible for some external affairs and plots,” Ash explained. The removal of al-Qaduli as leader was presented as a severe blow to ISIS’s ability to conduct operations both inside and outside of Iraq and Syria.”4

The termination of the financier was a major blow to ISIS. Al-Qaduli knew where the bank accounts were and what the balances were and the interest rates; he knew the PIN codes and the passwords to access ISIS’s portfolios. Al-Qaduli was the number cruncher who divvied up the profits from oil and the sex trade. The money that he managed enabled ISIS to threaten much of the Middle East and target Europe and even the United States. The intelligence that led to him had been assembled, in large part, by previous operations that had targeted money changers, bankers, and the men responsible for turning the oil that flowed underneath the Caliphate into hard currency.

One operation that yielded a gold mine of actionable data in May 2015, a raid by some twenty-four members of the famed and ultrasecretive Delta Force, had targeted Abu Sayyaf, the man in charge of ISIS’s oil revenues. The raid, carried out in the heart of ISIS-controlled Syria close to one hundred miles southeast of Raqqa, resulted in Abu Sayyaf’s death. But the Delta Force had also seized computers and mobile phones, along with the dead man’s notebooks and personal effects. The American operators had also captured Abu Sayyaf’s Iraqi-born wife. When questioned, she provided an in-depth insight into the secret world of ISIS revenue. The Abu Sayyaf operation, like the raid that targeted al-Qaduli, had been ordered at the direction of President Barack Obama.5

The raids in Syria were a clear indication that the strategic emphasis of the United States’ war against ISIS—and other transnational Islamic fundamentalist terrorist groups—had shifted like seismic plates moving underneath a troubled earth. Financiers were never considered priority targets—the men who handled the money were never marked for death. The distinction of being on a kill list was for those who ordered and ran operations. But now the money men were not only high-value targets, they were considered the highest value. There were no longer any white-collar jobs in the terrorist organization. The U.S.-led war on ISIS had become one of follow the money, devalue the money, seize the money, and kill the money. America, well into its second decade in the global war on terror, had learned that one of the most effective and long-lasting counterterrorism tactics was to suffocate the funds that were used to buy weapons, pay for explosives, rent safe houses, train recruits, and orchestrate and market catastrophic destruction on a global stage.

The new emphasis targeting terror money did not originate in the West Wing of the White House, though. The blueprint for this war plan was drawn up in the West Bank of the Jordan River some twenty years earlier. Well into the fourth decade of its own global war on terror, one man inside Israel’s security hierarchy came to realize that the phenomenon of Palestinian Islamic fundamentalist, a wave of suicide bombings and death that combined nationalistic aspirations and religious fervor, was fueled and financed by a complex underground economy that had a global outreach. Stop the money, the idea followed, and the oxygen that stoked the fires of terror could be suffocated. The individual responsible for popularizing that notion was a man named Meir Dagan.

Using ledger books and bank accounts as a weapon in the battle against terror was out of character for Dagan. He had spent a military career serving the State of Israel in the up-close-and-personal world of deadly special operations. From the alleys of the Gaza Strip to the sweeping hills of southern Lebanon, Dagan had left his mark—and the bodies of his enemies—on the battlefield. He realized that heroics and daring were essential in the day-to-day fight against terror, but Israel needed an outside-the-box solution with long-term and game-changing results. As a major general and as the prime minister of Israel’s advisor on counterterrorism, Dagan pursued and targeted terror financing as a course of national policy, creating a special task force of intrepid spies, accountants, experts, and military officers, as well as attorneys who were able to mobilize the resources of all Israel’s security and intelligence services in the effort to bankrupt the terrorist organizations that threatened Israel. Later, as the director of the Mossad, Israel’s famed espionage service, Dagan turned this task force into a global team of hand-picked agents who traveled the world to dry up the funding for the bullets and bombs that, over the course of the Palestinian intifada, killed more than one thousand Israelis and maimed more than five thousand.

Meir Dagan dispatched his operatives on daring missions around the world in the effort to fight terror money. But Dagan’s most effective weapon was the close-knit alliance his team built with the highest reaches of the U.S. government, primarily in the Department of the Treasury. This alliance used espionage tradecraft and the overwhelming power of seizures and sanctions to coordinate full-fledged assaults against the banking systems that enabled Hezbollah to launder its narcotics profits and Iranian stipends and pay for the largest terrorist army the Middle East had ever seen. Dagan’s asymmetrical form of financial warfare was ultimately used to target the Islamic Republic of Iran in order to prevent Tehran from realizing its nuclear ambitions.

The task force that Dagan created was called Harpoon.6 This is the remarkable and untold story of this secret unit and how they redefined the way that Israel—and the United States—waged war on terror.






PART I



THE PALESTINIANS






CHAPTER ONE

The Tourists from the Windy City


All beginnings are difficult.

—Rabbi Shlomo Yitzhaki (Rashi), Mekhilta de-Rabbi Ishmael, on Exodus 19:5


It was roughly 4:00 AM on December 13, 1992, when Nissim Toledano walked into his young son’s room to softly kiss the two-year-old on the forehead. The kiss, and the proud gaze that focused so lovingly on his young son, was routine for the twenty-nine-year-old sergeant in the Border Guard, the paramilitary arm of the Israel National Police. Nissim lived and worked in Lod, a mixed Jewish and Arab town near Ben-Gurion International Airport. He made the twenty-minute stroll to the Border Guard headquarters every morning, and often walked home in time for dinner. The young father felt blessed to be able to go home every night and spend time with his family.

Toledano walked briskly in the morning cold, an hour before the winter sun would appear. The morning’s first traffic whizzed by him as those forced to be up at such an ungodly hour made the most of the mostly empty thoroughfares, and Toledano didn’t notice the 1973 red Subaru sedan with Israeli license plates inching up behind him. As Toledeno crossed the street the car sped up and knocked him to the ground. Four young Palestinian men, all in their early twenties, emerged from the vehicle, beating the young sergeant, and then gagging him. They took his gun, handcuffed him, and threw him into their vehicle. The car sped toward Jerusalem.

The policemen who worked with Toledano knew that something was wrong when the always punctual officer failed to arrive for morning inspection. Repeated calls to his pager went unanswered. A patrol car was dispatched to look for him. The General Security Service, Israel’s domestic counterintelligence and counterterrorism agency known as the Sherut Ha’Bitachon Ha’Klali, or Shin Bet for short, was also alerted. Toledano’s disappearance bore the telltale signs of foul play. Hamas, the Palestinian Islamic Resistance Movement, had kidnapped soldiers in the past and buried their victims in unmarked graves, never telling the Israeli authorities where the slain soldiers lay.

The four young men who kidnapped Toledano called themselves the “Secret Squad.”1 They carried out the operation in order to prove their worth to a local Hamas commander, hoping that the deed would be enough to earn acceptance into the group’s military wing. The kidnapping was done completely on spec: The perpetrators even pooled their savings to purchase their getaway car. The four planned to carry out an operation in the capital, but Jerusalem’s streets were too well protected. They chose the city of Lod instead. Toledano was targeted at random.2

The Shin Bet received confirmation of Toledano’s abduction shortly before noon. Two of the kidnappers, their faces concealed by kefiyyehs, or Arab headdresses, walked into the Red Crescent office in the West Bank town of El-Bireh and handed over a copy of Toledano’s police identity card, along with a pledge that the sergeant would be killed at 9:00 that night unless Hamas founder Sheikh Ahmed Yassin was freed from an Israeli prison. “Our group kidnapped one of the officers of the occupation on Dec. 13, 1992,” the communiqué proclaimed. “We are demanding the occupation authorities and Israeli leaders release Sheik Ahmed Yassin in exchange for releasing this officer.”3

Sheikh Yassin was a quadriplegic Islamic scholar who had created a Palestinian version of Egypt’s Muslim Brotherhood in Gaza and the West Bank, an organization that would become known to the world as Hamas. The Israelis imprisoned Yassin in 1984 for stockpiling weapons in his home, but he was released a year later as part of an exchange of 1,500 Palestinian prisoners for three Israeli POWs captured in Lebanon. He was arrested again in 1989 and sentenced to two life terms for ordering the kidnapping and murder of two Israeli soldiers, and attempting to use the bodies as leverage to free Hamas terrorists jailed by Israel.4 Yassin was also convicted for approving the torture and murder of an Arab man suspected of collaborating with Israeli security forces in Gaza.

Toledano’s kidnapping sparked a political crisis in Israel. Prime Minister Yitzhak Rabin convened an emergency security cabinet session, demanding action. Israel had just endured close to five years of bloody violence during the Palestinian intifada, or uprising. Hamas, along with the Iranian-funded Palestinian Islamic Jihad (PIJ), had successfully injected the zeal of fanatical Islamic fundamentalism into Palestinian nationalism, making the most of a thirst for catastrophic bloodshed. Israel was at the time involved in delicate and covert talks with the Palestine Liberation Organization. The abduction of Nissim Toledano was a brazen attempt by Hamas to disrupt those tenuous negotiations and trigger a wave of rage and violence.

Rabin had no intention of negotiating with Hamas for Toledano. The prime minister realized that Toledano was probably already dead, and he understood the political ramifications of terrorists kidnapping a police officer off the streets of an Israeli city and murdering him in cold blood. Rabin was a seasoned politician, but his background was military, and he knew that a decisive battlefield statement was needed to send a clear message that there would be consequences for Hamas. Like many of Israel’s commanders at the time, Rabin was a chain smoker, and a cloud of smoke engulfed the stormy cabinet meeting of angry strategizing. Rabin had vowed to break the bones of Palestinian protesters during the intifada, and now he wanted to break the back of Hamas. A no-holds-barred measure was required, the prime minister explained. He ordered the heads of the intelligence services, and the commanders of the Israel Defense Forces (IDF) to take immediate action.

Led by the Shin Bet, IDF special ops units and Border Guard counterterrorist teams raided multiple locations throughout the West Bank and the Gaza Strip. The raids yielded high-ranking operatives from Hamas and the PIJ. These men ran the Hamas and PIJ political wings, controlling the charitable funds that were the groups’ financial lifeline; they were also all active commanders in terror operations against Israeli civilians. The detained men included doctors, lawyers, and engineers; some were even American green card holders. In all, some 1,200 were arrested and detained. Prime Minister Rabin wanted to sever Hamas’s civilian spine, which fueled and provided safe haven for its military component. He wanted the terrorists relocated far from the territories. Rabin ordered that the top leadership of the two terror organizations, 415 operatives in all, be deported to the no-man’s-land of southern Lebanon. Lawyers for the deportees took the matter to the Israeli Supreme Court to plead for the expulsions to be halted.

On the morning of December 16, 1992, as the Israeli justices wrangled with the legalities of expelling the suspected terrorists, Fatma Abu Dahuk, a twenty-five-year-old Bedouin girl, made a grisly discovery in the West Bank. Fatma set out from her family tent near Kfar Adumim, halfway between Jerusalem and Jericho, to search for a lost camel that had strayed during the night. The desert hills and wadis were deep and cavernous but easy terrain for an experienced Bedouin. As she walked through the steep valleys, in a ravine made colorful by winter flowers, Fatma stumbled upon the badly mutilated body of a man clad in military olive, his face covered by a matching green parka. His hands were bound high behind his back and he had been stabbed repeatedly. It was Toledano. Investigators believe that he was savagely tortured and murdered shortly after his capture.

News of Toledano’s murder sparked riots in his hometown of Lod. Jewish protesters marched toward the Arab neighborhoods screaming “Death to Arabs.” The fate of the 415 was sealed.

At a little past midnight on December 17, the 415 Hamas and PIJ leaders were ushered from their holding facilities throughout Israel. They were blindfolded and placed on buses, the windows of the vehicles covered by blankets to prevent the prisoners from knowing their destination. The buses drove north, toward the Lebanese border. Israel occupied a security zone inside southern Lebanon, and the buses pushed deep into Lebanese territory, until they reached lines patrolled by the Lebanese military. The deportees were ordered off the buses and told to make their way to the nearby village of Marj al-Zuhur, several miles from the Israeli lines.

Rabin’s move drew international condemnation. Even U.S. President-elect Bill Clinton saw the deportations as counterproductive to the success of the ongoing negotiations. But the men forced into a tent encampment inside the freezing wasteland of southern Lebanon were the brains, muscle, and—most important—the accountants of the Hamas underground. These men knew the intricate details required to keep an illegal and covert organization functioning on a daily basis. It was a severe hit to the terror groups. While the 415 shivered around their South Lebanon campfires, assault rifles weren’t being purchased on the West Bank black market; terrorists’ widows weren’t receiving their stipends; and there was no money to rent Gaza safe houses. Hamas operations in the Palestinian territories had come to a dead halt.

Mohammed al-Hamid Khalil Salah was one of the thousands of passengers landing at Israel’s Ben-Gurion International Airport on the afternoon of January 15, 1993. Salah, a Palestinian native, was a naturalized U.S. citizen who sold cars for a living in Chicago. He appeared nervous as he stepped onto the tarmac after his flight from London. Plain-clothed Israeli security officers were everywhere, conspicuous in their safari jackets and mirrored sunglasses. These young men were designed to be a visual deterrence, and they kept an eye on anything out of the norm as travelers entered Israel. The security services had received information that a Hamas operative would arrive from the United States, although they did not know his identity or his mission. Salah found himself under the gaze of border policemen patrolling around the aircraft; the shuttle from the tarmac to the arrivals hall provided little relief. The Chicago resident readied his American passport for the inevitable scrutiny. It wasn’t easy for West Bank natives to return to the region, and especially not through Ben-Gurion.

Salah was nervous when he handed over his passport. “I am here to visit family and friends,” he said in a soft and shaky voice when the young customs official asked what the purpose of his visit was. His travel documents were studied. The entry process took much longer than usual. Men in uniform, and some Arabic speakers in plainclothes, questioned Salah intensely. Finally, after a very long delay, Salah’s passport was stamped. His suitcases were the last ones rotating on the baggage carousel.

Salah hurried outside from the arrivals hall and into the winter’s cold in search of a taxi. Agents from the Shin Bet were already on him. Salah’s name was not on any terrorist watch list, but he sparked some curiosity and the agents at the airport decided to follow him. The Shin Bet had tossed Salah back into the sea, hoping to catch bigger fish.

Salah traveled the forty minutes up the twisting Highway One toward Jerusalem. The Israeli capital had been cut in two in the armistice agreement that ended hostilities in 1949 between Israel and Jordan. The western half of the city was Jewish, and the eastern part, including the Old City, had been held by Jordan until Israel captured it in the 1967 Six Day War. Salah headed to the eastern section of the city, to the YMCA, a sprawling complex that occupied a city block on the Nablus Road just outside the walls of the Old City. A room had been prepared for him. Salah kept to himself, barely leaving his accommodation.

The Shin Bet maintained close surveillance on the YMCA, and additional resources were provided for the operation. The security services even summoned the assistance of Unit 33, a secretive undercover police unit assigned to the Jerusalem District. Unit 33 fielded policemen from all backgrounds, speaking a Tower of Babel of languages and using a variety of disguises as they blended into the Jerusalem landscape. Salah had no idea that a large-scale surveillance operation was monitoring his every move.

A few days after his arrival, Salah was joined by a friend from Chicago. Mohammed Jarad was a thirty-six-year-old Palestinian green grocer from the Windy City’s Albany Park neighborhood. His arrival worried the Shin Bet. Were the two men sent to Israel on a terrorist mission? Did their bags hold weapons or explosives? Shin Bet Director Ya’akov Peri, a veteran of the terror wars inside the Palestinian areas, ordered his agents to seize the two men. On January 25, Unit 33 received its orders to apprehend the suspects.

The police approached Salah’s room cautiously. Terrorists had traveled to Israel before, posing as tourists then building bombs inside their hotel rooms in the hope of mounting a catastrophic attack. An entry team positioned itself at the door and readied for the push inside; one of the operators used his skill in picking the lock to open the door, cautious due to fears that the room was rigged with explosives. But when the officers burst in, they found the two men unarmed. A police bomb disposal unit was summoned to open the suitcases, concerned that the luggage held Semtex or another military-grade explosive. But when the bags were opened, the Shin Bet agents and policemen stood in surprised silence. Salah’s luggage contained a huge amount of American dollars. Some of the policemen joked that they had uncovered Aladdin’s treasure.5

Salah and Jarah were ushered to the Russian Compound, the Jerusalem Police District’s operations center for questioning. If there was a simple explanation for the money—a down payment on a business, perhaps a wedding dowry—then the men would have to pay the customs fine and be sent on their way. But the police knew that there were regional—even transnational—criminal enterprises run from the West Bank that reached all the way to the United States. Guns, drugs, and auto theft were rife in the territories, and some of the Palestinian gangs involved ran international fraud operations in the Midwest. But if the money was destined for a terror faction, the Shin Bet wanted details.

Salah was questioned by the security services, who called him by his Hamas nom de guerre, Abu Ahmad. The Israelis would discover that Mohammed Salah was much more than a bag man, delivering bundles of cash like a common courier. He had been recruited into the ranks of Hamas in 1987, by Musa Abu Marzook, the Gaza-born Colorado State University–educated political head of Hamas. Abu Marzook operated out of Falls Church, Virginia—well out of the reach of the Israeli security services. Salah was trained by Hamas and began working as a covert financier for the organization in 1991. He opened several accounts in his name at the First National Bank of Chicago, LaSalle Bank, and Standard Bank and Trust, all for use by the Islamic Resistance Movement.6

Salah was carrying $97,000 in U.S. currency when he was arrested; the money came from his American account that had boasted a healthy balance of $650,000.7 Salah couldn’t initially explain where the funds came from. He argued that he was a simple man who had done well living the American dream. But under intense questioning, he confessed that the money indeed belonged to Hamas.

Salah recounted the instructions he received from Abu Marzook before he embarked to Israel:


“It is necessary to organize the military activity in Hebron, Ramallah, Nablus, Bethlehem, Jericho and Jerusalem. It is also necessary to check the situation in Gaza and the requirements of the people there, since the dominant feeling is that Gaza was not hurt by the deportations, neither politically or militarily. It is necessary to allocate funds as follows:

Ramallah: $100,000

Nablus: $130,000

Hebron: $100,000

Gaza (military activity): $300,000

The rest: according to the military and general requirements.”8



In the past these monies were disbursed to Hamas cells through the offices of halfanim, or money changers. The money changers were an essential thread in the fiscal fabric of the West Bank following the 1967 War, when the proper banking system all but disappeared. They exchanged foreign currency in kiosks, and brought cash of all currencies to and from the Arab world, transporting it across the Allenby Bridge between the West Bank and Jordan. The money changers were reliable and could often handle large transactions using a network of contacts in cities around the Middle East. They were ideal conduits for the illegal movement of money, as their transactions were untraceable.

Salah knew the names of the money changers that Hamas generally worked with throughout the West Bank, but he had been instructed to stay in his room and await telephone instructions from Abu Marzook. Abu Marzook had traveled to Lebanon before the New Year to meet with the deportees at Marj al-Zuhur. He also met with Hamas leaders in Sudan, and Palestine Liberation Organization officials in Tunisia.9 Abu Marzook called his messenger several times from his pit stops across the Middle East.

Salah confessed that he also made a previous trip to Israel on behalf of Hamas. Passport records revealed that Salah was in Israel months earlier, in August 1992. At that time he delivered $96,000 to Saleh al-Aruri, the Hamas commander in the West Bank city of Hebron. That money was later used to purchase black market weapons and ammunition, including assault rifles, an Uzi submachine gun, pistols, and a significant supply of ammunition. These weapons were later used to murder an Israeli reservist soldier in Hebron and a Border Guard police officer in Jerusalem. Abu Marzook, Salah admitted, was angry that some of the money delivered in August went to charitable causes and not completely to the Hamas military wing.10

Salah’s connection to al-Aruri was troubling to Israeli authorities. Saleh al-Aruri had launched his Hamas career in Hebron University where he studied sharia law and rose to lead the student union’s Islamic faction. He had an uncanny gift for recruiting reliable operatives and was adept at handling money.11 Al-Aruri developed and maintained links between Hamas military cells in the West Bank and in the Gaza Strip. He also was one of the conduits for Palestinians living in the United States who collected money, ostensibly for charitable purposes, and then funneled it into the territories. As someone inside Hamas who dispensed the money, al-Aruri was one of the most important—and dangerous—members of the terror organization’s hierarchy.

The Shin Bet arrested al-Aruri in 1992 and charged him with terror offenses. He was sentenced to more than fifteen years in prison. Yet although he was incarcerated in a maximum security facility, al-Aruri continued to act as a Hamas military commander from behind bars. Few inside Hamas possessed his comprehensive vision for armed resistance against Israel. Fewer still, even on the Israeli side, understood the absolute link between money and blood.

Salah was a thorny problem for the State of Israel. He was ultimately charged and convicted in a military court for involvement in a terrorist entity and sentenced to seven years in jail. * His case led Israel to press the United States to have its law enforcement agencies look deeper into the underground economy of Palestinian charities that supposedly collected nickels and dimes for orphans and food kitchens, but ultimately funded the bullets, bombs, and bloodshed.

This was the first significant case in which terror financing was placed center stage by intelligence, security, and law enforcement agencies. Somewhere in the Israeli security apparatus, a light switched on as they realized that a war on terror financing could be a tool in disrupting the activities of terrorist groups. This was where it all began.

The Israeli government was eager to make an example of Mohammed Salah, labeling the Chicago resident as the “World Commander of the Hamas military organization.”12 After months of questioning, Salah admitted that the money he and Mohammed Jarad had brought to Israel was intended for Hamas, but he maintained that the cash was to be distributed to the families of the 415 deportees to Lebanon. The cash, Salah stressed, was raised legitimately through charities in the United States and Europe, for legitimate charitable purposes. After all, charity, or zakat, was one of the five pillars of Islam. The Israelis, somewhat belatedly, were concerned that Hamas was actually controlled from the United States, and that the freedoms afforded by due process, and the success of many Palestinian immigrants who found a place in the American dream, enabled the organization to serve as a remote operational command center.13 The United States had become an ATM of terror for Hamas.

But despite Salah’s arrest and subsequent revelations, there was growing tension between Israel and the United States over the deportees. United Nations resolutions were passed to condemn the expulsions by Israel. From London to Lagos, foreign ministers contacted their counterpart in Israel to demand that the men trapped in a southern Lebanese no-man’s-land be permitted to return home. The Lebanese winter was harsh, and reporters from CNN and other international networks held sympathetic interviews with the men as they huddled around campfires wearing tattered blankets. But at night, as those same reporters returned to Israel or Damascus for a hot meal, the deportees were visited by representatives from Iranian intelligence and from Hezbollah, Lebanon’s Shiite “Party of God,” which had been at war with Israel and the United States, in Lebanon since 1982. Hezbollah introduced the revolutionary Iranian leader Ayatollah Ruhollah Khomeini’s philosophy of martyrdom into the vernacular of the Middle East. During his country’s war with Iraq, Iranian military commanders had ordered thousands of schoolchildren to go out along the borders to dig up mines placed by Saddam Hussein’s soldiers. The students were given plastic necklaces with keys on them and told they were the “keys to paradise.”

Iran exported its Islamic revolution to Lebanon, where young Shiite men, eager to earn a spot in heaven, volunteered in droves to strap on explosives and blow themselves up. Hezbollah destroyed two U.S. embassies; they blew up barracks of both U.S. Marines and French paratrooper peacekeepers. They rewrote the terrorism handbook.

Imad Mughniyeh represented Hezbollah at the meetings with Hamas in Marj al-Zuhur. Mughniyeh, a south Lebanon native, was the thirty-one-year-old diabolical mastermind behind Hezbollah’s meteoric rise as a terrorist army powerful enough to force the United States out of Lebanon, an army that was also waging a bloody guerrilla campaign against Israeli forces in the country. Iran’s representative at the meetings with Hamas was Ali-Reza Asgari, the commander of those Islamic Revolutionary Guard Corps based inside Lebanon.14 Asgari was instrumental in transforming Hezbollah into a formidable terror power, and now he had similar hopes for Hamas. By January 1993, as the deportees were working with their new strategic allies, Iran began budgeting $30 million annually for Hamas.15 That stipend would increase tenfold in the months to come.

The Iranians and Hezbollah schooled the deportees in the A to Z’s of terror tradecraft, in bomb building, suicidal terror tactics, and intelligence gathering. But U.S. President Bill Clinton and the leaders of the European Union pressed Yitzhak Rabin to take the Hamas commanders back. The deportees were out of range and out of sight of Israeli intelligence, who didn’t know what was going on once the news cameras left at night. American and European political pressure on Israel was enormous, especially as the winter’s chill gave way to the warmth of spring and then the broiling heat of summer, and the secret talks with the Palestine Liberation Organization intensified. Rabin would ultimately yield to this foreign political pressure.

The Israelis allowed some of the deportees to return months after they were dispatched to southern Lebanon. A trickle soon turned into a steady stream. The men returning to the West Bank and Gaza were searched for explosives or incriminating paperwork, but there was no visible evidence of the intense schooling they received. The formulas for homemade explosives and the methods and means for recruiting an army of martyrs were committed to memory. Hamas and Hezbollah, like the two things they told you to never mix together in high school, were primed to explode on Israel.

According to then military secretary to Yitzhak Rabin, General Amos Gilad, allowing the deportees to return was a fatal mistake: “Deportation in and of itself is a good tactic. You can either kill someone or you can expel him, but in both instances he has been removed from the territory. The problem here was not the deportation but that they connected with Hezbollah and we should have prevented this. Hezbollah hates the Sunnis but they hate us Israelis even more. When they returned from Lebanon they were much more dangerous than when they left. They were unified and now they were big heroes to the Palestinians. This was a war of symbols and in such a conflict you cannot permit your enemies to become heroes.”

The returning deportees also learned the details of bank accounts to be at their disposal upon their arrival home. Iran had vast resources that it pledged to Hamas. The tens of millions of dollars that the Islamic Republic would invest in Hamas would rival the funds raised by the charities in the United States and elsewhere in the world Palestinian community. Hamas military commanders would soon have their hands on generous amounts of funds.

Weeks after they kidnapped and murdered Toledano, members of the Secret Squad traveled to the West Bank town of Yamoun to meet a certain Hamas military commander. Mohammed Issa, the twenty-three-year-old squad leader who shot Toledano, presented the Hamas commander with the Israeli policeman’s service weapon to prove that they were the ones who seized and murdered him. The Hamas commander was impressed. He gave the kidnappers 4,000 Jordanian dinars (approximately $7,000), along with a pistol and an Uzi submachine gun purchased on the black market, and urged them to continue their work on behalf of Hamas.16

That money went far. The squad purchased a white van that they used in an attempt to run over two hitchhiking soldiers one evening in central Israel, but they crashed into a guardrail after slightly injuring one of the young conscripts. The squad’s Hamas handler gave them an additional $1,000 to fix the van so they could use it for future terror operations.17 On March 30, the squad shot and killed two Israeli policemen in a drive-by ambush. It was to be their last operation.

Early in the morning hours of June 6, 1993, the Shin Bet, supported by special Border Guard forces, apprehended the four East Jerusalem residents behind the bloodshed. The arrests happened as the Secret Squad was planning a series of potentially devastating car bombings throughout Israel. A bomb factory, with components to make several powerful improvised explosive devices, was also uncovered in Nablus.

The four men were charged with Toledano’s abduction and murder, as well as a slew of other terror offenses. They were tried and convicted in an Israeli military court, and sentenced to multiple life terms. * But their crimes, and the deportation of the 415, set in motion a chain of events that emboldened Hamas and gave it access to more funding from the United States, the Persian Gulf, and Iran.

In the early 1990s, a new and highly lethal form of terrorism had emerged against Israel, one that weaponized Islamic fervor thanks to a multitude of money streams. Veteran Shin Bet agents knew that the paradigm had changed. The worst was yet to come.








CHAPTER TWO

Da’wa

Many Israelis found it hard to contain their disbelief. Some wept as they huddled around television sets with grainy images broadcast live, via satellite, from the American capital. It was 1993. Prime Minister Yitzhak Rabin, a founding father of the Jewish state and the army chief who was one of the architects of Israel’s amazing 1967 Six Day War victory, was in Washington, D.C., standing on the same grass as Yasir Arafat, the PLO chairman and, in most Israeli eyes, a man who embodied cold-blooded terror.

Up until that moment it was illegal for Israelis to maintain contact with the PLO. Now, on the White House lawn with U.S. President Bill Clinton bursting out of his suit with joy, Israel and the Palestinians were moments from signing an accord that would ostensibly end hostilities between two sides locked so intractably in a deadly fight over a small patch of land. The unthinkable happened on September 13, 1993, when Yitzhak Rabin and Yasir Arafat shook hands.

Palestinians also watched in disbelief. It was unfathomable to many in the towns in Gaza and around the major West Bank cities that Abu Ammar (Arafat’s nom de guerre) would make peace with the hated Jews. The Israelis monitored the mood in the territories, not knowing if the handshake in Washington, D.C., would trigger new violence. Virtually every arm of Israel’s military and intelligence services thought they understood what was going on in the territories, but they could never control the mood on the street.

The West Bank of the Jordan River captured from the Hashemite Kingdom in 1967, called by its biblical name Judea and Samaria by the Israeli security forces, consisted of more than 2,100 square miles and more than a million inhabitants living in eight major urban sprawls, smaller towns, and villages, as well as nineteen refugee camps. The West Bank also encompassed East Jerusalem; the city was divided in the armistice between Israel and Jordan after the 1948 War of Independence. The Gaza Strip, 140 square miles in size and one of the poorest and most heavily congested locations on the planet, was captured from Egypt in the 1967 war. Both the West Bank and Gaza were under Israeli military control, and it was the army that had the daily contacts with the Palestinian themselves.

The large conference room in the IDF Central Command Headquarters in the West Bank was overflowing with high-rank officers, senior Shin Bet agents, and intelligence officials. They gathered to analyze the situation after the now-famous White House lawn handshake and determine how it could impact on the terror activity in the region. There had already been other vociferous debates among the generals and the heads of the security services. The officers and commanders who ran security operations thought themselves expert in the day-to-day lives of the residents of the West Bank and Gaza. The commanders viewed the areas under their control tactically. The Shin Bet had human assets deep inside the various terrorist groups that staked a claim to the resistance against Israel. The Shin Bet agents were Arabic specialists; they spoke the language, immersed themselves in the culture, and understood the nuances of Islam. Each agency and unit went around the table speaking its piece.

Toward the end of the meeting a young army officer by the name of Uri L.* serving in COGAT, the Coordinator of Government Activities in the Territories, asked permission to speak. He started to explain and analyze the development of a new terror phenomenon—the civilian infrastructure being constructed by the terror organizations. This phenomenon was known as da’wa, which in Arabic means “the call to the believers to shelter beneath the faith.” It also meant a return to the faith, a way where those who lived outside the struggle could give something back to the community and to the greater cause.1 In essence, da’wa covered the enormous Hamas civilian infrastructure in the West Bank and Gaza. Its objective was to imbue every aspect of Palestinian life with a fundamentalist message. The da’wa was life: It was food, medication, and schoolbooks. But it was also triacetone triperoxide—the homemade witch’s brew of store-bought materials that could be turned into the explosives used by suicide bombers to attack Israeli targets. The da’wa was funded globally.

Uri focused on the financial basis of this growing threat. The money poured into the territories from all over the world—ostensibly to benefit the daily lives of Muslim Palestinians. The Holy Land Foundation, a not-for-profit group in Richardson, Texas, was one of the primary conduits of funds from the United States. Hamas leaders—including Musa Abu Marzook, the group’s Virginia-based political chief—sent fiery clerics from the territories on speaking tours of the American heartland to raise funds for the people back home. Palestinian communities thrived in Brooklyn, New York, and New Jersey, as well as in Virginia, Michigan, and Florida. But there were also vibrant Palestinian communities in the Midwest—in Missouri, Oklahoma, Texas, and Indiana—where stores always had a small collection jar so shoppers could help those “under occupation.” Money was also collected in mosques, and millions of dollars were sent back to the territories via a multitude of charities and nongovernmental organizations (NGOs).

The al-Aqsa Foundation funneled money from Germany; Interpal, with posh offices in London, as well as Birmingham, Manchester, and Leicester, raised money from the Palestinian communities in the United Kingdom.

The monies brought in overseas were sent to the West Bank and the Gaza Strip via bank transfers, money changers, and transnational IOUs. There were even barter arrangements, where goods were shipped free of charge to merchants in the territories and the money earned from their sale was given to the charities—minus a small cut for the merchant.

Uri described the perilous implications that would arise from this threat and urged his assembled colleagues to find ways to crush it in its infancy. He explained that if the IDF did not prioritize undermining the escalation of this dangerous development it would be come back to haunt Israel for generations. Most of the participants were already packing up and leaving as Uri spoke, and the meeting was adjourned without any meaningful resolution of the matter.

Despite their lack of interest in Uri’s words, the only real experts, those who truly understood what was really going on inside the schools, mosques, and hearts and minds of the Palestinian people, were the officers and administrators assigned to COGAT. The unit was part of the Ministry of Defense and attached to the IDF General Staff. It is the official Israeli agency for one-on-one interaction with Palestinian civilian entities. COGAT made sure that homes and hospitals had water and power; COGAT helped to build and maintain infrastructure and enable a semblance of normalcy for the Palestinian population; COGAT ensured that Palestinian merchants could continue to ply their livelihoods.

Virtually all the officers and administrators assigned to COGAT had something of an intelligence background, and virtually all spoke flawless Palestinian-accented Arabic. These men and women sat with Palestinian mayors, clerics, human rights leaders, shopkeepers, and teachers. They spoke to Palestinian family heads and tried to help settle all sorts of disputes—from clans at odds with one another to businessmen fighting over a failed deal. COGAT personnel knew what the Palestinians ate, and whom they admired. They knew the currency of day-to-day life better than anyone.

Uri L. was one of the most capable officers serving in COGAT. Uri was very much a field man. A large, bald, and warm-spirited man with an appetite for humor, Uri wore his smile like a badge of honor. He was the kind of spymaster who could be fatherly to those human assets who needed reassurance, and brutal to those who had to be thrown out to the wolves. Uri could wrap his bearlike arms around a Palestinian recruited to be an informer and convince him of the importance of the intelligence he provided, but he could also use his large forearms to apply pressure when pressure was called for. The intelligence specialists in COGAT as well as the Palestinians they dealt with all liked Uri: Whether the conversation was in Hebrew or Arabic, he always paid attention to those he talked to and gave them his interest and respect.

Working alongside Uri was Lavi S. * Lavi was a charismatic intelligence officer: Gentle and unassuming, he was careful with every word. He was very much like John le Carré’s legendary character George Smiley—every move he made on the chessboard was made knowing what he’d do twelve steps later. There were many men like Lavi in Israel’s security services: men of medium height and unassuming physiques who didn’t look like spymasters. Lavi, whose parents had come from Europe, was a master Arabist: He was fluent in Arabic—including the all-important Palestinian colloquial—and possessed an ideal mix of academic and field work, enabling him to understand the Arab street like few others. From COGAT, Lavi went on to head the Palestinian Affairs Division of the Israeli Ministry of Defense.2

Uri and Lavi were very typical of the men and women who worked for COGAT: dedicated professionals with very specific areas of expertise. Each developed an intimate understanding of Gaza and the West Bank. They traveled to Palestinian cities, villages, and refugee camps on a daily basis, seeing the facts on the ground, and listening to the unfiltered Palestinian narrative. They knew the landscape: what lay on the surface and the tensions that simmered beneath.

Both men saw the terrain was rapidly changing. A religious storm had swept the territories.

More and more children were attending religious schools across the West Bank and Gaza. Women who once wore tight jeans and who worked to help support their families now wore the niqab and stayed home. Neighborhood mosques could barely contain the worshippers who flocked to daily prayers. More mosques than could be counted were under construction. There were new buildings everywhere. Medical clinics and food banks sprang up inside refugee camps and small villages as Muslim benevolent societies filled a vacuum that was not served by the Israeli authorities or the various Palestinian resistance movements based on nationalistic struggle and socialist ideology. There were pan-Arab communist groups, like the Popular Front for the Liberation of Palestine. Others, like the Democratic Front for the Liberation of Palestine, were Maoist; some, like the Palestine Liberation Front, were pro-Iraqi Ba’athists.

The commanders of these factions used to meet in coffeehouses and in universities. The men of the new Islamic movements met in the mosques and in the Islamic schools. Uri and Lavi felt the ground shifting under their feet.

The changes were obvious, but the new Islamic fervor did not correlate into a marked increase in security-related incidents, and those were what concerned the generals. The Shin Bet was in the intelligence-gathering and threat-mitigation business; the motivations behind the violence mattered little. The spies were concerned about locating, undermining, apprehending, and targeting the men who led terror cells. “There were many Shin Bet agents and army officers who believed that the Palestinians were simply targets and nothing more,” an Israeli intelligence officer who worked the territories at the time said. “These men made no attempt to get into the heads of the people and to immerse themselves with the mood on the Palestinian street.”3 Understanding the territories fell to COGAT’s experts, and the reality of a Palestinian society fueled by religious fervor and lavish investment of cold, hard cash worried men like Uri and Lavi. They tried to alert their colleagues—anyone who’d listen to the threat before it began to further metastasize.

Hamas takes its name from the Arabic-acronym for Harakt al-Muqawama al-Islamiya, or Islamic Resistance Movement, and it also means “zeal.” It was created in 1987 in Gaza as an offshoot of the Egyptian Muslim Brotherhood Society. Under Great Britain’s rule of Egypt, the Brotherhood was intent on instilling Islamic law into the fabric of Egyptian society. The movement also became a national liberation force that used fanatic displays of barbaric violence to prove their intent and to illustrate their ambitions. In 1936, during riots that engulfed the British mandate of Palestine, elements of the Brotherhood came to Gaza to inspire the inhabitants with the call to Islam.

Various Egyptian regimes outlawed the Brotherhood; the dreaded Egyptian secret service, the Muchabarat, sent many of its founders and top commander to the gallows. But the movement took root in Gaza. The year 1978 saw the opening of the Islamic University in Gaza, considered by many to be a base of operations for the Brotherhood. Gaza was poor and desolate—woefully neglected by the Egyptians who ruled the strip from 1948 to 1967. Gazans were traditionally religious, and more in line with the fundamentalist form of Islam that many preached in the mosques of Cairo and the Nile Delta.

In 1987, Sheikh Ahmed Yassin founded Hamas. Yassin was a quadriplegic since childhood, yet he did not allow his disability to interfere with his pursuit of religious studies. Although his spinal injury affected his voice, turning his words into a squeaky whisper, Yassin became a charismatic preacher and an Islamic scholar. His Hamas was billed as a religious organization dedicated to charity. Its message of religious piety and fierce nationalism found a receptive audience in the Palestinian communities in the United States and Europe, as well as among the tens of thousands of Palestinians who lived











































*That codename was first publicly revealed by Israeli journalist Ronen Bergman in a 2008 book he authored about Israel’s war against Iran; the name passed the military censor’s scrutiny, although only in English, while in the Hebrew-language media, he referred to the unit name as Gilgal. A reference to the unit’s actual Hebrew name, Tziltzal, was first published in a book by Orde F. Kittrie in the 2015 book Lawfare: Law as a Weapon of War from Oxford University Press.

**The manuscript was reviewed by security sources in Israel prior to publication.

* Jarah was released after several months and allowed to return to the United States.

* The four men were released, along with 1,023 other terrorists, as part of a 2011 prisoner exchange between the State of Israel and Hamas. In the highly controversial exchange, Israel released 1,027 terrorists, including many with blood on their hands for their active role in terrorist attacks including suicide bombings, in exchange for one soldier, Corporal Gilad Shalit, who had been seized in 2005 just outside the Gaza Strip. The release of so many terrorists with “blood on their hands” was political dynamite in Israel; the families of those who had been killed by the terrorists protested. On behalf of the families, Shurat HaDin, the Tel Aviv–based civil rights center, petitioned the Israeli Supreme Court in the attempt—unsuccessful—to block the prisoner release.

* Uri L. is a pseudonym.

* Lavi S. is a pseudonym.

* A Hamas suicide bomber had been killed earlier in the day attempting to blow himself up inside the central bus station in the southern city of Ashqelon.

* Because of Israeli bastions inside Hebron as well as immediately surrounding the city, the Palestinians were in charge of 80 percent of the city. An international monitoring group, the Temporary International Presence in Hebron, consisting of observers from Denmark, Italy, Norway, Sweden, Switzerland, and Turkey, was established in 1997 at the invitation of the Government of Israel and the Palestinian Authority to help maintain peace and a sense of security for the residents of the city.

* Arabic for “enough already.”

* The other four hijackers included two men from the United Arab Emirates, and one each from Egypt and Lebanon.

** Marzook was arrested in 1995 and deported in 1997; the U.S. government allowed him to keep much of the money ostensibly raised for the struggle in Palestine. He was one of the first billionaires to emerge in the Hamas hierarchy. Today, Marzook is widely viewed as the Hamas second-in-command.

* According to published accounts, a Kidon team was behind the assassination of Fathi Shiqaqi in Malta.

* Shai U. is a pseudonym.

* It took Israel four long years to apprehend Hamed following the arrests of the Gang of Death. He was captured by the Ya’ma’m, the Israel Border Guard’s special operations counterterrorist unit, while holed up in a safe house in the al-Balu’a section of Ramallah. He was ultimately tried and convicted of the deaths of seventy-eight Israelis; he was sentenced to forty-five life sentences.

* The Arab Bank maintained the accounts of seemingly benevolent organizations that operated in the West Bank and Gaza that were, in fact, mere fronts for the Hamas military wing and that were all outlawed by Israel.

* Ironically, Harpoon’s position and the merits of Operation Green Lantern were exonerated in the United States Supreme Court landmark 2010 decision, Holder v. Humanitarian Law Project. In that decision, the court held that money was fungible and that it was not necessary for law enforcement agencies or private plaintiffs to track the actual dollars, rubles, rials, euros, nor pounds being supplied to the terrorists or attribute them to an actual use or attack. In the eyes of the Supreme Court, providing any services, even wiring funds from account to account on behalf of designated terrorist groups, would make banks and financial institutions liable for criminal and civil penalties.

* An additional thirty-four Israelis were killed on October 7, 2004, when a suicide bomber blew himself up at a resort in Egypt’s Sinai Desert, targeting Israeli holiday travelers.

* Sarah is a pseudonym.

* The G-8 included the leaders of the United States, Canada, Great Britain, France, Germany, Japan, Italy, and Russia. The European Union was also represented at the summit.

* For two years, the State of Israel engaged Hezbollah, through intermediaries such as the German Federal Intelligence Service, the Bundesnachrichtendienst, to secure the release of the two abducted soldiers. The negotiations were carried out under the premise that both captives were still alive. Hezbollah demanded that Israel release Samir Kuntar, a Druze, who had led a terrorist raid against the northern Israeli city of Nahariya in 1979 and murdered four, including a young father and his daughter, in cold blood before being apprehended. Israel vowed never to release Kuntar, but Nasrallah seemed to know how to manipulate the raw nerve endings of the Israeli psyche. The Israelis eventually agreed to release the aged Kuntar, but when the exchange of prisoners took place, the IDF received two coffins instead of the two alive soldiers. Hezbollah greeted Kuntar as a returning hero. The long arm of Israeli justice never forgot about Kuntar, however. He was finally killed in an explosion of a building in Syria in December 2015.

* Imad Mughniyeh was killed in Damascus, Syria, on February 12, 2008, when a powerful explosive device was detonated inside the headrest of his Mitsubishi Pajero. The international media attributed Mughniyeh’s assassination to a joint CIA-Mossad operation. Both the United States and the State of Israel neither confirmed nor denied any involvement in Mughniyeh’s death. Neither expressed any remorse, either; many veteran CIA and Mossad officials were quite clear in interviews to the press that the world was a much better place with Mughniyeh dead.

* In 2009, President Chávez replaced the DISIP with a new internal security and intelligence service.

* According to published accounts (https://www.defensetech.org/2008/06/02/hezbollahs-cyber-warfare-program/) Hezbollah has been very active—and very capable—in assembling potent SIGINT and cyberwarfare capabilities. On May 8, 2008, Sheikh Hassan Nasrallah declared that the organization’s communications network was its most important weapon—just as important to the group’s nefarious purposes as were its missiles. Hezbollah’s SIGINT and cyberwarfare capabilities include fiber-optic cable tapping and manipulation, data interception, and network and Internet hijacking.

* The State of Israel and its intelligence services do not, as a measure of policy and operational guidelines, reveal the identities of their assets.

* Another such group, designated as a Hezbollah facilitator a few years later, was the Martyrs Foundation. The Martyrs Foundation was an Iranian parastatal organization that directed infusions of Iranian cash into the accounts of Hezbollah, Hamas, and the PIJ; the group, a brokerage house of sorts, maintained offices throughout Lebanon, staffed by representatives from the terrorist groups that received cash assistance, and used those offices to relay the monies gathered to the Palestinian territories and to Party of God units in southern Lebanon.

* The families would eventually win judgments against North Korea and Iran on September 29, 2016, in the amount of $38 million in compensatory and $131 million in punitive damages. The Anti-Terrorism Act and New York City claims cases against the LCB are still ongoing at the time of this writing.

* The reference of Unit 101 was highly symbolic. Unit 101 was a controversial counterterrorist and counterinsurgency commando force that was created by a young Ariel Sharon in 1953 to mount cross-border retaliatory raids against Palestinian raiders in the West Bank and Gaza.

* Hamas efforts to free Yassin from jail included the 1992 kidnapping and murder of Border Guard Sergeant Nissim Toledano—the crime that sparked a chain of events that connected Hamas and Hezbollah. Israel was forced to free Yassin in 1997, after a botched Mossad assassination attempt of Hamas political leader Khaled Meshal in Amman, Jordan; Jordan threatened to execute the Israeli spies unless the Israeli government released the Hamas founder. Yassin was killed on March 22, 2004, by an Israeli air strike.

* Fashi was apprehended after documents, released by WikiLeaks, revealed his name in a cable from the U.S. embassy in Baku, Azerbaijan. Iranian investigators believed that Fashi, a twenty-four-year-old kickboxer, had been recruited in Baku, during a martial arts tournament and that he ultimately traveled to Israel. The State of Israel—and particularly the Mossad and the national defense industries—enjoyed close-knit relations with Azerbaijan.

* The first Iranian nuclear scientist to be killed was Dr. Ardeshir Hassanpour. He was murdered on January 15, 2007, in an operation that the Israeli newspaper Ha’aretz claimed had been carried out by the Mossad.

* Marwan Qawasmeh and Amer Abu Aisha were killed in a shootout with Israeli counterterrorist forces in September 2014. Hussam Qawasmeh was arrested by the Shin Bet and sentenced to three life sentences. He was also ordered to pay $63,000 to the families of the murdered teenagers pursuant to a new law that required the terrorists themselves to pay for the crimes they committed.

*On August 31, 2016, the United States Court of Appeals for the Second Circuit reversed the district court’s verdict in Sokolow v. Palestinian Authority on purely technical grounds. The court held that the plaintiffs did not have adequate jurisdiction over the defendants. The families have filed for review from the United States Supreme Court.
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