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Much has been said about the information war unleashed by Putin against the West — a component of Russia’s military doctrine. This is how the West has perceived it, recognising its colossal threat and destructive power, which far exceeds that of military force; this is precisely how it was described by General Philip Breedlove , who stated that Russia is waging ‘a stunning blitzkrieg of information warfare, the likes of which we have never seen in history’; and in a number of statements and interviews, Mrs Clinton acknowledged that the US is losing the information war to Russia (‘after the Cold War, we withdrew from the information arena, and this situation must be changed’). 

One of Russia’s leading opposition figures, Andrei Illarionov, in a speech at the 19th Open Society Forum in Tallinn, Estonia (in the article ‘Information Warfare: The Challenges of Information Warfare for a Free Society and a Possible Counterstrategy’, 18 September 2014), defines the information war as a real one, a confrontation between Russia and the West, for which the Russian-Ukrainian war is a prelude; the information war itself will move into a phase of direct military conflict with the West, a development he is not alone in predicting.

A. Illarionov​[1] is not a specialist in the field of information and communications; his theses contain an equal measure of answers and questions, yet his speech is a policy document or a Manifesto of the Free World, addressed to people of good will, calling for the revision of certain basic principles of a liberal democratic society, a society ‘which we hold so dear, and which we consider one of the best models of its organisation’. 

‘We are faced,’ declares A. Illarionov, ‘with a task of incredible complexity, and I urge you to regard my thoughts on this matter not as a ready-made answer, but as an invitation to discussion, to joint intellectual endeavours, which may require unconventional approaches and a considerable amount of time in order to understand what can and must be done in the current, not entirely ordinary situation.»

He uses the metaphor of conventional or ‘classical’ warfare (information troops, brigades, divisions, armies, attacks and counter-offensives), putting forward his ten-point vision of information warfare for discussion; the main points are as follows: a) The West must recognise the state of information warfare with Russia as the initial and most dangerous stage of the Fourth World War; b) understand that the scale and means of indoctrination (brainwashing) by the Russian propaganda machine are designed to destroy Western civilisation by undermining the unity of nations, the world order, and our concepts and values; c) that the forms, methods and means of modern information warfare are striking in their diversity, as are its intensity, effectiveness and aggressiveness; d) and that it constitutes one of the most serious challenges and threats to the modern free community, freedom of speech, the information space, the worldview and the beliefs of the civilised part of humanity. 

Calling on the world to defend itself, A. Illarionov characterises this aggression as an assault by criminal authoritarianism on free society, meaning lies, the filth of paid lobbyists and politicians, parties, publications, the media, and bought-off newspapers.

He cites Russia as an example, where the information space has been seized, and propaganda—with its lies, fabrications and simulacra—spreads through the borderless information environment like a virus or a fire, encountering neither legal nor linguistic barriers. Within Russia, foreign investors are being squeezed out of the media; conversations and correspondence are being monitored; and criminal cases can be brought for any activity on social media (reposts, likes, quotes, photos, comments) can lead to criminal charges, and the persecution of free thought in the Russian information space has become the main sphere of activity for Putin’s political police. This refers to the enslavement of the population through the establishment of control over public consciousness, thinking, worldview, people’s views and their value systems, capable of mobilising the nation (‘imagined community’) to impose the ‘Russian World’, devalue everything and everyone, sow death and chaos, decline and destruction, as the world has witnessed in Ukraine. 

Several observations by A. Illarionov serve as the starting points for our study of information warfare and our description of its mechanisms. The points are as follows. The roots of information warfare lie deep in the Soviet era, or more precisely, in the pre-Soviet era; the Soviet special propaganda units, revived by Putin’s regime, have a long history — in the works of Lenin and Trotsky, in terror as a means of building communism, and in the history of the Comintern. Stalin’s propaganda machine has not died, but has mutated to the extent that the world has changed, and has been revived by Putin, Patrushev and Kiselyov, in full accordance with the ‘​[2] ’ doctrine — and we must trace its entire path! Hybrid warfare is not limited to ‘classical’ warfare; it also encompasses subversive activities, corruption, energy warfare, economic warfare, financial warfare and, of course, information warfare. Naturally! Since life has moved into the information space or environment, akin to the air, and has shifted halfway into the adjacent world of virtual governments, libraries, universities, museums, communications and social networks — into a global ‘plus-dimension’ that has surpassed all conceptions of the noosphere — we are, in fact, of the Great Multidimensional Space inherent in culture and civilisation (the latest theory of the combined space of communications, perceptions, mentality, geopolitics, etc.), of the sovereignty and supreme value of this supra-world and its defence — the defence of personal, free, sovereign space within it and of the community in the unity of ideas — against Putin’s disinformation bureau (article ‘Disinformation Bureau. 80 Years of the Soviet Disinformation Service’ — Kommersant, 13 January 2003). 

In this war there are no fronts, but there are spaces, regions, zones and ‘imagined communities’ that shape the spiritual and cultural environment — and the ‘non-nations’ directly opposed to them, as B. Anderson​[3] saw them in his famous book ‘Imagined Communities. Reflections on the Origins and Spread of Nationalism’, which we are about to discuss. There are fundamental methods and tools of information warfare that are, in essence, unchanging: manipulation, both social and informational; disinformation; fabrication; lobbying; blackmail; information terrorism — that is, everything that falls under one of the characteristics of a terrorist state as defined in the 1987 Geneva Declaration on Terrorism: ‘Disinformation campaigns aimed at destabilising other states’. 

The remaining points are taken directly from Russian military doctrine, as we have already written (see V. Dashevsky, ‘Understanding Putin’, 2015), and now the time has come for new declarations, for the ‘achievements’ in the information sphere and the ‘Russian World’ promoted by Vladimir Putin, with its grandiose aims of overturning the world order and plunging the West into chaos, make this imperative. 

When analysing the current information war, one must bear in mind that, for the Kremlin, the Cold War never ended: ‘Patrushev’s interview constitutes a detailed manifesto of anti-Western sentiment, comparable in its programmatic nature to Vladimir Putin’s famous «Munich speech» in 2007, although the Secretary of the Security Council is, of course, not the head of state. There have been quite a few statements of this sort in Moscow recently, but Patrushev has brought them all together and laid out the theoretical framework. A brief summary goes as follows: ‘the Cold War never ended; the West, especially the US, is Russia’s eternal enemy; it is impossible to change this, and indeed, perhaps there is no need to; we must rely on our own strength’ (‘Two interviews: coordinated tactics or a struggle within the Kremlin?’ — Artem Krechetnikov, BBC, Moscow, 15 October 2014).

A. Illarionov also urges us to realise that we are at war, in a state of war — as if it were not 2014 but 1944, and we were not in Estonia but in the UK, one of the last two or three free societies in Europe, with virtually the entire continent under the control of either the Berlin–Rome Axis or Stalin’s USSR. 

We would have given German journalists a great deal of freedom on our own soil, and is that an exhaustive example?
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A wormhole, also known as a ‘molehole’ or ‘wormhole’ 

(the latter being a literal translation of the English ‘wormhole’) — 

a hypothetical topological feature of space-time, 

which at every moment in time 

a ‘tunnel’ in space.

From the perspective of modern science, there are several hypothetically possible ways to travel into the past — via so-called wormholes, permitted by the general theory of relativity — certain tunnels (possibly very short ones) connecting distant regions in space, with direct violations of the topology of space, so to speak. Thinking metaphorically, we can liken Putin’s politics and propaganda to a ‘wormhole’, with an entrance and an exit — from the present to the past — to one past or another. Developing this metaphor, the entrance and exit to the past can be viewed as ‘windows of opportunity’, or ‘Overton windows’, in the sense defined by the author of the theory, Joseph Overton, or more broadly, as they are understood in political science. 

The Overton window, the Overton window of opportunity, or the window of political possibility — in theory, the range of ideas that are acceptable to society at any given moment, and which, as a result, are the only ones openly expressed by politicians who do not wish to be labelled as extremists. As they move towards the centre of the window, ideas progress from being unthinkable and radical to becoming acceptable, then sensible, popular and official (or quasi-official); The technology of manipulating public consciousness is based on the use of Overton windows to gradually lead society to accept ideas that were previously alien to it, unacceptable or taboo. The essence of the technique lies in the fact that the required shift in opinion is broken down into several steps, each of which does not move them out of the current position of the window, shifting the perception of ideas by only one stage, whilst moving the generally accepted norm towards its boundary. This triggers a subsequent shift of the window itself, which must reposition itself so that the new position is once again at its centre, thereby enabling the next step to be taken without moving beyond the window. 

Among the methods of shifting public opinion towards the boundary of the window are: the imitation of impartial scientific research; the citation of precedents for the acceptance of alien ideas; the imitation of a struggle between radical supporters and opponents of ideas and ‘moderate’ supporters, towards whom public sympathy is drawn; discourse; and the creation of euphemistic names for unacceptable ideas. An example of the systematic use of the Overton window is the promotion of homosexuality, aimed at its gradual legalisation. Another example is the rehabilitation in Russia of nationalism, which had been demonised by communist propaganda, and the continuing cult of Victory. 

A study on this topic, featuring hundreds of references in P. Nahin ‘Time machines’, introduces us to the time shifts into which Putin’s world, with its propaganda machine of tele-presidency, is sending us (whether these shifts will become turning points in history remains to be seen); here are a few examples: 1. The sequence of events is immutable. Travel to the past is possible, but no action can alter the course of history. ‘If a certain fact exists in time, then no matter how hard you try to change it, the result of all your efforts turns out to be precisely that fact.’ 2. Every possible sequence of events already exists, and altering the past simply sends the traveller to a different timeline (to a different universe) corresponding to that sequence of events. 3. A variation on the previous point: a new reality emerges upon alteration, but after some time, events naturally bring the altered reality into alignment with the unaltered one. Thus, what appears in the story is not a ‘spur’ but a ‘parallel branch’, which at some point rejoins the main path. 4. Every journey into the past instantly rewrites the old reality into a new one. 

Neither heads of state, nor politicians, nor analysts can fathom which scenario will take the world back to the past, whether the old reality will remain, whether it will change or be rewritten into a new one — hence the nod in every political statement addressed to Russia that ‘the door to diplomatic solutions is always open’ and the speculation as to whether the ‘point of no return’ has been passed in Putin’s mole’s burrow and to which ‘worldline’ of the past it has led the world this time: to the First World War, to 1914, when, in the words of Angela Merkel in her speech at the G20 summit, the world was plunged into darkness ‘due to an inability to compromise and a reliance on military solutions to international disputes’ (implying Putin’s actions in Ukraine); to the Munich Agreement of 1938; the Molotov–Ribbentrop Pact of 1939, in which, from Vladimir Putin’s point of view, ‘there was nothing wrong’, just as there was nothing wrong with the partition of Poland, which had participated with Hitler in the partition of Czechoslovakia; to the ‘legitimate Soviet-Nazi pact’ and the division of Europe or the world into spheres of influence; to Churchill’s 1946 Fulton speech, Russia’s imposition of Stalin’s world order on the world, and the new Cold War;​ Kennan’s ‘Long Telegram’​[4] and the onset of the superpower confrontation, to the days of the Cuban Missile Crisis. 

And although the world has not lost hope of a reset, a return to the present, to the avatar of Willy Brandt, to the miracles of humility and prudence at the cost of understanding and accepting Putin’s revisionism regarding the causes and consequences of the Second World War, his demagoguery in justifying the aggression against Ukraine (Putin has more than enough supporters—bought, financed, pampered and courted, starting with Schröder and Marine Le Pen)—in a parallel timeline, we must turn the clock back to the years 1947–1949 of Agitprop, Sovinformburo, and letters from cultural figures to the leaders of capitalist states (see the ‘Solidarity with Russia’ Declaration — kagemushanatako.livejournal.com, ‘Appeal by the German Elite’ — dated 5 December 2014: ‘The German elite — politicians, writers, journalists, film actors — has appealed to the German government to immediately change its approach to resolving the conflict with Russia. In their view, ‘Russia has always been and will always be an integral part of Europe’), as if there had never been any ‘Seliger’ or ‘Valdai’ forums, nor any of Putin’s speeches in which he renounced Europe, broke with the West and buried the world order as such! 

Putin explains himself to the world through ‘signals’ that require interpretation and decoding, distilled from his usual demagoguery, lies, aphorisms and lectures to the world, mixed with his own lessons from history—lessons that make historians and political scientists want to ‘grab him by the collar’, which is why we do not have Putin’s ‘Action Plan to Intensify Anti-American Propaganda in the Near Future’, an analogue of Document No. 128 of the Central Committee’s Agitprop Department dated 1 March 1949, but it is not difficult to imagine the broad outlines of its descriptive and directive sections. It is not difficult to imagine or glean a description of a rewritten reality if Putin succeeds and the world order he has destroyed is replaced by a multipolar model, sheer chaos, as described by Samuel Huntington in ‘The Clash of Civilisations’, referring to one of the most sensational and relevant books of our time, more so than any other we know of, Zbigniew Brzezinski’s *Out of Control* (1993), which literally foresaw Russia’s twenty-year path following the collapse of the USSR, right up to the present day.

Observing how Russia is ‘laying the foundations for an attempt to eventually restore the empire once it has achieved internal unity and strength’ and forecasting the possible consequences of such a course for the neighbouring countries and for Russia itself, Brzezinski writes: ‘Such a policy could lead to serious conflicts. In any case, the former foundation of the empire will be doomed to instability and violence. This is mainly because any attempt to restore it under the emotionally appealing slogan ‘Let us protect millions of Russians outside Russia!’ is likely to face serious resistance from nationalists who have already experienced independence. It will not be easy to crush or even undermine their resistance. A policy of imperial revival will not only condemn Russia to becoming an autocratic state once again. The Russian people will find themselves drawn into a protracted, expanding and potentially endless conflict.»

Zbigniew Brzezinski considers Hitler’s doctrine of racial hatred and Lenin’s doctrine of class struggle to be the most powerful political currents of the 20th century; Putin’s mechanism of power—terror and propaganda—inherits both in terms of methods and practices, with the difference that Putin’s terror is psychological, whilst propaganda is implemented as ideology in the absence of any such ideology within the ideological vacuum formed after the collapse of the USSR, as Brzezinski writes in *Out of Control*: ‘The collapse of the Soviet Union turned the «heart» of Eurasia into a geopolitical vacuum. The vast expanse between the technologically advanced western and eastern extremities of Eurasia, where a once-mighty empire stood—the epicentre of a global ideological challenge—has become a ‘black hole’ in modern history. Its immediate future, just as much as its recent past, is in question. In the immediate term, the security threat posed by the former Soviet Union has been eliminated. However, in the longer term, this may become a source of new and significant dangers in the political sphere’—which is indeed the case. 

Zbigniew Brzezinski predicts that the consequences of the demise of the last empire are unlikely to be peaceful. And, however great the temptation to quote him verbatim, we must consider only the information fields and interpretations of what Brzezinski foresaw, substantiating historical determinism in the era we are living through — two mutually exclusive world views (S. Huntington): the first — Russia’s democratic path, with a high degree of decentralisation (B. Yeltsin), whereby a democratic Russia, having renounced imperial traditions, may itself be vulnerable to geopolitical disintegration; the second — an imperial renaissance, a prevailing ‘defensive strategy to preserve the peripheries of the former great Russian Empire’ (V. Putin) against a backdrop of conflicts, wars, migrations, acts of violence against Russians, the decline of industrial areas, and colossal economic difficulties across the entire post-Soviet space. This ominous, self-fulfilling future is depicted in the following forms: 1. ‘Whatever economic policy the leaders of post-communist Russia may pursue, the immediate prospects for its political and economic development are fundamentally unfavourable. Communism has weakened Russia spiritually and physically to such an extent that the process of its revival will be long and difficult, and there is no certainty as to its outcome. The immediate prospects for development are particularly bleak, as there are increasing signs of the onset of socio-economic decline, which in many respects can be compared to the Great Depression in the early 1930s: a sharp decline in production and consumption, hyperinflation and rising unemployment... In these circumstances, the Russian people are unlikely to embrace the entrepreneurial spirit or the political culture of compromise necessary for a successful transition to a democratic society with a diversified economy. The deepening crisis of Russian spirituality is an inevitable consequence of the economic crisis and the geopolitical fragmentation of the Russian Empire... Having unexpectedly shrunk in size, Russia has been reduced to the status of a poor and dependent Third World country, reliant on the advice and charity of the West, and has become the object of ridicule from the non-Russian peoples who were previously under its rule, which arouses a sense of irritation in many.» 2. Since Russia will be unable to bridge the gap with Europe in terms of living standards and mindset for many decades to come, European integration is perceived as Russia’s renunciation of its distinctive culture, history and its own ‘soul’. At the same time, the concept of a strong state embodying Russia’s unique traditions, imposing discipline in the name of a higher ideal, the aspiration to once again achieve worldwide recognition as a mighty empire and to define a new mission for itself in relation to the outside world, perhaps in alliance with other disadvantaged states, may prove highly appealing. It could bring clarity to the current confused state of mind of the average Russian, could once again present reality ‘in black and white’, and serve as a justification for social sacrifice and political submission. Ultimately, this danger may take the form of a ‘new mythical goal’. It will manifest itself not in a ‘revival of communism’, which has ‘discredited itself too much’, but rather in a ‘new form of fascism’ — argues Brzezinski. ‘The Russian version of fascism is unlikely to go as far as Nazism, with its unique, obsessive ideas of racism... It would not even need to proclaim itself as fascism or openly borrow former fascist doctrines. Most likely, it would be fascism in practice: a combination of dictatorial rule, state dominance over a partially privatised economy, chauvinism and reinforced imperial myths. This mixture would fill the ‘black hole’ left behind by Bolshevism in Russia, creating the conditions for a coercive order that democracy and the free market have failed to provide.» 3. If this were to happen in the end, ‘the emergence of a new form of fascism would not be confined to Russia alone. It would almost certainly spread to a number of former Soviet republics, which appear set to face no fewer difficulties and a bleaker outlook for democracy than Russia. Its germs may also infect the politically unstable countries of Central Europe, especially if the post-communist transition in that region begins to falter, and spread even to some countries in Western Europe.» 4. Predicting the global consequences of such a scenario, Brzezinski writes that in the future, amid even greater inequality between the industrialised nations of the West and developing countries, Russia ‘may be tempted’ to lead the underprivileged world: «Geopolitical dilemmas and ideological confusion may push it in this direction. But for the Russian leadership’s claims to be accepted by others, they must be based on a functioning socio-economic model. A semi-fascist Russia will inevitably be weakened by its involvement in battles to preserve the empire and will be unable to develop such a model.»

In other words, the world against which Russia has positioned itself is being driven towards the model of chaos described by S. Huntington: ‘The weakening of states and the emergence of «bankrupt nations» suggest global anarchy as a fourth model. The main ideas of this paradigm are: the disappearance of state authority; the disintegration of states; the intensification of inter-tribal, ethnic and religious conflicts; the emergence of international criminal mafia structures; the rise in the number of refugees to tens of millions; the proliferation of nuclear and other weapons of mass destruction; the spread of terrorism, widespread massacres and ethnic cleansing.»

There is no need to specify exactly where within this ‘predetermined and permanent reality’ (Z. Brzezinski) Russia finds itself today, since the confrontation with the US has reached the point where the use of nuclear weapons is a possibility and a new consensus has emerged among the countries of the ‘nuclear club’; what is important is that, following the collapse of the USSR, the story of Brezhnev-style socialism and the ‘shadow economy’ has repeated itself in exactly the opposite way: there was nothing Yeltsin did not do to convince the West of Russia’s democratic choice and the reliability of partnership with it, from ‘no-tie’ meetings, ‘friend Bill’, ‘take as much autonomy as you can handle’, to the Constitution of a democratic state, the privatisation of newspapers and TV and radio channels (before seizing land, Putin would take control of the media, driving Berezovsky, Gusinsky and others out of the country); civil society institutions were born, massive cuts followed in the KGB, flags disappeared from the flagpoles in front of the building of the former Soviet ‘Novosti’ Press Agency, the façade fell into disrepair, thousands of analysts, Americanists and Arabists were dismissed, and on the other ‘shore’ the USIA (United States Information Agency) was shut down; the West believed Boris Yeltsin, despite the gangsterism, corruption, the First Chechen War, the campaign to discredit democracy and accusations of collapse (‘wheels within wheels’, as it is said in Scripture) that had engulfed the impoverished country — and windows of opportunity for a democratic Russia opened.
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Since the central metaphor of the analysis of Russia’s contemporary information war against the world is mole holes, passages through time, from window to window of opportunity for the ‘political viability’ of ideas that were initially unacceptable but, through propaganda, become official, discourses, and political realities within the reality they alter, one must understand the qua non (indispensable condition, Latin) of the metaphor. The windows of opportunity must coincide; to keep them in this position (in the case of the ‘Einstein–Rosen bridge’, as theory teaches) requires so-called exotic matter, or matter with negative energy density, which is symbolic in a metaphorical sense! This phenomenon of the alignment of windows (external and internal) and the presence of ‘exotic matter’ — the sum of conditions for revisionism, revenge, the West’s problems (crises, energy dependence, wars), its openness and tolerance (vulnerability) — is one of the main, if not the main, factors in the theory of propaganda warfare. 

We have seen this happen time and again, year after year. For example, in 2003, the Council of Europe intended to establish a tribunal to investigate war crimes committed in Chechnya. The proposal was put forward at a meeting of the Legal Affairs Committee of the Parliamentary Assembly of the Council of Europe by the German politician and SPD member Rudolf Bindig. The plan was to establish a special judicial body modelled on the Hague Tribunal for the former Yugoslavia, which was to hear cases of human rights violations committed by both the Russian military and Chechen separatists. However, with the end of the Second Chechen War, the murder of Anna Politkovskaya—clearly linked to the preparation of documents on the authorities’ actions in Chechnya for submission to the International Tribunal («Politkovskaya was killed for the tribunal» — «Gazeta.Ru», 31 October 2006) and Kadyrov’s rise to power in Chechnya, the windows of opportunity closed both in Russia and in the West — so much so that in Russia the human rights activists’ two-volume work «International Tribunal for Chechnya», analysing crimes committed during the conflict in the Chechen Republic from the perspective of international law, including the perspective of international tribunals on the events in Rwanda and the former Yugoslavia, by both North Caucasian militants and federal forces, nearly ended up before the tribunal itself, a decade later («‘International Tribunal for Chechnya’ refused to be recognised as an extremist book» — «Lenta.Ru», 17 October 2013). ‘Enough of feeding the Caucasus!’ Nemtsov and Navalny’s campaign ended before it began; in the West, Chechnya had been so thoroughly forgotten that the call by the World Congress of the Chechen People in Poland on 19 September 2010 to establish an international tribunal on Chechnya was no louder than a whisper. It matters little, in this case, exactly how the Russian propaganda machine operated, but the practices of torture, murder, ‘disappearances’ and ‘mop-ups’ carried out by Kadyrov’s men, Russian contract soldiers and conscripts have carried these practices of torture, murder, ‘disappearances’ and ‘mop-up operations’ to Russia and Ukraine, and what matters is that the
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