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REGULATING CROSS-BORDER DATA ACCESS 
FOR LAW ENFORCEMENT

This book explores the legal, political, and practical challenges that governments face when investigating local crimes involving digital evidence held by global cloud service providers.

Criminal investigations increasingly require access to data held across borders. This gives rise to unique jurisdictional competitions and conflicts of law, as even exclusively domestic criminal investigations necessitate international cooperation when the relevant user data is stored abroad.

Traditional systems of cross-border legal cooperation were designed for the pre-internet era and are ill-suited to address these challenges. This has led to extensive calls for reform and the proliferation of new policy initiatives at national, regional and international levels.

The book maps these emerging policy responses to cross-border data access problems and examines the extent to which they are fit for purpose. It then provides a framework to reconcile the practical necessities of law enforcement seeking digital evidence stored overseas with the territorial sovereignty of the countries hosting that data, the fundamental rights of individuals whose personal data is being sought, and the interests of technology companies whose cooperation is required.

It is an essential guide to understanding the different rules, safeguards and procedures that govern law enforcement access to data held by multinational technology companies, and key to future policy development and legal reform.
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Introduction

‘This sounds like a mess’, President Barack Obama drily noted after a group of experts had explained the predicament US technology companies face in response to foreign governments’ demands for electronic data that US law prohibits them from disclosing, and vice versa.1The then president made this succinct remark during a meeting with a group of experts he had set up in 2015 to review the pressing privacy and surveillance issues of the time. Two high-profile disputes were central to the discussion.

The first case involved a conflict between Brazilian authorities and Microsoft, with the former demanding the disclosure of personal data of a Brazilian customer in connection with a domestic criminal investigation. The data in question happened to be stored in the US, where direct disclosure of content data (such as emails, files, and text messages) to foreign governments was illegal. Microsoft faced a dilemma: comply with the Brazilian legal order and risk violating US law or comply with US law and expose itself and its employees to criminal prosecution under Brazilian law.2The second dispute was between Microsoft and the US government. In what has come to be known as the Microsoft Ireland case (see chapter two), US law enforcement authorities served a search warrant on the company, ordering the disclosure of all emails and information associated with a particular email account, which happened to be stored in data centres in Dublin, Ireland, and were thus subject to EU data protection laws. Caught in the middle of reciprocally conflicting legal obligations (EU law prohibiting disclosure of personal data to foreign governments, and US law compelling disclosure), Microsoft went to court to challenge the warrant. President Barack Obama recognised the complex and evolving challenges for law enforcement’s access to data held by global cloud service providers. He subsequently endorsed the development of a new framework to address these challenges.3This endorsement initiated a series of events and developments that culminated in the adoption of the Clarifying Lawful Overseas Use of Data Act (CLOUD Act) in 2018, during the first Trump presidency (see chapter four).

These disputes are not isolated incidents. They epitomised the increasing legal, political, and practical challenges governments around the world face when investigating local crimes involving digital evidence held by global cloud service providers. Jurisdictional Games is a comprehensive examination of the ways in which states’ authorities are responding to these challenges. The book’s key themes revolve around the tensions between the increasing importance of cross-border data access for law enforcement (state authority) and the corresponding interests of global cloud service providers (digital corporate power) and the protection of fundamental rights in the digital space.

In today’s digital age, it is challenging to imagine a crime investigation that does not involve digital evidence. A 2018 study by the European Commission shows that digital evidence was relevant in around 85 per cent of total criminal investigations.4However, criminal evidence today is not only digital; it also defies traditional notions of geography and territorial jurisdictions, due to the ubiquity of cloud computing (see chapter one). Data that was once stored locally in end-user devices, and which was accessible under domestic legal procedures, is now often in the hands of global cloud service providers, and is frequently stored in foreign jurisdictions. Thus, criminal investigations are increasingly dependent on accessing user data held by private companies across borders. This leads to unique jurisdictional competitions and conflicts of law, as even exclusively domestic criminal investigations often require cross-border access to data held by multinational technology companies. It has increasingly become difficult – and at times, ­impossible – for law enforcement authorities around the world to effectively investigate and prosecute domestic crimes without the assistance of the foreign country where the data is stored and the service providers that control the sought-after data. The European Commission’s 2018 study revealed that more than half of the criminal investigations in the EU involving digital evidence required cross-border access.5In the US, the Department of Justice reported that the number of requests by foreign governments for electronic evidence has increased by 1,000 per cent over the last few decades,6making cross-border access to electronic evidence by law enforcement authorities a norm rather than an exception.

With the continuous growth in Internet use and digitalisation, challenges in cross-border data access will intensify. As crime becomes more international and data increasingly falls under the control of global cloud service providers, domestic criminal investigation tools will become less effective. This trend highlights a fundamental mismatch between the global nature of cloud computing and the jurisdictional (territorial) scope of law enforcement powers. While data constantly flows across borders, traditional rules of international law dictate that a nation state’s law enforcement activities, including evidence-gathering, should stop at its borders.

However, seeking evidence across borders is not new, nor is the jurisdictional limit on law enforcement powers. For many years, states have developed various channels of formal and informal co-operative arrangements to exchange evidence across borders while respecting each other’s territorial sovereignty. Typically, mutual legal assistance treaties (MLATs) serve as formal government-to-government agreements that enable law enforcement authorities in one country to request mutual legal assistance (MLA) from another country, where the evidence relevant to an investigation is located (see chapter three). This system was developed to balance the jurisdictional limitations of law enforcement and the global nature of criminal investigations. However, the advent of the Internet, especially cloud computing, has significantly disrupted this system of cross-border legal co-operation. The MLAT framework, designed for a pre-Internet era, and for a different social and technological landscape, struggles to adapt to today’s digital environment. The rapid, unpredictable flow of data across borders challenges the operational feasibility of MLAT assumptions and principles.

The situation is further complicated by the proliferation of conflicting domestic and regional laws. Many countries prohibit cloud service providers from directly disclosing data to foreign governments, while others use domestic procedures to compel service providers to disclose data under their control, regardless of where the data in question is stored. This leads to conflicting legal obligations where one country’s laws mandate data disclosure while another’s prohibit it. This jurisdictional puzzle and legal conflict precipitate dysfunction in the current international legal co-operation system.

The challenges of efficiently accessing data outside territorial boundaries have caused significant urgency and frustration among law enforcement authorities worldwide. This has driven numerous governments to take unilateral, often conflicting, actions influenced by their own jurisdictional advantages and regional considerations. Such disjointed and uncoordinated policy responses to the cross-border data-access problem risk creating a ‘legal jungle’, as the Council of Europe’s Cybercrime Convention Committee described it.7Additionally, warnings from researchers at the Global Commission on Internet Governance and the Internet & Jurisdiction Policy Network about the ‘legal arms race’ in response to the Internet’s increasing cross-border legal challenges suggest a dangerous path towards further legal fragmentation, jurisdictional conflict, and legal uncertainty.8The growing reliance on electronic data held by multinational service providers compels governments to adopt unilateral measures, a trend that risks rendering the rules governing cross-border data access increasingly incompatible and the problem more complex and intractable.

These concerns have sparked a global debate across academic and public policy circles. There is a widespread call for the overhaul or replacement of the current legal and institutional frameworks, aiming to align them with the current technological reality. In recent years, there has been a surge in initiatives to enhance law enforcement’s ability to access electronic evidence across borders. A new wave of cross-border data-access agreements is gradually taking shape, underpinned by intensive negotiations at bilateral, regional, and international levels (see chapter three).

This intense debate and growing global push for reform in cross-border data access set the central themes of this book. A key challenge lies in striking a balance between the practical needs of law enforcement agencies to access digital evidence stored overseas and respecting the digital sovereignty of nations that house this data. Additionally, it involves safeguarding the fundamental rights of individuals whose personal data is being sought and recognising the interests of cloud service providers whose co-operation is required. However, prior to delving deeper into these aspects, it is crucial to first highlight some of the theoretical underpinnings that inform this discourse. Commencing the analysis with a discussion of the relevant theoretical foundations is indispensable, as the question of cross-border data access resides at the confluence of diverse and frequently competing legal and normative frameworks. Absent a clear conceptual map of the principles of sovereignty, jurisdiction, and the protection of fundamental rights, any subsequent examination risks being detached from the normative and doctrinal structures that both constrain and empower state action in the digital environment. Engaging with these conceptual underpinnings enables a critical interrogation of the values and interests at stake, ranging from state sovereignty and comity to privacy and procedural fairness, while exposing the assumptions that inform the articulation and interpretation of existing rules. In doing so, the section below situates the inquiry within its broader jurisprudential and doctrinal context, thereby providing an essential analytical lens through which to evaluate contested state practices and to interrogate potential reform trajectories in the governance of cross-border data access.


1.Theoretical Insights

Whose rules and values apply when law enforcement authorities seek access to data stored in the global cloud? Whether State A should be permitted under international law to access data stored in data centres in State B without the latter’s consent and co-operation is a contentious question. Additionally, the treatment of the right to privacy and data protection within these contexts is complex. These questions, seemingly straightforward, lead to the intricate and unsettled issue of territorial public international law’s application in the non-physical realm of cyberspace. The emergence of cloud computing has further complicated these issues, challenging traditional notions of jurisdiction and territoriality, and blurring the distinction between domestic and extraterritorial measures.

There is an ongoing theoretical debate regarding the regulation of law enforcement agencies’ cross-border data access. Central to this debate is the complex relationship between data, territoriality, jurisdiction, and sovereignty. The principle of ‘territoriality’ has long shaped international law thinking.9According to a strict interpretation of international law, a state should not exercise its criminal investigation powers (enforcement jurisdiction) within another sovereign state’s territory without consent.10The Permanent Court of International Justice established this principle in the famous Lotus case of 1927, stating that:

the first and foremost restriction imposed by international law upon a State is that – ­failing the existence of a permissive rule to the contrary – it may not exercise its power in any form in the territory of another State. In this sense jurisdiction is certainly territorial; it cannot be exercised by a State outside its territory except by virtue of a permissive rule derived from international custom or from a convention.11


The Restatement (Third) of Foreign Relations Law in the US echoes this, acknowledging that it is ‘universally recognised, as a corollary of state sovereignty, that officials in one state may not exercise their functions in the territory of another state without the latter’s consent’.12Thus, unilateral attempts to access data stored outside a state’s territorial jurisdiction could be considered as infringement upon the sovereignty of the state where the data is located. For example, China has a long-standing view that states ‘should respect the sovereignty, jurisdiction and governance of data of other States, [and] avoid asking companies or individuals to provide data located in other States without the latter’s permission’.13

While territoriality remains a key principle of international order,14its normative significance is increasingly challenged by the decentralised nature of the Internet, the widespread use of cloud computing, and the ensuing cross-border movement of data. This has sparked legal academic debates about the physical location of data and its significance in asserting law enforcement jurisdiction. The debate centres on whether and how the concept of ‘data location’ should guide law enforcement jurisdiction. It addresses how and to what extent the advent of cloud computing challenges the conceptual understanding of territoriality and jurisdiction.

The scholarly debate on the normative relevance of data location generally falls into three strands: the ‘exceptionalist’, the ‘territorialist’, and the ‘pragmatic’ approaches. The first two constitute a continuation of the dichotomic debate of the 1990s regarding the legitimacy of governments to regulate the Internet.15The only difference between the early dichotomic debate and the recent ones is that the latter do not question the legitimacy of governments to regulate the Internet. Instead, the point of disagreement today is whether cloud-based data is different and necessitates a new regulatory approach other than the traditional territoriality-based rules.

The ‘exceptionalist’ view argues for the unique nature of data, challenging traditional territorial jurisdiction approaches. The leading voice in this camp, Jennifer Daskal, outlines the characteristics that distinguish data from tangible assets, highlighting how these features challenge the traditional views on the relationship between data’s location and the associated legal rights and responsibilities.16A key feature is the ‘ease, speed, and unpredictability’ of cross-border data flows, unconstrained by territorial boundaries. Daskal notes that, while territoriality relies on defining specific ‘here’ and ‘there’ locations, data’s ubiquitous nature questions the relevance of such distinctions.17Another distinctive aspect of cloud data is its divisibility: it can be duplicated and stored in multiple places at once. Moreover, cloud data can be segmented into various components and held in multiple locations. The physical separation between the location of data and the location of the user marks the third distinguishing characteristic, differentiating it from physical objects.18As will be discussed in next chapter, users often have little to no control over the storage and handling of their data in the cloud. The ease, speed, and unpredictability of data crossing borders, its divisibility into partitions, and the physical disconnect between data’s location and its user’s location lead to a phenomenon commonly known as ‘loss of location’.19This term describes the practical difficulty, albeit not theoretical impossibility, of pinpointing data’s precise location at any moment. Even if one could ascertain where data is stored, such a location would be arbitrary, random, unstable, and lacking intrinsic ties to any specific territory.20Consequently, exceptionalists argue against viewing data as something occupying an identifiable territory. Building on these unique data attributes, exceptionalists challenge the idea that the location of data dictates law enforcement jurisdiction, asserting that the ‘un-territoriality’ of data necessitates a re-evaluation, and sometimes rejection, of territorial-based distinctions in the context of digital data search and seizure.21

The ‘territorialist’ or ‘unexceptionalist’ school of thought contends that data is not inherently different from other intangible assets. Andrew Woods, a leading voice in this school, asserts that characteristics like intangibility, mobility, divisibility, and the spatial separation between the asset holder and the asset are not exclusive to data.22Using examples of other intangible assets, such as intellectual property, money, stock, and debts, Woods disputes the notion of data exceptionalism. Territorialists believe that the jurisdictional challenges posed by the global cloud are not sufficiently novel or unique to justify abandoning the principle of territoriality. They acknowledge the jurisdictional and legal conflicts associated with cloud data but argue that these challenges do not warrant discarding territorial principles. Some even assert that ‘it remains impossible to think of international law without a territorial locus’.23Echoing this view, Woods suggests that jurisdiction over cloud-based data largely depends on territoriality.24After refuting the ‘data is different’ argument, territorialists maintain that traditional jurisdictional and conflict principles are applicable to cloud data.25This view is supported in the computer science community. In an amicus brief for the Microsoft Ireland case in the US Supreme Court, over 50 computer and data scientists agreed with the territorialist perspective regarding the location of data. They argued that cloud data always has a specific physical location, and that retrieving it from the cloud is ‘no less physical or necessary than if the same data were protected in a bank-vault safe deposit box’.26They cautioned against confusing the accessibility of cloud data from anywhere with its actual location, clarifying that the ability to access cloud data from anywhere does not imply that the data physically follows its owner worldwide.

The third category of scholarship, which can be characterised as ‘pragmatic’, adopts a middle- ground approach. Paul M. Schwartz represents this perspective, offering a new approach to understanding legal analysis concerning law enforcement access to global cloud data. Critiquing the binary division between exceptionalist and unexceptionalist views, Schwartz posits that many current legal analyses are flawed due to lack of understanding of how different cloud models create
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