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CHAPTER 01 / SYSTEMS ADMINISTRATION




1.1 What is IIS and Its Role in Modern Web Hosting

Internet Information Services (IIS) is Microsoft’s enterprise-grade web server platform, designed for hosting websites, web applications, and web services on Windows operating systems. As a modular, extensible, and highly configurable server, IIS plays a central role in the delivery of web content and applications for organizations ranging from small businesses to global enterprises. Understanding IIS’s capabilities and its place in the modern web hosting ecosystem is foundational for any advanced IIS administrator or architect.


Core Concept and Architecture

At its core, IIS is a software platform that listens for HTTP, HTTPS, and other web protocol requests, processes them, and serves content such as HTML pages, ASP.NET applications, PHP scripts, and static or dynamic resources. IIS integrates deeply with the Windows OS, leveraging features like Windows Authentication, NTFS permissions, and group policy for security and manageability.

IIS is built around a modular architecture, allowing administrators to enable or disable features as needed. Key components include:


	Web Server (HTTP.sys): The kernel-mode driver that receives and routes HTTP requests.

	Worker Processes (w3wp.exe): Isolated processes that execute web application code.

	Application Pools: Logical containers providing process isolation for hosted applications.

	Modules: Plug-ins that handle authentication, authorization, caching, compression, URL rewriting, and more.

	Management Tools: GUI (IIS Manager), command-line (appcmd.exe), and PowerShell modules.





Why IIS Matters in Modern Web Hosting

IIS remains a critical platform for web hosting due to its:


	Scalability: IIS can handle everything from single-site deployments to high-traffic enterprise environments with hundreds of sites and applications.

	Security: Native integration with Windows security features, support for SSL/TLS, and granular access controls.

	Extensibility: Support for .NET, PHP, Node.js (via iisnode), and custom modules.

	Manageability: Centralized management via GUI, scripting, and remote administration.

	Compatibility: Hosting legacy ASP, ASP.NET, and modern web frameworks side-by-side.



IIS is frequently used for:


	Hosting internal and public-facing business applications.

	Serving REST APIs and web services (including WCF, Web API).

	Powering Microsoft-centric web solutions (e.g., SharePoint, Exchange).

	Providing reverse proxy and load balancing (with Application Request Routing).




🔎 Did You Know?

IIS powers a significant portion of Fortune 500 corporate intranets and is the default web server for many Microsoft products.





How IIS Works: Request Lifecycle Overview

The typical IIS request lifecycle involves:


	Request Arrival: HTTP.sys receives an incoming HTTP/HTTPS request and routes it to the appropriate application pool.

	Authentication & Authorization: Configured modules process authentication (Windows, Basic, etc.) and authorization rules.

	Processing: The worker process executes the application code (e.g., ASP.NET, PHP) and generates a response.

	Response: IIS sends the response back to HTTP.sys, which delivers it to the client.



This pipeline is highly customizable via modules and configuration.



Real-World Examples


	Enterprise Web Portal: A corporation hosts its employee portal on IIS, using Windows Authentication for single sign-on and Application Pools for isolation.

	E-Commerce Site: A retail company uses IIS to host an ASP.NET MVC application with SSL/TLS for secure transactions and ARR for load balancing.

	API Hosting: A software vendor publishes its public REST API using IIS, leveraging request filtering and IP restrictions for security.





Step-by-Step: Setting Up a Basic Website in IIS


	Install IIS: Use Server Manager (Add Roles and Features) or PowerShell (Install-WindowsFeature -name Web-Server).

	Create a Website: In IIS Manager, right-click ‘Sites’ > ‘Add Website’, specify site name, physical path, and binding (IP/port/hostname).

	Configure Application Pool: Assign or create an application pool for process isolation.

	Set Permissions: Ensure the application pool identity has access to the site folder.

	Test Access: Browse to the site using the configured binding.




💡 Pro Tip:

Use PowerShell (New-WebSite, Set-ItemProperty) for automating site creation and configuration at scale.





Tools, Technologies, and Standards


	IIS Manager (inetmgr.exe): GUI for configuration and management.

	PowerShell Modules: WebAdministration for scripting.

	appcmd.exe: Command-line tool for advanced management.

	Protocols: HTTP/1.1, HTTP/2, HTTPS, FTP, WebDAV.

	Supported Frameworks: ASP.NET, .NET Core (with hosting bundle), PHP, and more.





Common Edge Cases


	Hosting Mixed Content: IIS can host multiple frameworks, but misconfigured application pools may cause compatibility issues.

	SSL/TLS Configuration: Incorrect certificate bindings can result in failed secure connections.

	Permission Issues: Application pool identity must have correct NTFS permissions; otherwise, you may encounter 401/403 errors.




⚠️ Common Pitfall:

Over-provisioning modules or features can increase the attack surface and resource usage. Always disable unused features for security and performance.








1.2 Evolution of IIS: From 1.0 to Today

Internet Information Services (IIS) has undergone significant transformation since its inception, evolving in both scope and capability to meet the demands of modern web hosting. Understanding this evolution is essential for mastering advanced IIS administration, as legacy features, architectural shifts, and new technologies all impact deployment, security, and troubleshooting strategies.


The Early Days: IIS 1.0 to IIS 4.0


	IIS 1.0 (1995): Released as an add-on for Windows NT 3.51, IIS 1.0 provided basic HTTP services. It supported static HTML content and rudimentary logging, targeting simple intranet scenarios.

	IIS 2.0–3.0: Introduced support for CGI, ISAPI extensions, and ASP (Active Server Pages), enabling dynamic content. IIS 3.0 (1997) was bundled with Windows NT 4.0 and marked the beginning of IIS as a core Windows component.

	IIS 4.0: Released with the Windows NT 4.0 Option Pack, IIS 4.0 introduced the MMC (Microsoft Management Console) for unified management, and improved ASP support, laying the groundwork for application hosting.





Maturity and Security: IIS 5.x and 6.0


	IIS 5.0 (2000): Bundled with Windows 2000, it brought better integration with Active Directory and enhanced security (e.g., running as a separate user account). However, it was susceptible to several high-profile security vulnerabilities, such as Code Red and Nimda worms.

	IIS 5.1: Exclusive to Windows XP Professional, with minor enhancements for development environments.

	IIS 6.0 (2003): A major architectural overhaul, introducing the worker process isolation model (w3wp.exe), application pools, and kernel-mode HTTP.sys driver for improved performance and security. IIS 6.0 became the gold standard for secure, reliable hosting.




🔎 Did You Know? IIS 6.0 introduced the concept of running web applications in isolated application pools, a foundational feature for security and stability in multi-tenant environments.





Modernization: IIS 7.x and 8.x


	IIS 7.0 (2007): Released with Windows Server 2008 and Windows Vista, IIS 7.0 featured a completely modular architecture. Administrators could add or remove components as needed, minimizing attack surface. The new IIS Manager GUI and support for delegated administration were significant usability improvements.

	IIS 7.5 (2009): Bundled with Windows 7 and Windows Server 2008 R2, it added features like FTP 7.5, improved logging, and support for the WebDAV protocol.

	IIS 8.0 (2012): Introduced with Windows Server 2012, IIS 8.0 added support for SNI (Server Name Indication), centralized SSL certificate management, application initialization, and NUMA-aware scalability.

	IIS 8.5 (2013): With Windows Server 2012 R2, IIS 8.5 brought enhancements such as dynamic site activation, idle worker process page-out, and logging to Event Tracing for Windows (ETW).





Today’s IIS: IIS 10.x and Beyond


	IIS 10.0 (2016–present): Available on Windows 10/11 and Windows Server 2016/2019/2022, IIS 10.0 supports HTTP/2, enhanced logging, and Windows containerization. It also integrates with PowerShell for advanced automation and supports modern cipher suites for TLS.

	IIS 10.0 Version 1809+: Added support for HTTP/2 server push, improved scalability, and better integration with Windows Defender and modern security standards.












	Version
	Key Features
	Supported OS
	Notable Changes





	1.0
	Static HTML, basic HTTP
	Windows NT 3.51
	Initial release



	4.0
	MMC, ASP, ISAPI
	Windows NT 4.0
	Centralized management



	6.0
	App pools, HTTP.sys, isolation
	Windows Server 2003
	Major security overhaul



	7.0
	Modular design, new GUI
	Windows Server 2008, Vista
	Extensible architecture



	8.0
	SNI, app init, centralized SSL
	Windows Server 2012
	Scalability improvements



	10.0
	HTTP/2, containers, PowerShell
	Windows 10/11, Server 2016+
	Modern protocols, automation







Why the Evolution Matters


	Security: Each version addressed emerging threats, with IIS 6.0 and beyond focusing on isolation and minimization of attack surfaces.

	Performance: HTTP.sys, modularity, and NUMA-awareness improved request handling and scalability.

	Extensibility: Modern IIS allows custom modules, PowerShell scripting, and integration with CI/CD pipelines.

	Compatibility: Understanding legacy features is crucial for migrations and supporting older applications.





Real-World Example: Migrating Legacy Applications

Suppose your organization runs a legacy ASP application on IIS 6.0 and plans to migrate to IIS 10.0. You must account for deprecated features (e.g., certain ISAPI filters), new security defaults, and configuration file differences (metabase.xml vs. applicationHost.config). Testing and staged migration are essential to ensure compatibility and performance.



Step-by-Step: Upgrading IIS


	Inventory Current Features: List all sites, applications, modules, and dependencies.

	Review Compatibility: Check for deprecated APIs or modules in the target IIS version.

	Test Migration: Use the Microsoft Web Platform Installer or Web Deploy to stage the migration in a test environment.

	Validate Functionality: Confirm that all applications work as expected and leverage new features where possible.

	Go Live: Perform the upgrade in production, with rollback plans in place.




⚠️ Common Pitfall: Skipping compatibility testing when migrating across major IIS versions can result in broken applications due to deprecated modules or configuration changes.





Key Takeaways


	IIS has evolved from a basic HTTP server to a highly secure, modular, and extensible web platform.

	Understanding historical changes helps in troubleshooting, migrations, and leveraging new features.

	Modern IIS versions are designed for automation, security, and cloud-readiness, but legacy compatibility remains a critical concern for many enterprises.






1.3 Core IIS Concepts and Architecture

Internet Information Services (IIS) is a robust, modular web server platform developed by Microsoft, designed to host and manage web applications and services on Windows. Understanding its core concepts and architecture is fundamental for advanced administration, troubleshooting, and performance tuning.


Key Architectural Components

1. HTTP.sys (Kernel-Mode Listener)

At the heart of IIS is HTTP.sys, a kernel-mode device driver responsible for receiving and routing HTTP requests. HTTP.sys listens for requests at the operating system level, providing high-performance request queuing and connection management before requests reach IIS worker processes. It also handles response caching, bandwidth throttling, and connection logging.

2. Windows Process Activation Service (WAS)

WAS manages application pool configuration and worker process lifecycle. It decouples application pool management from HTTP traffic, enabling support for non-HTTP protocols (e.g., TCP, MSMQ). WAS reads configuration from applicationHost.config and starts/stops worker processes as needed.

3. Application Pools

An application pool is an isolation boundary for web applications. Each pool runs its own set of worker processes (w3wp.exe), ensuring that failures or resource spikes in one application do not affect others. Application pools can run under different identities and have custom recycling, health monitoring, and performance settings.

4. Worker Processes (w3wp.exe)

These user-mode processes handle actual request processing. They host the IIS runtime and application frameworks (ASP.NET, PHP, etc.), execute application code, and return responses. Multiple worker processes can be configured for a single pool (Web Garden), though this is rarely used except for specific scale-out scenarios.

5. IIS Modules

Modules are plug-ins that extend IIS functionality. They are either native (C/C++) or managed (.NET) and handle discrete pipeline events such as authentication, authorization, URL rewriting, or compression. Module ordering is critical, as it affects the request processing flow.

6. Configuration System

IIS uses a hierarchical XML-based configuration system, primarily through applicationHost.config (server-wide) and web.config (per-site or per-application). These files define settings for sites, applications, modules, security, and more. Configuration can be managed via IIS Manager, PowerShell, or direct XML editing.



IIS Request Processing Pipeline

The request pipeline is a sequence of processing stages through which every HTTP request passes:


	HTTP.sys receives the request and places it in the appropriate application pool queue.

	WAS checks if a worker process is available; if not, it launches one.

	Worker process loads IIS modules as configured.

	Modules process the request in order (e.g., authentication, authorization, URL rewrite).

	Request is handed to the application framework (ASP.NET, PHP, etc.).

	Response flows back through the pipeline and is sent to the client via HTTP.sys.




💡 Pro Tip: Use the appcmd list apppool and appcmd list site commands to quickly audit application pool and site configurations from the command line.





Real-World Example: Hosting Multiple Web Applications

Suppose an enterprise hosts both an internal HR portal and a public-facing e-commerce site on the same IIS server. Best practice is to:


	Assign each site to a dedicated application pool for isolation.

	Configure the HR portal pool to run under a domain account with limited privileges.

	Enable only necessary modules per application (e.g., disable WebDAV on the e-commerce site).

	Manage configuration inheritance using web.config files to override settings as needed.





Common Edge Cases


	Application Pool Recycling: If not tuned, default recycling can cause session loss and brief downtime. Schedule recycles during off-peak hours.

	Configuration Locking: Some settings in applicationHost.config are locked by default and cannot be overridden in web.config. Use IIS Manager or PowerShell to adjust lock levels.

	Module Conflicts: Installing third-party modules can cause conflicts or order issues. Always review module order (system.webServer/modules).





Core Tools and Interfaces


	IIS Manager (inetmgr.exe): GUI for managing all aspects of IIS.

	PowerShell (WebAdministration module): Scripting and automation.

	AppCmd.exe: Command-line administration tool.

	Configuration Files: applicationHost.config, web.config.











	Component
	Location/Process
	Key Functionality





	HTTP.sys
	Kernel mode
	HTTP listener, queuing, caching



	WAS
	Service
	App pool/process management



	Application Pool
	Logical container
	Isolation, process boundaries



	Worker Process
	w3wp.exe (user mode)
	Request handling, code execution



	Modules
	Native/Managed
	Pipeline extensibility



	Config System
	XML files
	Hierarchical settings






⚠️ Common Pitfall: Failing to separate application pools for sites with different trust levels can lead to security breaches or application instability.








1.4 IIS in the Enterprise Environment

Internet Information Services (IIS) is a cornerstone of web hosting in modern enterprise infrastructures. Its robust architecture, scalability, and integration with the Windows ecosystem make it a preferred choice for organizations requiring reliable, secure, and manageable web application hosting. Understanding the role of IIS in the enterprise context is essential for systems administrators, architects, and IT professionals aiming to design, deploy, and maintain large-scale, mission-critical web environments.


Why IIS Matters in the Enterprise


	Scalability: IIS supports multi-server web farms, load balancing, and application isolation, making it suitable for high-traffic, high-availability scenarios.

	Security: Native integration with Active Directory, granular authentication/authorization, and advanced request filtering provide strong security controls.

	Management: Centralized management tools (IIS Manager, PowerShell, System Center) enable efficient administration of numerous servers and sites.

	Application Support: IIS natively supports ASP.NET, PHP, classic ASP, and can host REST APIs, WCF services, and static content, catering to diverse enterprise application needs.

	Integration: Seamless interoperability with Microsoft technologies (SQL Server, SharePoint, Exchange) and support for DevOps pipelines (Web Deploy, PowerShell DSC) streamline enterprise workflows.





Key Enterprise Use Cases


	Internal and External Web Portals: Hosting company intranets, customer-facing portals, and B2B applications.

	API Hosting: Serving as a secure, scalable API gateway for internal and partner integrations.

	High-Availability Web Farms: Powering e-commerce, SaaS, or critical business applications with redundancy and failover.

	Hybrid Cloud Deployments: Bridging on-premises and cloud workloads (e.g., Azure, AWS) with consistent policy and management.





How IIS is Architected for Enterprise

IIS’s architecture is inherently modular and designed for extensibility and resilience:


	Application Pools: Enable process isolation, recycling, and resource management per application, reducing risk of cross-site failures.

	Worker Processes (w3wp.exe): Each application pool runs in its own process, allowing targeted troubleshooting and tuning.

	Shared Configuration: Supports centralized configuration storage (shared config files), simplifying management across web farms.

	Remote Administration: IIS Manager and PowerShell Remoting allow secure, delegated administration from anywhere in the network.

	Load Balancing: Natively supports Microsoft Network Load Balancing (NLB) and can integrate with Application Request Routing (ARR) for advanced load distribution and SSL offloading.




💡 Pro Tip: Use IIS Shared Configuration for multi-server environments to ensure consistent settings and simplify disaster recovery.





Step-by-Step: Deploying IIS in an Enterprise Web Farm


	Prepare the Environment:

	Ensure all servers run supported Windows Server editions (e.g., 2019, 2022).

	Join servers to Active Directory for centralized authentication and policy management.




	Install IIS and Required Roles:

	Use Server Manager, PowerShell (Install-WindowsFeature Web-Server), or automation tools.

	Add necessary features: Web Management Tools, Security, Application Development.




	Configure Shared Configuration:

	Export configuration to a shared file share (IIS Manager > Shared Configuration).

	Secure the share with least-privilege access.

	Point all IIS instances to the shared configuration.




	Set Up Application Pools and Sites:

	Create separate application pools for each app/site for isolation.

	Assign appropriate identities (e.g., domain service accounts for Kerberos).




	Implement Load Balancing:

	Configure NLB or ARR; set up DNS round-robin or use a load balancer appliance.




	Harden Security:

	Enable Windows Authentication, configure authorization rules, and implement SSL/TLS.

	Use Request Filtering and URLScan for additional protection.




	Monitor and Maintain:

	Set up centralized logging (e.g., to a SIEM).

	Use System Center Operations Manager (SCOM) or Azure Monitor for health and performance.








Real-World Example: Enterprise E-Commerce Platform

A global retailer uses IIS to host its public e-commerce site and internal order management APIs. The deployment includes:


	A web farm of 8 IIS servers behind a load balancer.

	Shared configuration and centralized logging.

	Application pools for each site and API, running under managed service accounts.

	Integration with Azure AD for SSO and multi-factor authentication.

	Automated deployments via PowerShell and Web Deploy (MSDeploy).





Common Edge Cases


	Configuration Drift: Without shared configuration, manual changes can cause inconsistencies.

	Kerberos Delegation: Multi-tier authentication may require constrained delegation setup.

	Session State: Web farms require out-of-process session state (SQL Server or Redis).

	Legacy Application Compatibility: Some older apps may need specific IIS features enabled (e.g., ISAPI filters).




⚠️ Common Pitfall: Failing to secure shared configuration files can expose sensitive information such as connection strings and credentials.





Tools and Technologies








	Tool/Technology
	Role in Enterprise IIS





	IIS Manager
	GUI for server/site/app management



	PowerShell
	Automation, scripting, remote management



	Web Deploy (MSDeploy)
	Application deployment and sync



	ARR
	Load balancing, reverse proxy



	System Center
	Monitoring, alerting, centralized management



	Active Directory
	Authentication, group policy












2. IIS Installation and Initial Configuration
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CHAPTER 02 / SYSTEMS ADMINISTRATION




2.1 System Requirements and Supported Platforms

A successful and stable IIS deployment begins with a thorough understanding of its system requirements and supported platforms. This knowledge is essential for planning, sizing, and ensuring compatibility in both test and production environments.


Core System Requirements for IIS

IIS (Internet Information Services) is tightly integrated with the Windows operating system. The specific requirements depend on the IIS version and the intended workload.

Minimum Hardware Requirements (IIS 10.x, Windows Server 2016/2019/2022): - Processor: 1.4 GHz 64-bit processor (x64 architecture) - RAM: 512 MB minimum (2 GB or more recommended for production) - Disk Space: 32 GB minimum for Windows Server Core, 36 GB for Server with Desktop Experience - Network: 1x Ethernet adapter (Gigabit recommended for production)

Note: These are baseline requirements. Actual needs will scale up based on: - Number of hosted sites/applications - Concurrent connections and traffic volume - Use of advanced features (e.g., logging, dynamic compression, ARR)



Supported Operating Systems

IIS is only available for Windows, and each IIS version supports a specific set of Windows editions:









	IIS Version
	Supported Windows Server Editions
	Supported Windows Client Editions





	IIS 10.0
	2016, 2019, 2022
	Windows 10, Windows 11



	IIS 8.5
	2012 R2
	Windows 8.1



	IIS 8.0
	2012
	Windows 8



	IIS 7.5
	2008 R2
	Windows 7



	IIS 7.0
	2008
	Windows Vista






📝 Exam Tip: IIS is not available on Windows Home editions. Only Professional, Enterprise, and Education (client) and all Windows Server editions (excluding Nano Server) support IIS installation.



Server Core vs. Desktop Experience:

IIS can be installed on both Windows Server Core and Desktop Experience installations. However, Server Core lacks a GUI, so management must be done remotely or via command line tools like PowerShell.



Editions and Licensing Considerations


	Windows Server Essentials/Standard/Datacenter: All support IIS, but feature availability may vary (e.g., some web farm or ARR capabilities require Standard/Datacenter).

	Client Editions: IIS is intended for development, testing, or low-scale hosting on client OS (e.g., Windows 10 Pro), not for production-grade web hosting.





Prerequisite Software and Features


	.NET Framework: Required for ASP.NET applications. IIS 10.x supports .NET Framework 4.x and .NET Core/.NET 5+ (via ASP.NET Core Module).

	PowerShell: Recommended for automation and advanced management (Windows PowerShell 5.1+).

	Windows Management Framework (WMF): For remote management and scripting.





Virtualization and Cloud

IIS is fully supported on virtualized Windows environments (Hyper-V, VMware, etc.) and on major cloud platforms (Azure, AWS EC2 Windows instances). Resource allocation should be carefully planned to avoid contention and ensure predictable performance.



Edge Cases and Special Scenarios


	Nano Server: IIS support is limited and only available via the IIS Nano Server package. It supports a subset of IIS features, mainly for microservices and container scenarios.

	Containers: IIS can run in Windows containers, but not all IIS features are available. For example, some authentication modules and in-place upgrades are not supported.

	ARM-based Servers: As of IIS 10.x, ARM64 support is limited; most deployments use x64 architecture.




💡 Pro Tip: Always check the official Microsoft IIS documentation for up-to-date supported platforms and feature compatibility, especially before major upgrades or migrations.





Step-by-Step: Verifying System Compatibility


	Identify Target OS and Version: Run winver or check System Properties.

	Check Hardware Resources: Use Task Manager or systeminfo to verify CPU, RAM, and disk space.

	Review Feature Requirements: List needed IIS features/modules (e.g., ASP.NET, WebSockets).

	Validate Edition: Confirm you’re using a supported Windows edition (not Home).

	Check for Updates: Ensure latest Windows updates and service packs are applied.

	Review Application Prerequisites: Confirm .NET, PowerShell, or other dependencies are installed.





Real-World Example

A company plans to deploy a public-facing web application using IIS 10.0 on Windows Server 2019 Datacenter. They validate: - The server has 8 vCPUs, 16 GB RAM, and 200 GB disk. - Windows Server 2019 is fully patched. - Needed IIS features (Web Server, ASP.NET, WebSockets) are available. - The application requires .NET 4.8, which is installed. - The server is a VM in Azure, so they ensure network and storage are provisioned for high availability.


⚠️ Common Pitfall: Attempting to install IIS on unsupported editions (like Windows Home) or with insufficient resources can lead to failed installations, missing features, or poor performance.








2.2 Installing IIS: Methods and Options

Installing Internet Information Services (IIS) is a foundational step in deploying Microsoft web infrastructure. IIS can be installed on various supported Windows operating systems using multiple methods, each suited to different environments, automation needs, and administrative preferences. This section explores these installation methods, available options, and provides step-by-step guidance to ensure a robust and tailored IIS deployment.


Why Installation Method Matters

Selecting the right installation method impacts:


	Automation and repeatability: Crucial for large-scale or cloud deployments.

	Feature granularity: Ensures only necessary components are installed, reducing attack surface and resource consumption.

	Administrative overhead: GUI vs. command-line approaches affect speed and scriptability.

	Compliance and consistency: Automated/scripting methods help maintain standardized environments.





Supported Installation Methods


	Server Manager (GUI)

	Windows PowerShell

	DISM (Deployment Image Servicing and Management)

	Unattended Installation (using answer files or automation tools)

	Windows Admin Center (for remote/modern management)




1. Server Manager (GUI)

Best for small environments or initial setup, Server Manager provides a step-by-step wizard.

Steps: 1. Open Server Manager (Start > Server Manager). 2. Click Manage > Add Roles and Features. 3. In the wizard, choose Role-based or feature-based installation. 4. Select the target server. 5. Under Server Roles, check Web Server (IIS). 6. Optionally, expand IIS and select additional role services (e.g., FTP, management tools). 7. Proceed through the wizard and click Install.


📝 Exam Tip: Know which IIS components are selected by default (e.g., Web Server, Management Console) and which must be manually added (e.g., FTP Server, WebDAV).





2. Windows PowerShell

PowerShell provides fast, scriptable, and repeatable installations—ideal for automation or remote deployment.

Basic Command:

Install-WindowsFeature -Name Web-Server -IncludeManagementTools



	-Name specifies the feature (e.g., Web-Server for core IIS).

	-IncludeManagementTools ensures the IIS Management Console is installed.



Adding Specific Role Services:

Install-WindowsFeature Web-Server, Web-Common-Http, Web-Default-Doc, Web-Static-Content, Web-Http-Errors, Web-Http-Redirect



	Use Get-WindowsFeature to list all available IIS components.




💡 Pro Tip: For idempotent scripts, check if a feature is installed with Get-WindowsFeature Web-Server | Select Installed.





3. DISM (Deployment Image Servicing and Management)

DISM is suitable for offline servicing or image-based deployments (e.g., preparing custom Windows images).

Command Example:

dism /online /enable-feature /featurename:IIS-WebServerRole /all



	/online targets the running OS; replace with /image:<path> for offline images.

	/all ensures dependencies are installed.





4. Unattended Installation

For automated, large-scale, or repeatable deployments, use answer files or configuration management tools (e.g., SCCM, Ansible with WinRM).

Sample Unattend.xml Snippet:

<component name="Microsoft-Windows-ServerManager-Roles" ...>
  <IIS-WebServerRole>true</IIS-WebServerRole>
</component>



	Integrate with deployment tools to ensure zero-touch provisioning.





5. Windows Admin Center

A modern, browser-based tool for managing and installing IIS remotely on Windows Server 2016+.

Steps: 1. Connect to the target server in Windows Admin Center. 2. Navigate to Roles & Features. 3. Search for and enable Web Server (IIS). 4. Select desired sub-features and install.




Feature Selection and Customization

IIS is modular. Common feature groups include:









	Feature Name
	PowerShell Name
	Purpose





	Web Server
	Web-Server
	Core IIS web server



	FTP Server
	Web-FTP-Server
	FTP publishing



	Management Tools
	Web-Mgmt-Console
	IIS Manager GUI



	Application Development
	Web-Asp-Net45, Web-PHP
	.NET, PHP support





Selecting only required features improves security and performance.



Real-World Example: Minimal IIS for Static Content

To install IIS for serving only static HTML files (no ASP.NET, no FTP):

Install-WindowsFeature Web-Server, Web-Static-Content, Web-Default-Doc, Web-Http-Errors -IncludeManagementTools




Edge Cases and Considerations


	Desktop OS (Windows 10/11): Use “Turn Windows features on or off” in Control Panel, or DISM/PowerShell with Enable-WindowsOptionalFeature.

	Nano Server/Core: Only PowerShell/DISM methods are available; GUI tools are not supported.

	Role Conflicts: Installing IIS on a server with conflicting roles (e.g., AD DS) may require additional configuration or is not recommended.

	Reboots: Some components may require a restart; use -Restart with PowerShell or check prompts.




⚠️ Common Pitfall: Installing all IIS features by default increases the attack surface and resource usage. Always install only what is required for your application.





Summary

Mastering IIS installation methods and options ensures deployments are secure, efficient, and tailored to business needs. For certification, understand the steps and syntax for each method, know the modular features, and recognize when to use GUI versus command-line or automation approaches.




2.3 Enabling and Configuring IIS Features

Internet Information Services (IIS) is a modular web server platform, allowing administrators to enable only the features their environment requires. This modularity is crucial for minimizing attack surface, optimizing performance, and ensuring compliance with organizational policies. Understanding how to enable, configure, and manage IIS features is a foundational skill for any IIS administrator.


Why Feature Management Matters

Enabling unnecessary features can introduce security vulnerabilities and consume system resources. Conversely, failing to enable required features can prevent applications from functioning. Proper feature management ensures that IIS is tailored to your specific web hosting needs, supporting only the protocols, authentication methods, and application frameworks you require.



Core IIS Features

IIS features are grouped into roles and role services (Windows Server) or Windows Features (Windows 10/11). Key feature categories include:


	Web Server (IIS): Core HTTP functionality, static content, default documents, directory browsing.

	Application Development: Support for ASP.NET, .NET Extensibility, CGI, ISAPI Extensions/Filters, WebSocket Protocol.

	Security: Request Filtering, Basic/Windows Authentication, IP and Domain Restrictions, URL Authorization.

	Performance: Static and Dynamic Compression, Output Caching.

	Management Tools: IIS Management Console, IIS Management Scripts and Tools, Management Service.





Tools and Methods for Feature Management


1. Server Manager (Windows Server)


	Open Server Manager.

	Click Add Roles and Features.

	Proceed to the Server Roles page, expand Web Server (IIS), and select required role services.

	On the Features page, select additional features if needed.

	Complete the wizard and restart if prompted.





2. Windows Features (Windows 10/11)


	Open Control Panel → Programs and Features → Turn Windows features on or off.

	Expand Internet Information Services and sub-nodes.

	Check or uncheck desired features.

	Click OK and allow Windows to apply changes.





3. PowerShell

PowerShell enables automation and repeatability. To view available features:

Get-WindowsFeature *Web*


To install features (example: static content, ASP.NET 4.8):

Install-WindowsFeature Web-Server, Web-Static-Content, Web-Asp-Net45


To remove a feature:

Uninstall-WindowsFeature Web-WebSockets



💡 Pro Tip: Use -IncludeManagementTools with Install-WindowsFeature to ensure the IIS Management Console is installed alongside web server components.





4. DISM (Deployment Image Servicing and Management)

DISM is useful for scripting and offline image configuration.


	To enable a feature:



DISM /Online /Enable-Feature /FeatureName:IIS-WebServerRole /All



	To disable a feature:



DISM /Online /Disable-Feature /FeatureName:IIS-WebServerRole





Real-World Example: Enabling WebSockets and URL Rewrite

Suppose your application requires WebSockets and URL Rewrite:


	Using Server Manager, expand Web Server (IIS) → Application Development and check WebSocket Protocol.

	URL Rewrite is not a built-in feature; download and install it from the IIS website.

	After installation, verify via IIS Manager under the site’s Features View.





Configuring Enabled Features

Once features are enabled, configure them via:


	IIS Manager GUI: For example, set up authentication methods under the site’s Authentication feature.

	ApplicationHost.config/web.config: For advanced or scripted configuration, edit XML files directly.

	PowerShell Cmdlets: E.g., Set-WebConfigurationProperty for settings like compression or authentication.





Common Edge Cases


	Feature Dependencies: Some features require others (e.g., ASP.NET needs .NET Extensibility).

	Minimal Server Installations: Server Core installations require PowerShell or DISM; no GUI.

	Feature Mismatch: Application requirements may not match enabled features, causing runtime errors.

	Version-Specific Features: Some features (e.g., HTTP/2) are only available in newer IIS versions.




⚠️ Common Pitfall: Forgetting to install management tools (IIS Manager) can leave you unable to configure IIS via GUI, especially on Server Core or minimal installations.





Summary Table: Common IIS Features and Their PowerShell Names









	Feature
	PowerShell Name
	Typical Use





	Web Server
	Web-Server
	Core HTTP serving



	Static Content
	Web-Static-Content
	Serving HTML, images, etc.



	ASP.NET 4.8
	Web-Asp-Net45
	ASP.NET apps



	WebSockets
	Web-WebSockets
	Real-time apps



	Windows Authentication
	Web-Windows-Auth
	Enterprise auth scenarios



	URL Authorization
	Web-Url-Auth
	Fine-grained access control



	Management Console
	Web-Mgmt-Console
	IIS GUI management





Mastering feature enablement and configuration ensures IIS is secure, performant, and tailored to your organization’s needs.




2.4 Post-Installation Checklist

Once IIS is installed, a systematic post-installation checklist is essential to ensure the server is secure, functional, and ready for production workloads. This section details a comprehensive post-installation process, covering verification, configuration, and initial hardening steps. These practices are critical for both standalone and enterprise IIS deployments.


Why a Post-Installation Checklist Matters


	Security: Default installations may expose unnecessary features or vulnerabilities.

	Functionality: Ensures all required components are present and correctly configured.

	Compliance: Many organizations require documented configuration verification for audits.

	Performance: Early tuning prevents bottlenecks and resource contention.




📝 Exam Tip: You may be asked to identify missing steps from a post-installation checklist or to troubleshoot misconfigurations resulting from skipped post-installation tasks.





Core Post-Installation Steps


	Verify IIS Installation and Version

	Open a command prompt and run:

iisreset /status

or check the version with:

reg query "HKLM\Software\Microsoft\InetStp" /v VersionString

	Launch the IIS Manager (inetmgr) and confirm the server node appears.




	Review Installed Features and Roles

	In Server Manager, navigate to Add Roles and Features to validate installed IIS components.

	Ensure only required features (e.g., Web Server, ASP.NET, CGI, WebDAV) are enabled.

	Remove unnecessary modules to minimize attack surface.




	Apply Latest Updates and Patches

	Use Windows Update or WSUS to install all security and critical updates.

	Confirm the latest cumulative IIS update is applied (check Microsoft Update Catalog).




	Set Service Start Modes and Permissions

	Ensure the World Wide Web Publishing Service (W3SVC) and IIS Admin Service are set to Automatic startup.

	Review service account permissions, especially for application pools (default is ApplicationPoolIdentity).




	Configure Default Website and Bindings

	Open IIS Manager, select Default Web Site, and verify the binding (IP address, port, host header).

	Remove or disable the default site if not needed.




	Secure Default Files and Directories

	Remove or restrict access to sample applications (e.g., iisstart.htm, welcome.png).

	Check NTFS permissions on %SystemDrive%\inetpub and subfolders.




	Initial Security Hardening

	Disable directory browsing unless explicitly required.

	Turn off unnecessary authentication methods (e.g., Anonymous, Basic) for sensitive sites.

	Enable request filtering to block dangerous file types and HTTP verbs.




	Configure Logging

	Enable logging for all sites (IIS Manager > Site > Logging).

	Set log file directory to a secured location (e.g., non-system drive).

	Choose W3C format for maximum compatibility.




	Set Up Application Pools

	Create dedicated application pools for each site or application.

	Configure .NET CLR version and pipeline mode as needed.

	Set recycling parameters (regular intervals, memory limits).




	Test Core Functionality

	Access the default site from a browser (http://localhost).

	Use telnet or Test-NetConnection to verify port 80/443 accessibility.

	Check the Windows Event Viewer for any IIS-related errors or warnings.








Real-World Example: Enterprise IIS Deployment

In a banking environment, after deploying IIS on a Windows Server 2022 VM, the admin follows this checklist to: - Remove all sample scripts, - Harden permissions on the inetpub directory, - Apply the latest security rollup, - Segregate public and internal applications into separate application pools, - Disable legacy authentication schemes, - Configure central logging to a SIEM solution.


💡 Pro Tip: Automate your post-installation checklist using PowerShell DSC or Group Policy to ensure consistency across multiple IIS servers.





Table: Key Post-Installation Verification Commands








	Task
	Command/Tool





	Check IIS version
	reg query "HKLM\Software\Microsoft\InetStp" /v VersionString



	List installed IIS features
	dism /online /get-features /format:table | findstr IIS



	Restart IIS services
	iisreset



	Test HTTP port
	Test-NetConnection -ComputerName localhost -Port 80



	List application pools
	Get-WebAppPoolState (PowerShell, WebAdministration module)







Common Edge Cases


	Forgotten Hardening: Leaving sample files or default sites enabled exposes the server to reconnaissance and attacks.

	Update Gaps: Deployments from outdated images may lack critical patches, leading to vulnerabilities.

	Over-permissive Service Accounts: Running IIS services under privileged accounts increases lateral movement risk in case of compromise.

	Logging Misconfiguration: Logs stored on the system drive can fill up disk space, causing outages.




⚠️ Common Pitfall: Skipping post-installation steps is a leading cause of security breaches and operational issues in IIS environments.



By rigorously following this post-installation checklist, administrators ensure a robust, secure, and production-ready IIS deployment.






3. Understanding IIS Architecture


[image: ]




CHAPTER 03 / SYSTEMS ADMINISTRATION




3.1 IIS Core Components and Services

Internet Information Services (IIS) is a modular, extensible web server platform developed by Microsoft for hosting web applications and services on Windows. Understanding its core components and services is foundational for advanced administration, troubleshooting, and optimization.


Key IIS Core Components


	HTTP.sys (Kernel-Mode HTTP Listener)

	Sits in the Windows kernel, intercepting HTTP(S) requests before they reach user-mode processes.

	Handles connection management, request queuing, and basic caching.

	Ensures efficient, secure, and high-performance request processing.




	World Wide Web Publishing Service (W3SVC)

	Windows Service (w3svc) that manages configuration, site bindings, and application pools.

	Responsible for starting/stopping websites and worker processes.




	Windows Process Activation Service (WAS)

	Decouples process activation from HTTP, enabling non-HTTP protocols (e.g., MSMQ, TCP).

	Manages application pool configuration and worker process lifecycle.




	Application Pools

	Logical containers that isolate websites and applications for security, reliability, and resource control.

	Each pool runs one or more worker processes (w3wp.exe).




	Worker Processes (w3wp.exe)

	User-mode processes that execute web applications and handle requests.

	Each application pool has dedicated worker processes, providing isolation and fault tolerance.




	IIS Manager (GUI) & Command-Line Tools

	GUI: inetmgr.exe for graphical configuration and monitoring.

	CLI: appcmd.exe, PowerShell IIS module for scripting and automation.




	Configuration System

	Hierarchical XML-based configuration files: applicationHost.config (server-wide), web.config (site/app level).

	Changes can be made via GUI, CLI, or direct file editing.




	IIS Modules

	Pluggable components that handle specific request pipeline stages (e.g., authentication, URL rewriting, compression).

	Built-in and custom modules extend IIS functionality.








Essential IIS Services









	Service Name
	Description
	Default Startup Type





	W3SVC
	Core web serving functionality
	Automatic



	WAS
	Application pool and worker process management
	Automatic



	HTTP
	Kernel-mode HTTP protocol stack (HTTP.sys)
	Automatic



	IISADMIN
	Legacy IIS 6.0 metabase compatibility
	Manual/Disabled



	FTPSVC
	FTP protocol support (if installed)
	Manual






📝 Exam Tip: Know the distinction between kernel-mode (HTTP.sys) and user-mode (w3wp.exe) components—questions often test which layer handles specific tasks.





How the Components Interact: Request Lifecycle


	Client Request: User sends HTTP/HTTPS request to IIS server.

	HTTP.sys: Receives the request, checks URL reservation, queues it if necessary.

	WAS: Determines which application pool should handle the request. Starts worker process if not already running.

	W3SVC: Coordinates with WAS to route the request.

	Worker Process (w3wp.exe): Loads relevant IIS modules and application code, processes the request, generates response.

	HTTP.sys: Sends the response back to the client.





Real-World Example

Suppose you host two websites, each in its own application pool. If one site’s app pool crashes (due to a faulty application), the other site remains unaffected—thanks to process isolation managed by WAS and W3SVC. HTTP.sys ensures that incoming requests are still queued and routed efficiently, even during application pool recycling.



Tools and Technologies


	IIS Manager (inetmgr.exe): Visual management of sites, pools, modules, and configuration.

	AppCmd (appcmd.exe): Command-line management (e.g., appcmd list apppool, appcmd start site).

	PowerShell (WebAdministration module): Scripting IIS tasks (Get-WebAppPoolState, Restart-WebItem).

	Configuration Files: C:\Windows\System32\inetsrv\config\applicationHost.config, per-site web.config.





Common Edge Cases


	Configuration Locking: Settings in applicationHost.config may override or lock settings in web.config.

	Module Compatibility: Some modules are only available in Integrated pipeline mode, not Classic.

	Service Dependencies: If WAS fails to start, all HTTP-based sites will be unavailable, even if W3SVC is running.




⚠️ Common Pitfall: Stopping or disabling WAS or HTTP.sys will render all IIS web services inaccessible—always verify service dependencies before troubleshooting outages.





Summary Table: Core Components









	Component
	Function
	Key Process/Service





	HTTP.sys
	Kernel-mode request handling
	HTTP Service



	W3SVC
	Website and app pool management
	w3svc Windows service



	WAS
	App pool and worker process activation
	WAS Windows service



	App Pools
	Isolation and resource management
	N/A (logical container)



	Worker Proc.
	Executes web apps, processes requests
	w3wp.exe



	IIS Manager
	GUI management
	inetmgr.exe



	Modules
	Extend request pipeline
	Varies (DLLs, managed code)





Mastering these components is crucial for diagnosing issues, optimizing performance, and ensuring secure, reliable web hosting with IIS.




3.2 Application Pools: Concepts and Management


What is an Application Pool?

An Application Pool in IIS (Internet Information Services) is a logical container that isolates one or more web applications, allowing them to run independently within their own set of worker processes. This isolation is crucial for security, reliability, and resource management, as it ensures that a problem in one application (such as a crash or memory leak) does not affect others running on the same server.



Why Application Pools Matter


	Isolation & Security: Each application pool runs under its own Windows process (w3wp.exe), often with a distinct identity. This prevents applications from interfering with each other and limits the scope of security breaches.

	Stability & Reliability: Faults are contained within the application pool. If one pool crashes, others remain unaffected.

	Resource Management: Pools can be tuned for memory, CPU, and recycling policies, optimizing performance for different workloads.

	Scalability: Enables hosting of multiple applications/sites on a single server with tailored configurations.




📝 Exam Tip: Application pools are the primary mechanism for process and security isolation in IIS. Know the implications of running multiple sites in the same vs





How Application Pools Work



Key Components:


	Worker Process (w3wp.exe): The Windows process that handles web requests for the pool.

	Application Pool Identity: The security context under which the worker process runs.

	Configuration Settings: Recycling, idle timeout, rapid-fail protection, CPU/memory limits, etc.






Managing Application Pools


Creating and Configuring Application Pools









Assigning Applications to Pools


	

	






Key Configuration Options








	Setting
	Description





	Recycling
	Automatically restarts the pool after a set time or number of requests.



	Idle Timeout
	Shuts down the pool after a period of inactivity (default: 20 minutes).



	Rapid-Fail Protection
	Disables the pool if too many failures occur in a short period.



	Queue Length
	Limits the number of requests queued for a pool (default: 1000).



	Maximum Worker Processes
	Web Garden: Allows multiple worker processes per pool (rarely used).







Recycling Application Pools









Real-World Example




Edge Cases and Considerations


	Web Gardens: Setting more than one worker process per pool can increase throughput but may cause issues with session state (in-memory sessions are not shared).

	Identity Permissions: Custom identities must have appropriate filesystem and resource access; misconfiguration leads to 503 errors.

	Resource Contention: Too many pools or worker processes can exhaust server resources, causing slowdowns or failures.

	Recycling and State: Recycling can disrupt in-process session state and long-running requests.












3.3 Worker Processes and Request Handling


Concept Overview




Why Worker Processes Matter



	Isolation: Each application pool runs in its own worker process, preventing one application’s failure or memory leak from affecting others.

	Scalability: Multiple worker processes can be configured for high-traffic applications (Web Garden).

	Resource Management: IIS can recycle worker processes to free up memory or recover from hangs.

	Security: Worker processes can run under specific identities, limiting access to system resources.









How Worker Processes Work


Request Lifecycle in IIS


	Request Reception: The Windows Process Activation Service (WAS) and HTTP.sys kernel-mode driver receive HTTP requests.

	Routing: HTTP.sys routes the request to the correct application pool based on configuration.

	Worker Process Activation: If the application pool’s worker process isn’t running, WAS starts a new w3wp.exe process.

	Request Handling: The worker process loads the application, executes code (ASP.NET, PHP, etc.), and generates a response.

	Response Delivery: The response is sent back to HTTP.sys, which forwards it to the client.





Key Components


	HTTP.sys: Kernel-mode driver that listens for HTTP(S) requests and queues them for IIS.

	WAS (Windows Process Activation Service): Manages application pool configuration and worker process lifecycle.

	w3wp.exe: The executable image for the IIS worker process.





Application Pools and Worker Processes


	Default Mode: One worker process per application pool (Web Garden = 1).

	Web Garden: Multiple worker processes per application pool for load balancing within a single server. Configurable via the “Maximum Worker Processes” setting.





Worker Process Recycling



	Fixed intervals (time-based)

	Specific times of day

	Number of requests served

	Memory thresholds (private or virtual memory)







Real-World Example



	App A (high-traffic e-commerce)

	App B (internal HR portal)

	App C (legacy reporting tool)













	Application
	Application Pool
	Worker Process (PID)
	Identity





	App A
	AppA_Pool
	w3wp.exe (PID 4120)
	AppA_ServiceAcct



	App B
	AppB_Pool
	w3wp.exe (PID 5284)
	AppB_ServiceAcct



	App C
	AppC_Pool
	w3wp.exe (PID 6301)
	NetworkService












Step-by-Step: Viewing and Managing Worker Processes


	View Worker Processes in IIS Manager:

	Open IIS Manager.

	Click on the server node.

	Double-click “Worker Processes” under the “IIS” section.

	Review the list of running w3wp.exe processes, their application pool, PID, and CPU/memory usage.




	Recycle a Worker Process:

	In IIS Manager, go to “Application Pools.”

	Right-click the desired pool and select “Recycle.”

	Confirm to trigger recycling.




	Configure Web Garden:

	In IIS Manager, select “Application Pools.”

	Right-click the pool, choose “Advanced Settings.”

	Set “Maximum Worker Processes” to a value greater than 1.








Tools and Commands


	IIS Manager: GUI for viewing and recycling worker processes.

	appcmd.exe: Command-line management.

	List worker processes: appcmd list wp

	Recycle application pool: appcmd recycle apppool /apppool.name:MyAppPool




	Task Manager: Identify w3wp.exe by command line to match PID to pool.

	Event Viewer: Logs recycling events and crashes.





Edge Cases and Considerations


	Web Garden Use: Not all applications are thread-safe. Using multiple worker processes (Web Garden) can cause session state issues if not configured for out-of-process state management.

	Idle Timeout: By default, IIS may shut down idle worker processes, causing cold starts and increased first-request latency.

	Rapid-Fail Protection: IIS can disable an application pool if its worker process crashes too frequently.












3.4 IIS Pipeline and Extensibility



Concept Overview




Why It Matters


	Customization: Enables adding, removing, or reordering functionality (e.g., custom authentication, logging, URL rewriting).

	Performance: Allows for optimizations such as output caching or request filtering before requests reach application code.

	Security: Provides hooks for security modules to inspect or block malicious traffic.

	Troubleshooting: Understanding the pipeline helps pinpoint where requests fail or are delayed.





How the IIS Pipeline Works




	BeginRequest: The entry point for all requests.

	AuthenticateRequest: Handles authentication.

	AuthorizeRequest: Handles authorization.

	ResolveRequestCache: Checks if a cached response can be used.

	MapRequestHandler: Maps requests to the appropriate handler.

	AcquireRequestState: Loads session state (for ASP.NET).

	PreRequestHandlerExecute: Runs just before the handler executes.

	ExecuteRequestHandler: Executes the handler.

	ReleaseRequestState: Releases session state.

	UpdateRequestCache: Updates cache with response data.

	EndRequest: Finalizes the request.






Real-World Examples


	URL Rewrite Module: Intercepts requests in the BeginRequest stage to modify URLs before further processing.

	Custom Logging Module: Hooks into EndRequest to log request/response details.

	Request Filtering Module: Blocks requests with disallowed verbs or headers during the AuthenticateRequest or AuthorizeRequest stages.





Step-by-Step: Extending the IIS Pipeline



	Develop the Module:

	Create a class inheriting from IHttpModule (for classic mode) or use the ASP.NET integrated pipeline model (System.Web.IHttpModule).

	Implement the Init and Dispose methods.

	Subscribe to pipeline events (e.g., context.BeginRequest += ...).




	Register the Module:

	In web.config, add the <add name="MyModule" type="Namespace.MyModule, AssemblyName"/> entry under <system.webServer><modules> for integrated mode.

	For native modules, use the IIS Manager or appcmd.exe to register DLLs.




	Test and Deploy:

	Restart IIS (iisreset), make test requests, and verify module behavior.







Example: Registering a Managed Module




Using IIS Manager to Add Native Modules


	Open IIS Manager.

	Select the site or server node.

	Double-click Modules.

	Click Add Module…, select the module, and apply.






Tools, Technologies, and Standards


	IIS Manager: GUI for managing modules and pipeline configuration.

	appcmd.exe: Command-line tool for module management (e.g., appcmd install module /name:MyNativeModule /image:"C:\modules\MyNativeModule.dll").

	web.config: XML configuration file for registering managed modules and handlers.

	IIS Native API: For developing C++ modules.

	ASP.NET HTTP Modules/Handlers: For managed code extensibility.





Common Edge Cases


	Module Ordering: The order of modules affects processing. For example, a custom authentication module must precede authorization modules.

	Integrated vs. Classic Mode: Some modules only work in one pipeline mode. Ensure compatibility.

	Performance Impact: Poorly designed modules can introduce latency or memory leaks.

	Handler Mapping Conflicts: Multiple handlers for the same extension or verb can cause unpredictable behavior.













Summary Table: Key Pipeline Events and Their Purpose








	Event
	Typical Use Case





	BeginRequest
	Global request filtering, URL rewriting



	AuthenticateRequest
	Custom authentication logic



	AuthorizeRequest
	Implementing access control



	ResolveRequestCache
	Serving from cache



	MapRequestHandler
	Routing to custom handlers



	EndRequest
	Logging, response modification
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