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Foreword

	Security is often misunderstood.

	It is seen as systems, controls, and procedures—something technical, structured, and predictable. But in reality, security is none of those things on its own. It is a continuous discipline shaped by people, decisions, and the ability to operate effectively under pressure.

	Throughout my career in the security industry—from operational roles to leadership positions within data centre and critical infrastructure environments—I have experienced firsthand that the gap between theory and reality is where most challenges exist. Frameworks, policies, and tools provide structure, but they do not run operations, manage incidents, or make decisions in real time.

	People do.

	This book was written to bridge that gap.

	This book is designed as a practical guide for those responsible for operating, managing, and leading security in real-world environments. It is not a theoretical framework, but a structured approach to how security actually works—day to day, under pressure, and across complex organizations.

	Each chapter reflects the operational reality of security management:

	
		The importance of structure and consistency

		The challenges of managing people and vendors

		The need for clear decision-making and leadership

		The role of communication, culture, and accountability



	This book is intended as both an introduction and a reference—a playbook you can return to when facing real challenges in your role.

	Security is not a one-time implementation.
It is a continuous effort.

	And those who manage it effectively create not only protection—but stability, trust, and resilience.

	How to use this book

	Every chapter follows the same structure. It opens with an introduction to the topic and a short principle that captures its core idea. The main body explains how the topic works in practice, with frameworks, examples, and tables you can adapt to your own environment. Each chapter then highlights the most common mistakes, closes with a Playbook of recommended actions, and ends with a brief conclusion.

	The chapters build on one another, but each can also be read on its own. If you are new to the role, start with Chapters 1 and 2. If you are facing a specific challenge — an incident, an underperforming vendor, a difficult budget conversation — go directly to the relevant chapter and start with its Playbook.

	Thomas Lauridsen

	
Disclaimer

	This book is based on the author’s professional experience within the security industry, particularly in operational and leadership roles related to data centre and critical infrastructure security.

	In the spirit of the subject matter, AI tools, including ChatGPT and Claude, have been used as supporting tools for proofreading, language refinement, and structuring of content, including layout, headings, and flow. All concepts, perspectives, and conclusions presented in this book reflect the author’s own practical experience and professional judgment.

	The content of this book is intended for educational and informational purposes only. While every effort has been made to ensure accuracy and relevance, the author makes no guarantees regarding completeness or applicability to specific environments. Readers are encouraged to adapt the guidance to their own organizational context and requirements.

	References to standards, frameworks, and legislation — including ISO/IEC 27001, NIS2, and the EU Critical Entities Resilience Directive — reflect the position at the time of writing (2026). Requirements change, and national implementation differs between countries. Always verify current obligations with the relevant authority or legal adviser before relying on them.

	


Chapter 1: The Role No One Fully Explains

	Introduction

	Becoming a Security Manager is frequently perceived as a natural progression within the profession. Consistent operational performance, demonstrated reliability, and a sustained record of results will often result in an offer of promotion into a formal leadership position. On the surface, this trajectory appears entirely logical.

	In practice, however, the Security Manager role is one of the most misunderstood and inadequately defined positions within any organisation.

	Most newly appointed Security Managers quickly discover that the function extends well beyond the notion of performing security tasks with greater authority. The role demands the concurrent management of complexity, ambiguity, human dynamics, and competing organisational expectations. The transition from operational practitioner to manager is not an incremental adjustment; it represents a fundamental shift in professional identity, accountability, and method of contribution.

	This chapter establishes the foundational understanding of what the role genuinely entails, why many professionals encounter difficulties in the early stages, and how the most common pitfalls can be anticipated and avoided.

	From Operator to Manager: A Fundamental Shift in Accountability

	The most consequential change upon entering the Security Manager role can be stated plainly:

	Core Distinction
You are no longer responsible for executing security. You are responsible for ensuring that security is executed.


	This distinction may appear subtle. Its implications, however, are far-reaching and consistently underestimated.

	As a security professional operating in a practitioner capacity, success is defined by task completion, procedural adherence, and effective incident response. These are concrete, measurable, and immediate.

	In the management role, the definition of success changes entirely:

	Operator — Success Defined By

	
		Completing assigned tasks

		Following established procedures

		Responding to incidents effectively



	Manager — Success Defined By

	
		Ensuring systems and processes function reliably

		Creating conditions for others to perform

		Making sound decisions under incomplete information

		Balancing risk, cost, and operational reality



	A substantial proportion of early management failures stem from a failure to internalise this shift. Many new managers continue to function as senior operators — remaining heavily involved in day-to-day execution under the belief that direct involvement equates to control. In reality, this pattern produces bottlenecks, fosters dependency within the team, and creates significant blind spots at the strategic level.

	The Invisible Expectations of the Role

	Among the defining challenges of security management is that no one fully articulates what is expected. Stakeholders across the organisation hold different — and sometimes conflicting — expectations of the function:

	
	– Senior leadership expects measurable risk reduction, operational stability, and clear, concise reporting

	– Operational teams expect accessible guidance, decisional clarity, and timely direction

	– Vendors and contracted service providers expect clear requirements and consistent accountability

	– Employees across the organisation expect fair enforcement and consistent standards



	Simultaneously, the Security Manager is expected to prevent incidents that have not yet occurred, identify issues that remain below the surface, and manage risks that are not yet fully defined. This produces a role characterised by what might be described as invisible success: when the security function is operating effectively, nothing of significance happens. When it fails, the consequences are immediately and entirely visible.

	This asymmetry is not accidental — it is structural. It defines the professional environment within which every Security Manager must operate.

	The Gap Between Framework and Practice

	Established security management frameworks — including ISO/IEC 27001, the NIST Cybersecurity Framework, and sector-specific standards — provide essential structure and reference points. Their value in defining what should be done is well recognised and should not be understated.

	What these frameworks do not provide is operational guidance on how to function day to day within a complex, resource-constrained, and politically sensitive environment. They do not address:

	
	– How to manage a team member who consistently disregards established procedures

	– How to lead an effective response when systems fail at 03:00 on a public holiday

	– How to challenge a leadership decision without undermining professional credibility

	– How to allocate finite resources when every issue is presented as a critical priority



	The reality of the Security Manager role exists in the space between what frameworks prescribe and what operations can practically deliver. Navigating this space effectively — with sound judgement, clear communication, and realistic expectations — is the defining competency of effective security leadership.

	The Four Core Responsibilities

	Despite the breadth and complexity of the role, the Security Manager’s function can be organised around four core areas of responsibility. Each is distinct in nature, yet all are interdependent in practice.

	1.  Control

	Control encompasses the establishment and ongoing assurance of structural security measures. This includes access control frameworks, monitoring systems, and the integrity of incident response processes. Control provides the foundation upon which all other security activity rests. Without it, consistency is impossible and accountability becomes arbitrary.

	2.  Visibility

	Effective management is contingent upon reliable information. Visibility requires a comprehensive understanding of incident patterns and emerging trends, a clear picture of existing vulnerabilities and capability gaps, and access to accurate, timely reporting that supports sound decision-making. Without sufficient visibility, management decisions become assumptions rather than conclusions, and risk assessments lose their credibility.

	3.  Leadership

	Security is ultimately delivered through people. The Security Manager’s leadership responsibility extends beyond formal authority to encompass the setting and communication of clear expectations, the development and support of team members, the timely and constructive management of underperformance, and the cultivation of an environment in which trust and professional accountability are the norm. This dimension of the role is consistently the most underestimated — and, in many cases, the most consequential.

	4.  Decision-Making

	Every operational day presents trade-offs. Security versus usability. Risk appetite versus cost constraints. Speed of response versus accuracy of assessment. Rarely, if ever, does a perfect solution present itself. The Security Manager’s responsibility is not to identify perfection, but to reach decisions that are informed, defensible, and proportionate to the circumstances.

	Why New Security Managers Struggle

	Early difficulties in the Security Manager role tend to follow recognisable and predictable patterns. Understanding these patterns in advance significantly improves the likelihood of a successful transition.

	
		
				Failure Pattern

				Description

				Consequence

		

		
				Over-Involvement

				Retaining personal control over operational execution rather than delegating appropriately

				Burnout, team disempowerment, and systemic inefficiency

		

		
				Lack of Prioritisation

				Treating all risks and issues as equally urgent, regardless of actual impact or likelihood

				Dispersed effort, reduced effectiveness, and degraded outcomes

		

		
				Poor Communication

				Communicating in technical rather than business language when engaging with senior stakeholders

				Loss of organisational support and reduced influence

		

		
				Avoidance of Difficult Conversations

				Deferring or avoiding the management of underperformance, non-compliance, or vendor failures

				Long-term degradation of standards and credibility

		

	

	Recognition of these patterns — particularly in oneself — is not a sign of inadequacy. It is the first step toward developing the professional discipline required for effective security leadership.

	The Operational Reality of Security Management

	Security management is not an exercise in achieving perfection. It is the professional discipline of managing imperfection with structure, consistency, and sound judgement.

	The Security Manager will routinely operate with incomplete information, reach decisions under time pressure, and be held accountable for outcomes over which they exercise only partial control. The role demands:

	
	– Structure without rigidity — systems and processes that are consistent, not inflexible

	– Control without micromanagement — oversight that enables rather than constrains

	– Authority without arrogance — leadership that is firm, credible, and respectful



	The professionals who perform most effectively in this role are not necessarily those with the most technical expertise. They are those who combine a structured approach to operations with sound people leadership and the capacity to make defensible decisions in ambiguous conditions.

	Common Mistakes in Early-Stage Security Management

	Beyond the structural failure patterns described above, a number of recurring mistakes are observed among new Security Managers:

	
	– Attempting to resolve all identified deficiencies simultaneously, without a coherent prioritisation framework

	– Focusing exclusively on technical systems whilst allowing people-related issues to remain unaddressed

	– Placing excessive reliance on technology platforms in the absence of well-defined supporting processes

	– Measuring and reporting on activity volume rather than security effectiveness and outcome



	Each of these mistakes is understandable, particularly in the context of the pressures associated with a new role. Each, however, is correctable — provided it is identified early and addressed deliberately.

	


Recommended Actions: Playbook for Newly Appointed Security Managers

	PLAYBOOK — Recommended Actions
1.  Accept that this role represents a fundamentally different professional function, not merely an elevated version of your previous position.
2.  Withdraw from operational execution where appropriate and invest time in observing how the overall system functions.
3.  Conduct a structured assessment to identify where you currently lack meaningful visibility.
4.  Establish early alignment with senior leadership regarding their expectations, priorities, and definitions of success.
5.  Direct your initial effort toward the most significant risks — not the most visible or most recently raised.


	


Chapter Conclusion

	The Security Manager role is rarely defined with the clarity its expectations demand. Yet those expectations are consistently high, and accountability is unambiguous.

	Sustainable success in this role is not a product of technical expertise alone. It emerges from the capacity to manage systems, lead people, communicate effectively, and exercise sound judgement under uncertainty. These competencies are not innate; they are developed, refined, and continuously practised.

	Understanding the true nature of the role at the outset is, in itself, a strategic advantage. It allows the new Security Manager to avoid the most common and costly mistakes, and to begin building a structured, credible, and effective security management function.

	The next step is not to act immediately — but to understand where you are before deciding where to go.

	


Chapter 2: Your First 90 Days

	Introduction

	The first 90 days in a Security Manager role will shape your professional trajectory more decisively than any comparable period that follows. The patterns established during this time — how you gather information, how you engage with stakeholders, how you handle ambiguity — will either build or undermine the credibility upon which effective security leadership depends.

	This period is not the appropriate time to demonstrate the breadth of your technical knowledge. It is the time to understand, with rigour and objectivity, how things actually function within this specific environment.

	A significant proportion of new Security Managers fail because they act too quickly — introducing changes before they have developed a sufficiently accurate picture of reality. An equally problematic pattern is excessive hesitation, where the new manager defers decisions in an attempt to avoid risk, only to create uncertainty and erode confidence.

	The objective is neither speed nor caution in isolation. It is a structured, phased approach:

	The 90-Day Principle
Observe first. Stabilise second. Improve third. Each phase is a prerequisite for the next.


	The diagram below provides a high-level overview of the three-phase structure before each phase is examined in detail.

	
		Phase 1 (Days 1–30): Understand & Observe

		Phase 2 (Days 30–60): Stabilise & Prioritise

		Phase 3 (Days 60–90): Improve & Lead



	Phase 1: Days 1–30 — Understand and Observe

	The primary objective of the first 30 days is deceptively straightforward: build an accurate, evidence-based picture of reality. Not the reality described in documentation, not the reality presented in briefings, but the reality that exists on the ground, day and night, across all operational conditions.

	Documentation and formal reporting will provide a partial picture. Direct observation, individual conversations, and hands-on operational review will provide the rest. Both are necessary; neither is sufficient alone.

	1.  People

	Begin with the people who deliver the security function. Meet each team member individually, with a genuine intention to listen rather than assess. Seek to understand their roles as they experience them, the strengths they bring to the function, and the frustrations they carry. Pay particular attention to informal leaders — individuals whose influence within the team exceeds their formal position. These individuals will often prove to be the most valuable allies or the most consequential obstacles to change.

	2.  Operations

	Operational reality is often significantly different from procedural intent. Examine how incidents are actually handled, from initial detection through to resolution and reporting. Understand what happens during night shifts, weekends, and public holidays, when supervisory oversight is reduced and junior staff carry greater responsibility. Identify the points at which processes are most likely to break down, and whether those breakdowns are known and accepted or hidden and uncorrected.

	3.  Systems

	Conduct a systematic review of all technical infrastructure within your scope: access control systems, surveillance and CCTV infrastructure, monitoring tools and platforms, and any integrated systems that support operational delivery. Approach this review with a critical assumption: do not presume that systems are functioning as intended. Test where possible, audit where you cannot test, and document discrepancies between designed capability and operational reality.

	4.  Risk Landscape

	Review all documented incidents from the preceding 6 to 12 months. Look not only at individual events but at patterns — recurring incident types, common contributing factors, and vulnerabilities that appear repeatedly. Identify the assets

	

	Delivering Early Wins

	
	Phase 2: Days 30–60 — Stabilise and Prioritise

	
	Identifying the Priority Risk Profile

	
	Establishing Structural Clarity

	
	Aligning Expectations with Leadership

	
	Resolving Immediate Operational Gaps

	
	

	Phase 3: Days 60–90 — Improve and Lead

	
	Introducing Measurement and Governance

	
	Strengthening Team Performance

	
	Building the Improvement Roadmap

	
	Communicating Progress

	
	The 90-Day Structured Summary

	
	
	
		Observe operations end-to-end

		Meet all key stakeholders

		Review 6-12 months of incidents

		Identify initial risk profile



	
	
		Stabilise critical processes

		Define and communicate priorities

		Align expectations with leadership

		Resolve the most visible gaps



	
	
		Introduce reporting and KPIs

		Strengthen team accountability

		Build a structured improvement roadmap

		Communicate progress to stakeholders



	Common Mistakes During the First 90 Days

	
	
		
				
				
				
		

		
				
				
				
		

		
				
				
				
		

		
				
				
				
		

		
				
				
				
		

	

	Recommended Actions
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