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Preface



First, while this book is dedicated to informing and educating seniors about scams, it is not intended to replace legal or investment advice from licensed professionals. The world is complicated enough without practicing “do it yourself” in matters that require expert attention.

Second, much of this book centers around information available on the Internet. The Internet is a fluid community; Web sites come and go with disquieting regularity, and some of what you find on the Internet is speculative and misleading. I have made every attempt to recommend only Web sites that appear legitimate and useful and long-running. But like everybody else working the Internet, I recognize that things change, and what’s golden today is dross tomorrow. Plus the fact that I, too, am fallible (yes, folks, I do make occasional mistakes). So whatever you do—and I can’t emphasize this enough—check and double-check any information source before you make a decision affecting your health or your pocketbook.


Finally, my purpose in writing this book is to show you how to look out for scams so that you’ll feel comfortable exploring the Internet and other sources on your own. Awareness is the first line of defense against scams.











Think You Can’t Be Scammed? Take This Test and Find Out



How well prepared are you to avoid common scams, the kind that you pay for in the currency of money and grief? Think you’re doing all right? Well, let’s find out. Take this short nine-question true-or-false test to see how vulnerable you are to attack from everyday scammers. At the end of the test, score yourself according to the Scam-Savvy Scale.


	Boomers, followed by seniors, is the demographic group most commonly targeted for scams because they have the largest concentration of money and material possessions, a prime attraction for scammers.

	Low-to-moderate use of ATM machines lessens one’s chances of being robbed or scammed.

	The homes of affluent people are the usual choice of burglars to ply their craft because that’s where the money is.

	With all the problems associated with online identity theft, it’s much safer to bank in person or by mail and receive your cancelled checks and bank statements by mail.

	Variable annuities are one of the worst investments seniors can make.

	In this age of uncertainty when anything can go wrong, from disrupted travel plans to terrorist attacks, as much insurance as you can afford is a necessity.

	Because hackers and identity thieves constantly roam the Internet, you need to minimize your time online.

	When selling anything from an old set of golf clubs to your car, accept nothing less than cash, and failing that, certified checks or money orders.

	Although there is a charge associated with it, an unlisted telephone number is one of the few methods available to disguise your telephone number from crank callers and telemarketers.



Hey, you having fun? Okay, now check the answers below:


	False. The demographic group most commonly targeted for scams is seniors. There are five reasons. Read about them in “Sooner or Later You’re Going to Get Scammed”.

	False. Low-to-moderate use still unduly exposes you to the insidious devices of scammers who will empty your bank account faster than a hungry robin swallowing a worm. Try not to use ATMs except in cases of emergency. Find out more in “ATM Machines”.

	False. The way the statement reads is deceptive (and, I must admit, tricky). It disguises the fact that seniors are frequently burglarized because they’re perceived as people with a great deal of wealth and the easiest marks. Read “Casing Your Home”.

	False. It’s a matter of the lesser of two evils. The most frequently used method to steal your bank account numbers is from bank statements sitting in your exposed mailbox. Banking online is safer if you follow a few basic rules. See “Banking Online”.

	True. Consumer writer Jane Bryant Quinn says variable annuities are products she “dreams of blowing to smithereens.” Find out why in “Variable Annuities”.

	False. It depends on the type of insurance. Some kinds are needed, others are unnecessary. Go to “Unnneeded Insurance Policies” and learn the difference.

	False. There are better ways to prevent hacker intrusions on the information superhighway1 without curtailing your time online. Find out what they are in “Bogus Web Sites”, “Dangerous Spam E-mail”, and “Phishing for Your Credit Card Number”.

	False. You can’t accept even certified checks or money orders at face value because counterfeiters know how to make fakes practically indistinguishable from the real thing. Find out how to make sure you don’t get snookered. Read “Money Orders”.

	False. Your unlisted telephone number, for which you pay a premium fee, is for sale on the Internet. Discover how to prevent unwanted telephone calls using a technique that won’t cost you a nickel. Read “Unlisted Telephone Number”.



Okay, now add up the number of questions you got right and multiply that by ten. That’s your Scam-Savvy Score. Check your score against the scale shown below to see how really and truly adept you are at avoiding scams.

The Scam-Savvy Scale

If your Scam-Savvy Score is in this range: 90

Here’s how good you are at avoiding scams: You’re dead-on perfect.

And here’s what you should do about it: Help me write the next book on scams.

 

If your Scam-Savvy Score is in this range: 70–80

Here’s how good you are at avoiding scams: Up to 20% of the scams working against you are going to be successful. Not good.

And here’s what you should do about it: Read this book and follow its advice.

 

If your Scam-Savvy Score is in this range: 50–60

Here’s how good you are at avoiding scams: You’re about average, which means you’re going to get scammed frequently.

And here’s what you should do about it: Carry this book with you wherever you go and refer to it often.

 

If your Scam-Savvy Score is in this range: 40 and under

Here’s how good you are at avoiding scams: You have much to learn.

And here’s what you should do about it: Pack your bags and leave town before the next scammer spots you.

 

All kidding aside, if you scored sixty or below, this book is really going to be an eye-opener, one that may save you many dollars that otherwise would be lost to scammers, not to mention being spared tons and tons of headaches.

If you scored eighty or ninety, it shows you’re on the right track, but can still improve your ability to thwart those dastardly scammers. So, read on.








Sooner or Later You’re Going to Get Scammed



Allow me to introduce myself. My name is Ron Smith. I’m a senior in my early seventies who’s been there, done that. So I understand your problems, your anxieties, and your vulnerabilities. But just so there’s no misunderstanding, I’m not a heath-care professional, a financial advisor, an insurance agent, a lawyer, or a priest. What I do is expose scams against seniors. That’s why I’m called the Scam Doctor.

The purpose of this book is to alert seniors like you to the more common scams perpetrated on older people. Each of the sections of the book describes a scam, shows how to spot it in action before the scam artist reaches a hand deep inside your pocketbook, and explains how to prevent it from happening in the first place.

As a senior, you’re a target, a big, juicy one. The kind that makes scam artists salivate. When they see you coming, they’re ready to concoct any number of nefarious schemes to defraud you and rob you of your hard-earned money. It’s an unconscionable act, but who ever claimed scam artists are highly moral people?


There are several reasons crooks consider you easy pickings. First, you’re part of the fastest-growing demographic age segment, so just on numbers alone it falls to reason you’re going to be increasingly targeted. According to the 2000 census, there are 45 million people age sixty and older living in the good old USA.

Second, compared to other age groups, seniors are perceived, rightly or wrongly, as the group that has piles of money: pensions, paid-up annuities, bank certificates of deposit, savings bonds, stocks, corporate bonds, treasury bonds, mutual funds, cash. Just sitting there ripe for the picking, enough to excite any scammer. There’s some truth to this belief; this generation of retired Americans, as a whole, is the most affluent in history. Still, there are exceptions. Many seniors have not been fortunate enough to share in the wealth.

Third, you’re slowing down. It’s a proven fact your brain does not respond as swiftly as it did when you were thirty. A perfect scenario for fast-talking, quick-thinking swindlers working a scam.

Fourth, many of you live alone. Your spouses may have passed on, your children and grandchildren have moved away. You have nobody to help you make decisions that affect your pocketbook. You’re on your own, and don’t the scammers out there know it.

Fifth, too many of you are not connected to the Internet. Well, shame on you. Scammers are aware of that fact, and they’re counting on you remaining in the dark. They realize, better than anyone, how their scams are exposed on literally hundreds of Web sites. And believe me, what scammers fear most is that more and more of you will get connected, thereby exposing their cheating ways. They understand, better than most, that knowledge is power, and there is no greater source of knowledge than what you will find on the information superhighway.

The Internet is a thousand libraries rolled into one. On our subject alone, it describes scams, scam artists, and steps to prevent scams in rich detail. If you don’t understand how to use this rich resource, ask for lessons at your library or local senior center. Tapping into the Internet is easier than it appears. Get connected! should be your mantra.

Sooner or later, you’re going to get scammed. It’s as inevitable as politicians scooping campaign money into their deep pockets. I know about getting scammed because the best in the game have attempted to scam me, and have occasionally succeeded. As a senior I learned the hard way to remain alert and to suspect people I didn’t know and question their motives. For two of my most memorable encounters with scam artists, read the “Laser Eye Clinics” section and Appendix A: “Five Rules Seniors Should Follow to Avoid Investment Scams.” Both describe personal experiences I’ve had with these weasels.

Obviously, I can’t depict every scam imaginable. To do so would fill a book the size of an unabridged dictionary. What I’ve done is highlight certain examples that should help you avoid related classes of scams. For example, the topics “Mutual Funds”, “Variable Annuities”, and “Financial Planners” should alert you to similar types of investment scams. Just follow the principles described in those topics and others in the Investments and Home Ownership section.

One other word before you begin. This book will empower you with the knowledge that helps minimize, even prevent, scams against you, but you need a framework to support that knowledge. Follow these simple ground rules and the framework is yours:


	[image: image] Stay alert to your surroundings.

	[image: image] When strangers approach you for any reason, no matter how nice they appear, be wary.


	[image: image] Don’t believe everything you read and hear. Question anything that sounds too good to be true. It pays to be skeptical until proven otherwise.

	[image: image] Stay calm and remain poised. You have the mental faculties to know the difference between what’s good and what’s bad for you. Before you make a decision, think it out. Don’t panic; investigate.

	[image: image] Above all, follow your intuition. When something smells bad, it probably is.



That’s it. Good luck on your journey. May the gods smile favorably upon you, and after reading this book, may you never be scammed again.









Banking and Credit






Scammers are continually aiming at emptying your bank account, filching your credit cards, and stealing your identity. Some world we live in, huh? You have the choice of either neutralizing their deceptive attempts or surrendering and allowing the crooks to have their way. I know you’re not going to let them get the best of you; otherwise you wouldn’t be reading this book. The topics in this section describe how to protect yourself against common scams in the banking and credit arena, and in the process defeat the weasels who are trying to scam you.














ATM Machines



THE SCAM

You’re doing your weekly grocery shopping at the supermarket. You’re in the habit of withdrawing money from the ATM machine near the entrance to the store before you begin shopping. You wait a respectful distance from the ATM until the person using it departs, then it’s your turn. You have always been careful around ATMs, knowing that it’s a place ripe for theft and scams.




Use ATM machines for cash emergencies exclusively, and then only during daylight hours. High-tech scammers know too many ways to steal your ATM and PIN numbers, and will empty your bank account.




You walk up to the ATM and enter your card and your PIN code, every now and then glancing around to your left as the next person on line jiggles his foot impatiently, distracting your attention. What you don’t see is the man in back of you on the right using a miniature digital camcorder to record your PIN code from behind a high stack of empty vegetable cartons. When you leave the store after shopping, somebody snatches your purse. Thieves now have both your ATM card and PIN code. Within a half hour they’ve drained your bank account from another ATM.

In another scenario, you approach the ATM and cautiously enter your card and PIN code to withdraw $100. Nobody is around and you feel safe. Still, something is wrong, but you can’t quite put your finger on it. You blame it on nerves and make your withdrawal.

Your instincts are operating in high gear; you should have listened to them. What you don’t know is that you’ve been skimmed. Skimming is what happens when thieves place an electronic card-swipe device over the bank’s ATM entry slot. The skimmer has been cleverly constructed to look like an integral part of the ATM—same color, same style. The device reads the information on your ATM card. A tiny digital camera mounted in the skimmer itself records your PIN code. A half hour later your bank account has been drained. You’ve been scammed.

HOW TO SPOT THE SCAM

My wife and I are seniors like you, and what we try to do is avoid ATM machines as much as possible. Since the supermarket where we live has a branch of our bank, we cash a check before grocery shopping or we pay our grocery bill from cash my wife or I have in our pockets. Not that we don’t use an ATM, but we use it only occasionally, and only during daylight hours and only if we need emergency cash. Then, first thing the next morning, my wife or I call the bank and check on any unauthorized ATM withdrawals from the day before. Just being cautious, but caution where ATMs are concerned pays dividends.

The problem is that scammers have become so technically proficient, some even buy their own ATMs to capture your personal banking data, then send your numbers overseas where their counterparts in crime manufacture fake debit and credit cards using your name.

This is very difficult to spot. But you can take a few precautions to reduce the likelihood of losing your ATM information to thieves, as shown below.

HOW TO PREVENT THE SCAM


	[image: image] First and most important, try to minimize your use of ATMs. If you plan well enough ahead, you can have the cash in your pocket needed to pay for daily purchases. After all, what did you do before ATMs were invented? ATMs are a convenience; just don’t become dependent on them. It’s simply too risky and becoming riskier every day, as clever thieves develop new ATM technology to rob you of your hard-earned money.

	[image: image] Second, try never to make a withdrawal from an ATM at night; that’s the time you’re most likely to be physically assaulted by a robber, or worse.

	[image: image] Third, anytime you approach an ATM, if something doesn’t appear quite right, it could be your instincts kicking into high gear. For example, there might be a new attachment on the ATM that wasn’t there the last time you used the machine. Or a sign says “No Tampering,” or the ATM looks brand new. Until you check with your bank to make sure its bankers know about the new equipment or new attachment or are aware of the sign, don’t use it.

	[image: image] Fourth, be especially vigilant when an ATM is jammed and there’s another ATM next to it, beckoning for your use. That second ATM could belong to thieves or it could have a skimmer attachment.

	[image: image] Fifth, never, never give your PIN code to anyone—repeat—anyone.

	[image: image] Sixth, when you’re using an ATM, use one hand to shade the keyboard so any snoops with video cameras or binoculars can’t see the PIN code you’re punching in.

	[image: image] Seventh, do not write your PIN code on the ATM card. You’re just making it easier for thieves to drain your bank account if they steal your purse or wallet.

	[image: image] Eighth, within a day after each visit to an ATM (hopefully there won’t be many visits), check your account for withdrawals you didn’t make, just to be sure. Report any shortages or card loss to the bank immediately to reduce your liability.

	[image: image] Ninth, if at all possible, use an ATM located within the bank itself where it’s under the watchful eyes of bank officers and tellers.



If you lose your ATM card or if it’s stolen, and you report it before it’s used, you are not responsible for any unauthorized withdrawals. If you report it missing within two days, your liability is limited to $50. If you report it missing between two days and sixty days, your liability is $500. If you do not report it missing within sixty days of the receipt of your bank statement, you could lose your entire bank account.

Needless to say, time is of the essence.








Fraudulent Withdrawals



THE SCAM

You receive a call from your bank informing you that your checking account is grossly overdrawn, and that the bank has deducted a substantial amount of money from your savings account to cover the shortfall.

Frantically you search through your bankbook but cannot find any check you have written that would result in an overdrawn account. By your calculations you have a surplus in your checking account.

Further investigation with the bank reveals that a third party has been raiding your account with electronic withdrawals and writing checks on your account around town to pay for upscale merchandise.




Despite their professionally installed computer systems, banks make mistakes, too. Balance your bankbook every month and report errors promptly to the bank to minimize your liability.




You know you’ve taken every precaution to assure scam artists can’t access your personal information such as checking account number, check routing number, Social Security number, and driver’s license number.

So what’s going on?

HOW TO SPOT THE SCAM

Regardless of how careful you are, there is always the possibility that identity thieves will find a new way to unearth your personal information. But the chances are slim if you follow the suggestions contained in this book. Assuming you do, then in this instance you must conclude that the bank somehow got careless. It could be something like not shredding checks and documents, inadequate internal banking procedures, insufficient attention to vital checks and balances, or poor employee training—some mistake that allowed thieves to glom onto your identity. You read about this kind of thing in the newspapers or see it almost every week on TV.

HOW TO PREVENT THE SCAM


	[image: image] Knowing that bank errors do occur, the onus is on you to check and verify your bank accounts on a timely basis. If you bank online, you can track your accounts daily, thereby putting yourself in position to catch the first bogus withdrawal before much damage is done. You are now prepared to stop the bleeding before it erupts into a hemorrhage.

	[image: image] Many online banks have a system that will e-mail you every time a check is written against your account and every time a deposit is made, if you so wish. All you have to do is open your e-mail daily to verify that your bank account isn’t being raided.


	[image: image] If you don’t bank online, reconcile your bank statement and balance your account every month. This system is somewhat after the fact, but it’s better than nothing. By federal law, if you file a complaint with the bank within sixty days of the fraud, you won’t lose a penny provided you’ve acted responsibly; the bank is then obligated to reimburse you in full.



The words “acted responsibly” denotes specific actions you must take to prevent fraud. In addition to the steps described above, The National Check Fraud Center (http://www.ckfraud.org) advises the following:


	[image: image] Order your checks through the bank and not from some separate company where identity theft controls may not be as stringent. Banks incorporate measures in their checks to detect counterfeiting.

	[image: image] When you receive new checks, verify that you have them all. If one or more are missing, contact the bank immediately and put a stop order on the missing check numbers.

	[image: image] At home, keep checks, bank statements, and cancelled checks in a locked and secure place. Don’t leave your checkbook in the car.

	[image: image] When writing checks:




	[image: image] Write with dark ink that can’t be erased or written over.

	[image: image] Don’t leave blank spaces anywhere on the check. Fill in every space. On the bottom left-hand corner, write in the reason for the check (purchase shoes, lawn service, etc.).

	[image: image] Don’t write a check for cash unless you do so at the bank and you’re cashing it yourself. Anybody, including a thief, can cash it.





	[image: image] If you don’t bank online, drop off bills at the post office or that familiar blue U.S. Postal Service mailbox. Do not place bills in your mailbox for the postman to pick up. Thieves may get there first, alter your checks, and use them to go on a buying spree.

	[image: image] Under no circumstances reveal your bank account number over the phone. This is a popular ruse that scam artists use when they want to raid your bank account. Be wary of anybody asking for that information anywhere. For example, a clerk in a store has no business asking for or knowing your bank account number.

	[image: image] When you’ve completed your tax return, destroy your old bank statements, cancelled checks, and ATM receipts. After preparing my income tax, I burn everything; it’s the safest way. Until then, any paper containing sensitive information stays locked up and hidden.

	[image: image] Regardless of who asks that you write your Social Security number on your check, refuse to do it. It’s not required to write a legitimate check or endorse one. If somebody insists, complain to the manager. Or cancel the transaction and walk away.

	[image: image] Endorse a check made out to you only at the moment of depositing the check or cashing it. If it’s lost or stolen and you’ve already endorsed it, thieves will be able to cash it.

	[image: image] Cashier’s checks can be counterfeited; they’re the latest scam that con artists use to lure unsuspecting seniors. If somebody you don’t know offers you a cashier’s check in a transaction, have that person accompany you to the bank to verify its authenticity. If the cashier’s check is from a distant location, especially from overseas, do not complete your part of the transaction until the check has cleared and the money has been deposited in your account.



ALSO SEE: “Banking Online” and “Identity Theft”.








Banking Online



THE SCAM

There’s nothing wrong with banking online. In fact, it prevents thieves from stealing bank statements from your mailbox, a disaster-in-waiting that can gain thieves access to your bank account.

The problem with banking online is when a hacker identity thief plants software called a keylogger on your computer’s hard drive. That device records your keystrokes and transmits them to the identity thief, thereby allowing him access to your online bank account sign-in name and password. Not good news.




By banking online you’re less vulnerable to scams. The most common form of identity theft today is stealing bank statements from mailboxes. With online banking your statements stay online, not in your mailbox.




But banks are now countering the ploy. Bank of America, for example, offers what it calls MySiteKey, an additional identification step using an image, a message, and three confirmation answers to questions only you can know. It helps you recognize that you’re at a valid Bank of America Web site and not in the hands of a thief’s bogus Web site.

HOW TO SPOT THE SCAM

The best way is to check your bank balances on a timely basis. I check mine weekly, sometimes daily. It’s quick and easy to do if you bank online, and enables you to spot a withdrawal you didn’t authorize. You’re now in a position to freeze your bank accounts before too much damage has been done.

If you don’t bank online, it’s almost impossible to call the bank daily, even weekly, and ask a bank clerk to run your account through the computer to detect unauthorized withdrawals. It can be done, but if too many seniors ask for this service, before you know it, you’ll be charged a fee or told to take a hike. Best bet is to bank online. (C’mon, you can do it. Get over your fear; it’s really and truly easy—and fun. Your friendly local banker will show you how.)

HOW TO PREVENT THE SCAM


	[image: image] First, I advise using a dial-up account to gain access to the Internet when you bank online. With broadband, you stay connected to the Internet whether or not you’re online. With dial-up, your exposure is limited to the time you’re online, thereby significantly reducing the opportunities for hacker identity thieves to strike.2


	[image: image] Next, make sure you sign off from the online bank when you’ve completed your business. Not signing off and remaining online at some other Web site leaves your account open and accessible to hackers.

	[image: image] Third, get a firewall for your computer. It’s beyond the scope of this book to discuss the intricacies of firewall protection. Just remember that a firewall protects you from intrusions. Today, it’s a necessary component to prevent hackers from gaining access to your hard drive where all your personal information is stored. One such firewall is Zone Alarm. It’s available free as a download through PC magazine. Visit http://www.pcmag.com, click on the download section, then type “zone alarm” in the search box and click the button. You’ll be taken to a section showing you how to download the firewall software. (For alternative Web sites that have firewall downloads, see “PC (Hard Drive) Firewall Protection” in Appendix B: Helpful Resources.

	[image: image] Fourth, passwords are often difficult to recall, so you may need to store them and have them available for reference. One caveat: do not store them either online or on your computer. Clever hackers can find ways to harvest that information. I store mine on two computer disks, the second as a backup to the first. That way they’re always accessible, yet out of harm’s way.

	[image: image] Fifth, think twice about downloading anything “free” on the Internet, such as screensavers or comic-book cursors. They may look colorful and appeal to your senses, but they also might contain keyloggers. At the very least they could allow marketers to track your online journey, which opens the door to spam e-mail, the online equivalent of junk mail.




ALSO SEE: “Fraudulent Withdrawals” “Identity Theft” “Bogus Web Sites” “Dangerous Spam E-mail” “Phishing for Your Credit Card Number” “Investment Schemes”.








Credit Counseling Services



THE SCAM

Like many seniors, you may be in debt. You have little cash left in the bank and you’ve maxed out your credit cards. You’re desperate for help. You turn to one of the many advertised credit counseling services. A very kind young lady assures you that she’ll negotiate with your creditors, and with her help you’ll get out of debt. She claims her organization has talked creditors into reducing the debt of hundreds of other seniors. You have faith in her and her counseling service because, like all credit counseling services, the organization she works for is allowed a non-profit status by the IRS. That recognition lends her organization a veneer of respectability. It assures you.




If you’re a senior struggling to pay bills, credit counselors can help. But if any require fees, back away. Legitimate credit counselors are paid by creditors.




She signs you up for a debt-management plan that allows her to siphon off your remaining cash from the bank for payment of her fee. The woman never once approaches your creditors. Before you realize what’s hit you, your creditors have referred your case to bill collectors and they start hounding you day and night. You’re knocking on the door of bankruptcy. The credit counseling service was a scam.

HOW TO SPOT THE SCAM

A legitimate credit counseling service helps you by showing you how to budget your money. It has no authority to bargain with creditors to knock off portions of your debt, though it will work with them to restructure lower payments. You then send monthly payments to the credit counseling service, which forwards the money to your creditors. If a credit counseling service tells you it can talk creditors into reducing your debt, drop it like a sack of hot coals and move to the next one—before you’ve paid out any fees, of course.

Speaking of fees, a legitimate credit counseling service won’t charge you fees because it obtains payment for its services from your creditors. If it asks for money, that’s another warning sign of an impending scam.

Some credit counseling services will claim to clear up black marks on your credit record, including bankruptcy filings or fore-closures, by negotiating with the three major credit bureaus. That’s an outright lie. Furthermore, it’s illegal for a credit counseling service to claim it can. If a credit counseling service makes that claim, report it to the local Better Business Bureau (BBB), or notify the Federal Trade Commission (www.ftc.gov). Call the FTC toll-free at 1-877-FTC-HELP (1-877-382-4357).


HOW TO PREVENT THE SCAM


	[image: image] Go online to the National Federation for Credit Counseling (http://www.nfcc.org) to find legitimate credit counseling services. Or call that organization toll-free at 1-800-388-2227. It will help you identify a few services that may be right for you, close to where you live. And it won’t charge for its advice and suggestions.

	[image: image] Talk with your creditors to narrow down your selection of a credit counseling service. Ask them if they recommend one that is effective and fair. They’ll steer you in the right direction. And they’ll most assuredly steer you away from fraudulent organizations.

	[image: image] Whatever credit counselor you select, make sure you fully understand the services provided, its costs to you, if any (there shouldn’t be anything over a token amount for processing your paperwork), and how long the process will take.

	[image: image] After you’ve made a decision, contact the Better Business Bureau (http://www.bbb.com) to see if complaints have been filed against the credit counseling service. A string of complaints is an indication of trouble.

	[image: image] Review the credit counseling contract before you sign. If possible, get help from a lawyer or another professional who understands contracts.



ALSO SEE: “Identity Theft”.








Debit Cards



THE SCAM

You’re a senior who has been careful to own no more than one credit card. Your credit rating is good. You’ve never had any credit problems or disputes with merchants.

Recently your credit card company issued you a debit card. Hey, this is great, you think. Another convenient way to pay for goods and services without hassles. You start using the debit card without incident, until one day you buy a cashmere sweater from a discount store’s closeout sale. After taking it home, you notice a tear in the fabric. You bring the sweater back to the store for an exchange, but the item has been discontinued and there are no replacements. The store wants to give you a credit slip for the purchase price. You tell the manager you don’t want credit, you want a refund. The argument goes on for six weeks. You have to threaten a lawsuit before the store reluctantly hands your money back. You don’t need the stress this event has produced.




Debit cards are the worst choice for seniors compared to cash and credit cards. They are fraught with problems and make it relatively easy for scammers to defraud you, and empty your bank account.




Or, in another scenario, you buy three DVDs online using your debit card, and are astonished to discover recurring charges as the online store mails you three additional DVDs the following month. DVDs you didn’t order. Sure, the law protects you from this scam, but you may have to wait months and write many letters and fill out many forms with the merchant, your bank, and law enforcement agencies before you see the first dollar of your money back. The hassle is enough to send you to your doctor complaining of stomach pains.

HOW TO SPOT THE SCAM

When you use a debit card, the amount is automatically and immediately withdrawn from your bank account. If something goes wrong with the purchase, your leverage against the merchant has been reduced considerably. The store’s already got your money, and now you have to get it back. That’s not a good position to be in.

In a credit card purchase, assuming you dispute the charge before you pay your credit card bill, the merchant is more likely to make some accommodation with you to receive payment. You have control.

HOW TO PREVENT THE SCAM

The problems associated with debit cards, difficult enough for younger people to handle, are especially onerous for senior citizens who have health issues such as depression and stress associated with age. You can take steps to either prevent debit card scams or minimize their potential for problems:



	[image: image] You have the choice to either use debit cards or not use them. They have too many problems at this stage of their development (which I’m sure, given time, will be resolved). Until then, my advice is to use cash and credit cards.

	[image: image] If you choose to use debit cards, under the law you have some protection if they’re lost or stolen, but those protections are not as strong as they are for credit cards:




	[image: image] Your liability is $50 if you notify the bank within two days of the theft or loss.

	[image: image] From three days to sixty days, you may be on the hook for unauthorized charges up to $500.

	[image: image] Wait more than sixty days and you could lose everything you have in your bank account, including overdraft protection.

	[image: image] For the present time, the banking industry has voluntarily capped all losses at $50, but who knows if this will last? There is no law requiring banks to do so.




	[image: image] If you must use debit cards, confine their use to small, routine purchases such as groceries and gas. But remember to deduct the amounts from your checkbook, and do so at the time of purchase or within minutes of making your purchases so you don’t forget.

	[image: image] Do not use debit cards to make purchases by telephone or online. Problem resolution is much more difficult if you don’t have face-to-face access to merchants.










Identity Theft



THE SCAM

It happens every day: clever scam artists manage to steal your identity, then use it to get credit cards and loans, and purchase cars and jewelry. Others will gladly use your identity to launder money, defraud the IRS, and ship money out of the country. And guess who the authorities flock to first? You guessed it: you. It’s then incumbent upon you to clear your name. And that can be an enormous headache.




Identity theft is the fastest growing crime in the USA. If somebody steals your identity, it will take at least a year with a lot of hassles to clear your name.




HOW TO SPOT THE SCAM

There are many ways, none of them good. Here are some examples: You discover thieves have been using your credit card to buy a mink coat; the Feds try to arrest you on charges of income tax evasion and money laundering; you stop receiving mail because identity thieves have forwarded your mail to their address; and the Social Security Administration accuses you of attempting to open another account under your name. All these traumas and more will snarl you in paperwork, heartache, and tears of frustration for a year or so.

HOW TO PREVENT THE SCAM

There are some very effective ways to defeat this scam:


	[image: image] One of the more common methods of identity theft is stealing mail from home mailboxes. If possible, try to receive mail at a post office box, or failing that, at a box rented from one of the commercial mail companies such as Pak Mail or Mailboxes Etc. They offer the best security for sensitive mail that contains personal identification, such as a driver’s license renewal.

	[image: image] Do not place your name on the mailbox. A street name and number is sufficient. Why make it easier for identity thieves? Once they have both your name and address, all they need is one other critical piece of information to steal your identity, such as your Social Security number or your checking account routing number.

	[image: image] Always drop outgoing mail at the post office or in those friendly blue U.S. postal boxes. Don’t leave outgoing mail in your mailbox (unless it has a lock on it) and expect it never to be stolen.

	[image: image] Don’t carry around your Social Security card, Medicare card, or any other card that contains sensitive information. As a senior you’re a tempting target for pickpockets, robbers, and purse snatchers. I realize this step is a pain in the neck, but it may prevent your identity from being stolen.

	[image: image] Minimize the number of credit cards you carry.

	[image: image] Don’t freely hand over your Social Security number to a cashier at Wal-Mart or some other store when she asks for identification. You’re not required to do so. Show her some other form of identification. And when you go to the doctor’s office, don’t surrender your Social Security number there either; they’re notorious for requesting unneeded information. Your Social Security number will be required to establish a bank or brokerage account, but not in most other instances.

	[image: image] At no time should you recite sensitive information like a credit card number over the telephone unless you’re absolutely sure of the source. I try to avoid doing this simply because you never really know whom you’re talking to on the other end of the line. Clever identity thieves have been known to represent themselves as members of organizations you know, such as your bank or credit card company. And remember, legitimate organizations don’t solicit sensitive information over the telephone.

	[image: image] Get a copy of your credit report at least annually from all three credit reporting agencies:




	[image: image] Equifax 1-800-685-1111 (http://www.equifax.com)

	[image: image] Experian 1-888-397-3742 (http://www.experian.com)

	[image: image] TransUnion 1-800-888-4213 (http://www.transunion.com)




	[image: image] Should you find information on your credit report you wish to challenge, contact all three of the credit rating agencies as well as the merchant that provided the information to them.


	[image: image] A smart policy would be to obtain a credit report once every four months from one of the three agencies. That way, you can spot discrepancies on a timely basis. You can also obtain daily updates if someone attempts to apply for credit in your name, through a fee-paid service like www.PrivacyGuard.com. Call toll-free 1-866-GuardMe (1-877-202-8828).

	[image: image] Follow the advice given in the sections of this book dealing with the Internet.

	[image: image] Balance your checking account monthly and keep close watch on all your financial transactions. Report discrepancies immediately to your bank or brokerage company.

	[image: image] Keep copies of your credit card receipts and match them against your credit card statements every month.

	[image: image] When you discard old bank statements, credit card receipts, cancelled checks, brokerage account statements, and the like, either shred or burn them. Call me paranoid, but I burn everything that contains sensitive information when I’m done with it. That way I’m sure identity thieves can’t rifle through my garbage and piece together information they can use to scam me.

	[image: image] If you receive offers of pre-approved credit or convenience checks from credit card companies, shred the letters and opt out of the consumer credit reporting industry’s marketing lists by calling 1-888-567-8688. Otherwise, adept scammers may find the applications and apply for credit cards in your name.

	[image: image] Finally, store sensitive information in a secure place in your home where thieves would never think of looking. Do not store them in places where they’re most likely to look: on the Internet (Yahoo! Briefcase, for example), on your computer, or on computer disks (unless you hide the disks).



ALSO SEE: “Fraudulent Withdrawals” “Banking Online” “Credit Counseling Services” “Bogus Web Sites” “Dangerous Spam E-mail” “Phishing for Your Credit Card Number”.
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