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  How to Use This Book



This book is organized for speed and clarity.


	Each cheat sheet focuses on a specific troubleshooting scenario or system area

	Sections are independent and can be referenced in any order

	Use the table of contents to jump directly to the issue you are diagnosing

	Apply the steps as a checklist during live troubleshooting




This format is especially useful during:


	Active support tickets

	User calls or remote sessions

	Exam review and concept reinforcement










  Who This Book Is For



This guide is written for:


	Entry-level IT professionals

	Help desk and service desk technicians

	Desktop support and junior IT roles

	Career switchers entering IT support




No advanced technical background is required.








Networking Fundamentals Troubleshooting Cheat Sheets is a concise, task-focused quick reference for diagnosing common network issues. It provides fast, practical guidance for entry-level IT and help desk professionals working with real-world connectivity, IP, DNS, routing, and wireless problems. Designed for quick lookup, this guide emphasizes logical troubleshooting steps, essential checks, and practical workflows to reduce guesswork and resolve issues efficiently.
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Purpose

Use this as a mental framework to isolate and diagnose network issues by understanding which layer of the OSI model is affected.




Key Concepts


	Layer 1 (Physical) – Cables, connectors, NICs, signal transmission

	Layer 2 (Data Link) – MAC addresses, switches, VLANs, frame errors

	Layer 3 (Network) – IP addresses, routers, subnets, routing protocols

	Layer 4 (Transport) – TCP/UDP, ports, connection state, segmentation

	Layer 5 (Session) – Dialog control, synchronization, and session checkpointing between applications

	Layer 6 (Presentation) – Encryption, compression, data formatting

	Layer 7 (Application) – HTTP, DNS, SMTP, FTP, user-facing protocols







Common Scenarios


	User can’t access internet → Check L1 (cable), L2 (switch port), L3 (IP/gateway), L7 (DNS/proxy)

	Device shows “No link” → Start at Layer 1, verify physical connections

	Ping works but web doesn’t load → Likely Layer 7 (DNS, HTTP, firewall)

	VLAN misconfiguration → Layer 2 issue affecting frame tagging







Best Practices


	Always troubleshoot bottom-up: start at Layer 1, move upward

	Use ipconfig, ping, tracert, nslookup to test different layers

	Document which layer failed to speed up future troubleshooting

	Don’t skip layers—physical issues cause higher-layer symptoms







Quick Recall


	Physical issues first, application issues last

	Each layer depends on the one below it

	Most help desk issues live at L1, L3, or L7

	Common help desk issues often involve L1 (physical), L3 (IP/routing), and L7 (application services)
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Purpose

Quickly validate IP configurations, identify subnet conflicts, and troubleshoot basic routing issues.




Key Concepts


	IPv4 Classes – Class A (1–126), B (128–191), C (192–223); 0.0.0.0/8 and 127.0.0.0/8 are reserved; classful addressing is largely obsolete, replaced by CIDR

	Private IP Ranges – 10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16

	Subnet Mask – Defines network vs. host portion (e.g., 255.255.255.0 = /24)

	Default Gateway – Router IP that forwards traffic outside the local subnet

	APIPA – 169.254.x.x indicates DHCP failure

	Loopback – 127.0.0.1 tests local TCP/IP stack







Common Scenarios


	User has 169.254.x.x address → DHCP server unreachable or offline

	Device can’t reach gateway → Wrong subnet mask or gateway IP

	Two devices same IP → IP conflict, check DHCP scope or static assignments

	Can ping gateway but not internet → DNS or routing issue beyond local network







Best Practices


	Verify IP, subnet mask, gateway, and DNS in ipconfig /all

	Use subnet calculators to confirm valid IP ranges

	Reserve static IPs outside DHCP scope to avoid conflicts

	Document IP schemes for each VLAN/subnet







Quick Recall


	APIPA = no DHCP

	Gateway must be in same subnet as device

	/24 = 255.255.255.0 (256 addresses per subnet, 254 usable hosts)

	Private IPs don’t route on public internet
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Purpose

Diagnose and resolve name resolution failures that prevent users from accessing websites or network resources.




Key Concepts


	DNS (Domain Name System) – Translates domain names to IP addresses

	DNS Cache – Local storage of recent lookups (can become stale)

	Primary/Secondary DNS – Backup servers if primary fails

	Forward Lookup – Hostname to IP (A record for IPv4, AAAA record for IPv6)

	Reverse Lookup – IP to hostname (PTR record)

	TTL (Time to Live) – How long DNS records are cached







Common Scenarios


	“Cannot resolve hostname” error → DNS server unreachable or misconfigured

	Ping by IP works, ping by name fails → DNS issue

	Intermittent access to websites → DNS timeout or server overload

	Wrong website loads → Stale DNS cache or incorrect hosts file entry







Best Practices


	Use nslookup [domain] to test DNS resolution

	Flush DNS cache with ipconfig /flushdns (Windows) or sudo dscacheutil -flushcache; sudo killall -HUP mDNSResponder (macOS)

	Check DNS server settings in network adapter properties

	Test with alternate DNS (8.8.8.8, 1.1.1.1) to isolate server issues, then revert to original settings

	Verify hosts file (C:\Windows\System32\drivers\etc\hosts) for overrides







Quick Recall


	No DNS = can’t browse by name

	Flush cache before escalating

	Test with nslookup or ping [hostname]

	Public DNS servers = quick failover test
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Purpose

Identify and resolve automatic IP assignment failures that prevent devices from joining the network.




Key Concepts


	DHCP (Dynamic Host Configuration Protocol) – Assigns IP, subnet mask, gateway, DNS automatically

	DHCP Lease – Temporary IP assignment with expiration time

	DHCP Scope – Range of IPs available for assignment

	DHCP Reservation – Ensures specific MAC address always gets same IP

	DORA Process – Discover, Offer, Request, Acknowledge (DHCP handshake)







Common Scenarios


	Device gets 169.254.x.x → DHCP server unreachable or scope exhausted

	New devices can’t connect → DHCP scope full or server offline

	IP conflict message → Duplicate static IP or reservation issue

	Slow network join → DHCP server delay or network congestion







Best Practices


	Run ipconfig /release then ipconfig /renew to force new DHCP request

	Check DHCP server logs for lease denials or errors

	Verify DHCP scope has available addresses

	Use ipconfig /all to confirm DHCP-assigned settings

	Ensure DHCP traffic (ports 67/68 UDP) isn’t blocked by firewall







Quick Recall


	APIPA = DHCP failed

	Release/renew = first troubleshooting step

	Check scope availability on server

	Reservations prevent IP conflicts for critical devices
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