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To the practitioners, architects, risk officers, security teams, recovery coordinators, and managers who work behind the scenes to keep Europe’s financial system stable.
Your work is rarely visible when things go right, but it is indispensable when things go wrong.
This book is written for those who carry responsibility when resilience is tested, decisions matter, and there is no margin for improvisation.
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All trademarks, service marks, trade names, product names, and logos referenced in this book are the property of their respective owners. Any use of third-party trademarks is for identification, educational, or explanatory purposes only and does not imply endorsement, sponsorship, or affiliation with the author or publisher.
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References in this book to Regulation (EU) 2022/2554 (Digital Operational Resilience Act - DORA), related Regulatory Technical Standards (RTS), Implementing Technical Standards (ITS), guidelines, supervisory practices, or regulatory interpretations are provided for informational purposes only.

Regulatory requirements, supervisory expectations, and enforcement practices may vary by jurisdiction and evolve over time. Nothing in this book should be construed as an official interpretation, binding guidance, or position of any supervisory authority, regulator, or European institution.
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This book does not constitute legal advice, regulatory advice, audit advice, risk advice, or any other form of professional advice. The content is provided to support understanding, operational design, and implementation planning based on the author’s professional experience.

Readers should not act or refrain from acting based on this material without seeking appropriate advice from qualified legal, regulatory, audit, risk, and technology professionals familiar with their specific circumstances.
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To the maximum extent permitted by applicable law, the author and publisher shall not be liable for any direct, indirect, incidental, consequential, special, exemplary, or punitive damages arising out
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Willy Danenberg is a senior consultant, trainer, and author specializing in operational resilience, complex IT infrastructures, cybersecurity, and regulatory governance. With decades of experience in highly regulated environments, particularly in the financial sector, he supports organizations in translating regulations such as DORA, GDPR, NIS2, and ISO 27001 into concrete, auditable operations. His work combines technical depth, governance design, and a strong focus on supervisory and legal reality.
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I have spent decades helping financial institutions across Europe design, implement, and defend complex technology risk, resilience, and recovery programmes. When DORA was published in 2022, it was immediately clear that this regulation was fundamentally different from those that came before it.

DORA is not about documentation. It is not about minimum compliance. And it is not another framework that can be delegated to a single function and revisited once a year. DORA represents a structural shift: digital disruption, data corruption, and technology failure are now treated as systemic risks, on par with credit, liquidity, and market risk. That changes everything.

Too many organisations initially approached DORA with a familiar mindset: identify the articles, write policies, document controls, and aim for the lowest acceptable effort. That approach may have worked for earlier regulatory initiatives, but under DORA it fails quickly and visibly. Supervisors no longer ask only whether controls exist. They ask whether they work, how decisions are taken under stress, how correctness is assured, and what has improved since the last incident.

I previously wrote EU DORA Made Simple to help organisations understand what DORA is and why it matters. Very quickly, however, it became clear that a second book was necessary. I could not find a single resource that combined regulatory precision with operational reality: one that connected governance, policies, checklists, calendars, evidence, decision authority, training, automation, and supervisory defence into a single, coherent operating model.

This book is that manual.

It is built from real implementation experience: policies that survived supervisory scrutiny, recovery models that worked in complex multi-system and multi-party environments, evidence packs that satisfied inspectors in days rather than months, and governance structures that protected management bodies when decisions were challenged after the fact. It also reflects hard lessons learned from incidents where recovery was technically successful but operationally wrong.

My objective is not to make DORA sound easy. It is to make it executable.

If this book helps you move from reactive compliance to structured resilience, from uncertainty to defensible decision-making, and from repeated findings to measurable improvement, then it has achieved its purpose.

Willy Danenberg

Praise for this book
“This is the most operationally credible interpretation of DORA I have seen to date. It does not stop at explaining regulatory intent, but shows in detail how supervisors assess execution, decision-making, and evidence in real inspections and real incidents.”
“A rare and much-needed combination of regulatory precision and practical execution. This book translates DORA into a coherent operating model that can be implemented, defended, and sustained over time.”

“If you are accountable for ICT risk, operational resilience, or recovery under DORA, this book is not optional reading. It is a complete playbook for surviving both incidents and supervisory scrutiny.”

“What makes this book stand out is its realism. It openly addresses failure modes, governance breakdowns, and decision pressure exactly as they occur in real-life crises, rather than presenting an idealised compliance narrative.”

“This is the book regulators implicitly assume you have already read when they start asking detailed questions about recovery, data integrity, and decision authority.”

“Finally, a DORA reference that speaks the language of practitioners who must execute controls under stress, rather than only the language of legal interpretation or abstract frameworks.”

“The annexes alone are worth the price of the book. They provide concrete structures, calendars, and governance mechanisms that most institutions struggle to design correctly on their own.”

“This book succeeds where many others fail: it clearly connects board-level accountability with operational and technical execution, making governance expectations explicit and defensible.”

“A true masterclass in operational resilience under DORA. It shows not only how to comply on paper, but how to act, decide, and document correctly when things go wrong.”

“Where other books explain what DORA requires, this one explains how to actually run a financial institution in a DORA-compliant way, day after day.”

“The focus on decision authority, evidence discipline, and continuous improvement reflects exactly how supervisors evaluate maturity today, rather than how institutions wish they would.”

“An essential reference for banks, insurers, payment institutions, and financial market infrastructures operating in complex, multi-system and multi-party environments.”

“This book will save organisations months of trial-and-error by exposing common pitfalls early and providing proven structures that prevent costly mistakes during incidents.”

“Clear, structured, and uncompromising in its logic, this book sets a new benchmark for what serious DORA implementation guidance should look like.”
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The author offers specialised consulting services, in-person training, and complete online training programs with certificates of attendance. 

These training services help all stakeholders demonstrate, during audits, that awareness and knowledge are not only defined in policies but are actively embedded in the company’s learning and development processes, fully documented, and aligned with EU DORA compliance requirements.

For confidential enquiries contact Willy DANENBERG via his Linkedin page here: 

https://www.linkedin.com/in/willydanenberg/ 

All services are provided independently and do not constitute endorsement of this publication.

You can also go to the author’s web site  www.BigBigBrain.com for more information and online training on EU DORA
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PART I - DORA AS AN OPERATIONAL REGULATION
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This part establishes DORA not as a legal text to be interpreted in isolation, but as an operational regulation that reshapes how financial institutions are governed, managed, and run daily. It explains why DORA moves regulatory compliance away from static policies and periodic reporting toward continuous execution, evidence, and decision-making under uncertainty. The focus is on translating legal obligations into operational controls, roles, and routines that function during normal operations as well as during crises. This part clarifies the shift from system-centric thinking to service-centric resilience and highlights the central role of the management body in operational outcomes. It introduces the concepts of accountability, decision authority, and evidentiary discipline as regulatory requirements rather than best practices. Attention is given to the interaction between governance, technology, and human decision-making. The part also explains why traditional compliance approaches fail under DORA and how operational failures quickly become governance failures. It sets the foundation for understanding alerts, incidents, recovery, learning loops, and continuous improvement as inseparable elements of compliance. Finally, it positions DORA as a baseline expectation for resilience maturity rather than an end state, preparing the reader for the detailed operational frameworks that follow.
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Chapter 1: DORA’s Legal Logic - From Regulation to Daily Operations
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1.1 Introduction: Why DORA Is Not a Traditional Regulation

The Digital Operational Resilience Act (DORA) represents a fundamental shift in how the European Union regulates operational risk in the financial sector. Unlike earlier regulatory instruments that focused primarily on capital adequacy, reporting obligations, or high-level governance principles, DORA targets the operational reality of financial entities. It does not merely prescribe what institutions should have, but implicitly defines what they must do, how often they must do it, and how they must prove that it has been done.

This distinction is critical. Many regulatory failures observed in the past decade did not arise from the absence of policies, frameworks, or stated intentions. They arose from the absence of execution, traceability, and demonstrable control over day-to-day operations. DORA is a response to that gap.

The Regulation does not explicitly mandate checklists, logs, calendars, or task execution models. However, when its articles are read carefully, particularly considering supervisory practice and enforcement logic, it becomes clear that these operational instruments are not optional. They are the only realistic way to satisfy the obligations imposed on management bodies and financial entities.

This chapter explains the legal logic of DORA and demonstrates why compliance inevitably requires the transformation of regulatory text into structured daily, monthly, quarterly, and annual operational activities.

1.2 DORA’s Position in the EU Regulatory Landscape

DORA is a Regulation, not a Directive. This has immediate and far-reaching consequences.

A Regulation is directly applicable in all Member States without the need for national transposition. Its obligations apply uniformly across jurisdictions, regardless of differences in national supervisory cultures or legal traditions. Financial entities cannot wait for national implementing laws to clarify expectations. The expectations already exist.

DORA also sits at the intersection of multiple regulatory domains:

	prudential supervision

	ICT risk management

	cybersecurity and operational resilience

	governance and management accountability

	third-party and outsourcing risk


Unlike sector-specific technical standards, DORA explicitly targets the management body and assigns ultimate responsibility for ICT risk and operational resilience at the highest level of the organisation. This is not a technical regulation addressed to IT departments. It is a governance regulation enforced through operational evidence.

1.3 The Core Legal Mechanism of DORA

To understand why DORA requires operational systems, it is necessary to understand how the Regulation creates obligations.

DORA operates through four cumulative legal mechanisms:

	explicit obligations

	implicit obligations

	evidentiary obligations

	accountability obligations


Each of these mechanisms reinforces the others.

Explicit obligations are those clearly stated in the text, such as the requirement to establish an ICT risk management framework or to report major ICT-related incidents. Implicit obligations arise from the way these requirements must be fulfilled in practice. Evidentiary obligations concern the need to demonstrate compliance to competent authorities. Accountability obligations assign responsibility for failures, omissions, or deficiencies.

The Regulation does not prescribe tools, but it prescribes outcomes and accountability. Tools become legally necessary when they are the only reasonable way to achieve and demonstrate those outcomes.

1.4 Why High-Level Compliance Is Insufficient

A recurring mistake made by financial entities is to treat DORA as a documentation exercise. Policies are updated, frameworks are renamed, and governance structures are described in greater detail. While these steps are necessary, they are not sufficient.

Supervisory authorities do not assess compliance by reading policy statements alone. They assess whether:

	activities actually take place

	responsibilities are clearly assigned

	actions are performed consistently

	deviations are detected and corrected

	evidence is retained and accessible


A policy that states that incidents must be classified is not evidence that incidents are classified. A framework that describes escalation paths is not evidence that escalation occurred. A board-approved strategy is not evidence that controls were implemented or tested.

DORA closes the gap between intention and execution by making management bodies responsible not only for defining frameworks, but also for ensuring their effective implementation and ongoing operation.

1.5 Management Body Responsibility and Operational Reality

One of the most significant aspects of DORA is its treatment of the management body. The Regulation assigns ultimate responsibility for ICT risk management and operational resilience to the management body of the financial entity.

This responsibility cannot be satisfied through delegation alone. While tasks may be delegated, accountability cannot. As a result, management bodies must ensure that:

	operational activities are defined

	roles are clearly assigned

	execution is verifiable

	reporting is accurate and timely


This creates a direct link between legal responsibility and operational execution. If a task is required, someone must perform it. If it is performed, it must be documented. If it is documented, it must be reviewable.

From this logic flows the necessity of structured operational instruments such as checklists, logs, and calendars.

1.6 The Implied Requirement for Repeatability

DORA does not regulate one-off actions. It regulates ongoing resilience.

Risk assessments must be updated, not just performed once. Controls must be tested, not just designed. Incidents must be classified consistently, not ad hoc. Third-party risks must be monitored continuously, not only at onboarding.

Repeatability is therefore a core regulatory expectation. Repeatability cannot be achieved through informal processes or ad hoc decision-making. It requires:

	predefined activities

	consistent execution criteria

	standardised evidence collection


Checklists provide repeatability. Logs provide traceability. Calendars provide continuity.

Without these elements, compliance becomes person-dependent, memory-based, and fragile. Such an approach is incompatible with DORA’s expectations.

1.7 Evidence as a First-Class Regulatory Requirement

Although DORA does not use the word “evidence” extensively, the Regulation is evidence-driven by design.

Competent authorities are empowered to:

	request information

	conduct inspections

	assess compliance

	impose corrective measures and sanctions


In each of these situations, the burden of proof lies with the financial entity. Assertions are not sufficient. Evidence is required.

Evidence must meet several criteria:

	it must exist

	it must be reliable

	it must be timely

	it must be attributable

	it must be retained


Operational evidence cannot be reconstructed retroactively without significant risk. It must be generated as a by-product of normal operations. This is only possible when operational activities are formally defined and systematically recorded.

1.8 From Legal Text to Operational Tasks

A critical transition must take place for DORA compliance to be effective: the translation of legal obligations into operational tasks.

This translation involves several steps:

	identifying the obligation

	determining what action satisfies it

	defining how often the action must occur

	assigning who performs the action

	determining what evidence proves completion


For example, the obligation to manage ICT risks is not a single task. It decomposes into multiple recurring activities such as risk identification, assessment, mitigation, monitoring, and reporting. Each of these activities requires execution and evidence.

DORA does not provide this decomposition. Financial entities must perform it themselves. This book provides a structured approach to that decomposition.

1.9 The Necessity of Operational Granularity

One of the most common sources of regulatory findings is insufficient granularity. Controls are defined too broadly, responsibilities are assigned too vaguely, and evidence is too high-level.

Statements such as “ICT risks are monitored regularly” are meaningless in a supervisory context unless they are supported by answers to specific questions:

	monitored by whom

	monitored how

	monitored how often

	based on which inputs

	producing which outputs


Operational granularity is not bureaucracy. It is the only way to make accountability real.

Granularity does not mean excessive complexity. It means clarity. Clear tasks, clear roles, clear outputs.

1.10 Why Informal Processes Fail Under DORA

Many financial entities rely on informal processes that work as long as experienced individuals are present. Knowledge is shared verbally, decisions are made in meetings without formal records, and actions are tracked through emails or personal notes.

DORA renders this model obsolete.

Informal processes fail under DORA because:

	they are not auditable

	they are not repeatable

	they are not resilient to staff changes

	they cannot support management accountability


Operational resilience requires institutional memory, not individual memory. That memory must be embedded in systems, logs, and structured processes.

1.11 The Supervisory Perspective

From a supervisory perspective, DORA simplifies assessments by focusing on outcomes and evidence.

Supervisors do not need to judge whether a framework is theoretically sound. They assess whether:

	required activities are defined

	activities are executed

	execution is evidenced

	deficiencies are corrected


This perspective explains why institutions that invest heavily in documentation but neglect operationalisation often receives severe findings. The absence of logs, inconsistent execution, and unclear responsibilities are interpreted as governance failures, not technical oversights.

1.12 The Foundation for the Rest of the Book

This chapter establishes the foundational logic that underpins the rest of the book.

DORA is not satisfied by policies alone. It requires operational systems that transform regulatory obligations into daily practice. These systems must be structured, repeatable, evidence-based, and aligned with clear role attribution.

The following chapters will build on this foundation by introducing:

	a role model that makes execution explicit

	a policy framework that anchors operations

	checklists that define required actions

	logs that capture evidence

	calendars that ensure continuity

	corrective and preventive actions that close gaps


Together, these elements form an integrated operational compliance system aligned with the legal logic of DORA.
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Chapter 2: Management Accountability, Evidence and the Burden of Proof
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2.1 Introduction: Accountability as the Core of DORA

One of the defining characteristics of the Digital Operational Resilience Act is its explicit focus on accountability at the highest level of the financial entity. DORA does not treat operational resilience as a technical concern delegated to specialists. It treats it as a governance obligation for which the management body is ultimately responsible.

This chapter explains how DORA reshapes accountability, why evidence becomes a legal necessity, and how the burden of proof operates in practice during supervisory reviews, investigations, and enforcement actions.

Understanding this logic is essential. Without it, financial entities risk designing compliance mechanisms that appear robust internally but collapse under external scrutiny.

2.2 The Management Body under DORA

DORA assigns ultimate responsibility for ICT risk management and digital operational resilience to the management body of the financial entity. This responsibility is not symbolic. It is operational and enforceable.

The management body is expected to:

	approve the ICT risk management framework

	oversee its implementation

	ensure its effectiveness

	remain accountable for failures


This responsibility applies regardless of the internal organisational structure. Whether tasks are delegated to committees, executives, or external providers, accountability remains with the management body.

This creates a legal asymmetry that many institutions underestimate: execution can be delegated, accountability cannot.

2.3 Accountability versus Responsibility

A recurring source of confusion in organisations is the distinction between responsibility and accountability.

Responsibility refers to the obligation to ensure that an activity is carried out. Accountability refers to being answerable for the outcome, including failures and omissions.

DORA makes this distinction explicit by holding the management body accountable even when it is not directly responsible for execution. This has two immediate consequences:

	management bodies must ensure that responsibilities are clearly assigned

	they must verify that execution takes place


Approving a framework without verifying its operation is insufficient. Oversight without evidence is not oversight in the regulatory sense.

2.4 The Legal Meaning of Oversight

Oversight under DORA is not passive. It is active and demonstrable.

Effective oversight requires that the management body:

	receives structured information

	reviews it regularly

	challenges deficiencies

	ensures remediation


Supervisors do not accept claims of oversight without proof. Board minutes, reports, dashboards, and follow-up actions become legal artefacts.

Oversight that exists only in principle, or that cannot be evidenced, is treated as non-existent.

2.5 The Burden of Proof in Supervisory Contexts

In DORA enforcement, the burden of proof lies with the financial entity.

When a supervisor asks whether an obligation has been fulfilled, the entity must demonstrate compliance. It is not sufficient to argue that an activity was likely performed or that it is standard practice.

Proof must be provided in the form of:

	records

	logs

	reports

	approvals

	timestamps


If evidence cannot be produced, supervisors will typically assume that the activity did not take place, regardless of internal assurances.

This approach is consistent across EU supervisory practice and mirrors the enforcement logic applied under other regulations such as GDPR.

2.6 Evidence as a Legal Shield

Operational evidence serves not only supervisory purposes but also protects management bodies and senior executives.

In the event of a major ICT incident, supervisory investigation, or legal dispute, evidence allows management to demonstrate that:

	obligations were understood

	controls were designed

	actions were taken

	decisions were reasonable


Without evidence, intent and diligence cannot be demonstrated. This exposes managers to regulatory, civil, and potentially criminal liability, depending on national law.

Evidence does not eliminate risk, but it significantly reduces personal exposure by showing that reasonable measures were taken.

2.7 The Difference between Documentation and Evidence

Documentation and evidence are not the same.

Documentation describes how things should work. Evidence demonstrates how they actually worked.

Examples of documentation include:

	policies

	procedures

	frameworks


Examples of evidence include:

	completed checklists

	execution logs

	test results

	incident records


DORA requires both, but it is evidence that determines compliance in practice.

A well-written policy without corresponding evidence is treated as a control failure.

2.8 Why After-the-Fact Evidence Is Not Credible

A common reaction to supervisory findings is to attempt to reconstruct evidence after the fact. This approach is risky and often ineffective.

After-the-fact evidence suffers from several weaknesses:

	lack of contemporaneity

	absence of timestamps

	missing attribution

	inconsistent formats


Supervisors are trained to detect reconstructed evidence. When they do, trust erodes quickly, and scrutiny intensifies.

Operational evidence must be generated as part of normal activities, not created retrospectively in response to an inspection.

2.9 Accountability in the Context of Incidents

Accountability becomes most visible during ICT-related incidents.

When a major incident occurs, supervisors focus on questions such as:

	when was the incident detected

	how was it classified

	who decided on escalation

	when was management informed

	when was the supervisor notified


Each of these questions requires precise answers supported by evidence.

Gaps in evidence are interpreted as gaps in governance. Delays or inconsistencies are interpreted as failures of oversight.

2.10 Accountability and Third-Party Risk

DORA explicitly states that outsourcing does not transfer responsibility.

Management bodies remain accountable for:

	third-party risk assessments

	contractual safeguards

	ongoing monitoring

	exit strategies


When incidents originate from third-party providers, supervisors examine whether management exercised effective oversight.

Claims that a provider failed are not sufficient. Management must demonstrate that risks were identified, monitored, and mitigated to a reasonable extent.

2.11 The Link between Accountability and Operational Design

Accountability cannot be fulfilled without operational clarity.

Management bodies cannot oversee what is not defined. They cannot challenge what is not measured. They cannot remediate what is not recorded.

This creates a direct link between accountability and the design of operational systems. Roles must be explicit, activities must be defined, and evidence must be structured.

This logic leads naturally to the need for a role model that distinguishes execution from oversight, which will be addressed later through the PRACI framework.

2.12 Accountability over Time

DORA compliance is not static. Accountability persists over time.

Management bodies must ensure that:

	controls remain effective

	risks evolve are addressed

	lessons learned are incorporated

	improvements are implemented


This requires longitudinal evidence, not snapshots.

Logs, calendars, and trend analyses become essential tools for demonstrating sustained oversight rather than one-off compliance efforts.

2.13 Supervisory Consequences of Weak Accountability

Weak accountability typically leads to one or more of the following supervisory outcomes:

	formal findings

	remediation plans

	increased supervisory intensity

	administrative sanctions


In severe cases, failures of accountability may contribute to decisions to remove or restrict management mandates under national law.

These consequences are rarely triggered by single technical failures. They arise from patterns of weak oversight and missing evidence.

2.14 Preparing the Ground for Operational Models

This chapter has established that accountability under DORA is inseparable from evidence and operational execution.

The following chapter will build on this conclusion by examining how accountability obligations translate into the need for structured operational instruments and why informal or ad hoc approaches are insufficient.

From this point forward, the book will progressively move from legal logic to concrete operational design.
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Chapter 3: Why Checklists, Logs and Calendars Are Legally Implied under DORA
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3.1 Introduction: The Myth of Optional Operational Tools

The Digital Operational Resilience Act does not explicitly mandate the use of checklists, logs, or calendars. This has led some financial entities to conclude that such tools are optional or merely best practice. This interpretation is incorrect.

DORA regulates outcomes, accountability, and evidence. When these elements are examined together, it becomes clear that structured operational tools are not discretionary. They are legally implied by the obligations imposed on financial entities and their management bodies.

This chapter explains why checklists, logs, and calendars emerge as unavoidable instruments of compliance once DORA is applied in practice.

3.2 Explicit Obligations and Implicit Execution Requirements

DORA contains numerous explicit obligations, such as the requirement to identify ICT risks, classify incidents, test resilience, and oversee third-party providers. What the Regulation does not do is prescribe how these obligations must be executed operationally.

However, every explicit obligation implies an execution requirement. Execution requires structure.

For example, an obligation to perform regular risk assessments implies that:

	the scope of assessment is defined

	assessment criteria are consistent

	execution is repeatable

	results are recorded

	deviations are addressed


Without structured tools, these implied requirements cannot be met in a reliable or defensible manner.

3.3 The Legal Concept of Reasonableness

Supervisory and judicial assessments under DORA are based on the concept of reasonableness.

Authorities do not ask whether an institution followed a specific methodology. They ask whether a reasonably prudent and diligent financial entity would have implemented appropriate measures to meet its obligations.

In practice, a failure to use basic operational tools such as checklists and logs is increasingly viewed as unreasonable, particularly in complex and regulated environments.

When an institution cannot explain how it ensures consistency, completeness, and traceability, supervisors infer deficiencies in governance and control.

3.4 Why Verbal Assurance Is Insufficient

Verbal explanations play no role in formal compliance assessments.

Statements such as:

	this is how we usually do it

	our teams are experienced

	issues are handled pragmatically


carry no evidentiary value.

DORA enforcement relies on documented proof. Supervisors cannot rely on institutional memory, individual expertise, or informal practices. They rely on records.

Checklists, logs, and calendars transform verbal assurances into verifiable facts.

3.5 Checklists as Proof of Completeness

Checklists serve a specific legal function: they demonstrate completeness.

A completed checklist shows that:

	all required steps were considered

	no mandatory activity was omitted

	execution followed a predefined standard


In the absence of a checklist, it is impossible to demonstrate that nothing was forgotten. Supervisors do not accept assumptions of completeness.

Checklists are therefore not administrative conveniences. They are legal instruments that protect the institution by proving systematic execution.

3.6 Logs as Proof of Execution

Logs serve a different legal function: they demonstrate execution.

A log records that an activity took place, when it took place, who performed it, and what the outcome was.

Logs answer the most critical supervisory questions:

	did the activity occur

	who executed it

	when was it executed

	what was the result


Without logs, institutions cannot prove that obligations were fulfilled. In supervisory logic, absence of evidence equals absence of execution.

3.7 Calendars as Proof of Continuity

Calendars address a third regulatory requirement: continuity.

DORA obligations are recurring. Risk assessments must be updated. Controls must be tested regularly. Training must be repeated. Reporting cycles must be respected.

A calendar demonstrates that activities are not performed randomly or opportunistically, but as part of a controlled and continuous compliance process.

Calendars show that:

	obligations are scheduled

	responsibilities are anticipated

	deadlines are managed

	compliance is sustainable over time


Without calendars, compliance becomes reactive and fragile.

3.8 The Interdependence of Checklists, Logs and Calendars

Checklists, logs, and calendars are not independent tools. They form an integrated system.

	calendars define when activities occur

	checklists define what must be done

	logs capture that it was done


Removing any one of these elements weakens the entire compliance structure.

For example, a checklist without a log cannot prove execution. A log without a checklist cannot prove completeness. Activities without a calendar cannot prove continuity.

DORA compliance requires all three.

3.9 Supervisory Expectations in Practice

In supervisory inspections, authorities rarely ask whether an institution uses checklists or logs explicitly. Instead, they ask questions that implicitly require them.

Typical questions include:

	how do you ensure that all required steps are performed

	how do you demonstrate that this activity took place

	how do you ensure this is done regularly


Institutions that cannot produce structured artefacts struggle to answer these questions convincingly.

Over time, supervisors increasingly expect such artefacts to exist as a matter of course.

3.10 The Risk of Over-Reliance on Frameworks

Frameworks and models are useful, but they do not substitute for operational execution.

An institution may adopt recognised frameworks and still fail to comply with DORA if execution is inconsistent or undocumented.

Frameworks describe intent. Checklists, logs, and calendars demonstrate reality.

DORA enforcement focuses on reality.

3.11 Operational Tools as Risk Mitigation

Beyond compliance, structured operational tools reduce operational risk.

They:

	reduce dependency on individuals

	prevent omissions

	support onboarding and training

	improve incident response

	enable continuous improvement


DORA aligns regulatory compliance with sound operational practice. Institutions that resist operationalisation often incur higher risk and greater regulatory exposure.

3.12 The Cost of Not Using Operational Tools

The absence of structured operational tools typically leads to:

	inconsistent execution

	missing evidence

	delayed responses

	increased supervisory findings

	higher remediation costs


In contrast, the effort required to implement checklists, logs, and calendars is modest compared to the cost of remediation after a negative supervisory assessment.

3.13 Preparing for Corrective and Preventive Actions

DORA explicitly empowers authorities to require corrective measures. Preventive actions are implicitly expected as part of sound governance.

Corrective and preventive actions cannot be managed effectively without structured tracking mechanisms.

Checklists define what must be corrected. Logs record remediation. Calendars ensure follow-up.

This creates a closed control loop that supervisors view positively.

3.14 From Legal Implication to Operational Necessity

This chapter demonstrates that operational tools are not optional enhancements. They are legally implied by DORA’s structure and enforcement logic.

Institutions that fail to operationalise DORA expose themselves to supervisory findings, remediation obligations, and potential sanctions, even if their documentation appears robust.

The next chapter will examine how these tools support corrective and preventive actions and why CAPA is a central concept in sustainable DORA compliance.
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Chapter 4: Corrective and Preventive Actions under EU DORA
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4.1 Introduction: Why DORA Is Fundamentally About Correction and Prevention

At its core, the Digital Operational Resilience Act is not designed to create a static state of compliance. It is designed to force continuous improvement in the way financial entities manage ICT risk and operational resilience. This objective is reflected throughout the Regulation, not through the repeated use of the terms “corrective” and “preventive”, but through the structure of the obligations themselves.

DORA assumes that failures, weaknesses, incidents, and deficiencies will occur. What it regulates is not the absence of problems, but the ability of an institution to detect them, correct them, prevent their recurrence, and demonstrate that this cycle is embedded into its governance and operations.

Corrective and preventive actions, commonly referred to as CAPA, are therefore not an optional best practice borrowed from quality management disciplines. They are a legal necessity implied by the Regulation’s emphasis on resilience, accountability, and continuous oversight.

4.2 CAPA as an Implied Regulatory Requirement

Although DORA does not define a standalone CAPA framework, the requirement to take corrective and preventive actions is embedded in multiple articles.

When the Regulation requires financial entities to address deficiencies, remedy weaknesses, improve controls, or enhance resilience, it is implicitly mandating a structured approach to correction and prevention. This obligation applies regardless of whether the trigger is an internal assessment, an audit finding, a supervisory inspection, a test result, or an actual incident.

The absence of a formal CAPA mechanism creates a compliance gap. Without such a mechanism, institutions may identify issues but fail to address them systematically, track remediation, or ensure that lessons learned are translated into lasting improvements.

Supervisors interpret repeated findings, recurring incidents, or unchanged weaknesses as evidence that corrective and preventive mechanisms are ineffective or non-existent.

4.3 The Difference between Correction and Prevention

Corrective and preventive actions serve different but complementary purposes.

Corrective actions address identified issues. They respond to something that has already gone wrong, whether it is a control failure, a process breakdown, or a deviation from expected performance. The objective of corrective action is to restore compliance or functionality.

Preventive actions, by contrast, aim to reduce the likelihood of future issues. They are forward-looking and often triggered by analysis rather than failure. Preventive actions may arise from trend analysis, near misses, testing results, or changes in the risk landscape.

DORA expects both. An institution that only reacts to incidents without strengthening its controls is not resilient. An institution that designs preventive measures but fails to correct known deficiencies is not credible.

4.4 CAPA and Management Accountability

The importance of CAPA under DORA is closely linked to management accountability.

Management bodies are required not only to oversee risk management frameworks but also to ensure their effectiveness over time. Effectiveness cannot be demonstrated if identified weaknesses persist without resolution.

From a supervisory perspective, CAPA provides insight into how seriously management treats its responsibilities. The way corrective and preventive actions are defined, prioritised, implemented, and monitored reveals whether governance is active or merely formal.

A robust CAPA process demonstrates that management does not tolerate unresolved issues, that it allocates resources to remediation, and that it monitors outcomes rather than intentions.

4.5 CAPA as a Structured Process

To meet DORA expectations, corrective and preventive actions must follow a structured process rather than an ad hoc approach.

This process typically begins with the identification of an issue. The source of identification is not limited to incidents. Issues may arise from risk assessments, testing exercises, internal audits, external audits, supervisory findings, or operational metrics.

Once identified, the issue must be analysed to determine its root cause. Without root cause analysis, corrective actions risk addressing symptoms rather than underlying problems.

Based on this analysis, actions are defined. These actions must be specific, measurable, and time bound. Vague commitments to improvement are not sufficient.

Responsibilities must then be assigned. Under DORA, it must be clear who performs the corrective action, who is responsible for its completion, and who is accountable for ensuring that it is effective.

Finally, completion and effectiveness must be verified. This step is often neglected but is critical. Closing an action without verifying its impact undermines the entire CAPA process.

4.6 The Role of Evidence in CAPA

Corrective and preventive actions are only credible if they are evidenced.

Evidence demonstrates that:

	the issue was formally recognised

	an action was defined

	execution took place

	outcomes were verified


This evidence must be retained and be accessible. Supervisors frequently request CAPA records to assess how institutions respond to weaknesses.

Incomplete, inconsistent, or informal CAPA records are treated as indicators of weak governance. Conversely, well-maintained CAPA logs are often viewed as mitigating factors, even when incidents have occurred.

4.7 CAPA Triggers under DORA

DORA creates multiple triggers for corrective and preventive actions, even when they are not labelled as such.

Examples include:

	identification of ICT risks that exceed tolerance levels

	deficiencies identified during testing of digital operational resilience

	weaknesses revealed by incidents or near misses

	findings from internal or external audits

	observations from competent authorities


Each of these triggers requires a structured response. Ignoring them, delaying action, or treating them informally increases regulatory exposure.

4.8 CAPA and Proportionality

DORA recognises the principle of proportionality, but proportionality does not mean informality.

Corrective and preventive actions must be proportionate to the nature, scale, and complexity of the financial entity and the severity of the issue. However, even minor issues require traceable handling.

Supervisors do not expect identical CAPA mechanisms across all institutions, but they do expect consistency, clarity, and traceability within each institution.

4.9 CAPA and Repeated Failures

Repeated failures are one of the strongest indicators of ineffective CAPA.

When similar issues recur over time, supervisors conclude that either corrective actions were insufficient or preventive actions were absent. In such cases, enforcement measures escalate quickly.

DORA’s focus on resilience means that learning from experience is not optional. Institutions must demonstrate that incidents lead to lasting improvements.

4.10 Integration of CAPA into Daily Operations

For CAPA to be effective under DORA, it cannot exist as a standalone process managed in isolation. It must be integrated into daily operations.

This integration is achieved through:

	checklists that include CAPA verification steps

	logs that track actions and outcomes

	calendars that ensure follow-up and review


When CAPA is embedded into operational routines, it becomes part of how the institution functions rather than an exceptional activity.

4.11 CAPA as a Supervisory Dialogue Tool

Corrective and preventive actions also play a critical role in supervisory dialogue.

Institutions that can clearly explain how issues were identified, addressed, and prevented from recurring are better positioned in discussions with supervisors. CAPA records provide a factual basis for these discussions and reduce reliance on subjective explanations.

In contrast, institutions that lack structured CAPA mechanisms often struggle to respond to supervisory questions and are perceived as reactive rather than resilient.

4.12 CAPA and Cultural Impact

Beyond formal compliance, CAPA influences organisational culture.

A mature CAPA process encourages transparency, accountability, and learning. It discourages blame-shifting and concealment of issues. DORA implicitly promotes such a culture by linking governance effectiveness to operational outcomes.

Institutions that embrace CAPA as a core management tool tend to perform better not only in regulatory assessments but also in operational resilience.

4.13 CAPA as a Foundation for the Operational Model

This chapter concludes the foundational part of the book.

It establishes that corrective and preventive actions are not an optional overlay but a central mechanism through which DORA’s objectives are achieved. CAPA connects detection, execution, evidence, and accountability into a continuous loop.

The next part of the book will build on this foundation by introducing the PRACI model, which makes execution explicit and assigns clear roles for performing, overseeing, and being accountable for the actions required under DORA.
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PART II - PRACI: ROLES, EXECUTION AND ACCOUNTABILITY
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This part introduces PRACI as the operational role model required to make DORA enforceable in practice, extending traditional RACI approaches by explicitly identifying the Performer who executes controls and actions. It explains why DORA implicitly requires clarity not only on responsibility and accountability, but on who actually performs activities and produces evidence. The part shows how unclear roles are a primary cause of control failure, delayed decisions, and liability exposure during incidents. It details how PRACI aligns governance, operational execution, and decision authority across ICT, risk, compliance, and business functions. Particular emphasis is placed on accountability under stress, where decisions must be taken quickly, documented, and defensible. The part demonstrates how PRACI supports segregation of duties while still enabling effective crisis response. It also explains how PRACI underpins training requirements, escalation paths, and inspection consistency. By linking roles directly to checklists, logs, and decision records, this part positions PRACI as the backbone of operational resilience governance. It clarifies how PRACI transforms abstract responsibilities into executable obligations. Finally, it establishes PRACI as a key mechanism for protecting both the institution and its management under EU DORA.
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Chapter 5: The PRACI Model Explained - Why the Performer Is a Regulatory Necessity under DORA
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5.1 Introduction: Why Role Models Fail under Operational Regulations

Traditional governance models used in financial institutions were designed for environments where compliance could largely be demonstrated through policies, approvals, and reporting lines. In such environments, it was often sufficient to show that responsibilities were assigned and that accountability rested at the appropriate hierarchical level. Execution was assumed to follow naturally.

The Digital Operational Resilience Act fundamentally breaks with this assumption. DORA is an operational regulation. It regulates what must actually happen inside the organisation on a recurring basis. As a result, any role model that fails to make execution explicit is structurally incompatible with DORA.

This chapter introduces the PRACI model as an extension of the classic RACI framework and explains why the explicit identification of the Performer is not a methodological preference, but a regulatory necessity.

5.2 The Limits of Classic RACI in a DORA Context

The RACI model has long been used to clarify roles in projects and processes by distinguishing between Responsible, Accountable, Consulted, and Informed parties. While useful for high-level coordination, RACI suffers from a critical weakness when applied to operational resilience and regulatory compliance.

In many RACI matrices, the Responsible role is ambiguously defined. It is often assigned to a function, a department, or a committee rather than a concrete actor. Responsibility becomes collective and abstract, while execution remains implicit.

Under DORA, this ambiguity is no longer acceptable. Supervisors do not assess whether a department was responsible. They assess whether a task was performed, by whom, when, and with what result. A role model that does not explicitly identify who executed an action cannot support this assessment.

5.3 Execution as the Missing Link in Compliance Failures

A significant proportion of regulatory findings across the European financial sector stem from failures of execution rather than failures of intent or design. Policies exist, frameworks are approved, and responsibilities are assigned, yet required actions are not performed consistently or at all.

DORA directly targets this gap by shifting attention from organisational intent to operational reality. It requires financial entities to demonstrate that controls are not only defined but actively operated.

This requirement exposes the structural weakness of role models that conflate responsibility with execution. Being responsible for an activity does not mean performing it. Under DORA, this distinction becomes legally relevant.

5.4 Defining the PRACI Model

The PRACI model extends RACI by introducing an explicit Performer role. Each element of PRACI serves a distinct function in operational compliance.

Performer is the individual or team that actually executes the task. This is the actor who runs the test, performs the assessment, classifies the incident, updates the register, or produces the report.

Responsible is the role that ensures the task is completed. Responsibility involves coordination, supervision, and follow-up but does not necessarily imply execution.

Accountable is the role that ultimately answers for the outcome. Under DORA, accountability invariably resides with senior management and the management body.

Consulted refers to roles that provide expertise or input necessary for correct execution, such as risk management, legal, or information security.

Informed refers to roles that must be kept aware of outcomes, decisions, or issues, typically for oversight or escalation purposes.

By separating Performer from Responsible, PRACI introduces operational clarity that is essential under DORA.

5.5 Why DORA Implicitly Requires a Performer

DORA repeatedly uses language that implies concrete action. Obligations to identify, monitor, test, report, assess, and review are not abstract concepts. They describe activities that must be carried out by someone.

For example, an obligation to classify ICT-related incidents requires that an individual or team actually applies classification criteria to a real event. An obligation to test digital operational resilience requires that someone runs a test, observes results, and documents outcomes.

Without an explicitly identified Performer, these obligations cannot be fulfilled in a verifiable manner. Responsibility without execution produces no evidence. Accountability without execution produces liability.

This is why the Performer role is not an optional enhancement but a logical consequence of DORA’s structure.

5.6 The Performer and the Burden of Proof

As established earlier in the book, the burden of proof under DORA lies with the financial entity. Proof requires evidence, and evidence requires execution.

The Performer is the source of operational evidence. Logs, checklists, reports, and records all originate from execution activities performed by identified actors.

When supervisors ask who performed a given activity, vague answers such as “the team” or “the function” are insufficient. Supervisors expect traceability to a concrete role or individual, even if that individual acts on behalf of a team.

PRACI enables this traceability by design.

5.7 Separation of Duties and the Performer Role

Introducing a Performer role does not weaken governance or control. On the contrary, it strengthens separation of duties.

By distinguishing execution from responsibility and accountability, PRACI allows institutions to ensure that tasks are performed by appropriate operational roles while oversight remains independent.

For example, an operational team may perform a resilience test, a risk function may be responsible for ensuring that the test occurs and meets requirements, and senior management remains accountable for the overall resilience posture.

This separation aligns with DORA’s expectations regarding internal control and governance.

5.8 PRACI and Management Body Oversight

From a management body perspective, PRACI provides visibility into how obligations are executed without requiring involvement in day-to-day operations.

Management bodies do not need to know every Performer by name, but they must ensure that Performer roles are clearly defined, assigned, and supported.

PRACI matrices allow management bodies to verify that:

	every obligation has a Performer

	responsibilities are not diluted

	accountability is preserved

	escalation paths are clear


This transforms oversight from a conceptual exercise into an evidence-based activity.

5.9 PRACI in Incident and Crisis Situations

The importance of the Performer role becomes particularly evident during incidents.

In crisis situations, confusion often arises about who should act, who should decide, and who should inform. Delays and errors are frequently caused by unclear execution roles rather than lack of authority.

By explicitly identifying Performers for detection, classification, escalation, communication, and recovery tasks, PRACI reduces ambiguity and accelerates response.

Supervisors examining incident handling will closely scrutinise whether execution roles were clear and effective. PRACI provides a defensible structure for this scrutiny.

5.10 PRACI and Third-Party Oversight

Third-party and outsourcing arrangements introduce additional complexity. While execution may be performed by external providers, responsibility and accountability remain with the financial entity.

PRACI allows institutions to model this reality explicitly by distinguishing between internal Performers, external Performers, and internal roles responsible for oversight.

This clarity is essential under DORA, which explicitly states that outsourcing does not transfer responsibility.

5.11 PRACI as a Foundation for Training and Competence

Identifying Performers has direct implications for training.

Under DORA, it is not sufficient that policies exist or that management is aware of obligations. Individuals who perform regulated activities must be competent to do so.

PRACI enables institutions to map training requirements to execution roles. Performers require practical, task-specific training. Responsible and Accountable roles require oversight and decision-making training.

This linkage between roles and training will later form the basis for structured learning and certification paths.

5.12 PRACI and Auditability

Auditors assess whether controls are designed and operating effectively. PRACI directly supports this assessment by making execution explicit.

When auditors review a control, they examine whether:

	a task is defined

	a Performer is assigned

	execution is evidenced

	oversight is documented


Controls that lack an identified Performer are inherently weak from an audit perspective.

5.13 Cultural Implications of the Performer Role

Introducing the Performer role has cultural implications. It shifts the organisation away from abstract ownership toward concrete execution.

This does not create a culture of blame. On the contrary, it creates a culture of clarity. When roles are clear, individuals know what is expected of them, and accountability becomes
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