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Details about this E-Book:

The objective of this e-book is to ensure
that CISA candidate get adequate knowledge of aspects of compliance
& substantive testing aspects and their distinguishing
elements. Question Answer and Explanation (QAE) on compliance &
substantive testing concepts are designed in accordance with CISA
exam pattern. This small e-book will help CISA candidate to attempt
questions on compliance & substantive testing concepts more
confidently and correctly.

Approximately 2 to 5 questions appears in
CISA exam on ‘Compliance & Substantive testing’ concept (please
note that author appeared twice in CISA exam. Count of questions
has been approximated on the basis of author’s experience in CISA
examination and interaction with other CISA candidates).

This book deals exclusively with ‘Compliance
& Substantive testing’ concepts from CISA exam perspective.
Concepts have been simplified for easy reference of CISA
candidates.

Disclaimer: CISA exam have 150 questions in
total covering various testing concept. This book only deals with
‘Compliance & Substantive testing’ concept (appro. 2 to 5
questions only in CISA exam). Other concepts/domains are not part
of this book.

This book contains:

 


-Simple explanation compliance testing.

-Simple explanation substantive testing.

-Difference between compliance testing &
substantive testing.

-Point to remember for CISA exam.

- Question Answer and Explanation (QAE) on
‘compliance testing & substantive testing’ concept as per

CISA exam pattern.

 


 


 


Compliance Testing:

 


In compliance testing we gather evidence with the
objective of testing an organization's compliance with control
procedures. Compliance testing checks for the
presence of controls.

 


Examples of compliance test include:

- To verify configuration of router for
controls

- To verify change management steps to ensure
controls are effective

- Review of system access rights

- Review of firewall settings

- Review compliance with password policy

 


Substantive Testing:



In substantive testing, we gather evidence to evaluate the
integrity of data, a transaction or other
information. Substantive testing checks the
integrity of contents. Substantive procedures are tests
designed to obtain evidence to ensure the completeness, accuracy
and validity of the data.

 


Examples of substantive test include:

- Conduct a bank confirmation to test ending
cash balances.

- Observe the period-end counting of
inventory.

- Contact lenders to confirm that loan
balances are correct.

- Confirm the validity of inventory valuation
calculations.

- Physically match fixed assets to fixed
asset records.

- Determining that all entries
recorded in the cash disbursements journal are valid by
examining

supporting documents.

 


-Physical inventory of the tapes at the offsite
storage location and compare that inventory to the

organizations inventory to verify that the numbers
match.

- Review of trial balance.

- Examining material journal entries and other
adjustments made during the preparation of the financial

statements.


Points to remember for
CISA exam:

(1) In any given scenario, compliance testing will be performed
first. Substantive testing will be the next step.

(2)In any given scenario, compliance testing
test controls, while substantive testing tests details.

(3) In any given scenario, compliance
testing checks for the presence of controls whereas substantive
testing checks the integrity of contents i.e. test of individual
transactions.

(4)In any given scenario,
outcome/result of compliance testing will form the basis for
planning of substantive testing. For example, if compliance testing
indicates strong internal control, substantive testing may be
waived off or reduced. In case compliance testing indicates weak
internal controls then substantive testing to be more
rigorous. The development of substantive tests is often
dependent on the outcome of compliance tests.

(5)In any given scenario, attribute sampling
method (either control is present or absent) will be useful when
testing for compliance.


Question, Answer and
Explanation:

These questions were collected from different
resources and reflect the kind of the questions at the CISA exam.
Every question has a detailed answer explanation.


(1)IS auditor is reviewing the
internal control of an application software. The sampling method
that will be MOST useful when testing for compliance is:

 


A. Attribute sampling

B. Variable sampling

C. Discovery sampling

D. Stop or go sampling

 


The correct answer is: A. Attribute
sampling

Explanation:

In any given scenario, attribute sampling method
(either control is present or absent) will be useful when testing
for compliance. Attribute sampling is the primary sampling method
used for compliance testing. Attribute sampling is a sampling model
that is used to estimate the rate of occurrence of a specific
quality (attribute) in a population and is used in compliance
testing to confirm whether the quality exists. The other choices
are used in substantive testing, which involves testing of details
or quantity.


(2) Test to determine whether last
50 new user requisitions were correctly processed is an example
of:

 


A. discovery sampling.

B. substantive testing.

C. compliance testing.

D. stop-or-go sampling.

 


The correct answer is: C. compliance
testing.

Explanation:

In any given scenario,
compliance testing checks for the presence of
controls. Compliance testing determines whether controls are
being applied in compliance with policy. This includes tests to
determine whether new accounts were appropriately authorized.
In any given scenario, outcome/result of
compliance testing will form the basis for planning of substantive
testing. For example, if compliance testing indicates strong
internal control, substantive testing may be waived off or reduced.
In case of compliance testing indicates weak internal controls then
substantive testing to be more rigorous. The development of
substantive tests is often dependent on the outcome of compliance
tests.


(3) Which of the following is a
substantive test?

 


A. Reviewing compliance with
firewall policy.

B. Reviewing adherence to change
management policy.

C. Using a statistical sample to
inventory the tape library

D. Reviewing password history
reports

 


The correct answer is: C. Using a statistical
sample to inventory the tape library

Explanation:

 

In any given scenario,
substantive testing checks the integrity of
contents. A substantive test confirms the integrity of
actual processing. A substantive test would determine if the tape
library records are stated correctly.


(4)Major difference between compliance
testing and substantive testing is that compliance testing
tests:

 


A. details, while substantive testing tests
controls.

B. controls, while substantive testing tests
details.

C. financial statements, while substantive
testing tests items in trial balance.

D. internal requirements, while substantive
testing tests internal controls.

 


Answer: B. controls, while substantive
testing tests details

 


Explanation:

In any given scenario, compliance testing
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