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Welcome to Not Just Playing Around on the Internet: Digital Literacy for Job Readiness. This guidebook is written from an insider’s perspective to demystify the world of computers, the internet, and software for adult learners entering today’s job market. In a professional yet approachable tone, we will explore how to use digital tools effectively and safely. Our approach blends behavioral science (encouraging healthy skepticism and critical thinking) with a data-driven mindset (using facts and analytics to judge quality and safety). The goal is to empower you with practical skills – from understanding basic tech terminology to mastering online job search strategies – all while maintaining ethical and secure practices online. We’ll also provide step-by-step instructions (with visuals where relevant) so you can follow along easily. Short paragraphs, clear headings, bullet points, and real-world examples will make this guide easy to scan and refer back to. By the end, you should feel confident not just playing around online, but using digital technology purposefully for your career development.

How to Use This Book: Each chapter focuses on a key topic in digital literacy and job readiness. You can read it cover-to-cover or jump to chapters that interest you. Along the way, we cite expert insights and research – look for references in brackets like which you can consult for more depth. These citations include findings from behavioral science (e.g. why it’s important to verify information) and data analytics (e.g. statistics on internet usage or scams) to reinforce the lessons. We also include checklists, tips, and ethical guidelines to follow. Whether you’re relatively new to computers or just looking to brush up your skills for a job hunt, this guide will serve as your comprehensive handbook. Let’s get started on building your digital savvy for the workplace!
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​Chapter 1: Basic A to Z – Computers, Software, Internet, Cybersecurity, and Networks
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Overview: In this chapter, we lay the groundwork by explaining fundamental concepts from A to Z – covering what computers are and how they work, the basics of software and operating systems, what the internet and networks do, and why cybersecurity matters. We’ll also introduce the idea of being a skeptical, informed user – a critical theme throughout this book.

​1.1 Understanding Computers and Software

A computer is an electronic device that processes data according to instructions. In simple terms, it’s a machine that takes input (like your keyboard or mouse clicks), performs calculations or operations, and produces output (like displaying something on screen). Modern personal computers come in various forms – desktops, laptops, tablets, and smartphones – but all generally consist of hardware and software:

●  Hardware: The physical components of a computer (such as the processor/CPU, memory/RAM, storage drive, monitor, keyboard, etc.). Think of hardware as the tangible machine.

●  Software: The programs and operating system that tell the hardware what to do. Software is essentially a set of instructions or code. There are two main types:


○  Operating System (OS): The master program that manages hardware and provides services for other software. Examples include Microsoft Windows 10/11, Apple macOS, Linux, and ChromeOS on Chromebooks. The OS lets you interact with the computer (through a graphical interface with windows, icons, menus) and it controls files, runs applications, and connects to networks.

○  Applications (Apps): The software tools for specific tasks – e.g. a web browser for surfing the internet, a word processor for writing documents, or an email client for sending messages. Apps run on top of the OS.


How Computers Work (Briefly): When you power on a computer, the OS loads from storage into memory. The CPU (central processing unit) executes the OS and app instructions, using RAM to temporarily hold data and instructions. Storage (like a hard disk or SSD) holds your files and programs long-term. Input devices (keyboard, mouse, touchscreen) let you give commands and data; output devices (monitor, speakers, printer) let the computer present results to you. Understanding this basic cycle (input -> process -> output, with storage and memory involved) isn’t just academic – it helps you troubleshoot problems (e.g. if something isn’t displaying, is it an output issue? if a program won’t run, is it a software or hardware issue?). We will not dive deeper into computer architecture here, but remember: hardware and software work together to do everything from editing a resume to streaming video.

Operating Systems in Focus: Most likely, you will encounter Microsoft Windows or Google’s ChromeOS (on Chromebooks) in job readiness scenarios (we cover these in detail in Chapter 3). Windows is a full-featured OS for PCs that can run a wide variety of software. ChromeOS, by contrast, is a lightweight OS by Google designed primarily to use web applications and cloud services via the Chrome browser. In fact, ChromeOS is intended for simpler devices like netbooks/Chromebooks, which may lack the power to run heavy-duty programs like Adobe Photoshop. This means Chromebooks are great for browsing, email, documents, and other online tasks, but not ideal for advanced graphics or offline programs. Knowing the OS your computer uses will help you navigate its interface and capabilities better (we’ll provide guidance for each).

​1.2 The Internet and Networks – How Everything’s Connected

The Internet is often described as a “network of networks” – a massive global system connecting millions of private, public, academic, and government networks. Through the internet, computers anywhere in the world can communicate with each other and share information. It’s what allows you to visit websites, send emails, watch YouTube, or video chat, by carrying data between your device and servers worldwide.

Key Concepts:

●  Network: A group of connected computers and devices that can communicate. The simplest is a home network – e.g. your laptop, phone, and smart TV all connected to a Wi-Fi router. On a larger scale, companies have local area networks (LANs). The internet is essentially an “internetwork” – connecting many networks together.

●  Server vs Client: When you use the internet, typically your computer is a client – it requests data or services. The server is a computer (often in a data center) that stores websites or runs services and responds to client requests. For example, when you navigate to a website, your browser (client) requests the web page from a server; the server sends back the page data to display in your browser.

●  Web vs Internet: The World Wide Web (WWW) is one part of the internet – it’s the collection of websites and web pages, accessed via browsers using HTTP/HTTPS protocols. Other services also run on the internet such as email (via SMTP/IMAP protocols), file transfer (FTP), streaming media, etc. But practically speaking, when most people “go on the internet,” they are using the web through a browser.

●  URLs and Addresses: Every resource on the internet has an address. Web addresses or URLs (Uniform Resource Locators) are what you type in a browser (like https://www.example.com). Behind the scenes, these get translated to IP addresses (numerical addresses) that computers use to route your request to the right server. Understanding that there’s an address system helps you see why a slight typo in a URL can lead you somewhere entirely different – always double-check web addresses for accuracy, especially when logging into important accounts (more on safety in Chapter 12).

A Data Skeptic’s View: Even at this basic level, adopt a mindset of curiosity and healthy skepticism. The internet puts a wealth of information at your fingertips, but not all information is trustworthy. Throughout history, educators have emphasized the need to judge and assess the credibility of media messages. In the digital age, being digitally literate means not just knowing how to access information, but also how to critically evaluate it. For example, the concept of confirmation bias is useful to understand: *“Confirmation bias is the tendency to search for, interpret, favor, and recall information in a way that confirms or supports one's prior beliefs or values.”*. In practice, this means when you browse online, you might unconsciously gravitate towards information that reinforces what you already think. To counter this, make an effort to seek multiple sources and viewpoints. We’ll return to strategies for evaluating information and sites (in Chapter 5 and Chapter 12), but keep in mind from the outset: being digitally literate involves both technical skills and critical thinking skills. As one educational source notes, digital literacy includes the ability to **“judge credibility, and assess the quality of a digital work.”**. So, as you learn the technical basics, also practice asking: “Who is behind this information? Is there evidence for this claim? Does this software have good reviews or data backing its quality?” Such questions will serve you well throughout your job search and beyond.

​1.3 Introduction to Cybersecurity Basics

No introduction to computing is complete without touching on cybersecurity – the practice of protecting computers, networks, and data from digital attacks or unauthorized access. As a job seeker or new professional, you don’t need to become a security expert, but you should know fundamental safe practices. Cyber threats (like viruses, malware, phishing scams, data breaches) can not only harm your device but also put your personal information and privacy at risk. Later chapters will cover specific security tips (e.g. Chapter 15 on protecting your data, Chapter 14 on scams), but here are key points:

●  Malware: Short for malicious software, this includes viruses, worms, spyware, and ransomware. Malware can infect your computer through unsafe downloads, email attachments from unknown senders, or even visiting compromised websites. Always use up-to-date antivirus or anti-malware tools (Windows 10/11 has built-in Windows Security that is quite effective when kept updated).

●  Updates: Keep your operating system and applications updated. Software updates often include security patches fixing newly discovered vulnerabilities. Enabling automatic updates is a good practice so you don’t have to remember manually.

●  Passwords: Use strong, unique passwords for each account. A strong password is long (at least 12 characters) and includes a mix of letters, numbers, and symbols (avoid easily guessed info like your name or birthdate). Because it’s hard to remember many complex passwords, consider using a reputable password manager app which can securely store and generate passwords for you. And whenever possible, enable two-factor authentication (2FA) on important accounts (email, banking, etc.), so that a stolen password alone isn’t enough to access your account.

●  Phishing Awareness: Phishing is a common attack where scammers send fraudulent emails or messages that appear to be from legitimate companies, to trick you into giving away personal data or clicking malicious links. Be wary of any unsolicited communication asking for sensitive information or urging immediate action. We’ll dive deeper into phishing and scams (Chapters 12 and 14), but as a rule: think before you click. If something feels off (poor grammar in an official-looking email, an offer that’s too good to be true, a login page that isn’t quite the correct URL), it could be a trap. It’s OK to be skeptical and verify through another channel.

●  Safe Networks: When possible, use secure, trusted networks. Public Wi-Fi (like at cafes or libraries) can be convenient but may be less secure – avoid doing sensitive transactions (like online banking or confidential job applications) on public Wi-Fi unless you’re using a VPN or the site is definitely secure (HTTPS). At home, make sure your Wi-Fi is password-protected.

The importance of cybersecurity in job readiness can’t be overstated. Not only do you need to protect yourself during your job search (imagine losing your resume file to a virus or having your email hacked), but many employers expect basic security awareness. A single lapse – like using “password123” or falling for a scam email – can have serious consequences. In fact, studies have found that the majority of security breaches are caused by human error or behavior. The good news: by building good habits early (strong passwords, cautious clicking, backups of important files, etc.), you significantly reduce your risks. We’ll provide more actionable security checklists in later chapters. For now, remember that every device and account you use is part of a larger digital ecosystem – keeping them secure is part of being a responsible digital citizen.

​1.4 Introduction to Networking Concepts

To round out our A to Z basics, let’s touch on what happens “under the hood” when devices network. You won’t typically need to configure networks in daily job searching, but knowing the terms can help in troubleshooting and understanding context (for example, why your home internet might be slow, or what it means when a job posting says a role is “network administrator”). Key terms:

●  Wi-Fi vs Ethernet: Wi-Fi is wireless networking using radio waves, common for home internet and public hotspots. Ethernet refers to using a cable to connect to a network (often more stable and faster, used in offices).

●  Router/Modem: A modem connects your local network to the wider internet via your Internet Service Provider (ISP). A router directs traffic between devices on your local network and between your network and the internet. Often home devices combine these functions. Knowing where your modem/router is and how to reboot it can solve many home internet issues!

●  Bandwidth: The amount of data that can be transmitted per second (often measured in Mbps). Higher bandwidth means a faster connection (useful for video meetings or downloads). If your video call is choppy, bandwidth might be an issue (maybe someone else is streaming movies on the same network, consuming a lot of it).

●  IP Address: A numerical label assigned to each device on a network, like 192.168.0.5 for a device in a home network, or a public IP like 203.0.113.8 for your router on the internet. It’s like a phone number for devices – necessary for them to find and communicate with each other.

●  VPN (Virtual Private Network): A service that encrypts your internet connection and routes it through a server in another location, providing privacy and sometimes access to region-blocked services. VPNs are used for security on public Wi-Fi and by companies to let remote workers securely access office network resources.

This concludes our whirlwind tour of the basics. At this point, you should be familiar with the fundamental jargon and concepts: hardware vs software, operating systems, what the internet is, the idea of networks, and the need for cybersecurity. Keep this chapter as a reference if you encounter an unfamiliar term later. Next, we’ll move on to more specific, practical topics – starting with the ethical and professional considerations of using the internet in your job search.
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​Chapter 2: Professional Code of Ethics for Internet Use in Job Searching
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Overview: In this chapter, we shift from technical basics to ethical behavior and professionalism online. When using the internet to look for work, you are not just a casual user – you are representing yourself as a potential employee. It’s crucial to uphold a code of ethics: honesty, respect, and responsibility in all your online interactions and content. We’ll outline guidelines for ethical online conduct, including how to present yourself truthfully, respect others’ information, and avoid unethical shortcuts. We’ll also discuss some behavioral science principles about trust and credibility – both how you judge opportunities and how employers might judge you.

​2.1 Honesty and Accuracy in Your Online Presence

One of the most important ethical principles in job searching is honesty. This might seem obvious, but under pressure some job seekers exaggerate or fabricate information online – which can backfire badly. Always represent your qualifications truthfully on resumes, LinkedIn profiles, and job applications. Lying about degrees, skills, or employment history is unethical and can cost you a job offer (employers often verify credentials and will rescind an offer if they discover dishonesty). It’s simply not worth it. Instead, present your real experiences in the best positive light. If you have gaps or weaker areas, acknowledge them and highlight your willingness to learn or relevant life experience. Honesty builds trust, which is essential for any employer-employee relationship.

Avoid Plagiarism: Another aspect of honesty is not plagiarizing content. With so many resume samples and cover letter templates online (and even AI tools to help write them, as we’ll see in Chapter 7), you might be tempted to copy-paste someone else’s words. Don’t. It’s fine to learn from examples, but your documents and communications should be your own original work or properly tailored to you. Copying someone’s LinkedIn summary or using an AI-generated statement verbatim without understanding it can lead to embarrassing moments (imagine an interviewer asking about something on your resume that you don’t actually know because you just copied it!). Use tools as helpers, but always put things in your own voice and double-check facts (e.g. don’t claim to have achieved some result that never happened – even if an AI “made it up” in a draft, you are responsible for the content you use). Maintaining integrity in this way reflects your authenticity and professionalism.

​2.2 Responsible Use of Information and Resources

During your job hunt, you’ll likely gather information about companies, use job boards, possibly even do online courses or assessments. Using the internet ethically also means respecting the terms of service and privacy of these platforms. For instance:

●  Don’t misuse company info: If you learn confidential information about a company (say through an interview or an accidental email), do not share it publicly. That would violate trust and could have legal implications.

●  Follow application rules: Some job applications might ask you to do an online test or assignment by yourself. Cheating (having someone else do it, or googling answers if instructed not to) is unethical and likely detectable. If you can’t pass the test honestly, you probably aren’t a fit for the role’s requirements – and that’s better to know now than to get hired under false pretenses and struggle.

●  Use internet resources fairly: If you’re using a public computer (like at a library or workforce center), be mindful of time limits so others can use it too. Don’t try to bypass security settings on shared computers; they are there to protect everyone.

●  Avoid piracy: It might be tempting to use pirated software (e.g. a “free” cracked version of Microsoft Office) to save money. However, not only is that illegal and unethical, it’s risky (pirated files often carry malware). In this book we’ll show you legitimate free alternatives and resources (Chapters 9 and 10) so you won’t need to resort to anything illegal. Using only properly licensed software and content is part of being an ethical digital citizen.

It’s worth noting that the concept of ethics in digital literacy has evolved. As digital tools became widespread (consider the era of Napster file-sharing in the early 2000s), educators realized that knowing what is right and wrong in digital behavior is a key part of being literate online. This includes respecting intellectual property, privacy, and community guidelines. So, take those “Terms of Service” agreements seriously – they usually boil down to: don’t misuse the service or other users’ data. If you wouldn’t do something in a face-to-face professional setting, it likely isn’t ethical to do online either.

​2.3 Communication Etiquette and Respect
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