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  Foreword


  At some point in the next few years we’re going to see the first billion-dollar startup with a single employee, the founder, and that engineer will be using serverless technology. Serverless takes the permissionless world of IT today to its logical conclusion—developers no longer need to wait for anyone to sign off on a new project. Developers can get started in minutes building apps without worrying about servers, infrastructure, data stores, or configuration tools. From a business perspective, serverless is revolutionary because the developer doesn’t need to pay until the point of use. Unless a customer is using a service, the developer doesn’t need to pay for it. This is the on-demand economy in action.


  AWS Lambda in Action is a great introduction to serverless technology in general and AWS Lambda in particular.


  I first met the author, Danilo Poccia, an Evangelist at Amazon Web Services, at a briefing for industry analysts at an Amazon event in London. I was immediately pulled in by his down-to-earth approach and his infectious enthusiasm for all things serverless. As a developer Evangelist, Danilo has a wealth of experience explaining serverless technology from the ground up, and it really shows in this book.


  AWS Lambda in Action is clear and concise, and the introductions and explanations are extremely well structured. This introduction will suit beginners, as well as those with a grounding in the serverless concepts, such as event-driven programming, with offload for simple tasks and functions. AWS Lambda abstracts away all the configuration and cruft associated with configuring a server environment.


  The code samples for AWS Lambda in Action, hosted on GitHub in JavaScript and Python, are as well structured as the writing. Poccia takes us through the thought process of building a serverless app from scratch, from authentication services to deployment. He takes us through an explanation of why serverless should be written as single functions for deployment to AWS Lambda. Serverless is event-driven, though, so Poccia also explains how to integrate with third-party services that kick off functions as a service.


  Serverless is going to have a huge impact on how we use Amazon Web Services, already the de facto industry standard for cloud, and AWS Lambda in Action is an essential starter guide to the next few years of software development.


  JAMES GOVERNOR, CO-FOUNDER OF REDMONK


  Preface


  
    No server is easier to manage than no server.


    Werner Vogel, Amazon CTO

  


  In 1996, I started working on client-server architectures, experiencing both the advantages and the complexity of distributed systems. Beginning in the early 2000s, I collaborated on multiple large-scale projects, mainly for telecommunications and media customers. During those years, I often experienced the limits of computing, storage, or networking as a bottleneck that hampered the innovation that companies were trying to put in place.


  Then, in the pivotal year of 2006, the idea of using computing resources with a “utility” model—in the same way as we use energy, gas, or water—started to be become a reality. That was the year AWS launched its first services for storage (Amazon S3) and computing (Amazon EC2). I was both intrigued and fascinated.


  Since 2012, my focus has been on helping customers implement applications on or migrate applications to the cloud. To learn more about some of the new services and platforms I was experimenting with, I decided to write a shared file system using Amazon S3 as back-end storage. I shared my implementation on GitHub (written in Python) and shortly found an impressive community of users and contributors supporting it.


  When AWS Lambda was launched in 2014, I immediately realized that I was positioned at the beginning of something that could change the way we develop and deploy applications. A few months later, during a very rainy weekend, I realized that I could write a complete application without the use of any actual server: I just needed static content (HTML, CSS, and JavaScript files running in a web browser) and the use of Lambda functions to execute my logic in the back end. I found that I could use events to bind a business process. I wrote a “simple” authentication service (an evolution of which you will build in chapters 8 through 10) and shared the result, again, on GitHub (using JavaScript this time). The response was greater than I expected; clearly, I was hitting a nerve in the development community.


  The idea of sharing that experience is what triggered this book. I hope the result will help you embrace the new paradigm of serverless computing, develop incredible new applications, and experiment with technology and data. As you do, please share your story with me; there is no greater pleasure for me than helping someone build their own ideas.


  Acknowledgments


  I would like to thank so many people who over the years worked with me, exchanged ideas with me, and shared interesting concepts that made me think and learn from the process. I hate lists of names, so I will not list all of them here. I’m sure it will be easy for those who’ve helped me to recognize themselves and know they get a big “thank you.” A few names truly deserve to be mentioned here: I’m grateful to Toni Arritola, who made my sometimes chaotic thoughts clear in a language most would understand, keeping the right pace through all the chapters; Brent Stains, for his invaluable tips and technical views; and Mike Stephens, who had the original idea that gave birth to this book.


  I also need to mention the reviewers who gave generously of their time and whose comments greatly improved this book, including Alan Moffet, Ben Leibert, Cam Crews, Christopher Haupt, Dan Kacenjar, Henning Kristensen, Joan Fuster, Justin Calleja, Michael Frey, Steve Rogers, and Tom Jensen, and also Luis Carlos Sanchez Gonzalez, the technical proofreader.
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  About this Book


  This book is split into four parts. Part 1, First steps (chapters 1–3), covers the foundational technology, such as AWS Lambda and Web API with Amazon API Gateway. Part 2, Building event-driven applications (chapters 4–12), is the core of the book and helps you use more functions together, tied by events, to build applications. Part 3, From development to production (chapters 13–15), helps you optimize your DevOps workflow. And Part 4, Using external services (chapters 16–17), describes ways you can integrate Lambda functions with services outside of the AWS platform, giving you some hints about what is possible with AWS Lambda, from improving communication to automating code management.


  This book was written to be read in order, from the first chapter to the last.


  If you are already knowledgeable about the basics of AWS Lambda, you can skim through Part I and move forward to Part II to build a more complex event-driven application.


  Parts III and IV can also be used as a reference that you can return to later for new ideas or to compare what you’re doing with what I’m suggesting.


  Cloud computing is evolving so fast; for this reason, I focused on fundamental concepts, such as distributed systems and event-driven design. These are, in my opinion, important for anybody developing IT systems in a distributed world.


  In this book, my ideal reader is a developer who has no experience with using the cloud and wants to jump ahead into the new frontiers of serverless computing and event-driven applications. If you’re already experienced with other AWS services, such as Amazon EC2 and Amazon VPC, this book will give you a new perspective and help you to build applications using services, not servers.


  Code conventions


  This book provides copious examples that show how you can make use of each of the topics covered. Source code in listings or in text appears in a fixed-width font like this to separate it from ordinary text. In addition, class and method names, object properties, and other code-related terms and content in text are presented using fixed-width font.


  Getting the source code


  The source code used in the book is available on the Manning website at www.manning.com/aws-lambda-in-action and on GitHub at https://github.com/danilop/AWS_Lambda_in_Action.


  Author Online


  Purchase of AWS Lambda in Action includes free access to a private web forum run by Manning Publications where you can make comments about the book, ask technical questions, and receive help from the author and from other users. To access the forum and subscribe to it, point your web browser to www.manning.com/aws-lambda-in-action. This page provides information on how to get on the forum once you are registered, what kind of help is available, and the rules of conduct on the forum. It also provides links to the source code for the examples in the book, errata, and other downloads.


  Manning’s commitment to our readers is to provide a venue where a meaningful dialog between individual readers and between readers and the authors can take place. It is not a commitment to any specific amount of participation on the part of the authors, whose contribution to the AO remains voluntary (and unpaid). We suggest you try asking the author challenging questions lest his interest stray!


  The Author Online forum and the archives of previous discussions will be accessible from the publisher’s website as long as the book is in print.


  About the author


  Danilo Poccia works with startups and companies of all sizes to support innovation. In his role as Technical Evangelist at Amazon Web Services, he uses 20 years of experience to help people bring their ideas to life, focusing on event-driven programming and serverless architectures, and on the technical and business impact of mobile platforms and data analytics.


  Danilo’s interests include IT, IoT, simulation/modeling, artificial intelligence, machine learning, and photography.


  About the cover Illustration


  The figure on the cover of AWS Lambda in Action is captioned “Femme Kamtschadale” (a woman of Kamchatka). The illustration is taken from a collection of dress costumes from various countries by Jacques Grasset de Saint-Sauveur (1757–1810), titled Costumes de Différents Pays, published in France in 1797. Each illustration is finely drawn and colored by hand.


  The rich variety of Grasset de Saint-Sauveur’s collection reminds us vividly of how culturally apart the world’s towns and regions were just 200 years ago. Isolated from each other, people spoke different dialects and languages. In the streets or in the countryside, it was easy to identify where they lived and what their trade or station in life was just by their dress.


  The way we dress has changed since then, and the diversity by region, so rich at the time, has faded away. It’s now hard to tell apart the inhabitants of different continents, let alone different towns, regions, or countries. Perhaps we have traded cultural diversity for a more varied personal life—certainly for a more varied and fast-paced technological life.


  At a time when it’s hard to tell one computer book from another, Manning celebrates the inventiveness and initiative of the computer business with book covers based on the rich diversity of regional life of two centuries ago, brought back to life by Grasset de Saint-Sauveur’s pictures.
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  Part 1. First steps


  Why would you run functions in the cloud? How do you build an event-driven back end for your applications? Is a single back end enough for all the clients you want to support, such as those using web and mobile? And how can you call Lambda functions from a client?


  In this first part of the book, you’ll learn how to use the foundation services—AWS Lambda and the Amazon API Gateway—that you’ll use later to build more complex applications. You’ll also see how multiple functions can be used together to build a single application, such as a back end for a web or mobile app. As you’ll see, this book is a mix of practice and theory.
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  Chapter 1. Running functions in the cloud


  This chapter covers


  

  
    	Understanding why functions can be the primitives of your application


    	Getting an overview of AWS Lambda


    	Using functions for the back end of your application


    	Building event-driven applications with functions


    	Calling functions from a client

  


  In recent years, cloud computing has changed the way we think about and implement IT services, allowing companies of every size to build powerful and scalable applications that could disrupt the industries in which they operated. Think of how Dropbox changed the way we use digital storage and share files with each other, or how Spotify changed the way we buy and listen to music.


  Those two companies started small, and needed the capacity to focus their time and resources on bringing their ideas to life quickly. In fact, one of the most important advantages of cloud computing is that it frees developers from spending their time on tasks that don’t add real value to their work, such as managing and scaling the infrastructure, patching the operating system (OS), or maintaining the software stack used to run their code. Cloud computing lets them concentrate on the unique and important features they want to build.


  You can use cloud computing to provide the infrastructure for your application, in the form of virtual servers, storage, network, load balancers, and so on. The infrastructure can be scaled automatically using specific configurations. But with this approach you still need to prepare a whole environment to execute the code you write. You install and prepare an operating system or a virtual environment; you choose and configure a programming framework; and finally, when the overall stack is ready, you can plug in our code. Even if you use a container-based approach in building the environment, with tools such as Docker, you’re still in charge of managing versioning and updates of the containers you use.


  Sometimes you need infrastructure-level access because you want to view or manage low-level resources. But you can also use cloud computing services that abstract from the underlying infrastructure implementation, acting like a platform on top of which you deploy your own customizations. For example, you can have services that provide you with a database, and you only need to plug in your data (together with a data model) without having to manage the installation and availability of the database itself. Another example is services where you provide the code of your application, and a standard infrastructure to support the execution of your application is automatically implemented.


  If that’s true for a development environment, as soon as you get closer to production things become more complex and you may have to take care of the scalability and availability of the solution. And you must never forget to think about security—considering who can do what, and on which resources—during the course of the design and implementation of an application.


  With the introduction of AWS Lambda, the abstraction layer is set higher, allowing developers to upload their code grouped in functions, and letting those functions be executed by the platform. In this way you don’t have to manage the programming framework, the OS, or the availability and scalability. Each function has its own configuration that will help you use standard security features provided by Amazon Web Services (AWS) to define what a function can do and on which resources.


  Those functions can be invoked directly or can subscribe to events generated by other resources. When you subscribe a function to a resource such as a file repository or a database, the function is automatically executed when something happens in that resource, depending on which kinds of events you’ve subscribed to. For example, when a file has been uploaded or a database item has been modified, an AWS Lambda function can react to those changes and do something with the new file or the updated data. If a picture has been uploaded, a function can create thumbnails to show the pictures on the screens with different resolutions. If a new record is written in an operational database, a function can keep the data warehouse in sync. In this way you can design applications that are driven by events.


  
  


  
    Book graphical conventions

    This book uses the following graphical conventions to help present information more clearly.


    [image: ]

  

  


  Using multiple functions together, some of them called directly from a user device, such as a smartphone, and other functions subscribed to multiple repositories, such as a file share and a database, you can build a complete event-driven application. You can see a sample flow of a media-sharing application built in this way in figure 1.1. Users use a mobile app to upload pictures and share them with their friends.


  Figure 1.1. An event-driven, media-sharing application built using multiple AWS Lambda functions, some invoked directly by the mobile app. Other functions are subscribed to storage repositories such as a file share or a database.


  [image: ]

  


  Note


  Don’t worry if you don’t completely understand the flow of the application in figure 1.1. Reading this book, you’ll first learn the architectural principles used in the design of event-driven applications, and then you’ll implement this media-sharing application using AWS Lambda together with an authentication service to recognize users.

  


  When using third-party software or a service not natively integrated with AWS Lambda, it’s still easy to use that component in an event-driven architecture, adding the capacity to generate those events by using one of the AWS software development kits (SDKs), which are available for multiple platforms.


  The event-driven approach not only simplifies the development of production environments, but also makes it easier to design and scale the logic of the application. For example, let’s take a function that’s subscribed to the upload of a file in a repository. Every time this function is invoked, it extracts information from the content of the file and writes this in a database table. You can think of this function as a logical connection between the file repository and the database table: every time any component of the application—including the client—uploads a file, the subscribed events are triggered and, in this case, the database is updated.


  As you add more features, the logic of any application becomes more and more complex to manage. But in this case you created a relationship between the file repository and the database, and this connection works independently from the process that uploads the file. You’ll see more advantages of this approach in this book, along with more practical examples.


  If you’re building a new application for either a small startup or a large enterprise, the simplifications introduced by using functions as the building blocks of your application will allow you to be more efficient in where to spend your time and faster in introducing new features to your users.


  1.1. Introducing AWS Lambda


  AWS Lambda is different from a traditional approach based on physical or virtual servers. You only need to give your logic, grouped in functions, and the service itself takes care of executing the functions, if and when required, by managing the software stack used by the runtime you chose, the availability of the platform, and the scalability of the infrastructure to sustain the throughput of the invocations.


  Functions are executed in containers. Containers are a server virtualization method where the kernel of the OS implements multiple isolated environments. With AWS Lambda, physical servers still execute the code, but because you don’t need to spend time managing them, it’s common to define this kind of approach as serverless.

  


  Tip


  For more details on the execution environment used by Lambda functions, please visit http://docs.aws.amazon.com/lambda/latest/dg/current-supported-versions.html.

  


  When you create a new function with AWS Lambda, you choose a function name, create your code, and specify the configuration of the execution environment that will be used to run the function, including the following:


  

  
    	The maximum memory size that can be used by the function


    	A timeout after which the function is terminated, even if it hasn’t completed


    	A role that describes what the function can do, and on which resources, using AWS Identity and Access Management (IAM)

  

  


  Tip


  When you choose the amount of memory you want for your function, you’re allocated proportional CPU power. For example, choosing 256 MB of memory allocates approximately twice as much CPU power to your Lambda function as requesting 128 MB of memory and half as much CPU power as choosing 512 MB of memory.

  


  AWS Lambda implements the execution of those functions with an efficient use of the underlying compute resources that allows for an interesting and innovative cost model. With AWS Lambda you pay for


  

  
    	The number of invocations


    	The hundreds of milliseconds of execution time of all invocations, depending on the memory given to the functions

  


  The execution time costs grow linearly with the memory: if you double the memory and keep the execution time the same, you double that part of the cost. To enable you to get hands-on experience, a free tier allows you to use AWS Lambda without any cost. Each month there’s no charge for


  

  
    	The first one million invocations


    	The first 400,000 seconds of execution time with 1 GB of memory

  


  If you use less memory, you have more compute time at no cost; for example, with 128 MB of memory (1 GB divided by 8) you can have up to 3.2 million seconds of execution time (400,000 seconds multiplied by 8) per month. To give you a scale of the monthly free tier, 400,000 seconds corresponds to slightly more than 111 hours or 4.6 days, whereas 3.2 million seconds comes close to 889 hours or 37 days.

  


  Tip


  You’ll need an AWS account to follow the examples in this book. If you create a new AWS account, all the examples that I provide fall in the Free Tier and you’ll have no costs to sustain. Please look here for more information on the AWS Free Tier and how to create a new AWS account: http://aws.amazon.com/free/.

  


  Throughout the book we’ll use JavaScript (Node.js, actually) and Python in the examples, but other runtimes are available. For example, you can use Java and other languages running on top of the Java Virtual Machine (JVM), such as Scala or Clojure. For object-oriented languages such as Java, the function you want to expose is a method of an object.


  To use platforms that aren’t supported by AWS Lambda, such as C or PHP, it’s possible to use one of the supported runtimes as a wrapper and bring together with the function a static binary or anything that can be executed in the OS container used by the function. For example, a statically linked program written in C can be embedded in the archive used to upload a function.


  When you call a function with AWS Lambda, you provide an event and a context in the input:


  

  
    	The event is the way to send input parameters for your function and is expressed using JSON syntax.


    	The context is used by the service to describe the execution environment and how the event is received and processed.

  


  Functions can be called synchronously and return a result (figure 1.2). I use the term “synchronous” to indicate this kind of invocation in the book, but in other sources, such as the AWS Lambda API Reference documentation or the AWS command-line interface (CLI), this is described as the RequestResponse invocation type.


  Figure 1.2. Calling an AWS Lambda function synchronously with the RequestResponse invocation type. Functions receive input as an event and a context and return a result.
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  For example, a simple synchronous function computing the sum of two numbers can be implemented in AWS Lambda using the JavaScript runtime as

  exports.handler = (event, context, callback) => {
    var result = event.value1 + event.value2;
    callback(null, result);
};


  The same can be done using the Python runtime:

  def lambda_handler(event, context):
    result = event['value1'] + event['value2']
    return result


  We’ll dive deep into the syntax in the next chapter, but for now let’s focus on what the functions are doing. Giving as input to those functions an event with the following JSON payload would give back a result of 30:

  {
  "value1": 10,
  "value2": 20
}

  


  Note


  The values in JSON are given as numbers, without quotation marks; otherwise the + used in both the Node.js and Python functions would change the meaning, becoming a concatenation of two strings.

  


  Functions can also be called asynchronously. In this case the call returns immediately and no result is given back, while the function is continuing its work (figure 1.3). I use the term “asynchronous” to indicate this kind of invocation in the book, but in other sources, such as the AWS Lambda API Reference documentation and the AWS CLI, this is described as the Event invocation type.


  Figure 1.3. Calling an AWS Lambda function asynchronously with the Event invocation type. The invocation returns immediately while the function continues its work.
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  When a Lambda function terminates, no session information is retained by the AWS Lambda service. This kind of interaction with a server is usually defined as stateless. Considering this behavior, calling Lambda functions asynchronously (returning no value) is useful when they are accessing and modifying the status of other resources (such as files in a shared repository, records in a database, and so on) or calling other services (for example, to send an email or to send a push notification to a mobile device), as illustrated in figure 1.4.


  Figure 1.4. Functions can create, update, or delete other resources. Resources can also be other services that can do some actions, such as sending an email.
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  For example, it’s possible to use the logging capabilities of AWS Lambda to implement a simple logging function (that you can call asynchronously) in Node.js:

  exports.handler = function(event, context) {
    console.log(event.message);
    context.done();
};


  In Python that’s even easier because you can use a normal print to log the output:

  def lambda_handler(event, context):
    print(event['message'])
    return


  You can send input to the function as a JSON event to log a message:

  {
  "message": "This message is being logged!"
}


  In these two logging examples, we used the integration of AWS Lambda with Amazon CloudWatch Logs. Functions are executed without a default output device (in what is usually called a headless environment) and a default logging capability is given for each AWS Lambda runtime to ship the logs to CloudWatch. You can then use all the features provided by CloudWatch Logs, such as choosing the retention period or creating metrics from logged data. We’ll give more examples and use cases regarding logging in part 4.


  Asynchronous calls are useful when functions are subscribed to events generated by other resources, such as Amazon S3, an object store, or Amazon DynamoDB, a fully managed NoSQL database.


  When you subscribe a function to events generated by other resources, the function is called asynchronously when the events you selected are generated, passing the events as input to the function (figure 1.5).


  Figure 1.5. Functions can subscribe to events generated by direct use of resources, or by other functions interacting with resources. For resources not managed by AWS, you should find the best way to generate events to subscribe functions to those resources.
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  For example, if a user of a mobile application uploads a new high-resolution picture to a file store, a function can be triggered with the location of the new file in its input as part of the event. The function could then read the picture, build a small thumbnail to use in an index page, and write that back to the file store.


  Now you know how AWS Lambda works at a high level, and that you can expose your code as functions and directly call those functions or subscribe them to events generated by other resources.


  In the next section, you’ll see how to use those functions in your applications.


  1.2. Functions as your back end


  Imagine you’re a mobile developer and you’re working on a new application. You can implement features in the mobile app running on the client device of the end user, but you’d probably keep part of the logic and status outside of the mobile app. For example:


  

  
    	A mobile banking app wouldn’t allow an end user to add money to their bank account without a good reason; only logic executed outside of the mobile device, involving the business systems of the bank, can decide if a transfer of money can be done or not.


    	An online multiplayer game wouldn’t allow a player to go to the next level without validating that the player has completed the current level.

  


  This is a common pattern when developing client/server applications and the same applies to web applications. You need to keep part of the logic outside of the client (be it a web browser or a mobile device) for a few reasons:


  

  
    	Sharing, because the information must be used (directly or indirectly) by multiple users of the application


    	Security, because the data can be accessed or changed only if specific requirements are satisfied and the client cannot be trusted to check those requirements by itself


    	Access to computing resources or storage capacity not available on a client device

  


  We refer to this external logic required by a front end application as the back end of the application.


  To implement this external logic, the normal approach is either to build a web application that can be called by the mobile app or to integrate it into an already existing web application rendering the content for a web browser. But instead of building and deploying a whole back end web application or extending the functionalities of your current back end, you can have your web page or your mobile application call one or more AWS Lambda functions that implement the logic you need. Those functions become your serverless back end.


  Security is one of the reasons why you implement back end logic for an application, and you must always check the authentication and authorization of end users accessing your back end. AWS Lambda uses the standard security framework provided by AWS to control what a function can do, and on which resources. For example, a function can read from only a specific path of a file share, and write in a certain database table. This framework is based on AWS Identity and Access Management policies and roles. In this way, taking care of the security required to execute the code is simpler and becomes part of the development process itself. You can tailor security permissions specifically for each function, making it much easier to implement a least-privilege approach for each module (function, in this case) of your application.

  


  Definition


  By least privilege, I mean a security practice in which you always use the least privilege you need to perform an action in your application. For example, if you have a part of your application that’s reading the user profiles from a central repository to publish them on a web page, you don’t need to have write access to the repository in that specific module; you only need to read the subset of information you need to publish. Every other permission on top of that is in excess of what’s required and can amplify the effects of a possible attack—for example, allowing malicious users that discover a security breach in your application to do more harm.

  


  1.3. A single back end for everything


  We can use AWS Lambda functions to expose the back end logic of our applications. But is that enough, or do we need something different to cover all the possible use cases for a back end application? Do we still need to develop traditional web applications, beyond the functions provided by AWS?


  Let’s look at the overall flow and interactions of an application that can be used via a web browser or a mobile app (figure 1.6). Users interact with the back end via the internet. The back end has some logic and some data to manage.


  Figure 1.6. How users interact via the internet with the back end of an application. Note that the back end has some logic and some data.
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  The users of your application can use different devices, depending on what you decide to support. Supporting multiple ways to interact with your application, such as a web interface, a mobile app, and public application programming interfaces (APIs) that more advanced users can use to integrate third-party products with your application, is critical to success and is a common practice for new applications.


  But if we look at the interfaces used by those different devices to communicate with the back end, we discover that they aren’t always the same: a web browser expects more than the others, because both the content required by the user interface (dynamically generated HTML, CSS, JavaScript, multimedia files) and the application back end logic (exposed via APIs) are required (figure 1.7).


  Figure 1.7. Different ways in which users can interact with the back end of an application. Users using a web browser receive different data than other front end clients.
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  If the mobile app of a specific service is developed after the web browser interface is already implemented, the back end application should be refactored to split API functionalities from web rendering—but that’s usually not an easy task, depending on how the original application was developed. This sometimes causes developers to support two different back end platforms: one for web browsers serving web content and one for mobile apps, new devices (for example, wearable, home automation, and Internet of Things devices), and external services consuming their APIs. Even if the two back end platforms are well designed and share most of the functionalities (and hence the code), this wastes the developer’s resources, because for each new feature they have to understand the impact on both platforms and run more tests to be sure those features are correctly implemented, while not adding value for their end users.


  If we split the back end data between structured content that can go in one or more databases and unstructured content, such as files, we can simplify the overall architecture in a couple of steps:


  

  
    1.  Adding a (secure) web interface to the file repository so that it becomes a standalone resource that clients can directly access

  


  
    2.  Moving part of the logic into the web browser using a JavaScript client application and bringing it on par with the logic of the mobile app

  


  Such a JavaScript client application, from an architectural point of view, behaves in the same way as a mobile app, in terms of functionality implemented, security, and (most importantly for our use case) the interactions with the back end (figure 1.8).


  Figure 1.8. Using a JavaScript application running in the browser, back end architecture is simplified by serving only APIs to all clients.
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  Looking at the back end logic, we now have a single architecture for


  

  Figure 1.9. Think of your clients as a single client application consuming your APIs, which is possible when you decouple the implementation of the back end from the different user devices that interact with your application.


  

  

  

  1.4. Event-driven applications


  

  
  


  Note


  
  


  
  


  Definition


  
  


  

  

  

  

  
    	A file repository for the multimedia content (pictures)


    	A database to handle user profiles (user table), friendships among the users (friendship table), and content metadata (content table).

  


  

  

  
    	Allow users to upload new multimedia content (pictures) with its own metadata. (By metadata, I mean: Is this content public or shared only among friends? Who uploaded the file? Where was the picture taken? At what time? Is there a caption?)


    	Allow users to get specific content (pictures) shared by other users, but only if they have permission.


    	Get an index of the content a specific user can see (all public content plus what has been shared with that user by their friends).


    	Update content metadata. For example, a user can upload pictures only for their friends, and then change their mind and make a picture public for everyone to see.


    	Get content metadata to be shown on the client together with the picture thumbnails; for example, adding the owner of the content, a date, a location, and a caption.

  


  

  

  

  Figure 1.10. Features of a sample media-sharing application implemented as AWS Lambda functions, still missing basic back end functionalities


  

  

  

  
    	What happens if a user uploads a new piece of content?


    	What happens to the index if the user changes the metadata?


    	You need to build thumbnails for the pictures to show them as a preview to end users.

  


  

  

  
    	If a file (picture) is added or updated, you build the new thumbnail and add it back to the file repository.


    	If a file (picture) is added or updated, you extract the new metadata and update the database (in the content table).


    	Whenever the database is updated (user, friendship, or content table), you rebuild the dependent precomputed indexes, changing what a user can see.

  


  

  Figure 1.11. Sample media-sharing application with event-driven functions in the back end, subscribed to events from back end resources, such as file shares or databases


  

  

  

  

  
  


  Note


  
  


  

  

  1.5. Calling functions from a client


  

  

  Figure 1.12. Calling AWS Lambda functions from a client application using the Invoke API


  

  
  


  Tip


  
  


  

  

  Figure 1.13. Using Amazon Cognito to authenticate and authorize invocation for AWS Lambda functions


  
  


  Note


  
  


  

  

  Table 1.1. A sample web API for a bookstore


  
    
      
      
      
      
      
    

    
      
        	
          
        

        	
          
        

        	
          
        

        	
          
        

        	
          
        
      

    

    
      
        	/books

        	+

        	GET

        	→

        	GetAllBooksByRange
      


      
        	/books

        	+

        	POST

        	→

        	CreateNewBook
      


      
        	/books/{id}

        	+

        	GET

        	→

        	GetBookById
      


      
        	/books/{id}

        	+

        	PUT

        	→

        	CreateOrUpdateBookById
      


      
        	/books/{id}

        	+

        	DELETE

        	→

        	DeleteBookById
      

    
  


  

  

  
    	If you do an HTTP GET on the /books resource, you execute a Lambda function (GetAllBooksByRange) that will return a list of books, depending on a range you can optionally specify.


    	If you do an HTTP POST on the same URL, you create a new book (using the CreateNewBook function) and get the ID of the book as the result.


    	With an HTTP GET on /books/ID, you execute a function (GetBookById) that will give you a description (a representation, according to the REST architecture style) of the book with that specific ID.


    	And so on for the other examples in the table.

  

  


  Note


  
  


  

  

  Figure 1.14. Using the Amazon API Gateway to access functions via web APIs


  

  

  Figure 1.15. Using the Amazon API Gateway to give public access to an API and create public websites backed by AWS Lambda


  

  
  


  Tip


  
  


  Summary


  

  

  
    	An overview of AWS Lambda functions.


    	Using functions to implement the back end of an application.


    	Having a single back end for different clients, such as web browsers and mobile apps.


    	An overview of how event-driven applications work.


    	Managing authentication and authorization from a client.


    	Using Lambda functions from a client, directly or via the Amazon API Gateway.
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