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			Subscribe to HomeTechHacker.com

			Be sure to check out HomeTechHacker.com for free in-depth articles about cybersecurity, home networks, smart homes, and more. In addition to the articles, you’ll find the following free resources:

			
					HomeTechHacker Technology Advisor — Need personalized advice for home technology purchases? This tool will ask you a few questions and recommend technology specific to your needs.

					HomeTechHacker Wi-Fi Guide — Following this guide will ensure you have fast, stable, and secure Wi-Fi throughout your home.
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Preface 

			The technology in the world we live in is amazing. The phenomenal pace at which the online world has progressed this century has reshaped our lives. Think about all the things you can do online now! You can apply to college, get a job, and buy almost anything you want right from a home computer or a mobile device anywhere in the world. You can communicate with your friends and family and even thousands of strangers instantly through social media. Young people growing up now can’t even remember a world where this technology and connectedness didn’t exist.

			These wonderful abilities to transact and to share online aren’t without their pitfalls. Criminals follow opportunities, and these technologies have created new ways for them to commit crimes. For example, I once had packages stolen from my porch. Luckily, I was able to use footage from my surveillance cameras to help the police track down the thieves. These cameras help me know who is at my door and when packages have been delivered. Unfortunately, they can also be hacked to spy on me. These days, I worry more about my cameras being hacked than my packages being stolen.

			My family keeps cherished home photos and videos, key financial documentation, and other important files on a network-attached storage device (NAS). Our NAS provides reliable storage, but it’s vulnerable to hackers. All major NAS brands have been the target of multiple ransomware attacks, including mine.

			These types of attacks have just added to the types of personal cybersecurity issues we already have to be aware of. Thieves still pilfer mail in hopes to find something that can help steal your identity. Scammers still con people into giving away personal details and credit card information over the phone and through email.

			You can do a great job of securing your home network and not falling prey to scammers, and still be a cybersecurity victim. The problem is that you don’t have control over the way others protect your private data. Large companies like Home Depot, Facebook, and Marriott have all leaked private data to hackers.

			I’ve painted a dire picture, but you can protect yourself. You can stop hackers from breaking into your home network. You can learn practices to prevent your accounts from being compromised. You can take proactive steps to protect your identity, even if a company leaks your private data. Good personal cybersecurity practices will only grow in importance as technology advances. This book gives you all the tools you need to protect yourself.

			

	

About This Book 

			Whom Is This Book for?

			Ransomware, spyware, phishing, viruses, credit card fraud, identity theft, compromised passwords… Either you think about some of these terms and worry, or you don’t think about them but should be. According to the Insurance Information Institute, identity theft and fraud reports have grown 56 percent between 2016 and 2020. Cybercrimes were up 165 percent during the same period. Additionally, the number of data breaches grew by 137 percent between 2015 and 2021.1 Cybercrimes are on the rise, and we must do all we can to educate and protect ourselves.

			We live in the world where our lives are conducted online more and more. Your home network may have computers, mobile and streaming devices, smart speakers, and other gadgets. You probably have online accounts at banks; social media sites; email, healthcare and many other service providers. The average person has over one hundred online accounts! Each one of these accounts contains your private data — addresses, date of birth, Social Security numbers, financial information, and maybe even your children’s information.

			With all this information available on our home networks and online, we all have to take extra steps to protect ourselves.

			Do you want to know how to protect your home network from hackers? Are you worried about bad actors breaking into your online accounts and committing identity fraud? Would you like to educate yourself about cybercrimes, your vulnerabilities, and ways to protect yourself and your family? If any of these things are true, this book is for you.

			When you are done reading this book, you’ll know the following:

			
					Different types of cybersecurity attacks

					Ways to protect your devices, yourself, and your family from online and offline attacks

					Best practices for protecting your online accounts from unauthorized access

					Ways to secure your home network from hackers

					What to do if your accounts, devices, or identity are compromised

					Ways to counter attacks specifically targeted towards older adults and young children

			

			You don’t need any particular background to understand or benefit from this book. You have enough knowledge to benefit from this book if you have any online accounts or use any online services. You can especially benefit from this book if you are responsible for configuring your, or someone else’s, home network. If you have any type of electronic footprint (created by you or by a company), then you are ready for this book.

			How to Use This Book

			This book steps you through the ways of protecting yourself from cybersecurity attacks. It starts by providing a foundation of knowledge. Then, using that knowledge, the book guides you through the process of developing good cybersecurity practices. If you read this book sequentially, you’ll learn about the different types of attacks; best practices for protecting yourself, your family, and your home network; and future trends in cybersecurity.

			Although this book is intended to be read sequentially, it works well as a reference for those with prior knowledge who look to home in on various subjects. The layout and headings make it easy to quickly find the information you may be looking for.

			Be sure to take advantage of the glossary, checklists, and additional resources in the appendix. Cybersecurity involves a lot of jargon, and the glossary is there to explain all these technical terms. The checklists give you a quick way to track your progress in accomplishing the recommendations you’ll find in each chapter. Finally, the additional resources in the appendix are links to up-to-date home technology resources.

			Conventions Used in This Book

			Here are the conventions used in this book, which highlight important information:

			
					What I Do – In several sections of this book, I give specific information and address the discussed topics in the context of my own life. For example, in the home network security section, I discuss some of the security steps I’ve taken. I’m not suggesting that what I do is the best thing for everyone. Instead, these sections are intended to give you practical real-world examples of what’s possible.

					In the Real World – Throughout the book, you’ll find useful stories and case studies about cybersecurity to help connect the material in this book to real-world scenarios.

					Key Takeaways – At the end of each part, I provide a checklist of the key information that you can use as a summary for quick reference.

			

			

	

Part 1 

			Introduction to Cybersecurity
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