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          One can never second guess themselves

          too much; there is no such thing

          as being right; and answers,

          if such a thing ever existed,

          are overrated; you are never

          where you should be,

          only where you are;

          faith is for people

          who already have it.

        

        —Norman Savage, A Sunday Sermon for the Broke & Broken; for Those at War
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        Introduction

      
      In 2018, a violent criminal who had terrorized California residents for over a decade was finally brought to justice, more than thirty years after his last known crime. Joseph James DeAngelo, a former police officer, was arrested by Sacramento County sheriff’s deputies and charged with a dozen murders attributed to an elusive figure previously known only as the Golden State Killer. After troves of genetic evidence were presented at his trial, DeAngelo pleaded guilty to thirteen counts of first-degree murder and was sent to prison for the remainder of his natural life.

      According to news coverage at the time of DeAngelo’s arrest, the long-cold case had finally been cracked thanks to technological advances. Old DNA samples were analyzed using modern genetic profiling techniques and the results uploaded to an open-source genealogy website called GEDmatch, where investigators homed in on the killer’s identity by tracing his family tree through profiles posted by other users on the site.

      Data was hailed as the hero in this case; without the invisible strands of ones and zeroes strung between our bodies, our identities, our markets, and our law enforcement system, justice would never have been served and the Golden State Killer would have remained at large. Even if genealogy websites weren’t built for the purpose of aiding in criminal justice, outcomes like this have been trumpeted as examples of how new methods of data collection, storage, and analysis could make the world a better place by bringing clarity and accountability to antiquated systems hindered by guesswork, bias, and obscurity.

      “It is fitting that today is National DNA Day,” District Attorney Anne Marie Schubert said at a press conference announcing the arrest on April 25, 2018. “We found the needle in the haystack.”1

      Yet, while many rejoiced at DeAngelo’s capture and conviction, not everyone found comfort in the investigators’ methods. As soon as the news broke, technology ethicists and civil rights advocates began to raise concerns about the broader implications of using ancestry databases to track suspected criminals. Should law enforcement have free rein to use DNA matching techniques in all cases, even those involving nonviolent crimes? Without adequate regulatory and judicial oversight, could techniques like this be used in a sloppy or even malicious fashion, potentially implicating blameless suspects? Should users of open-source databases like GEDmatch be informed that their contributions might unwittingly make them “genetic informants on their innocent family,” as attorney Steve Mercer of the Maryland public defender’s office framed it in a USA Today interview?2

      The legal and ethical waters became even muddier in 2020, when a Los Angeles Times investigation revealed that the official story about DeAngelo’s identification and capture had omitted some important details.3 For one thing, law enforcement investigators didn’t collect data only from the open-source GEDmatch site. They also obtained data using a fake account on the private genealogy service FamilyTreeDNA, a potential violation of the company’s terms of service. Additionally, police collaborated with a “civilian geneticist” who used her personal account on another private service, MyHeritage, to upload DeAngelo’s DNA and explore his family tree without notifying the company of her true intentions. None of this data collection and analysis was undertaken with a warrant, which means that, contrary to the pledges they’d made to their customers, FamilyTreeDNA and MyHeritage shared personal genetic information with police even when they weren’t required to by law.

      Despite these revelations, many people still believed the benefits of this foray into an ethical gray area were worth the risks. As the daughter of one of DeAngelo’s victims told the Los Angeles Times, she didn’t mind that “practices were bent,” because the unmasking of the killer justified any potential violation of privacy, and “the truth is what’s important.”4

      Less than two years later, another breaking news story raised the stakes even further, leading many people to reevaluate the relative merits of “truth” and privacy. In 2022, the US Supreme Court issued its landmark decision in Dobbs v. Jackson, effectively ending half a century of safe and legal abortion throughout the United States and opening the door for numerous state laws that not only outlawed abortions but treated women who sought them as murderers.5 Privacy advocates and supporters of abortion rights immediately began to raise the alarm about the risks of online data exposing abortion seekers to liability under these new laws.6 Simultaneously, many news outlets and nonprofit organizations began public awareness campaigns aimed at showing abortion seekers how to protect their “digital footprints” and thereby minimize their potential exposure to law enforcement.

      These concerns were not mere speculation or hyperbole. Even prior to the Dobbs decision, there were dozens of cases in the United States in which people’s online search histories, chat archives, and other digital traces were used to prosecute them for terminating pregnancies—and even more such cases elsewhere around the world, especially in countries where abortion is not legal. In the wake of Dobbs, civil rights watchdogs began to look more closely at a newer set of risks for digital exposure—women’s health-tracking apps and biometric devices, such as menstrual calendars and smartwatches. The same constellation of biotechnology, digital databases, identity-tracking business models, and evolving norms about data privacy that had led to the Golden State Killer’s arrest now threatened to expose millions of American women to prosecution for seeking a form of medical intervention they’d understood as a fundamental right throughout their entire lives.

      The tensions inherent in these two recent news events—between public and private, physical and digital, legal and ethical—are at the heart of this book. Together, they exemplify the double-edged sword of life in the twenty-first century: a potent mixture of possibilities and perils emerging in a data-rich, globally connected society. Armed with smartwatches, home internet appliances, and an endless supply of apps, games, and streaming services, billions of us now spend our days and nights enmeshed in webs of digital sensors, machine learning algorithms, and overlapping information networks, all designed to reduce the minutiae of our lives into discrete data points. These data are then transmitted, stored, and analyzed for the purposes of predicting, evaluating, and influencing our behaviors in a never-ending feedback loop.

      While these new data systems have likely improved our lives in countless ways, they have also presented us with a host of new conflicts and conundrums that we still lack the ability—or even the conceptual language—to resolve. How can a MyHeritage user be expected to anticipate the risk that they may become a “genetic informant” on a distant, unknown relative simply by submitting their own DNA to explore their family tree? How can a judge issue a warrant allowing police to investigate an individual suspect in a database for a specific crime without exposing all of the other people listed in the database to unwarranted surveillance? How can a technology user confidently wear a smartwatch or install a health-tracking app when a future court decision might turn their digital medical records into evidence against them?

      These are just a few of the many analogous challenges we’ll explore in this book. Though they encompass a broad range of settings, contexts, technologies, and cultures, what unites them is a phenomenon that we refer to as the secret life of data.7 The basic premise is simple, though its implications are complex:

      
        There is no limit to the amount and variety of data—and, ultimately, knowledge—that may be produced from an object, event, or interaction, given enough time, distance, and computational power.

      

      In even plainer language, it means that whatever we think we’re sharing when we upload a selfie, write an email, shop online, stream a video, look up driving directions, track our sleep, “like” a post, write a book, or spit into a test tube, that’s only the tip of the proverbial iceberg. Both the artifacts we produce intentionally and the data traces we leave in our wake as we go about our daily lives can—and likely will—be recorded, archived, analyzed, combined, and cross-referenced with other data and used to generate new forms of knowledge without our awareness or consent. This may be done not just once, but over and over, by individuals and institutions we’ve never heard of, using techniques that may not even have been invented yet, as technology and society continue to coevolve over time.

      All of this adds up to something greater than the sum of its parts. Billions of us now live in a globally networked world, and our social structures and personal relationships reflect this fact in innumerable ways. This means every time any of us creates or collects a piece of data, even through casual interactions with everyday technologies, we have a responsibility to consider how the information derived from it might affect our friends, our colleagues, our compatriots, and billions of people we’ll never even meet. To borrow a phrase from a popular twentieth-century bumper sticker, we need to “think globally” whenever we “act locally.”

      (Throughout this book we will use the terms data, information, and knowledge a great many times. We do not treat these terms interchangeably, and we use them very deliberately. Data refers to discrete, quantitative values extracted from larger, more complex phenomena.8 Information refers to those mathematical values put into context and thereby given a social meaning. Knowledge refers to actionable inferences made from information by interested parties such as governments, marketers, or researchers. This flow from data to information to knowledge is, in our current society, an industrialized process, and many of the technologies and businesses we discuss are part of that pipeline.)

      It’s a lot to wrap your head around. Some readers may find themselves thinking something like, “Holy smokes! I’m flushing my smartphone down the toilet immediately and moving to a cabin in the woods.” Others might respond with something closer to, “Big deal, who cares? I stopped believing in privacy decades ago.”

      Both of these reactions are completely understandable, but neither is particularly constructive. For one thing, it’s not just about smartphones or even the internet; the secret life of data applies to every technology and behavior that may leave a trace, from walking past a CCTV camera on the street to borrowing a library book to registering to vote. For another thing, it’s not just about privacy. The secret life of data adds new complexities and challenges to every aspect of our lives, from our identities to our personal and professional relationships to our democracies. It’s impossible to escape and dangerous to ignore. That’s why this book suggests a third possible reaction: “I understand what’s at stake, and I feel empowered to help shape the future of technology and society.”

      Toward that end, we have attempted to cut through the hype and hand-wringing that pervades much of the popular discussion of technology and its role in public life. Instead, we hope to provide you with a window into how things arrived at this point, a sense of who the different actors and stakeholders are, and a guide to recognizing their hallmarks in the technology you interact with every day.

      
        Inviting a Wider Conversation

        There are already many other voices weighing in on the relationship between technology and society with insights that range from sublime to ridiculous and prognostications that range from dire to downright utopian. While some of these discussions tailored to a general readership are rooted in sound scholarship and lived experience, many are sensationalistic or overtly partisan and don’t hold water under closer scrutiny.

        Conversely, much of the scholarship on technology and society that we admire dives deeply into a specific aspect of the larger issue—a promising or dangerous new invention, an important new approach to law and regulation, or a threat disproportionately faced by a particular group of people. The singular focus of these books and articles, addressed to expert readers, can often provide a boost for much-needed policy change or spur a new direction in technological investment and development.

        Unfortunately, these two communities of readers rarely interact productively. General interest texts tend to skirt thornier problems and technical details, while deeper discussions may be couched in complex terms that feel exclusionary to casual readers. This makes it difficult for many people to participate in conversations about the future of technology and society, even though these issues will bear heavily on all of our futures.

        That’s why our aim is to bring a wider swath of voices into dialogue with one another by charting a middle path between these approaches. We draw on the theoretical perspectives and research findings of the academic community, and our conclusions are based on both reasoned analysis and personal commitments to human dignity and social justice. But we’re not trying to move the needle on a specific policy or to advance the bleeding edge of any particular field. Instead, we use plain language, straightforward storytelling, and dozens of expert interviews to help demystify issues that are far too often shrouded in tech jargon and policy wonkiness to help readers make sense of the many profoundly weird, troubling, and exciting changes wrought by technology in our lives and relationships.

        We acknowledge we can’t accomplish this on our own because, like anyone else, our worldviews are limited by our personal experiences and identities. We are two middle-aged, cisgender, Ashkenazi Jewish men from New York City who happen to have been close friends since we met on the first day of ninth grade at a public high school focused on math and science. Our shared interests in speculative fiction, musical and visual cultures, political activism, and the transformative potential of new technology brought us together as teenagers, and this book is one manifestation of the lifelong conversation we’ve been having on those themes since then. Along the way, we’ve each gained many of the experiences and credentials necessary to write a book like this—higher educational degrees; jobs in tech, marketing, and design; creative professional profiles; stints as department chairs at university programs focused on tech and society; and some coauthored academic journal articles—but the range of subjects we discuss and how we play with ideas haven’t changed much in all that time.

        If our conversation has evolved since our youth, it has as much to do with the maturing of digital technology itself as it does with our own aging. When we first explored online services like Gopher and Archie in the early 1990s, it was via text-based terminals in our university computer labs. Taking inspiration from early cyberpunk novels like William Gibson’s Neuromancer and Neal Stephenson’s Snow Crash, we imagined a future in which data were ubiquitous and the lines between physical space and information space, human and machine, became increasingly porous. Despite the cautionary elements in both these books, we were excited at the prospect of an always-on, digitally connected society. Like many people in our age cohort, we spent countless hours fantasizing about what our adult lives in cyberspace might be like.

        As young adults, we both worked in the technology sector, principally as researchers focused on how the dot-com boom of the late ’90s would transform education, cultures, and economies by linking together billions of individuals and institutions on a global scale. We understood implicitly that our youth and enthusiasm for tech were crucial qualifications for the job. Unattached as we were to legacy industries and the old ways of doing business, we were free to imagine the many ways in which the internet might accelerate change or improve upon the status quo. And we were rewarded both economically and reputationally for our ability to translate these utopian visions to our elders, the decision makers at large corporations, federal agencies, nonprofit organizations, and other seats of power.

        During the Web 2.0 years in the first decade or so of the twenty-first century (when we were in our thirties), we ceased thinking about digital technology principally as a potential change agent, and approached it instead as a practical one. We began academic careers, producing scholarship and teaching classes about new creative models like “remix culture,” new legal models like “copyleft,” new “real-time” software environments for interactive art, and new collaborative platforms like social media. Our job functions shifted away from translating the future to our elders, and moved toward exploring present opportunities and hazards with our contemporaries. As creative professionals and technology builders, we also took advantage of new media production tools to advance our own powers of expression, putting theory into practice and building collaborative networks with far-flung colleagues across the globe.

        In the mid-2010s, as we entered our forties, we began to cast a warier eye on digital networks and data industries. The tech sector became increasingly consolidated, with a handful of companies (Google, Apple, Facebook, and Amazon) collecting the vast majority of data and dollars associated with people’s online—and, increasingly, offline—activities. At the same time, geopolitical shifts including a widespread authoritarian turn brought into stark relief the political stakes of living in a digitally connected world. In both measurable and ineffable ways, the optimistic, freewheeling spirit of the early internet years was giving way to a grimmer, more utilitarian approach to technology.9 For our part, as teachers, artists, and researchers, we found that our roles were shifting once again, to explaining the predigital past to people too young to have lived through it.

        We offer this capsule joint biography not in order to hog the spotlight but to give you a better sense of what our strengths and weaknesses might be in analyzing and describing the secret life of data. We benefit from having enjoyed a front-row seat to some of the biggest shifts in technology and society during our lifetimes, but we also suffer from our long-standing investment in a vision of a more egalitarian datafied society that is at odds with the current reality, both in our native United States and elsewhere around the world. We’re researchers and scholars, but we’re also artists and idealists, and some of the impetus for writing this book comes from our discomfort with how the social consequences of digital technology have diverged so drastically from our hopes and ambitions.

        We are also hobbled, as all social researchers are, by the fact that we are attempting to describe large-scale, long-term phenomena from a fixed point (technically, two fixed points that are not so distant from one another). There are regions, identities, moments, and perspectives to which we simply lack direct access and that we can only learn about second- or thirdhand. We have done our best to account for this by reaching out to experts across a range of nations, ethnicities, gender identities, professional roles, and political perspectives and including their voices directly in the pages that follow. We interviewed twenty-nine such experts, most of whom agreed to speak on the record, over the course of writing this book, and solicited feedback on the manuscript from roughly a dozen more. We also had many more informal interactions with friends, colleagues, and acquaintances while presenting or discussing our ideas at conferences, colloquia, and community events. We couldn’t have written this book without their insightful contributions and critiques, and we are grateful to each of them for what they’ve taught us.

      
      
        About This Book

        The Secret Life of Data is organized thematically, beginning with some basic principles and then expanding its scope outward from their more immediate and intimate consequences to their larger-scale ramifications. Each chapter builds on the conclusions of previous chapters, but also stands on its own as an investigation of a particular set of challenges and opportunities related to data and society. Each chapter introduces new case studies, new expert voices, and new conceptual tools. And yet, because all aspects of our subject matter are by definition interlinked and interdependent, the book has many recurring themes. A discussion of biometric devices would be incomplete without acknowledging the role of data brokers, a discussion of political surveillance would be incomplete without acknowledging the role of biometrics, and so forth. By the time you finish reading this book, our hope is that you will have an overarching sense of how these diverse technological and human networks fit together.

        We begin the book with one of the most straightforward examples of data hiding in plain sight: metadata. In chapter 1, we discuss the ancient origins of practices like tagging, data classification, and cataloguing, and we demonstrate how these techniques, originally designed for libraries of papyrus scrolls, have been integrated into modern digital storage formats and databases. We then explore the role of metadata as a vector for unintended revelations, from forensic investigations to mass surveillance. We also discuss the human toll of such revelations, interviewing the sister of whistleblower Reality Winner. Winner was an intelligence analyst whose role in leaking information about Russian interference in the 2016 US presidential election was exposed through metadata, possibly contributing to her conviction for violating the Espionage Act and her five-year prison sentence.

        In chapter 2, we move beyond metadata and address an even larger and less well-defined reservoir for the secret life of data: what’s typically referred to by computer scientists as unstructured data. Broadly speaking, this term refers to all the stuff that wasn’t designed or intended to be collected and analyzed using computers but ends up stored in databases anyway. This includes a wide range of items, from ancient relics to vintage media artifacts to digital ephemera like text messages and draft documents. We also discuss some of the downstream consequences of analyzing unstructured data, such as turning the absence of data into its own form of useful information and using machine learning algorithms to make highly educated guesses about missing data (for instance, taking blurry photos and digitally sharpening them).

        After discussing many of the ways in which data might turn up where it’s least expected, we shift our focus to some of the social consequences of these secret lives, addressing the perennial question: What could go wrong? In chapter 3, we talk about how today’s highly datafied societies differ from those of previous eras and how these changes undermine long-standing values and expectations like anonymity, provenance, and creative attribution. We interview technology researchers Mutale Nkonde and Mar Hicks to explore the ubiquitous challenge of algorithmic bias, in which preexisting social hierarchies and abusive power relations are coded (even unintentionally) into the algorithms that are used to make important decisions about our lives. We also interview public-health specialist Emily Tseng, who describes how the secret life of data may be used abusively in interpersonal relationships in contexts such as cyberstalking.

        After addressing the secret life of data in broad strokes, we home in on specific aspects of the issue, beginning with the role of “smart” devices in our lives. In chapter 4, we interview internet governance scholar Laura DeNardis about the challenges posed by cyberphysical systems like the Internet of Things (IoT). We also speak with computer security researcher Vasilis Mavroudis about the consequences of living in a social environment where many of the objects we interact with on a daily basis collect data about us using digital sensors and networking technology. Finally, we discuss the data broker industry that monetizes and trades the data collected by cyberphysical systems by interviewing Dennis Crowley, the founder and former CEO of Foursquare, a major broker that collects and sells geographic tracking data about pedestrian shoppers.

        In chapter 5, we delve into even more intimate territory, discussing the role of biometric sensors (technology that measures, analyzes, and tracks the human body). We explore the benefits of such technologies, like lifesaving medical interventions, as well as some of the dangers, including the increasingly central role of facial-recognition software in public spaces, law enforcement, and political oppression. We interview Sam Gregory, a director at human rights organization Witness, to discuss some other consequences of biometric data analysis, such as deepfakes—convincingly manipulated videos that make it seem as though a person is doing or saying things they never did or said. Other interviewees include Maggie Clifford, a graduate student who discovered a previously unknown sibling thanks to a genealogy website like the ones used to unmask the Golden State Killer, and Sharrona Pearl, a medical ethicist who helps us trace the connections between nineteenth-century pseudosciences like physiognomy and some of the more questionable applications of biometrics in the twenty-first century.

        Next, we explore some of the deeper social, cultural, and psychological consequences of biometrics and cyberphysical systems. In chapter 6, we begin by discussing the quantified self (QS) movement, a trend in the 2010s of people using digital sensors and diagnostic tools for the purpose of self-knowledge and self-improvement. We also discuss the flip side of this trend—the increasing evidence that the unchecked use of such technologies can have damaging psychological implications, especially for vulnerable people, like adolescents. We also interview design researcher and disability rights advocate Laura Forlano, who explains how some biometric technologies intended to have beneficial medical effects can have cataclysmic health consequences instead if disabled users are left out of the design and development process. Finally, we introduce the concept of algo-vision—the widespread and disorienting experience of seeing oneself through the “eyes” of an algorithm—and we discuss the potential benefits and dangers of a world in which millions of people have internalized this algorithmic gaze.

        In chapter 7, we expand our scope again, to explore global-scale sensor networks and the social implications of integrating the entire physical world, from micro to macro scales, into the technological stack. We discuss what we call crowdsourced stewardship in the form of environmental surveillance initiatives. We also introduce the concept of “triangulation” as a model for artificial intelligence and machine learning systems. Triangulation is based on a multiperspectival approach to knowledge creation as a more equitable and accurate alternative to the single-point perspectives presented by many platforms. We also discuss how adding the physical world to the digital stack introduces new conduits for the secret life of data (such as Easter eggs), and new security vulnerabilities (such as malware). Finally, we discuss the promise, peril, and hype surrounding the metaverse and mixed reality and ask whether the benefits of these immersive digital platforms are worth the potential cost of privatizing public space by inundating it with a deluge of proprietary data.

        In our final chapter, we consider the implications of the secret life of data for the future of democratic society. We discuss several troubling trends and developments from the digital Cold War, characterized by ongoing multinational cyberespionage and hacking campaigns, to neurotargeting, a dangerous new form of propaganda that uses the cutting-edge tools of digital marketing to bombard emotionally volatile citizens with calculated disinformation. We interview information warfare scholar Emma Briant, one of the world’s leading experts on the Cambridge Analytica scandal, to explore how these techniques were used in the 2016 US presidential election and how they are still being refined and used around the globe nearly a decade later. We also interview criminal defense attorney Paul Hetznecker, who describes how predictive policing—an algorithmically assisted approach to law enforcement that targets suspects prior to any criminal acts—poses major risks to civil rights. Finally, we offer a few glimmers of hope: new ideas, technologies, policies, and trends that we believe can help preserve democratic norms and institutions in a data-rich society.

        We conclude the book with a broad evaluation of the social, cultural, and institutional consequences of the secret life of data, and we discuss a range of new ethical, regulatory, and technological approaches that may help to harness the power of data without allowing its secret life to run amok. We also introduce new experts, such as Yves-Alexandre de Montjoye, a professor of computational privacy. His insights help explain why there’s no such thing as a quick fix to these entrenched challenges and why, if we value social justice, inclusive cultures, and democratic governance, we must use every tool at our disposal to shape the future of technology and society by shifting our focus away from the mechanisms of data extraction and analysis and toward the larger social contexts in which these processes unfold.

        In our final pages, we consider potential change agents looming on the horizon, such as the quantum cliff and “general” (human-level or greater) AI. Technological leaps such as these may not only change the course of the secret life of data but also undermine the solutions we’ve developed to counteract its more damaging consequences—potentially wreaking havoc on our intimate lives and civic institutions. On the other hand, we still know so little about these potential threats that we can’t yet see their full implications, which means that we must all remain vigilant at the vanguard of new technological and social developments. That’s why we end the book by encouraging our readers to play an active role in shaping the future—using your common sense, professional expertise, political power, and cultural influence to critique new technologies as they emerge and to advocate for a networked society that centers human agency and dignity.

        We encourage you to keep this in the back of your mind, as you read this book. With each new technology we introduce, each new expert voice we add to the chorus, and each unexpected consequence we review, ask yourself, How does this affect my own life? What does this mean for the values I hold dear? And, most importantly, What can I add to this conversation?

        We’ll be listening. And you can be certain that others will, as well.

      
    
  
    
      
        1

        Data about Data (about Data)

      
      Even if you’re not a history buff, you’ve probably heard of the Library of Alexandria. It was built in the third century BCE, while Mediterranean thinkers like Euclid and Archimedes were working on radical new scientific concepts like geometry and engineering. The library was first conceived by Alexander the Great, both as a testament to the size and power of his empire and as a means of collecting the wealth of knowledge from all the lands he’d conquered, translating them into Greek and thus Hellenizing his dominion under a common language and cultural identity.

      Though Alexander died before his library was built, his successors, Ptolemy I and Ptolemy II, followed through on his plan, amassing one of the greatest troves of recorded knowledge in the ancient world. In order to manage this collection, they hired the Homeric scholar Zenodotus to serve as its first superintendent.

      The library housed roughly half a million scrolls on subjects ranging from science to law to philosophy to literature. Mostly written on papyrus, the scrolls were in perpetual danger of decay, and each had to be copied by hand and replaced periodically in order to preserve the knowledge it contained. It was Zenodotus’s job to ensure not only that this cultural archive was preserved for the benefit of future generations but that contemporary scholars could find the information they needed and contribute their own work to it, as well.

      In order to accomplish this Herculean task, Zenodotus developed several techniques that are still in use today. One of his principal innovations was to standardize some of the older texts in the library—for instance, reconciling different versions of Homer’s classic epics The Iliad and The Odyssey and creating a single, consistent version of each. Another technique was to classify the scrolls into what today we would call different genres, storing each set of related texts in its own room—dedicating one area solely to medical texts, for example, and another to poetry. He also introduced the handy idea of alphabetization, so it was easy to sort through an entire collection of scrolls and to figure out where to put one back once it was no longer in use.

      To make it even easier for librarians and scholars to keep track of things, Zenodotus decided to add tags to each scroll with information such as the author and title of the work so that the documents wouldn’t need to be unrolled and rerolled each time someone wanted to know what they contained. Finally, Zenodotus had a catalog written in which all of the works the library held were listed using the classification, alphabetization, and tagging techniques described above.

      If Zenodotus’s innovations as a librarian seem like common sense to those of us living in the twenty-first century, it’s only because they were so successful that, over time, they became standard practices for anyone trying to keep track of large collections of information. In fact, we now have a handy term that covers the classification, ordering, tagging, and cataloguing techniques developed at the Library of Alexandria: metadata.

      To use the simplest definition, metadata is data about data. It tells us where a piece of information came from, where it belongs, what it contains, how to use it, and any number of other helpful things we might want to know before we actually unroll a scroll, search for a book in the library stacks, or open a digital file. Metadata has helped humankind to develop a geometrically expanding store of scientific and cultural knowledge for millennia. Without it, it’s unlikely modern history would have unfolded in the way it did, and it’s hard to imagine historical milestones like the Renaissance, the Industrial Revolution, or the development of the internet.

      Yet, although Zenodotus’s innovations made it easier for people to store, access, and contribute to large archives of information, the development of metadata also introduced some new challenges that have bedeviled librarians and those of us who rely on their valuable work ever since. If you’ve ever typed a URL into a web browser and gotten a “404 page not found” error or spent an hour on the phone with a customer service representative trying to clear up a billing error, you know this firsthand.

      First of all, metadata aren’t always accurate. And since metadata are easier to reproduce than the larger texts they describe, errors can end up replicating like a virus. If you accidentally type “Johm Coltrane” into the “artist” field of an MP3, for instance, good luck ever getting one of your digital music players to correctly credit the song to John Coltrane. And these kinds of small mistakes can have ripple effects with more serious consequences. By some estimates, metadata errors such as these have already cost musicians billions of dollars in lost royalties.1

      Another challenge is one that Zenodotus probably didn’t see coming: Metadata are generative. On their own, they are intended to serve as a kind of shortcut, describing a larger piece of data as concisely as possible. But together, metadata can add up to more than the sum of their parts, taking on new meanings and functions and spawning even more metadata in turn. To use an old-fashioned example, a phone number is a piece of metadata about you. It’s a short string of digits that tells people how to call or text you. But thousands of phone numbers assembled together become a new object with a new set of social functions: a phone book. And there are other metadata about phone books themselves: who publishes them, what geographic areas they cover, how many pages they have, who counts as the head of a household, and so forth. So metadata beget more metadata, ad infinitum. And that means that Zenodotus’s fantasy of cataloguing all human knowledge can never be fulfilled, because the act of cataloguing creates more categories of knowledge—a scenario whose tragic consequences are famously lampooned in Jorge Luis Borges’s dark, satirical short story “The Library of Babel.”2

      Finally, even though they generate new meanings and contexts for knowledge, metadata can also be destructive. The standardization of Greek texts in the Library of Alexandria was designed to erase and obsolesce other versions of the books it contained, including versions in other languages, in order to unify Alexander’s empire. Along similar lines, today’s metadata generally privilege one version of a text over another. And in doing so, they privilege one person or community over another, flattening out the diverse and multivocal cultural landscape and erasing the voices and perspectives of the less powerful. This can serve as an instrument of larger power dynamics. To use an extreme example, when Nazi Germany started stamping the letter J on the passports of Jewish citizens in 1938, this new form of metadata both reflected and enforced the political subjugation of Jews throughout the country while normalizing the racist logic behind the policy.

      
        Metadata in the Modern World

        In the two millennia since Zenodotus first arrived at the Library of Alexandria, metadata have evolved considerably. The techniques he developed, including standardization, classification, alphabetization, tagging, and cataloguing, are still in widespread use today, but they have expanded to fit the growing range of creative platforms, storage technologies, cultural styles, and social uses for information. Think back to the last time you watched a movie, read a book, streamed some music, or even used an app on your phone to buy food or meet a date. Whether you used the Dewey decimal system or swiped right, you were relying on metadata to discover exactly what (or whom) you were looking for.

        Today, just as in ancient Egypt, people around the globe use metadata to help navigate the world of knowledge and information. But it’s no longer just about finding the right reading material; now, we use metadata to organize our countries and cities, to manage the flow of commodities and communications through the world’s supply chains and information networks, and to structure our intimate lives and interpersonal relationships. Metadata is, in short, fundamental to the architecture of modern industrialized life in the twenty-first century.

        As the uses for metadata have proliferated, so have its political and social consequences. Because metadata is generative, it always has the capacity to add more to the story, rather than merely summarizing something longer and more complex. Because it’s destructive, metadata always erases as it creates, reinforcing one perspective while sidelining another. And because it doesn’t exist in a vacuum but features in a broader landscape of data and information, metadata can be triangulated with other datasets to produce unforeseen outcomes and sometimes startling revelations. In other words, one of the first places to start looking for the secret life of data is in metadata. The vast accumulation of metadata is like a river that runs right beneath the surface of our daily lives, carrying a torrent of potential new cultural meanings and implications, never more than a faucet or a flood away from coming to light.

        If this premise sounds familiar to you, it’s probably because you’ve seen the social consequences of metadata discussed in the news over the past decade or so (even if it wasn’t discussed in precisely these terms). Public awareness of metadata spiked in 2013, when a US government contractor named Edward Snowden leaked information to British newspaper The Guardian about several secret National Security Agency (NSA) surveillance programs.

        While Snowden’s leaks were, and still are, the subject of political controversy, they revealed a widespread pattern of unregulated data collection by the government that fundamentally challenged our assumptions of privacy in the twenty-first century. Snowden’s documents showed that the NSA had for a decade collected “bulk internet metadata,” including the addresses of email senders and recipients as well as internet users’ IP addresses (unique identifiers for individual machines and local networks connected to the internet). At the same time, the agency had archived and analyzed all of the “telephony metadata” listing the phone numbers, call duration, and cell phone tower locations of every call made on the networks of US phone carrier Verizon. The scope of metadata collection included millions of Americans and countless foreign citizens on a daily basis.

        After these secret programs were revealed, the US government claimed that they posed no threat to everyday Americans’ privacy or security, in part because they weren’t capturing or analyzing the contents of the emails or calls themselves. After all, the NSA argued, it was “only metadata.”3 Who cared that the government knew that person X had called person Y on Thanksgiving, or that someone at company A emailed someone else at company B last Tuesday?

        As it turns out, a lot of people cared. A Pew Research study found that in the six months following Snowden’s revelations, the percentage of Americans who said they approved of government metadata collection programs dropped by one-fifth, and public opinion regarding these programs flipped from a majority approving to a majority disapproving of them.4

        In the meantime, civil liberties advocates and privacy researchers began to document the ways in which the kinds of information the NSA collected amounted to more than merely the sum of their data points. Computer scientists from Stanford University reproduced the NSA’s methodology in miniature, collecting supposedly anonymized smartphone metadata from 823 participants and doing their best to analyze the quarter of a million phone calls and 1.2 million text messages those participants sent and received over the course of a few months.5

        Their findings were unequivocal. First, despite the NSA’s claims, it was trivial for someone with enough processing power and coding skill to deanonymize telephone numbers, connecting them and their metadata to real human beings and businesses. Second, it was relatively easy to locate those people and businesses in the physical world, even without additional information such as GPS records. Third, it was pretty clear what kinds of relationships existed between the people in the dataset; for instance, married couples stuck out from the rest of the participants like a sore thumb because of their unique communication patterns. Finally, it was very easy to infer sensitive information about deanonymized users—including their health status, religion, drug use, and whether they owned weapons or were seeking an abortion—based on the other phone numbers they interacted with.

        If that sounds like a shocking amount of personal information to derive from a few months’ worth of anonymized phone records of 823 random people, remember that it’s only a microscopic fleck in the galaxy of knowledge the NSA can derive from its database, which contains trillions of phone calls, emails, and web visits made each year. As journalist Barton Gellman has detailed in his extensive research on this program, the NSA didn’t merely collect metadata about the communications of hundreds of millions of Americans; it created a secret system that used Facebook-like technology to assemble those metadata into a “social graph” with highly detailed profiles of nearly everyone in the country and a map of the connections between them spanning years of contact.6 With a single search query, analysts using this tool could infer innumerable things about the intimate lives and personal histories of American citizens that their own families and friends might not be privy to (and, for that matter, that may not even be accurate).

        The NSA’s surveillance program is a far cry from the tags hanging off the ends of ancient scrolls, but the implications of metadata aren’t as different in the two scenarios as it may appear at first glance. In both cases, the metadata were created for one purpose but ended up being used to generate new meanings by people far removed from their original contexts. The creators and stewards of the Library of Alexandria used metadata to Hellenize the Mediterranean, imposing the politics of empire on the diverse peoples of the region; the NSA’s surveillance program served its own government’s geopolitical agenda, turning an individual’s web of personal associations into a metric gauging their Americanness or their otherness—a dividing line that grew in potency and power in the wake of the attacks of September 11, 2001.

        Yet there are notable differences between the two cases as well. Most importantly, in the Great Library, only the scrolls were subject to this coding, analysis, and knowledge creation. The NSA applied these techniques to people, or at least to the public record of their private lives. And this program is only one example of the rapidly expanding range of metadata collection programs undertaken on a global scale by governments, businesses, criminal enterprises, and others without the consent—or even the knowledge, in most cases—of those being tracked.

        What does it mean for us as a society that so much of our daily activity, from the objects we make and consume to the messages we share with our families, friends, and associates, generates an ever-expanding volume of metadata, revealing far more about us than we can keep track of, let alone understand? What bits of our lives are included and excluded, how are they categorized, and how does that shape other people’s understanding of us as individuals and communities? Who is collecting and analyzing these metadata, and for what purposes? What kinds of unexpected uses have they already found? What might other people, in other times and places, make of them? Finally, what mechanisms do we have, if any, to discover and correct false inferences that are made about our personal lives, choices, and allegiances?

        These questions are too complex and numerous to answer fully, and we will spend the rest of this book grappling with them from various perspectives. But for the remainder of this chapter, we will analyze some important examples of how metadata serve as a conduit for the secret life of data. The consequences include revealing hidden strings of political power, forging chains of liability and provenance, guiding investments in technology and culture, and even consigning government whistleblowers to prison. Though there’s much more at work in these stories than a few bits of metadata coming to light, none of them would be possible, for better and for worse, without the techniques Zenodotus first developed to serve Alexandria’s library.

      
      
        The Metadata Is the Message

        One of the reasons metadata can be so revealing is that there is no single source or format for it. Even a lone digital file can generate multiple overlapping and potentially contradictory layers of information when placed in new contexts. For instance, the manuscript for this book is currently being drafted in Microsoft Word, which has metadata fields built into its file structure. These fields contain information such as who authored the document, when it was created and modified, how many revisions have been made, and so forth. Most people don’t ever look at the metadata generated by the documents we write (to be fair, why would we?), but it’s not exactly classified information. In Word, all you have to do is choose the Properties option in the File menu to view and even edit some of the metadata about your document.

        But that’s only the first layer. This manuscript is stored on a hard drive on a Mac laptop computer, and the MacOS operating system creates its own metadata about the document. Because the book is coauthored, we also keep a draft of the manuscript on the Google Docs cloud-based collaboration platform, which creates its own set of metadata, including copies of every draft and a detailed history of who accessed and edited the document, when, and how. We will also share this manuscript with other people, such as our editors and colleagues; when we do, the emails we send will generate their own metadata about the attached document. And when the file is saved on their computers, their operating systems and word processors will create additional metadata about it. Remember, all of these different layers of metadata describe the exact same set of words—the ones you’re reading right now.

        These metadata are often duplicative. If we send you a copy of our manuscript, the word count field will be the same for you as it is for us. But frequently other metadata will differ. The information about who accessed the file and when will be different. You may live in a different time zone, or speak a different language, or use a different operating system, in which case your computer will have to translate our metadata to match your preferred formats. Little differences like this can reveal a lot. In a way, metadata for a computer file tell you as much about the end user as they do about the contents or author of the file itself. Or, as Marshall McLuhan might have said, the metadata is the message.

      
      
        Metadata and the (Un)Official Story

        Most of the media we produce in our personal and professional lives, like emails, photos, and written documents, generate metadata automatically, often without our knowledge, participation, or consent. These metadata always tell a story to those who know how to listen—and sometimes that story conflicts with the one that the document’s author is trying to tell.

        In addition to the obvious privacy issues they raise, these conflicts, inconsistencies, and irregularities can also reveal much bigger tensions in our social, political, and cultural systems, including relationships of power and influence that were intended to remain hidden. This can be a great benefit for truth seekers like researchers and investigative journalists, but it may also pose a challenge for those who prefer to operate away from the public spotlight for personal, political, or professional reasons. An illuminating example is the use of metadata in exposing lobbyists’ surreptitious role in crafting legislation and policy.

        In theory, the role of lobbyists is to inform and educate lawmakers. For instance, a legislator may come to office with expertise in foreign policy but know little about health care. Another congressperson may be an expert in agriculture but have scant experience when it comes to infrastructure. That’s where lobbyists come in. They help lawmakers understand important policy issues, but they do so from a perspective that benefits their paying clients. So the senator who knows nothing about health care might learn about the wonders of government-run insurance from a lobbyist retained by a labor union, while the congressperson who needs to understand infrastructure better might get an earful about the need for new highways from a lobbyist paid by a big contractor. These messages often come along with a fancy dinner, a trip to an exotic locale, or even help with fundraising, making the lawmaker potentially more receptive to the lobbyist’s recommendations.

        This may sound unethical, but it’s not illegal. It’s a well-established and heavily regulated practice. In fact, in the United States, lobbyists are required to leave a fairly detailed paper trail about who pays them and how that money is spent, and those records are freely available to the public on websites hosted by organizations like Open Secrets and FollowTheMoney.org.

        But one thing lobbyists aren’t supposed to do is write laws and policy themselves. That task falls solely to the people who were elected or appointed to serve their constituents. If the highest bidder got to set the rules that we all must live by, they might end up tilting the scales of justice so much that nobody else could get a fair shake. So it’s important that government officials remain independent from lobbyists and their clients, making policy in the public interest, rather than just rubber-stamping the agendas of powerful special interests.

        Unfortunately, that’s not always how it works. Whether because of laziness or corruption, or simply by mistake, sometimes public officials who claim to be creating laws and policies from scratch are apparently passing off a lobbyist’s words, verbatim, as their own. How do we know this? In many cases, it is because journalists have discovered these hidden connections in the metadata embedded in lawmakers’ own documents. To list just a few examples:

        
          	•	In 2004, California attorney general Bill Lockyer drafted a letter to his fellow state attorneys general decrying the dangers of peer-to-peer file-sharing software and advocating for a new law requiring software developers to add digital warning labels to their products or face prosecution for fraud. Wired examined the metadata in a leaked Microsoft Word draft of the letter and found that the Author field was labeled “stevensonv”—presumably indicating Vans Stevenson, the Motion Picture Association of America’s vice president for state legislative affairs.7 According to public records, Lockyer received nearly a quarter of a million dollars in contributions from the TV and film industry during his two terms as attorney general.

          	•	In 2013, thirty-two Democratic congresspeople signed a letter to the Department of Labor opposing new regulations that would have increased protections of Americans’ retirement accounts from exploitative speculation by dishonest investment brokers. Though the letter claimed their opposition was based on concerns that the regulation could “severely limit access to low cost investment advice,” Mother Jones analyzed the document’s metadata and found that it listed Robert Lewis, a lobbyist for the financial services industry, as its author. According to analysis by Mother Jones, the lawmakers had received “tens of thousands of dollars in campaign money from the securities and investment industry.”8

          	•	In the 2014–15 Congressional term, Senator Lindsey Graham and Congressman Jason Chaffetz introduced several bills that aimed to make nearly all forms of online gambling illegal. Their support for the bills was framed as a moral intervention, tailored to protect Americans from what Graham called “nefarious activity” that would benefit “people in the criminal world and terrorist world.”9 But political news site The Hill obtained a draft copy of the legislation and found that its metadata showed its author was Darryl Nirenberg, a lobbyist for the Las Vegas Sands casino, then owned by political megadonor Sheldon Adelson.10 This strongly suggests that the true purpose of the bills wasn’t to protect Americans from nefarious activity but rather to protect a powerful political patron from online competition.

        

        The number of similar incidents is beyond counting and hardly surprising. Political watchdogs have known for centuries that lobbyists can play a central role in shaping legislation and policy, potentially undermining the public interest. What’s new in these recent cases is the role that metadata play as forensic threads for investigative journalists to pull. This new technique ups the ante for both lobbyists and reporters, creating new challenges for those who would rather operate in secret while also providing new avenues of inquiry for those in the business of shining light on shadowy practices. It also serves as an excellent reminder of how the secret life of data connects us all, whether we want it to or not: one person’s actions (like forwarding a document without scrubbing the metadata fields) can have consequences for someone else’s life (like inviting public ridicule or winning a Pulitzer).

      
      
        Every Contact Leaves a Trace

        In the summer of 1922, the bustling French town of Lyon had a mystery on its hands: someone was rifling through the mail and stealing bills, checks, and other valuables from sealed envelopes. The postal department suspected an inside job, so they conducted the investigation themselves instead of immediately alerting the police.

        A clever agent figured out that the dirty deed was probably being done in the post office bathroom, so he hid in the room above it and peeped down through a hole in the ceiling. Sure enough, a postal clerk showed up in the loo with a stack of letters and methodically opened them one at a time, pocketing the valuables secreted within. Unfortunately, the inspector couldn’t identify the culprit by looking through a hole at the back and top of his head, so he decided to mark the clerk by stomping on the ceiling and dislodging some plaster dust onto his uniform. Hearing the knocking sound, the clerk beat a hasty retreat, but too
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