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For Gaza





FOREWORD

by Steven Salaita

It was with some anxiety that I began Omar Zahzah’s Terms of Servitude: Zionism, Silicon Valley, and Digital Settler Colonialism in the Palestinian Liberation Struggle. I am something of a Luddite and so terms like “digital” and “Silicon Valley” tend to activate my instinct for flight. Then again, I rarely encounter the phrase “Palestinian liberation struggle” without a sense of excitement. It is far too uncommon in book titles in the Anglophone world.

My anxiety was unwarranted. Not only does Zahzah provide a sharp analysis of Palestinian liberation, which will be no surprise to anybody familiar with his work; he also makes clear and accessible the complicity of tech oligarchies in Zionist settler colonization. He is particularly concerned with social media and their preponderance in the so-called democratic West. These applications and platforms once held the promise of a decentralized public forum wherein people with unpopular opinions could bypass the old media gatekeepers, but in short order they reproduced the traditional apparatuses of exploitation and persecution in digitized form.

Whatever users had planned to do with these new technologies, their owners and the governments they influence always intended to keep imperialism safe from harm. Zahzah sets out to illustrate “that digital silencing of Palestinians is not ancillary to more directly lethal forms of colonial military violence.” The technology was marshalled in service of this violence. In facilitating Israeli brutality, it is behaving exactly as designed.

Zahzah advises that “only by piercing through the veils of ideology do we realize that both the romantic and quotidian constructs of social media mask a contingent series of technologies that facilitate an imperialist status quo.” It is an important passage, one I hope readers of this book will take to heart. There is no need to restate an argument that Zahzah makes so effectively, but I want to highlight the point that technology is never neutral and that under capitalism it does not adhere to any meaningful notion of the common good (or even to a perfunctory one). Technology, too, is hegemonic, reinforcing the perception of Zionism as democratic common sense.

As Zahzah illustrates, wherever hegemony fails, brute repression steps in. Technology is built to be dynamic and resilient. It arrests revolutionary sentiment in various ways. As is normal in recent times, this repression is most brutal and explicit in relation to anti-Zionism, particularly as it is practiced by Palestinians. Through analysis of cyber warfare, algorithmic engineering, Hasbara tactics, and the influence of tech oligarchs, Zahzah helps the reader understand digital settler colonialism and how its power develops under the guise of progress and innovation.

It is worth pointing out for those unfamiliar with the timeline of scholarly publishing that the first draft of this book was begun before Israel’s genocide in the Gaza Strip, which began in October of 2023, although Zahzah has updated the book accordingly. In other words, Zahzah predicted exactly how social media repression would function in an accelerated moment of genocide. The past two years have seen incalculable, and in many ways overwhelming, suppression of anti-Zionist sentiment. This book will show the reader exactly how that suppression came into being and what it means to the ongoing movement for Palestinian liberation.

More than anything, I hope that readers will assimilate the ultimate lesson of Terms of Servitude: even if it were designed to be neutral, no technology will magically liberate the oppressed. No matter how the machines that govern our lives progress and regress, liberation can only be accomplished through old-fashioned fortitude and tenacity.

Cairo, Egypt






A NOTE ON PROCESS


There is no such thing as an “easy” book to write, and yet I feel compelled to reflect at length on the difficulties inherent to the process of drafting Terms of Servitude.

First, analytical writing about social media is ideally suited to platforms that allow for instantaneous updates and amendment—that is, the internet/social media. Channeling such concerns to print is damnably difficult. Unforeseen developments that complicate your initial findings and arguments are sure to arise. The stretch of time between submitting the manuscript to the publisher and the book’s appearance in finalized, edited, and printed form is sure to encompass new developments that in hindsight seem to be even stronger examples of the phenomena you struggle to analyze.

Few things exemplify the phrase “exercise in futility” quite so much as writing a book on digital repression. The fleeting quality, the rapidity with which digital expression moves, is intuitively simple to grasp, but difficult to analyze retrospectively, since much (if not all) of our source material will be contingent upon a particular moment. These challenges often made it feel less like writing a book and more like rolling a boulder up a hill—or, rather, running away as the boulder rolled back, only to gear myself up for attempting the feat yet again. In this way, one of the distinguishing features of digital expression—its immediacy, and its ability to complicate social conceptions of the immediate—becomes obstructive.

What I found in drafting and re-assembling the material that would become Terms of Servitude is that while the extant material I had compiled, usually journalistic in nature, could lend itself to the construction of a broader intervention, the defining characteristic of the mediums about which I was writing acted as an expedient in some respects and an impediment in others. What was one deletion, one suspension, in light of a string of other examples, in light of reversals of course, and in light of scores of similar examples of such cases? How do we, as organizers, writers, and thinkers make our selections, offer our pronouncements, when we are so overwhelmed by relevance? Where does the story begin, and what do we do when the thread gets buried? Here I feel more than ever the truism of Edward Said’s observation that “there is no such thing as a merely given, or simply available, starting point: beginnings have to be made for each project in such a way as to enable what follows from them.”1 The impossibility of accounting for the totality of the forms of repression this book seeks to characterize helped determine my approaches to contextualization and signification in Terms of Servitude.

In some moments, I was able to circumvent this challenge through thematic focus. When chapters explored a broader issue, I could revisit thematically connected examples even when the situation in question was several years old. In other moments, this was not possible, and I found myself with written material that was relevant in scope and focus, but removed from present circumstances—sometimes because present circumstances had become even more repressive. It may be that some examples in the book you now hold in your hand (or read on your electronic device) will feel alien, removed from immediate relatability. Such is the nature of the beast.

In other instances, I was able to preserve older material by appending preludes and postscripts about relevant developments. As with thematic clustering, this was by no means a comprehensive solution. Some pieces proved too contingent upon a series of events or moment in time even as they participated in broader sociopolitical conversations and criticisms around the repressive machinations of Big Tech. The value of such pieces may be as stepping-stones to broader arguments I would come to make in this book. As I note in forthcoming sections, my thinking around Big Tech’s role in facilitating Zionist settler colonialism has evolved given my own engagement with these issues on multiple fronts, as well as my exposure to other thinkers, activists, and scholars who have brought their analysis to bear on crucial conjunctures. Hopefully my thinking, along with others’, will continue to evolve after this book has gone to the printer.

What I have striven to deliver with Terms of Servitude is the book, the necessary book, that follows from the sheer bulk of existing articles about Palestinians being silenced on social media. There came to be a point where it felt inadequate to continue documenting example after example of what was becoming an increasingly normalized pattern of repression, instead of considering the broader structure that undergirds this repression. A book does not have to be perfect to be necessary. Terms of Servitude is the imperfect outgrowth of my conviction that digital silencing of Palestinians is not ancillary to more directly lethal forms of colonial military violence, but a repressive phenomenon that warrants focused consideration.

Hegemony is an important part of this conversation. In Technics and Civilization, his 1934 study of the history and impact of the machine on human society, Lewis Mumford argued that “[t]he clock, not the steam engine, is the key machine of the modern industrial age.”2 The supremacy of the clock, Mumford argued, stemmed not only from the clock’s particular purpose, but from its ability to streamline mechanical functioning through synchronization while simultaneously providing the ultimate representation of technological activity: “For every phase of its development the clock is both the outstanding fact and the typical symbol of the machine.”3

It is this type of ubiquity I have in mind when introducing hegemony as a central issue in Terms of Servitude. In academic circles, we typically invoke the phrase in the manner in which Italian Marxist Antonio Gramsci deployed it, using “hegemony” to mean the domination of particular ideas and systems of thought within the realm of civil society. Gramsci distinguished between civil society and political society: the latter, made up of state institutions like the army or the police, operates by “direct domination”; civil society, made up of institutions such as schools, unions, and families, is the broader arena of culture. For Edward Said, it is hegemony—which allowed for systems of thought and belief that are aligned with the ambitions of political society to thrive within the realm of culture—that makes the reductive political and cultural discourse about the Arab world and its peoples that he refers to as “Orientalism” so powerful and persistent.4

I use the concept of hegemony to refer to systems of thought and belief that benefit the dominant (imperialist, capitalist, Zionist) political order in Terms of Servitude. But, in line with the preceding example from Mumford, I also use hegemony to capture a distinct, though by no means unrelated issue: how specific digital technologies themselves become hegemonic—that is, increasingly all-encompassing, exerting an outsized influence on our social and political lives as well as our imaginations. These technologies are assured cultural supremacy through the monopoly and duopoly status of their parent companies, inclined to reproduce conventions most suitable to the dominant political order. What happens when voices critical of that dominant political order’s limitless tolerance for Zionism, for Israeli colonization and genocide, are excised from the gargantuan and corporate-dominated spaces that draw the bulk of global users of digital media platforms? This is one of the core questions that Terms of Servitude sets out to answer.

I have repurposed the term “digital settler colonialism” to describe the framework of digital censorship of Palestinian content, facilitated in part through the terms of servitude that keep users passive and captive to the unchecked designs of imperialist, US Big Tech. This analytical undertaking felt relevant and necessary in light of the broader interventions around technology and race that have transpired in recent years. Digital erasure of Palestine and Palestinians is a crucial consideration for the Palestinian liberation struggle, but I argue that it is also an integral way in which Palestinians are systematically repressed by technology more broadly, as an Indigenous people resisting settler colonialism and genocide. More than any organizational schema, it is this framework, this argument that defines Terms of Servitude.

One challenge in following Terms of Servitude through to its conclusion was getting past the contradictory valuations of social media. On the one hand, social media is routine, something so mundane as to be taken for granted. On the other hand, it is supposedly an agent of “disruption,” something that has come to upend many of the societal norms we had previously taken for granted.

Scholars of technology often note that we must be careful not to overemphasize technology’s revolutionary function in social relations. Conceding to this conceit too readily reinscribes the propaganda that elites sell to the rest of us to justify their privileged position in society. Ironically, assuming technology’s irrelevance can have the same effect. Only by piercing through the veils of ideology do we realize that both the romantic and quotidian constructs of social media mask a contingent series of technologies that facilitate an imperialist status quo.

Indeed, the internet is real life. As in all other spheres of life, corporations aligned with imperialist governments want to keep the writing on the wall about their products hidden from us—offscreen, as it were—even as they exercise an increasingly outsized influence on human lives. The siren-like deceptiveness of immediacy is paramount to these expectations: the more we uncritically project our superficial experiences on the internet as indexes of broader essence, the less likely we are to poke beneath the surface. If we remain distracted by contemporaneous form, we won’t be outraged by longstanding practices of extraction, exploitation, and oppression.

2021 witnessed an upsurge in social media suppression of Palestine. From Facebook, Instagram, and Twitter (now X) censoring posts by Palestinians protesting looming expulsion from the occupied East Jerusalem neighborhood of Sheikh Jarrah, to bombardment of the Gaza Strip and Israeli Occupation Forces’ violent incursions into Al-Aqsa Mosque, to the video conferencing platform Zoom’s blocking of the academic event “Whose Narratives? What Free Speech for Palestine?” by the Arab and Muslim Ethnicities and Diasporas (AMED) Studies program at San Francisco State University, the digital repression of Palestine had clearly gone into hyperdrive.5 In response to broader corporate collusion in a settler-colonial process of silencing, elimination, and erasure, I wrote an article for Al Jazeera in May 2021 in which I diagnosed these forms of social media censorship of Palestine as “digital apartheid.” In the first chapter of this book, “Refusing the Language of Silence,” I describe why I now feel “digital apartheid” to be an insufficient analytic. In this and the chapters that follow, I elucidate my concept of digital settler colonialism, which I believe more accurately captures the convergence of oppressive paradigms that these and related forms of anti-Palestinian censorship signify.

I mention the article here because of how it predated and in many ways anticipated this book. After this piece was published, I was commissioned to write others about digital doxing and online harassment of pro-Palestine activists; meanwhile, the social media censorship continued, and it became clear that what had at first appeared as a reversible excess of moderation policy was becoming standardized. I began to realize that digital repression of Palestine was so pervasive, and yet also so targeted, and so particular, that it warranted its own extended treatment in keeping with other critical texts regarding Big Tech’s role in fortifying structural forms of oppression such as racism and white supremacy.

In the movement, we speak of the “Palestine exception” to free speech, thanks to the paradigm-defining study by the civil rights organizations Palestine Legal and the Center for Constitutional Rights.6 As the experiences of activists on the ground reveal, and as unceasingly attested to by the research and advocacy of digital rights organizations such as 7amleh and Sada Social, there is also a “Palestine exception” to digital expression, and I wanted to do my part as an organizer and intellectual by making the case for how social media censorship of Palestine must be understood as corporate acceptance of the Zionist project’s settler-colonial racialization of Palestinians. While I explore this argument in more depth in the chapter “E-Racing Palestine,” it bears mentioning here because its formulation was part of the impetus for conceiving of Terms of Servitude in its entirety.

The manuscript of Terms of Servitude that I initially proposed was a more conventional research project. It had thematic urgency, but ultimately it sought to reinvent the wheel in terms of its approach to questions of the internet and anti-hegemonic expression. Knee-deep in the research phase, I came to realize that many of the things I felt I needed to say had been said, and said better, by others whom it would help my own investigation to cite and index as part of a broader intellectual journey.

I was also doing something else: writing Terms of Servitude, though not in the way I initially expected. I continued to write articles about different instances of digital repression of Palestine, from social media censorship to digital doxing for outlets such as Palestine Chronicle and Electronic Intifada, outlets that had been central in platforming anti-colonial Palestinian resistance narratives by riding the wave of innovations in web page and blogging technologies from the late 1990s to the 2000s. The significance of these sites cannot be overstated, as they were founded to challenge (and remain dedicated to challenging) the anti-Palestinian and pro-Israel slant of hegemonic US corporate media. By writing articles for these crucial outlets, I realized that this book could take the form of an interconnected series of reports and reflections about the colonial utility of digital repression.

For me, the ultimate consideration is one of access. While the question of accessible academic content is often framed in terms of the prohibitive effect of jargon, exorbitant academic book and article costs are just as responsible for the inaccessibility of academic material to the broader public, especially marginalized communities. While I wanted to make conceptual interventions that would advance the Palestinian liberation struggle, I believe that writing journalistic articles that are free for a general reader but approach Palestine through intellectual and academic frameworks is an important way of advancing Palestinian liberation.

In this book, I practice an approach that might be considered the obverse of Andrew Ross’s notion of “scholarly reporting”: Ross’s coinage captures how investigative journalistic methodologies can inform academic writing (specifically ethnographies).7 By contrast, as an academic who is also a self-taught freelance journalist, I make it a point to write journalism that incorporates academic theory and criticism. A fair amount of what would become Terms of Servitude began as articles that are freely accessible online. Even in the publishing phase, I knew I did not want to work with an academic press, but a more public-facing publisher whose output is readily available and affordable.

Length and speed have also been important considerations. I write this following the Zionist state’s ongoing genocide of Palestinians in Gaza, a genocide that also expanded into broader regional aggression. This latter point is only surprising to those unaware that Zionism has always been, at heart, a settler-colonial enterprise reliant upon Western imperialism for its vitality and persistence, in addition to harboring its own imperial regional aspirations. The relevance of social media in this moment goes without saying, as Palestinians have taken to the very platforms that continue to suppress their voices and testimonies. In doing so, they have shown the world the first live-streamed genocide in history.

Journalistic and academic facticity are challenged when the forces of oppression can so rapidly and readily create novel facts on the ground. In these moments, analysis can outpace information. I found myself unable to finish this book in the wake of genocide. I decided instead to finish the book that it had become. Brevity emerged as an important element for this book, given that a leaner work would lend itself to a more immediate intervention in a political moment without pause. These dilemmas are part of the broader matrix of oppression that would keep anti-colonial perspectives unexpressed. They are emblematic of the epochal weight of writing in hitherto unprecedented circumstances, even—especially—when writing about topics such as Palestinian liberation, which have always held court on the margins, and whose proponents, through artful and creative resistance, have always been able to draw the center margin-ward.

I realized that it would be a fool’s errand to try to update every chapter of Terms of Servitude, and decided instead to preserve many of them as archives tracking a broader progression of censorship and resistance. Conditions may have changed, and some of the platforms and campaigns discussed may be dated by the time this manuscript goes to print. Given the thematic direction of particular conversations, there has been an inevitable degree of repetition of evidence and source material as well as interviewees. I must also reckon with the condition that I am a US-born academic and writer of Lebanese-Palestinian descent, and that this reality has no doubt created limitations as well as opportunities in terms of focus and analysis.

I can only hope that some aspects of the analysis herein nevertheless lend themselves to the service of advancing the ongoing struggle for Palestinian equality, freedom, and, of course, liberation from the river to the sea, a phrase I use with full awareness of how it has been particularly stigmatized and falsely represented as antisemitic or even genocidal in the post–October 7 crackdown on student activism and popular protest for Palestine. Disciplinary power often works to shrink the horizon of acceptability for expressions that symbolically fortify and inspire the resistance of the oppressed and their supporters. This stigmatization may sway the broader public towards identifying controversy where there was none before. It is crucial not to cede rhetorical ground. From the river to the sea, which evolved from a historical context of British colonial domination over an Indigenous people to a settler-colonial order punctuated by military occupation, apartheid, and genocide, has always expressed the determination of Palestinians to return to the homes from which they were (and continue to be) expelled, and live freely and equally on their own land.8

If Terms of Servitude can lend itself to this goal, however modestly, then I will consider the book to have been a success.







PREFACE

LOCATING PALESTINE


It was a simple operation: I held COMMAND and F simultaneously, and when the white box with the blinking cursor appeared, I typed in the word “Palestine.” But the result now was the same as it had been before: the box went red, and the sentence Phrase not found appeared on the screen.

Fellow writers will recognize the painstaking amount of research that goes into writing books, even books built upon previously published articles such as this one. In my case, much of the difficulty stems from abundance: as the world has become familiar with the downsides of Big Tech, there is no shortage of think-pieces and tomes dedicated to the deleterious impacts of Silicon Valley and its products. These analyses converge with a broader cultural shift from the naive wonderment that set the background for Big Tech’s accelerated rise. On April 15, 2023, a New York Times article announced “The End of Faking it in Silicon Valley.”9 A pending multi-district federal lawsuit in California alleges that the algorithm deployed by Meta, Snapchat, TikTok, and YouTube to target younger users is addictive to a degree comparable to nicotine and opioids, and may be directly responsible for a youth mental health crisis.10 In the early 2020s, it appeared that political enthusiasm for Big Tech had stagnated, in contrast to attitudes towards emerging tech industries in preceding years.

Both Republicans and Democrats welcomed the paradigm shift that would be ushered in by the internet in the early to mid ’90s. Al Gore extolled the possibility of global “information super highways,” while Newt Gingrich and Bill Clinton both glowingly referenced historian Arthur Schlesinger Jr.’s 1949 book, The Vital Center, a work that equates communism to fascism, in describing the attitude needed to navigate US politics in the new information age.11 It was not collectivist solutions, but private competition practiced by new tech corporations under good old-fashioned American capitalism that would save the day.

Many actors and forces that define Silicon Valley in its present, culturally-dominant configuration owe a great deal to the start of the so-called War on Terror. The US government, ascendant tech firms, and data brokers all found themselves desirous of maximal user data with minimal obstacles to its procurance, and John Ashcroft (Attorney General from 2001–2005) played a pivotal role in codifying the character of government attitudes towards invasive commercial data-acquisition techniques. These attitudes were permissive, as long as the firms in question gave the government access as well. In Malcolm Harris’s words, “Information was now a weapon and a business, which made it a perfect fit for Silicon Valley’s public-private paradise.”12 Google played an outsized role in the 2008 and 2012 elections of President Barack Obama, putting data mining and predictive algorithms to use on the campaign trail and initiating reciprocity regarding employment in tech and government spheres.13 This ingratiated the tech sector with the post-9/11 surveillance state even further, given Obama’s expansion of the NSA-centered security apparatus put into motion under the Bush regime.14 Edward Snowden’s 2013 leaks about the government’s PRISM program of social-media surveillance generated outrage when they exposed how diffuse and standardized public and private collaboration around personal data collection had become.15

Beginning in 2020, both Republicans and Democrats sought to reform Section 230 of the 1996 Telecommunications Act, which alleges that content providers cannot be held responsible for material posted to their platforms.16 The March 2023 Congressional hearings on a proposed TikTok ban demonstrated a bipartisan attempt to use broader concerns about the negative impact of heavy social media usage as a vehicle for parlaying imperial competition into actionable protocol.17 Spectacles of political fixation on the social ills of Big Tech deflect from the tech industry’s deep entrenchment in the dominant US political order. The most conventionally reviled aspects of Big Tech’s modus operandi are often the very practices the political order finds the most beneficial.

Despite their earlier reputation for liberalism, Silicon Valley elites appear to have shorn that association, eager to ingratiate themselves with a second Trump administration. Becca Lewis notes that moves such as Meta’s slashing of workplace DEI programs may not reflect a deviation so much as a return to a core of reactionary patriarchy and anti-liberalism focused around the figure of the white male tech entrepreneur that shaped the Valley from its initial rise to fame in the 1990s.18

The manner in which the rose-colored glasses framing Big Tech lose their hue for the broader public is an index of positionality. A roundtable for a June 1, 2023, broadcast of Democracy Now! was dedicated to discussion of a public letter signed by hundreds of experts on Artificial Intelligence, or AI, that warned about the potential for AI to lead to the “extinction of humanity.”19 Professor Yoshua Bengio, one of the so-called “godfathers of AI,” spoke about how he had been driven to sign the letter after realizing how quickly ChatGPT was evolving, and reflected on the implications of such technology falling into the wrong hands. In that same conversation, Tawana Petty, Director of Policy and Advocacy at the Algorithmic Justice League, noted that




women have been warning about the existing harms of artificial intelligence many years prior to now . . . at the Algorithmic Justice League, we have been responding to existing harms of algorithmic discrimination that date back many years prior to this all most robust narrative-reshaping conversation that has been happening over the last several months with artificial general intelligence. So, we’re already seeing harms with algorithmic discrimination in medicine. We’re seeing the pervasive surveillance that is happening with law enforcement using face detection system to target community members during protests, squashing not only our civil liberties and rights to organize and protest, but also the misidentifications that are happening with regard to false arrests, that we’ve seen two very prominent cases started off in Detroit.

And so, there are many examples of existing harms that it would have been really great to have these voices of mostly white men who are in the tech industry, who did not pay attention to the voices of all those women who were lifting up these issues many years ago. And they’re talking about these futuristic possible risks, when we have so many risks that are happening today.20





Writing in The Nation, Edward Ongweso, Jr., criticized the alarmism underpinning the letter as a “marketing strategy” meant to help secure corporate AI developers’ veto over the prospect of outside regulation. The issue, Ongweso explains, is a misunderstanding of scale: due to its anti-democratic core and its imperative to maximize profits at all costs (both of which are foundational to the tech industry), it is “Silicon Valley, not one of its many developments” that constitutes “‘a societal scale risk.’”21 Both Ongweso and Petty’s insights reflect how anxieties about tech’s dystopian potential often overlook current discriminatory uses to which technology is being applied. More than thirty years into what has been characterized as a Fourth Industrial Revolution, or Industry 4.0, that followed the dotcom boom and bust of 1991, commercialized technological innovation seems to have focused on enhancing, rather than undermining, racism, economic exploitation, and political oppression.22 We ignore these realities at our peril.

For instance, Shoshana Zuboff introduced the concept of “surveillance capitalism” to characterize the invasive and anti-democratic practices of tech companies such as Google for whom we are not “the product,” but rather—and more ominously—“the sources of raw material supply.”23 The concept of surveillance capitalism intends to make sense of how today’s economic overlords seek to maximize profit at all costs by tracking users, and use that information to engage in targeted behavioral modification. The more we depend on digital products and platforms in our social and professional lives, the more our virtual movements are tracked and translated into a data surplus with which tech companies can devise new methods of getting us to purchase a product or engage a service—often outside of our initial intent. Due to this largely unregulated state of affairs, “everyday life is set to become a mere canvas for the explosion of a new always-on market cosmos dedicated to our behavior and from which there is no escape.”24

In Race After Technology, Ruha Benjamin describes Big Tech’s reinforcement of white supremacy as “The New Jim Code.” Benjamin defines the New Jim Code as “the employment of new technologies that reflect and reproduce existing inequities but that are promoted and perceived as more objective or progressive than the discriminatory systems of a previous era.”25 “Objectivity” is key to Benjamin’s definition because it is the fixation on the supposed blank slate of potential inherent to new technologies that allows for racism to thrive through a misrepresentation of the relationship between race and technology in an anti-Black social order. Challenging various forms of both techno-determinism (which envision society as subordinate to technology) and naive techno-optimism (such as the assumption that mere access to technologies like the internet will magically heal racial and class divides in society) is a fundamental part of being able to understand contemporary technology’s punishing and dystopian role in current racial regimes of surveillance, policing, and mass incarceration.26 As Benjamin explains, building upon the work of Safiya Noble and Simone Browne, “anti-Black racism, whether in search results or in surveillance systems, is not only a symptom or outcome, but a precondition for the fabrication of such technologies.”27 Ultimately, Benjamin argues that we should think of racism “in relation to other forms of domination as not just an ideology or history, but as a set of technologies that generate patterns of social relations.”28

The publication of these and related works is an important development, for such analyses are a counterweight to tech giants’ often deceptive and misleading self-promotion. Given that innovations in tech—including business practices that thwart those pesky individual and collective rights which stand in the way of potential profit—are often shrouded in secrecy, scholars, activists, and journalists who shine an unwavering light on the tech world are performing an important social and political service. In writing this book, I am proud to join with an ever-growing group of writers and organizers who refuse to let our collective futures be determined by the so-called “terms of service” of unethical companies who seek to subordinate our existences to authoritarian whims and profit motives.

The writing of this book is also motivated by what I feel to have been largely absent thus far, that word to which my computer search yielded only a notice of failure: Palestine. In 2021, I watched as Palestinians rose up in opposition to the expulsion of Palestinian families from the occupied East Jerusalem neighborhood of Sheikh Jarrah. As global Palestinian resistance claimed physical and digital space, the unthinkable appeared to be happening: the narrative was shifting. Images of Palestinian resistance and Israeli violence circulated by social and broadcast media seemed to be making room for reconsiderations of the often reflexive and rigid support for Israel that shapes Western, and especially US, media. Palestinians were invited to speak about their experiences.

And then, Big Tech—one of several important tools that had allowed for the capture and dissemination of data that had helped pull the curtain back—began to clamp down. Palestinian resistance never wavered, but tech companies, seemingly savvy to the political implications of anti-colonial organizing, engaged in mass censorship of posts about Sheikh Jarrah, Zionist violence against Palestinians in Al-Aqsa Mosque, and Israeli bombardment of the Gaza Strip. The reasons given for censorship of posts and temporary and permanent deletion of accounts was often little more than notification of a “Community Standards” violation.

2021 demonstrated Big Tech’s paradoxical role in Palestinian resistance as both an instrument of potential, if unwitting, support for the cause as well as an agent of repression. The binary has only sharpened after October 7, 2023, as the latest iteration of Zionist genocide against Palestinians in Gaza surged forth, sending digital repression of Palestine into overdrive. I write these words in the midst of a ceasefire that seems to be anything but, as Israel has blocked humanitarian aid into Gaza and launched drone strikes in central Rafah and Beit Hanoun in North Gaza that killed three Palestinians and injured at least seven as of March 3, 2025.29 This is combined with an already-staggering Palestinian death toll that could now total more than 225,000 lives.30 Throughout this latest genocide, tech companies comfortably leaned into the paradigm they established in 2021, routinizing rampant censorship of Palestinian voices despite ongoing oppression and resistance.

The coalescence of social media and political repression is visible in contexts besides online censorship. As of March 2025, the “Catch and Revoke” program launched by Secretary of State Marco Rubio will reportedly begin use AI technologies to scour the social media of foreign nationals in the US, in order to target them as “pro-Hamas” and subject them to visa revocation. On Sunday, March 8, 2025, Columbia University graduate student and Palestinian activist Mahmoud Khalil was arrested in front of his pregnant wife at his university residence by agents from the Department of Homeland Security (DHS), who claimed the State Department had revoked his green card. Activists and rights institutions have condemned Columbia University’s capitulation to the Trump regime and Zionist institutions and donors; the University reversed its status as a sanctuary campus and subjected Khalil, a leading negotiator and media spokesperson during the school’s Gaza encampment in 2024, to disciplinary action for his activism through a new committee it founded to target student activism for Palestine. Khalil had also been subjected to an intense online targeting campaign by blacklist sites such as Canary Mission and Documenting Jew Hatred on Campus following his participation in a sit-in in support of three Barnard College students who had been suspended for Palestine activism. In a series of posts on X, antagonists tagged President Donald Trump, Secretary of State Marco Rubio, and US Attorney General Pam Bondi, calling for Khalil to be deported. As of this writing, Khalil is reported to be in an ICE detention facility in central Louisiana.31

Digital repression of Palestine dynamically interfaces with real world persecution and, as these few examples show, the consequences can be dire. Yet as far as I can tell, there is still a dearth of engagement in the Palestinian struggle when it comes to popular interventions in tech writing. Which is not to say that there is no writing on Palestine and tech—far from it. As tech has come to wield an increasingly globalized influence, many journalists and activists have written about how tech repression specifically impacts Palestinians in publications such as Al Jazeera and Electronic Intifada, Middle East Eye, Mondoweiss, Palestine Chronicle, and more. 7amleh and Sada Social Center are leading organizations dedicated to defending the digital rights of Palestinians. Activist organizations such as Jewish Voice for Peace (JVP) have launched attention-generating initiatives about tech companies’ direct role in censoring Palestinians, as evidenced by the #FacebookWeNeedtoTalk campaign co-launched by JVP in 2020. The campaign was in response to the announcement that Facebook was considering a policy that would have considered critical reference to the term “Zionist” in social media posts to be a form of hate speech. In essence, the policy would have equated “Zionist” and “Jew,” a longstanding strategy for criminalizing speech in support of Palestinian liberation. This campaign, as well as the unique role that Zionism plays in normalizing censorship of support for Palestine, will be discussed in more detail in the chapters to come.

No, my point is not that there is no writing on Palestine and Big Tech. It is that I believe broader conversations about Big Tech would benefit from more directly engaging the work of outlets, organizations, and collectives dedicated to Palestinian freedom and liberation. There are several reasons I believe this to be the case. First, given Israel’s status as a settler-colonial state (that is, a state that seeks to eliminate the Native peoples—Palestinians, in this case—and completely alter the topography and landscape), tech companies’ relationships with Israel provide a crucial barometer for their politics. Big Tech’s willful facilitation of Israeli settler colonization affirms that, for all of their progressive branding, tech companies are not dedicated to sociopolitical empowerment so much as containment, their aesthetics of “dissent” or “disruption” masking a more cynical approach to politics that seeks to keep the powerful happy by any means necessary, so as to guarantee maximum profit and reach. It is not so strange to witness the convergence of Israeli state and Silicon Valley interests when we realize that both institutions exist and are fortified by the erosion of collective rights, accountability, liberty, and justice.

Secondly, a clearer understanding of Israel’s role in the tech world can help illuminate the often oppressive origins and uses of technological innovation. For example, Israel’s surveillance of Palestinians provides the “ground-tested” research that allows for the Zionist state to maintain a uniquely competitive edge in tech; the majority of Israeli tech leaders emerge from Unit 8200 of the Israeli Occupation Forces, a highly selective, tech-focused military colonial unit whose participants have gone on to found globally popular companies such as Viber, an online messaging app, and Wix, a website development service.32 Unit 8200’s operations are devoted to mass surveillance and blackmail of Palestinians.33 Israel’s Pegasus Spyware, launched by the NSO group, has been utilized for the harassment and assassination of activists and journalists by repressive regimes globally.34 A November 8, 2021, joint technical report by the University of Toronto’s Citizen Lab and Amnesty International’s Security Lab established, based on technical research by Front Line Defenders, that Pegasus Spyware had been used to hack the phones of six Palestinians working for human rights organizations in the West Bank.35 Visualizing Palestine, Al Haq, Bisan Center, and Mind the Gap Consortium collectively coined the phrase “Pegasus Effect” to designate the phenomenon whereby invasive technologies forcibly tested on colonized Palestinians are exported to undermine global resistance and human rights activism for profit.36

Furthermore, tech is a linchpin of Israel’s concerted attempts to ingratiate support for the settler colony within progressive spaces and causes. Israel, the narrative goes, is the “Start-Up Nation,” a country defined by technological innovations and industry that belie its diminutive size. The Zionist state and its allies aggressively utilize social media and internet technologies via PR projects meant to boost Israel’s image via online publications, such as Israel21c.37 The flip side of this is the deployment of targeted harassment campaigns that viciously smear supporters of Palestinian freedom and liberation through sites such as Canary Mission.38 I explore this duality and how it is shaped by settler colonialism in the chapter “Breeding Trolls for the Start-Up Colony: Cyber Warfare in the Age of Hasbara 2.0.”

Finally, solidarity with Palestine is an important means by which tech workers have come to contest the oppressive operations of tech giants. As will be discussed in the final section, Google and Amazon workers are currently opposing Project Nimbus, a collaboration that would provide a cloud platform to streamline Israel’s surveillance of Palestinians. The refusal of workers to be complicit in the oppression of a colonized people is not only courageous—it is a historic reflection of how connections between experiences of exploitation and oppression can inspire possibilities for new social orders not defined by and through subjugation.

Simply put, I believe it is important to locate Palestine within the wider discourse about the Big Tech reckoning because Palestine is urgently reflective of this reckonings’ political stakes. Support for Palestinian liberation is part and parcel of the wider rejection of the “terms of servitude” that regiment our incorporation into a colonial-capitalist global order.
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