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Preface

In the 21st century, nations, nonstate actors, and individuals have a new avenue to engage in conflict. The development of the Internet has had many unforeseen effects on human society, enabling massive changes in communications, commerce, and conflict. So far, the Internet has not fundamentally changed human nature; it has only allowed for a new means of engaging in normal human behavior, including some of the worst human activities. Thus, it is unsurprising that humans have chosen to continue their criminal, espionage, sabotage, and warfare activities in the new cyber domain.

Cyber space is definitely not the same as the physical realm, and using it as a means of conflict does not always follow the same approaches used in the physical world. In some ways, warfare in the cyber domain is less terrifying than conflict on land, at sea, or in the air, in part because, to date, no humans have been killed by a cyber attack. Currently, cyber activities tend to be an enabling mechanism supporting conflict in other domains, rather than being an entirely separate vector for violence. However, as more devices are connected and societies become more dependent upon cyber networks, the possibilities for causing harm grow in proportion. Further, because the Internet is by definition an international network that does not halt at national borders, it blurs the line between domestic and global activities, pushing past the assumed limitations of domestic and international law. Because a nation may choose to respond to a cyber attack by retaliating in the physical domain, cyber warfare offers a certain potential for crossover effects. Ultimately, whether an attack is perceived as an irritant or an act of war will largely depend on the preferences, motivations, and capabilities of the victim more than the intentions of the actor.

The cyber domain has special characteristics that make it a unique arena for human conflict. Unlike the physical domains (land, sea, air, and space), the cyber domain is entirely artificial—and it remains an evolving platform. Although certain behaviors in cyber space are governed by the limits of what can be performed within a computer network, it is unclear whether other forms of government truly apply to the Internet. Certainly, the establishment of computer networks has challenged many assumptions regarding the limits of legal and ethical behavior. Because the Internet has outgrown all projections for both its utility and its dangers, it is impossible to predict how it will develop in even the near future, much less over the remainder of the 21st century.

This volume seeks to provide some clarity about the history and current capabilities of the cyber domain. Its authors have largely, though not exclusively, focused on the Western experience, particularly that of the United States. In part, this is due to the availability of open-source, unclassified data. Not only are the sources readily available, but they tend to be more applicable to the target audience for this work. The authors come from a wide variety of backgrounds, with a substantial number of them serving in the military or other governmental institutions. As such, it needs to be stated that the ideas and arguments presented in this volume are the opinions of the individual authors, based on their expertise, and do not represent the position of any government, military entity, or institution.

There have been an almost limitless number of key contributors to the production of this work, beginning with Padraic (Pat) Carlin and Steve Catalano, the editors at ABC-CLIO, who conceived of it and pushed it through to fruition. In the production process, Subaramya Durairaj and Magendra Varma of Lumina Datamatics provided enormous assistance. Thanks also to Pete Feely, production manager at Amnet Systems, and copyeditor Lisa Crowder. Of course, a work of this magnitude is only as strong as the contributions of its creators, without whom it would still be a collection of blank pages. Thus, it is gratefully dedicated to the 59 authors who contributed their time, their expertise, and their efforts to produce first-rate entries that will help the reader grapple with the unique challenges of cyber warfare.


Introduction

The use of information as a means to conduct warfare is a concept that has existed for centuries. However, the rise of massive cyber networks and increasingly powerful computers has led many military strategists to conclude that the cyber realm should be considered a new domain of warfare, akin to the land, sea, air, and space domains previously developed and utilized in warfare. Over the past two decades, humans have become increasingly reliant on information networks, which in turn have become a part of the very fabric of society, influencing virtually every person on the planet. Even those who have never used a computer are affected by these networks, both in positive and negative ways. Just as conflict has touched every nation on earth and has had at least some effect on almost every life, so too has human conflict spread into the machine realm. As such, the cyber domain is being used in new and creative fashions to shape the conflicts of the physical world and, at times, to carry out attacks with effects every bit as tangible as those using conventional weaponry.

Because the cyber domain is entirely manmade, it is not governed by the same properties as the physical world. In fact, there are no rules within the cyber domain that cannot be changed, either by altering the hardware that creates the environment or changing the programming that controls it. Given this changing nature of the cyber environment, developing a national cyber strategy to secure a country from cyber attacks is a continual problem. The only sure way to become immune to cyber attack is to sever all connections to the cyber domain—but such a drastic decision would also essentially remove a nation from the modern world. Thus, nations are forced to engage in the cyber domain, regardless of preferences, priorities, or national capabilities.

Cyber assets are typically associated with communications, economic activities, and maintaining vast amounts of information, and cyber attacks are thus most commonly assumed to be new forms of espionage or crime. However, cyber networks are increasingly able to influence the physical world through the control of infrastructure assets such as electrical grids, meaning that a cyber attack can potentially inflict harm on not only computer hardware but also the people living in the cyber-enhanced environment. Whereas earlier cyber attacks might be considered a problem best addressed by intelligence agencies or law enforcement, these more advanced cyber attacks might cross the threshold into warfare, particularly if they directly or indirectly cause the loss of human life. Already, cyber attacks are being used as an enhancement mechanism to enable or improve kinetic attacks in the physical world, but soon, they may be utilized in place of conventional violence, achieving the same ends without incurring the same risks to the attacker.

Although the cyber domain is largely a positive innovation, for most of its users, the Internet is a vast, poorly understood environment. Most computer owners do not realize the inherent dangers that it represents or how their interaction with sites on the Internet might enhance the ability of malevolent actors to carry out acts of crime, espionage, sabotage, terrorism, and warfare. While this should not scare citizens into departing the cyber domain entirely, in some ways, the subjects discussed in this work should remind users that there are often far greater consequences to seemingly innocent activities in the cyber domain. They should be aware of the types of organizations using the Internet for their own purposes, ranging from hostile nation-states seeking avenues of attack and new means of information theft to terrorist organizations attempting to recruit new members and spread their propaganda. Cyber criminals, too, have found the Internet to be a vast new trove of potential targets, many of whom unknowingly volunteer their information without regard for the dangers involved.

This encyclopedia serves as a reference guide to the reader seeking to gain a better understanding of the nature of the cyber domain and the threats that it presents to the citizens of the world. It seeks to offer an overview of the key individuals, organizations, and actions that have shaped the modern cyber networks and how state and nonstate actors have come to rely on the Internet as a means of interaction with other states. After examining the entries in this work, readers are encouraged to consult the further readings offered with each entry and those listed in the bibliography to enhance their knowledge of subjects of interest.


A

ADVANCED PERSISTENT THREAT (APT)

The term advanced persistent threat (APT) refers to highly sophisticated actors conducting stealthy offensive operations in computer networks, usually through the Internet. The goal of such operations includes any combination of espionage, financial gain, sabotage, or reconnaissance. Such actors are often shown to work on behalf of nation-states, typically under the control of the military or intelligence services. They may also be private entities contracted by nation-states or, more rarely, operating purely for personal profit (i.e., sophisticated criminals). In some cases, the distinction between criminal and agent of a nation-state may be hard to draw, with the same individuals or groups exhibiting both characteristics at different times.

The term APT appears to have been in use since 2006, first appearing in documents authored by U.S. Air Force personnel, and became mainstream with the 2013 APT1 report by Mandiant. APTs share a number of attributes that differentiate them from other malicious actors:

• Mission Focus: APTs often have narrowly defined missions and goals, which may require that they gain access to specific networks or organizations. Such targets may be more difficult to successfully compromise than the average network or individual computer. This is in contrast to criminal actors, who generally exhibit a more opportunistic behavior, which may, for example, manifest as massive (and therefore noisy) spear-phishing campaigns. However, the strategic goals for an APT may be defined quite broadly (e.g., obtaining information pertaining to a technical area or technology from any available source), and the tactics used when targeting a large organization may come to resemble those of a less sophisticated actor; sometimes this is a deliberate choice by the APT to avoid drawing attention to the attack itself or to sow confusion as to the identity of the attacker.

• Sophistication: APTs often have custom tools that have been developed over a long period of time, the expertise and resources to develop new capabilities as needed, and the training and discipline to use such tools to conduct large-scale operations while minimizing cross-contamination across operations. The majority of publicly disclosed APT campaigns point to the extensive use of spear-phishing attacks as the preferred method of initial compromise, but APTs have been known to use a variety of other attack tactics, including watering hole, malicious advertising, credential theft, social engineering, SQL injection, and software exploitation.

• Resources: APTs generally have access to sufficient resources to pursue a number of different attack strategies over a long period of time against a chosen target, including potentially developing or procuring previously unknown vulnerabilities for which no known fix exists and no forewarning is possible. In addition, APTs may devote significant resources and time in developing the necessary attack infrastructure and tools needed to conduct operations. However, APTs will not always use sophisticated tools and tactics; rather, the mission characteristics, including risk profile, urgency, and the sophistication (or “hardness”) of the target, will dictate the conduct of operations.

• Persistence: Criminal actors on the Internet are typically interested in activities that result in short-term financial payoff, which may also be inherently very noisy, such as stealing financial information or installing ransomware (e.g., CryptoLocker). In contrast, APT missions generally require prolonged presence on a target network, such as for continuous collection of sensitive information. As a result, APTs need to operate in a stealthy manner so as to minimize the time to detection and to establish backdoors for regaining access should they be discovered.

While the primary concern of an APT is completion of the mission, secondary objectives include remaining undetected so as to avoid exposure of tools, techniques, and infrastructure; evading the association of a detected operation with the specific APT; and avoiding associating the APT with the correct country. The relative priority of these concerns depends on the specific APT and may change over time and across missions.

Proactive defenses such as firewalls, deep packet inspection, and attachment detonation chambers can play a role in hardening an organization’s security posture, therefore requiring more effort to gain an initial foothold. However, the scale and complexity of modern enterprises and the individual systems within them suggest that resourceful and patient adversaries will generally manage to gain a foothold. The problem becomes even more complex when considering dependencies on external partners, resources, and services that may in turn be targeted by an APT to assist in gaining access to its target. As enterprise security has traditionally focused on perimeter defense, APTs have generally found it easy to expand their initial access and achieve their goals through a combination of lateral movement, privilege escalation, and the introduction of backdoors.

Much effort has been expended in developing tools and techniques for detection of such threats beyond the initial stages of compromise and for the forensic analysis of their activities. Such techniques have primarily focused on the analysis of massive volumes of logging information to identify potentially anomalous events; on identifying anomalous or “known bad” communication patterns, both within an enterprise network and at its external boundaries (e.g., at the firewall); and on the generation, sharing, and action upon indicators of compromise (IOC), which represent externally observable and, at least in theory, invariant elements of the APT tools or infrastructure. Such IOCs include, but are not limited to, file hashes, Internet Protocol (IP) addresses, network protocol signatures, and Windows Registry values. To the extent that an APT reuses tools and infrastructure (and therefore IOCs) across different operations, threat information sharing has the potential to significantly reduce the mean time to next detection (MTTND) and to increase the ability of defenders to attribute an attack.

Angelos D. Keromytis

See also: Cyber Attack; Cyber Crime; Cyber Defense; Cyber Espionage; Mandiant Corporation; People’s Liberation Army Unit 61398; People’s Republic of China Cyber Capabilities; Social Engineering; Spear Phishing
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AIR GAPPING

The term air gapping is commonly used to describe a security measure taken to protect a computer system from intrusion. To air gap a computer system, it must be isolated from any local area network or public wireless network. The military, intelligence agencies, financial entities, and even some advocacy groups air gap certain systems because of the sensitive information contained within. Though primarily a security measure, air gapping can also refer to a procedure that transfers data from one classified system to another. It is commonly used to take material from the low side (unclassified machines) to the high side (classified machines). Data is cut to a CD-ROM on the low side and inserted on the high side. Even isolating the system from a network may not totally protect it.

Recent exploits have shown why air gapping is essential for critical systems. A hacker recently claimed he infiltrated a flight control system through the plane’s media network. More famously, the Stuxnet virus that attacked centrifuges in Iran was introduced through a USB drive connected to the machine. Even if the system’s external connections prevent the system from being subject to electromagnetic or other electrical exploits, they still cannot prevent the system from insider mistakes or threats. Under the National Security Administration’s (NSA) TEMPEST program (Telecommunications Electronics Material Protected from Emanating Spurious Transmissions), the U.S. government developed standards to help air gap computer systems. The standards recommend minimum safe distances for the system as well as enclosing the system in a Faraday cage to prevent intrusion.

Melvin G. Deaile
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ALEXANDER, KEITH B.

General Keith B. Alexander (1951–) served as director of the National Security Agency (NSA) and chief of the Central Security Service (CSS) starting in August 2005 and concurrently as commander of U.S. Cyber Command (USCYBERCOM) from 2010 until his retirement in 2014. Alexander was born December 2, 1951, in Syracuse, New York, and was commissioned as an army second lieutenant at the U.S. Military Academy at West Point in 1974. During his military career, he earned several master of science degrees from Boston University (business administration), the Naval Postgraduate School (systems technology and physics), and the National Defense University (security strategy). Alexander also graduated from the U.S. Army Command and General Staff College and the National War College.

Through USCYBERCOM, Alexander was responsible for planning, coordinating, and conducting operations in defense of Department of Defense (DoD) computer networks under the authority of U.S. Strategic Command (USSTRATCOM). He also held overlapping responsibilities, in his capacity at the NSA and CSS, for select DoD national foreign intelligence and combat support missions and the protection of U.S. national security information systems. As a career military intelligence officer, Alexander served in several significant intelligence posts prior to assuming the directorship at the NSA, including U.S. Army deputy chief of staff, G-2; commanding general of U.S. Army Intelligence and Security Command; director of intelligence at U.S. Central Command (CENTCOM); and as deputy director for requirements, capabilities, assessments, and doctrine (J-2) for the Joint Chiefs of Staff (JCS).

Alexander succeeded General Michael Hayden to the NSA directorship when the latter was promoted to his fourth star and appointed to serve as deputy to Ambassador John Negroponte, President George W. Bush’s appointee to the newly created position of director of national intelligence (DNI). Alexander’s tenure at the NSA was marred by controversies over the legality and efficacy of the NSA’s data collection activities. The first of them erupted in December 2005 when the New York Times reported that the NSA had been conducting warrantless surveillance of U.S. citizens’ phone conversations and e-mail since 2001. The second and most personally damaging of these scandals came when Edward Snowden, then a contracted employee of the NSA, leaked thousands of classified documents to journalists in June 2013. The trove of stolen files revealed the extent of the NSA’s access to private communication through penetration of the information infrastructure and secret agreements with telecommunications and Internet service providers.

The Snowden revelations unleashed a storm of criticism against the NSA. Alexander offered to resign from the NSA after the extent of the leaks became known, but President Barack Obama declined his offer, defending both the NSA’s programs and the agency’s embattled director. Alexander retired from military service the following year.

Robert Y. Mihara
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ALPEROVITCH, DMITRI

In 2011, Dmitri Alperovitch cofounded and became the chief technology officer of CrowdStrike, a security technology company focused on helping enterprises and governments protect their intellectual property and secrets against cyber espionage and cyber crime. Alperovitch holds an MS in information security and a BS in computer science from the Georgia Institute of Technology. Alperovitch worked at a number of computer security start-ups in the late 1990s and early 2000s, including the e-mail security start-up CipherTrust, which invented the TrustedSource reputation system. When CipherTrust was acquired by Secure Computing in 2006, he led the research team that launched the software as a service business. Alperovitch became vice president of threat research at McAfee when it acquired Secure Computing in 2008. In January 2010, he led the investigation, named Operation Aurora, into the Chinese intrusions of Google and two dozen other companies. He also led the investigation of the Night Dragon espionage operation of Western multinational oil and gas companies and traced them to a Chinese national living in Heze City, Shandong Province, People’s Republic of China. Also in 2011, Alperovitch was awarded the prestigious Federal 100 Award for his contributions to U.S. federal information security. In 2013 and 2015, Alperovitch was recognized as one of Washingtonian’s “Tech Titans” for his accomplishments in the field of cyber security. He was also selected as one of MIT Technology Review’s “Top 35 Innovators under 35” in 2013. In addition to his position at CrowdStrike, Alperovitch is currently a nonresident senior fellow of the Cyber Statecraft Initiative at the Atlantic Council. Alperovitch has conducted extensive research on reputation systems, spam detection, Web security, public-key and identity-based cryptography, and malware and intrusion detection and prevention.

Lisa Beckenbaugh
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AL QAEDA

Al Qaeda is a Sunni jihadist group that was founded by Osama bin Laden and others around 1988. Al Qaeda translates to “the base,” which aptly characterizes how the organization has provided a base of training and knowledge to subsidiaries around the world. The group is considered a terrorist organization by many states, including the United States, which launched its War on Terror against Al Qaeda after the attacks of September 11, 2001. Despite U.S. efforts to target much of its central leadership, many analysts argue that Al Qaeda remains a strong and diversified organization through its many “franchises,” which exist in more than 30 countries.

Al Qaeda emerged from Afghan resistance to Soviet occupation, but it found its primary motivation in opposing all things Western, particularly those representing the United States. This includes Western ideas such as democracy. Strategically, Al Qaeda sought to lure the United States into attacking and invading a Muslim country, which would subsequently provoke insurgents to resist occupation forces. It then planned to expand the conflict throughout the region, further drawing the United States into a long and costly war. At the same time, it would launch terrorist attacks against U.S. allies. Finally, by 2020, it hoped the U.S. economy would collapse, and with it the world economy. Al Qaeda would then initiate a global jihad and institute a global caliphate.

Since 9/11, Al Qaeda has increasingly sought to use cyber terrorism against the United States in the belief that cyber targets are just as open as airports were prior to 9/11. Al Qaeda draws its recruits from disaffected but often well-educated circles, thus it has access to those conversant in technology.

Still, it has spent far more time threatening to carry out cyber attacks than successfully making them. In 2007, for example, members of Al Qaeda attempted to attack numerous Western Web sites with distributed denial-of-service (DDoS) attacks but failed. In January 2015, Al Qaeda Electronic (AQE) emerged, the first cyber franchise connected to the organization, although its exact relationship to Al Qaeda is unknown. So far, AQE has mostly engaged in Web site defacement, which is one of the easier forms of hacking. It has yet to target a high-profile Web site. Its Twitter site currently only has a few hundred followers and lists its physical location as Kandahar, Afghanistan.

Unlike the Islamic State in Iraq and Syria (ISIS), which has adroitly managed its online presence, Al Qaeda has been more hesitant to embrace technology because leaders have been fearful that technology will reveal their locations and thus subject them to U.S. airstrikes. Technology has been focused within to maintain communication rather than on the external world in seeking to recruit or connect to followers.

With the death of Osama bin Laden and other leaders, there is debate over whether Al Qaeda is more of a working philosophy or an organization. Some believe that Al Qaeda actively directs its many national variants, serving as the strategic vision and guiding the parameters of its attacks. Others argue that Al Qaeda serves as an umbrella, with its loosely affiliated spin-offs waging their own independent campaigns that consist of both a local focus on corrupt Muslim regimes as well as a broader goal of attacking anything with Western ties.

In its system of beliefs, Al Qaeda is similar to ISIS in that it follows Salafi ways of thought, which seek to purify Islam from Shiites and others seen as failing to adhere to Islam as it existed in the days of Muhammad. In opposition to ISIS, however, bin Laden had warned against establishing a state too quickly because of the speed at which the United States overthrew previous attempts. Although ISIS has seemed to eclipse Al Qaeda as of 2016, if Osama bin Laden is correct, that is a temporary aberration because Al Qaeda’s approach is more enduring.

Heather Pace Venable
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ANONYMOUS

Anonymous is the name used by a collective of hackers, hacktivists, human rights advocates, and online pranksters scattered across the globe. The organization itself is amorphous and hard to define by goals, members, or activities. The group claims to be leaderless, and members are often even unknown to each other as the only concept that bands this collective together is respect for anonymity. Digitally, Anonymous is known by their logo of a suited man whose head has been replaced by a question mark surrounded by branches symbolizing peace. It is supposedly based on a surrealist painting by artist Rene Magritte. Additionally, individuals claiming to be members of Anonymous often upload videos in which they disguise their voices and wear Guy Fawkes masks made famous by the movie V for Vendetta. Their tagline is

We are Anonymous.

We are Legion.

We do not forgive.

We do not forget.

Expect us.

The group can trace its roots to an Internet message board known as 4chan. On this message board, users can post on various topics without having to create a username. Rather, they can create posts under the user identification of “Anonymous.” From this forum, the group Anonymous adopted its name. The group first began coordinating Internet trolling activities in 2003, the most famous being an online raid of the chatting site and virtual teenage hangout Habo Hotel. The group infiltrated the Web site by joining with the same character, a black man in a gray suit with an Afro. They flooded the Web site and then organized to form various figures, such as a swastika.

Originally intending to troll purely for the entertainment value, or “lulz,” the group slowly began to coordinate efforts against groups that they believed stifled freedom of speech. One of the first politically charged coordinated attacks occurred in 2008 against the Church of Scientology. The church attempted to censor a leaked video of Tom Cruise speaking about Scientology. In the first wide-scale coordinated effort, the “hive,” as they were called at the time, called on hackers to join together against Scientology through a 4chan message board under the name “Project Chanology.” Followers launched a series of distributed denial-of-service (DDoS) attacks on the Church of Scientology’s Web site in an attempt to crash it, prank called the Scientology hotline, and sent faxes that printed nothing but large black blocks to waste ink. This was followed by the uploading of a video in which an unknown speaker in a robotic voice warned that they would expel and systematically dismantle the Church of Scientology. Ten days later, this was followed by a mass protest in which Anons, or members of Anonymous, gathered together in real life throughout various cities to protest Scientology. The largest protest occurred in Los Angeles, where a thousand protestors, many wearing Guy Fawkes masks, marched outside the Church of Scientology building. Later that same year, the Federal Bureau of Investigation (FBI) began to take the threat of Anonymous seriously.

Soon after the success of the Scientology protests, the group suffered infighting over whether it should continue to engage in such politically motivated activities. Participation in the group soon waned, but by late 2010, Anons had reemerged to launch Operation Payback against the Recording Industry Association of America and the Motion Picture Association of America. These organizations had attempted to bring down file-sharing sites such as The Pirate Bay. Their attacks expanded to include organizations that they felt had attempted to silence Julian Assange or WikiLeaks, such as Amazon.com, PayPal, and Visa. This attack led to the subsequent arrest of 14 hackers by the FBI. Anons also participated in support of the Arab Spring movements, releasing software to protect Web browsers from government surveillance and organizing DDoS on various government sites. Anonymous or its offshoot LulzSec is also said to have been responsible for attacks on the computer security firm HBGary Federal, the government of Uganda, the Westboro Baptist Church, and Sony. Anons participated in support of the Occupy Wall Street movement and have targeted various child pornography and revenge pornography sites.

Currently, the hacker collective Anonymous continues to claim responsibility for a variety of actions in real life and cyber space. The group organized a protest known as the Million Mask march and has become involved in protests in Ferguson, Missouri. Anonymous has also targeted the Web sites of Islamic extremist groups and the Ku Klux Klan. The group hosts a YouTube channel that allows individuals to keep up-to-date with its current operations.

Barbara Salera
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ANTIVIRUS SOFTWARE

Antivirus software is a program or collection of programs designed to protect computers from malware. This is done by scanning a computer’s memory and any programs that are running in search of indications that malware is present. A computer virus is a program that attaches itself to a file and then seeks to replicate itself inside of the system, infecting other files. The term virus came into use in relation to computer viruses because they are similar to biological viruses: a digital virus cannot live on its own and survives by multiplying until it takes over a host. Viruses can carry payloads with them when they infect a computer. Therefore, a virus programmer can add various attacks on behalf of the one seeking to infiltrate a computer or network. Viruses seek to hide themselves from detection by users and antivirus software. Such malware can be dangerous because it can be programmed for anything, from general advertising spam, to stealing personal and business information, to destroying hardware.

Computer viruses take on three main forms: file infectors, boot-sector viruses, and macro viruses. The first viruses discovered were file infectors that need to be attached to a program that is installed on a computer. Boot-sector infections run in the computer memory upon start-up and then infiltrate the hard disk or any removable disks that are used with the computer. Macro viruses can be hidden in the scripts of programs that are embedded in data files rather than programs. This makes them more common and enables such infections to spread rapidly, as users are more likely to share smaller files. The rise of Internet usage has enhanced the devastation of macro viruses because of the increased ease with which people can transfer data files.

The technologically driven modern world has increased the importance of needing to ensure that computer systems and networks are protected. Antivirus software provides protection against the harmful effects of an infected computer. A virus tries to hide from detection by concealing itself in a file or program. Then, it attempts to run unobserved in the background and to carry out its designed task. Initially, contamination was largely seen by inclusion of viruses on disks with programs intended to be installed on a computer. Once the program was introduced, so too was the virus. With the increased usage and reliance on the Internet in the 21st century, threats to cyber security have grown exponentially.

Programs designed to detect and remove viruses operate by searching for patterns that give away the presence of an infection. Because malware is designed to not leave a trace, it is not easy for an individual user to detect it. Software is engineered to look for signs of concealment, which prove to be clues that something is hidden from plain view. Makers record code of known viruses and install these markers into their software so that the engine can recognize and remove the virus code if it detects the presence. However, it is more difficult to uncover viruses that companies are not aware of. This is why antivirus software is programed to look for suspicious activity from files and other programs that appear to be attempting to conceal something more sinister under the surface.

Antivirus software was expanded to detect and capture other forms of malware, including worms, spyware, adware, and phishing scams
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