

  Breach

  True Stories from the Front Line of the Cyber War

  Anthony Biggs

  CertCrush

  2026

  © 2026 Anthony Biggs. All rights reserved.



Breach
	Introduction: The Door You Didn’t Know Was Open
	Chapter One: The Ten-Minute Heist
	Chapter Two: One Forgotten Password
	Chapter Three: The Boys Who Broke the Giants
	Chapter Four: The Typo That Saved a Billion Dollars
	Chapter Five: The Gang That Declared War on a Country
	Chapter Six: The Flaw That Robbed the World
	Chapter Seven: One and a Half Billion Dollars in an Afternoon
	Chapter Eight: The Accidental Hero
	Chapter Nine: Thieves Who Rob Thieves
	Chapter Ten: Hacking the Hackers
	Chapter Eleven: The Day the World’s Loudest Voices Begged for Bitcoin
	Chapter Twelve: The Enemy on the Payroll
	Chapter Thirteen: The Man Who Hid the Breach
	Chapter Fourteen: The Weapon That Escaped
	Chapter Fifteen: The Empty Shelf
	Conclusion: What the Breaches Are Trying to Tell Us



  
    	
      Title Page
    

    	
      Table of Contents
    

  




Copyright

Breach: True Stories from the Front Line of the Cyber War

Copyright © 2026 Anthony Biggs

All rights reserved. No part of this publication may be reproduced, distributed, or transmitted in any form or by any means, including photocopying, recording, or other electronic or mechanical methods, without the prior written permission of the author, except in the case of brief quotations embodied in critical reviews and certain other non-commercial uses permitted by copyright law.

The right of Anthony Biggs to be identified as the author of this work has been asserted in accordance with the Copyright, Designs and Patents Act 1988.

This book is a work of non-fiction based on publicly available sources, including news reporting, court records, regulatory filings, and official statements. It is presented for general information and educational purposes only. While every effort has been made to ensure accuracy, the author and publisher make no representations or warranties as to the completeness or accuracy of the contents and accept no liability for any loss or damage arising from reliance on the information herein. Where individuals have been accused but not convicted, allegations are described as such. This book does not provide legal, security, or professional advice.

First edition, 2026

Published by CertCrush

certcrush.app




A Note on Accuracy and Sources

Every story in this book is true and is drawn from public reporting, court documents, regulatory filings, company disclosures, and the statements of law enforcement. Where individuals have been charged but not convicted, that status is made clear, and allegations are described as allegations. Nothing in these pages is invented. Where exact figures are disputed or evolving, the most widely reported estimates have been used, and the uncertainty noted. This book does not reproduce attackers’ communications verbatim, name unconvicted minors, or provide any technical detail that could help someone carry out an attack. Its purpose is the opposite: to help ordinary people and the organisations they work for understand, and close, the doors these criminals keep walking through.






Introduction: The Door You Didn’t Know Was Open

Somewhere, right now, a phone is ringing.

A friendly voice is explaining to a tired employee that there is a small problem with an account, nothing serious, just a quick reset needed. A help desk worker, trained to be helpful, measured on how fast they solve problems, is reaching for the keyboard. In a few minutes the call will end, the problem will be solved, and a door that was supposed to require a password, a code, and a fingerprint will have swung quietly open.

That phone call, or one very like it, is how a startling number of the disasters in this book began. Not with a genius bent over glowing code in a darkened room. With a conversation. With a forgotten account. With a patch nobody applied, a supplier nobody checked, a screen that told a comforting lie. The most expensive lesson of the modern age is that the walls we have built around our digital lives are tall, and the gates in those walls are opened, again and again, by ordinary people having an ordinary day.

This is a book of true crime, but it is a particular kind. The crimes are real, recent, and enormous, the largest theft in human history, the most destructive cyberattack ever recorded, the breach that exposed half of a nation’s most sensitive data. But unlike a murder or a robbery, these crimes reach into your own life in ways you cannot see. Your medical records, your bank details, your home address, your salary, your passwords, all of it lives now on machines run by strangers, flowing through plumbing you will never inspect. When that plumbing bursts, you get a letter that begins, we are writing to inform you of a data security incident. This book is, in a sense, the story behind every one of those letters.

You will meet a strange cast. Teenagers who toppled casino empires and seized the accounts of presidents. A state that turned cybercrime into national industry. A young man who saved the world’s hospitals and then was arrested for crimes he committed as a boy. Police who climbed inside the most feared criminal gang on the internet and turned its own weapons against it. A shipping empire saved from ruin by a power cut on another continent. The stories travel from Las Vegas to Dhaka to Costa Rica to a quiet bedroom in Devon, and they end, fittingly, beside an empty shelf in a British supermarket.

But this is not a book designed to frighten you, though parts of it will. It is designed to do something more useful. Because when you see these disasters together, the same handful of failures keeps surfacing, the missing second factor, the unapplied patch, the trusted human, the unchecked supplier, the misplaced faith. The attackers are not magicians. They are opportunists who keep walking through the same few doors. And doors, unlike magic, can be locked.

Each chapter tells one story, gripping and complete, and then does something true crime usually does not. It pulls back the curtain. It shows you exactly how the attack worked, in plain language, and exactly how it could have been stopped. By the end, you will not just have read about fifteen of the most consequential cyberattacks of our time. You will understand them, well enough to recognise the next one when it comes knocking.


Who this book is for

This book is for the curious non-expert. If you have ever wondered how a teenager could bring down a billion-dollar company, why your data keeps turning up in breaches you had nothing to do with, or how a single phone call can cost a hundred million dollars, this book is for you. You do not need a technical background. Every term is explained, every concept grounded in a story. If you work in or near an organisation that handles data, which is now nearly all of them, you will find a clear-eyed account of how these attacks really begin and what actually stops them, without the jargon and the sales pitch. And if you simply love true crime and want a genre that is fresh, urgent, and unfolding in real time, you will find here a parade of heists, betrayals, manhunts, and reckonings as gripping as any in the canon, with the unsettling difference that these victims could include you.



Who this book is not for

This is not a technical manual. You will not find code, configuration guides, or step-by-step instructions, for attack or defence, and that is deliberate. It is not a book for someone seeking to carry out these crimes; it offers no blueprint, and withholds the operational detail that would help. And it is not a book that will tell you that you are doomed. The whole argument of these pages is the reverse. The threat is real and growing, but it is comprehensible, and it is, to a far greater degree than most people realise, defendable against, if you understand how it works.

So let us begin where so many of these stories begin. With a phone ringing, a helpful voice, and a door about to open.

Turn the page, and meet the people who walked through.



Begin with Chapter One: The Ten-Minute Heist.





Chapter One: The Ten-Minute Heist

There is a particular kind of quiet that falls over a casino when the machines stop.

Not silence. A casino is never silent. But the slot machines on the floor of the MGM Grand have a heartbeat, a layered drone of electronic chimes and looping jingles and the mechanical cheer of a thousand near-misses, and when that heartbeat falters, people notice before they understand. A woman feeding a twenty-dollar bill into a machine watches the screen freeze mid-spin. A man two seats down taps his card against a reader that has gone dark. A pit boss frowns at a tablet that will not refresh.

It was September 2023, and across more than thirty MGM properties, the heartbeat was about to stop.

The guests would blame the Wi-Fi first. Then the air conditioning. Then, slowly, as the digital room keys stopped working and the front desk reverted to handwritten notes and the queues began to coil through the marble lobbies like something alive, they would realise that whatever this was, it was bigger than a glitch.

What none of them could have guessed, standing in those queues, sweating, swearing, googling on phones that suddenly felt like their only working possession, was the truth. That one of the largest hospitality empires on Earth, a company worth somewhere north of thirty-four billion dollars, had been brought to its knees not by a virus smuggled in on a USB stick, not by some cinematic team of hooded geniuses tunnelling through firewalls, but by a phone call.

A single phone call. Roughly ten minutes long. Polite, even.

That is where this story starts. Not in a darkened room full of green text, but on an ordinary support line, with an ordinary request, answered by an ordinary employee who was only trying to help.




The art of asking nicely

To understand how it happened, you have to abandon almost everything the movies have taught you about hacking.

The crew responsible called themselves, among other things, Scattered Spider. Security researchers would later tag them with a small zoo of code names, UNC3944, Octo Tempest, Muddled Libra, the bureaucratic poetry of threat intelligence. But the name that mattered was the one that captured what they actually did. They were scattered, loosely organised, spread across countries and chat servers. And they spun webs not out of code, but out of conversation.

Most of them were young. Some were teenagers. They were native English speakers, which turned out to be a devastating advantage, because the single most effective weapon in their arsenal was the ability to sound like they belonged.

Here is the thing that keeps security professionals awake at night. The hardest part of breaking into a modern company is not the technology. Companies spend fortunes on technology. They buy firewalls and endpoint sensors and multi-factor authentication and threat detection platforms with names like science-fiction warships. The walls are high and the moats are deep.

But every one of those walls has a gate, and every gate is opened, eventually, by a human being.

The crew understood this with the clarity of people who had never been taught to respect the walls in the first place. They did not try to climb. They walked up to the gate and asked the guard to open it. And the guard, trained to be helpful, polite, efficient, measured on how quickly he resolved tickets, opened it.

The reconnaissance was almost insultingly simple. You do not need to breach a company to learn who works there. You just need LinkedIn. A name, a job title, a department, a face. Enough to impersonate a real employee convincingly. Enough to walk into the conversation already knowing the answers to the easy questions.

Then you pick up the phone and you call the IT help desk, the beating heart of every large organisation, the team whose entire job is to get locked-out colleagues back to work as fast as humanly possible. You explain, in a slightly harried, slightly apologetic voice, that you cannot log in. You give the name. You give the details. You ask for help.

And somewhere in that ten-minute call, credentials get reset. A multi-factor prompt gets approved. A door that was supposed to require a key, a code, and a fingerprint swings quietly open, because a tired person on the other end of the line decided you sounded exactly like someone who deserved to be let in.

By the time the call ended, the attackers reportedly held administrator-level access to the systems that governed identity across the entire company. Not a foothold. The master key.





The hours that followed

There is a moment, in every breach, that the defenders remember for the rest of their careers. The moment the anomaly stops looking like noise and starts looking like a hand.

For MGM, that moment came the day after the call. Somewhere in a security operations centre, analysts began to see traffic that did not fit. Logins from the wrong places. Activity on accounts that should have been quiet. The slow, prickling recognition that someone who was not supposed to be inside the house was moving through its rooms.

Picture that room. Strip away the Vegas glamour, because the people fighting this fight were nowhere near the casino floor. Picture instead a bank of monitors, lukewarm coffee, a rising tide of alerts, and a small number of people realising, in real time, that they are no longer responding to an incident. They are losing a race.

Because the attackers were not standing still. Having walked through the front gate, they had handed the keys to a partner. Operating under the umbrella of a Russia-linked ransomware operation known as ALPHV, or BlackCat, the intruders moved deeper, harvesting more credentials, mapping the network, positioning themselves above the virtualised servers that quietly run almost everything in a modern enterprise. The reservation systems. The room keys. The payment platforms. The slot machines themselves.

And then they detonated.

The ransomware reportedly tore through more than a hundred of the virtual servers at the core of MGM’s infrastructure, encrypting them, locking the company out of its own machines. This is the part the guests felt. The frozen screens. The dead key cards. The handwritten receipts. The queues.

Faced with an attacker already inside and already burning the place down, MGM’s defenders made a brutal, correct decision. They started pulling the plug. Deliberately. Shutting down systems before the intruders could reach them, amputating limbs to save the body. It is the cybersecurity equivalent of flooding a compartment to keep a ship afloat. It hurts. It is supposed to hurt. And it is sometimes the only move left on the board.

For roughly ten days, one of the most sophisticated hospitality operations on the planet ran like it was 1975. Staff improvised. Guests fumed. And every hour of darkness had a price tag attached.





The price of a phone call

When the dust settled, MGM put a number on the wound. In filings to regulators, the company pegged the cost at around one hundred million dollars.

One hundred million. From a phone call.

It is worth sitting with that figure, because it explains why this story matters far beyond Las Vegas. The attackers did not steal a hundred million dollars in a dramatic vault heist. The money evaporated in lost bookings, idle casino floors, emergency response, lawyers, regulators, and the slow grinding cost of rebuilding trust. MGM, to its considerable credit, refused to pay the ransom. It chose the longer, more painful road of recovery over the quick, corrosive relief of capitulation.

Its neighbour made a different choice.

Caesars Entertainment had been hit by the same crew, using the same playbook, in the same season. Faced with the same impossible decision, Caesars reportedly paid. The figure that leaked was around fifteen million dollars, handed over in the hope of making the problem quietly disappear.

Two giants. Two philosophies. One paid the ransom and kept the lights on. One refused and ate the loss in public. There is no clean moral to draw, which is exactly what makes it honest. Anyone who tells you the right answer is obvious has never sat in the chair where that decision gets made, with the clock running and the board watching and every option soaked in consequence.

A commentator at the time captured the absurdity better than any analyst’s report. A company worth thirty-four billion dollars, the joke went, had been defeated by a ten-minute conversation. It was funny the way a punch is funny. It landed because it was true.





The faces behind the web

For a long time, the people behind Scattered Spider were just handles. Names on Telegram channels. Aliases traded in the toxic corners of the internet where they recruited, bragged, and turned on each other.

But webs, in the end, get swept.

The investigation that followed was patient and transnational, the kind of grinding, unglamorous police work that never makes the trailer. Over the months and years that followed, the law began to put faces to the aliases, and the faces were younger than almost anyone wanted them to










How it actually worked













How you would stop it



	Verify the human, not just the request. Help desk identity checks must be strong enough to survive a confident, well-rehearsed impersonator. Call-back procedures, manager confirmation, and verification tied to something the attacker cannot easily fake are the difference between a closed gate and an open one.

	Treat the help desk as a high-value target, because it is. The team with the power to reset access is, in security terms, one of the most powerful in the building. It should be trained, drilled, and protected accordingly, not measured solely on how fast it closes tickets.

	Make multi-factor authentication resistant to fatigue and resets. Controls that can be casually reset over the phone, or approved by a worn-down employee tapping accept, are controls in name only.

	Limit the blast radius. Strong separation of privileges means that one compromised account, even a powerful one, cannot reach everything. The goal is not to be unbreachable, which is impossible, but to ensure that a single open gate does not lead straight to the crown jewels.

	Rehearse the bad day before it arrives. MGM’s defenders made hard containment calls under fire. The organisations that survive these moments are the ones that practised them in calm times, so that pulling the plug is a drilled reflex rather than a panicked gamble.











