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ENDORSEMENTS FOR IDENTITY 
UNDER ATTACK


Mark has been shaping the identity landscape since the beginning, and this book shows why his perspective matters. The industry has shifted from a world of employees and passwords to one defined by massive scale, machine identities, and AI agents. As the book notes, The risk doesnt stop at the door, it only begins there. Identity is no longer a feature of security; it is the foundation.

Orlando Bravo

Founder and Managing Partner, Thoma Bravo

Over the past twenty-plus years, very few people have shaped an entire category the way Mark has. SailPoint helped define modern identity governance, and this book reflects the depth of that experience and his calling. His explanation that identity is merely the key captures the shift were all living through, from protecting networks to governing access at massive scale. For anyone trying to understand where identity security is headed, this is the book.

C. Kelly Bissell

CEO, Cyber Risk Vectors Former Corporate Vice President, Microsoft Security & Accenture Global Security Leader

Mark has had a front row seat to one of the most important shifts our industry has ever seen and, in many ways, helped shape it through his leadership founding and building SailPoint into a category-leading company. What started as a conversation around access and administration has evolved into a critical security challenge as AI, non-human identities and real-time decisioning reshape the enterprise landscape. Few leaders understand that evolution as deeply as Mark does.

What Ive always respected about Mark and the SailPoint team is their clarity around where they play and the discipline theyve brought to building deep expertise in identity while staying relentlessly focused on helping customers navigate growing complexity. Identity Under Attack captures both the history of this space and the urgency of where its headed next. Its an important read for leaders trying to understand the future of security, risk, and resilience.

Kevin Lynch

CEO, Optiv

Mark McClain has lived the identity business for over two decades. From Waveset to SailPoint, from identity management to security, McClain has witnessed the evolution of the market and the increasingly essential role identity plays in protecting enterprise assets at scale. In this book, McClain explains the next industry chapter in the age of AI, the fundamental complexity explosion AI brings to the stakes, and the criticality of deep identity expertise in contending with these challenges in large multinational organizations.

Bill Bock

Board Chair, SailPoint

AI has handed the enterprise an extraordinary gift and an equally extraordinary liability. The same technology accelerating your growth is widening your digital identity attack surface. Marks book is the clearest thinking Ive encountered on how to hold both truths at once: move fast, stay secure, and make digital identity the foundation rather than the afterthought. Essential reading for any leader who refuses to choose between innovation and control.

Tracey Newell

SailPoint Board Member, Advisor, Author

Identity securityensuring that only the right people and entities can access the right resources and perform the right actionsis at the core of every security program. As AI rapidly transforms the technology landscape, nowhere is its impact more profound than in identity security. With the proliferation of agentic AI, understanding identities, privileges, and access to data has become essential to securing the modern enterprise. Mark provides a practical, accessible, and easy-to-read guide for leaders and practitioners who want to understand these emerging challenges and prepare their organizations for what lies ahead. This is a book you should read and preferably sooner rather than later.

Ron Green

SailPoint board member Former CISO, MasterCard Cybersecurity old-timer

Marks early foresight that identity is the perimeter of the enterprise has never been more true than today: an increasingly remote, distributed, and connected world of humans and agents. Marks pioneering efforts in identity, governance, and security will enable enterprises to thrive in this hybrid world of humans and agents.

Sudhakar Ramakrishna

President, CEO, and Board Director at SolarWinds

Identity has quietly become one of the most critical operating layers beneath every modern enterprises approach to security, and few people have had a greater role in shaping that transformation than Mark McClain. This book underscores that identity in the age of AI is now a business leadership imperative, and one that no board member, CEO, or technology leader can afford to overlook.

Brendan Gaffey

Senior Partner and Global Co-lead Technology, Media & Telecommunications Sector, McKinsey & Company

Mark McClain has lived the history of identity security from its humble beginnings to where it has become central to not only securing an enterprise but also securing the success of a business strategy. This book is a call for leaders to rethink identity not as an IT function, but as the foundation of security, resilience, and maintaining a competitive advantage.

Sean Joyce

Former Global Cybersecurity and Privacy Leader, PwC Former Deputy Director, FBI, PwC

In nearly two decades of working with Mark, Ive watched him pioneer an entire industry and somehow remain the most grounded person in the room. In a world shaped by the cloud, SaaS, automation, and AI agents, identity has become the central control point for managing trust, risk, and resilience at scale. This book arrives at exactly the right moment.

Rex Thexton

Senior Managing Director, Global CTO, Accenture Cybersecurity
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This book is dedicated to all the thousands of people who have been part of the Waveset and SailPoint journeys for over a quarter of a century. Without each and every one of you, the identity industry would not be what it is today. Thank you.
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A NOTE FROM THE AUTHOR

When writing a book about a topic that is evolving at an incredibly rapid pace, the danger always exists that some of the books observations might seem a bit dated by the time its read. Or, potentially worse, the book might not even address some important new developments that have arisen between the time of final edits and full hard-copy publication. With those caveats, I still felt it was important to capture the major trend lines that have led to the current situation as of early/mid-2026, as well as to identify the issues that will likely continue to be front and center as the world of identity security, and particularly non-human identities, continues to unfold. With that minor caveat, my hope is that Identity Under Attack will help executives and leaders in enterprises around the globe to become conversant with the key issues surrounding identity security and to respond to its calls to action. My goal is to ensure you are preparing your organization to benefit from the promise of digital transformation in the age of artificial intelligence, while protecting your critical systems, information, and data from the bad actors who would seek to attack and exploit them. Best wishes on the journey 



CHAPTER ONE

What Is Identity Security (Really)?



Complexity is the enemy of security.

BRUCE SCHNEIER





Imagine youre walking into a high-rise office building in the middle of Manhattan. You step into the lobby, and before you can go any further, the security guard at the front desk asks for your ID. They glance at your face, check your drivers license, and determine that you are who you claim to be. This is a familiar scene to anyone whos ever visited a corporate headquarters, and it serves as a surprisingly accurate entry point into the world of identity security.

That moment at the front desk represents authentication. Its the process of confirming your identity before youre granted entry. In the digital world, authentication happens every time you log in to a system. The system needs to know that its really you. Over the years, this step has grown more sophisticated. Most organizations now use multifactor authenticationor MFAwhere you provide something you know (such as a password) and something you have (such as a onetime code from your phone) or something you are (such as a fingerprint or a face ID) to prove youre legitimate. Thats the digital version of showing two forms of ID to get through the door.

Once the guard clears you, they hand you a temporary badge and tell you exactly where youre allowed to go. Maybe youre visiting a firm on the twentieth floor, or youre a contractor assigned to inspect HVAC units on multiple levels. That badge determines your accesswhat floors you can reach, what rooms you can enter, and how long you can stay. This is what we call authorization. Its the set of permissions that define what youre allowed to do once youre inside.

Now lets say youre not a visitor. Youre the Brinks delivery specialist. Your role gives you special access, not just to certain floors but to the vaults or safes that store sensitive assets. You might even be authorized to disarm security systems or move through areas that others will never see. In the world of identity security, this is called privilege. These high-level permissions come with a higher level of responsibility and risk. In technical terms, managing this level of access is often referred to as privileged access management, or PAM.

The same concept applies in a corporate IT environment. A standard employee might log in to a few core applications each day. To make that easier, most companies deploy something called single sign-on, or SSO. This technology allows someone to log in once and automatically gain access to multiple systems, without entering separate credentials for each one. From a productivity standpoint, thats a gift. But it also means that verifying someones identity at the very beginning is absolutely essential, because that one sign-in might open the door to dozens of systems.

Despite how straightforward this model seems when we frame it through the office building metaphor, Ive found that many leadership teams either gloss over these concepts or misunderstand their real implications. When I speak with executives and boards, they often tell me their security teams are managing access, but when I dig into what that means, it usually points to the front deskauthentication. In reality, the risk doesnt stop at the door. It only begins there. The real exposure lives in what comes next: how access is granted, how its monitored, and how tightly privilege is controlled.

Understanding these layers is a foundational step. Authentication verifies your identity. Authorization controls your movement. Privilege determines your power. Each layer builds on the last, and each must be governed with clarity and precision. These arent just technical terms. They are essential components of modern security strategy, and they must be understood as such by everyone who bears responsibility for protecting an organization.

Of course, this metaphor is just the beginning. What happens when the building has thousands of entrances, or when the people walking in are outnumbered by the growing number of machine and agent identities that represent a large portion of the workforce today? Thats where the real complexity, and the real risk, begins.

THE IDENTITY EXPLOSION: ITS NOT JUST EMPLOYEES ANYMORE

When people think about identity in a corporate environment, their minds often go straight to employees. Thats a natural instinct. For decades, most identity-related questions started with the HR system: Who works here, what department are they in, and what access to systems and data do they need to do their jobs? But thats no longer a complete (or even accurate) view of the identity landscape inside a modern enterprise.

Lets start with something simple: contractors. In almost every company today, contractors play an essential role. Whether its a freelance designer, an IT consultant, or a third-party auditor, they need access to your systems to do their work. In many industries, the number of external users can rival or even surpass the number of internal employees. In the automotive world, for example, our work with a global auto manufacturer revealed that only about a third of the digital identities in their environment belong to their employees. The other two-thirds include dealership personnel, supply chain partners, and third-party service providers. None of these people are on the payroll, but they all need access to the manufacturers systems, applications, and data. And they all introduce risk.

This complexity grows further when you include business partners and vendors. In todays connected world, companies share systems and platforms across organizational boundaries. Its common for a logistics provider, a marketing agency, or even a law firm to need digital access to the internal environments of their clients. These users dont exist inside your HR system. They dont follow your org chart. But they move through your digital infrastructure every day.

Now add another layer: non-human identities (NHIs). This is where things really start to accelerate. A non-human identity could be a software bot that performs a repetitive task, an application programming interface (API) that links two systems together, or an artificial intelligence (AI) agent that gathers information, analyzes options, and takes action automatically. These entities dont wear badges or have email addresses. But they interact with your environment, they authenticate into systems, and they perform actions that have consequences. And heres the reality: There are more of them every day. Lots more of them. Many organizations already have more non-human identities than human ones, and that imbalance is growing fast. In fact, findings indicate that 69% of companies surveyed manage more machine identities than human identities, with nearly half deploying 10 times as many.1

To make sense of this shift, I often talk about the three Vs: variety, volume, and velocity.

Variety speaks to the diversity of identity types we now manage. Employees, contractors, vendors, bots, services, and AI agents each have different patterns of access and risk profiles. Volume refers to the sheer number of identities that now need to be accounted for. In large enterprises, its common to have hundreds of thousands of them.

Velocity captures the speed at which new identities appear, change roles, or disappear altogether. A new contractor starts today, needs access immediately, switches projects next week, and leaves the company the following month. A new API is deployed to connect two systems, and within days its deprecated and replaced. And, in the case of agents, some of them may exist for literally seconds.

Traditional identity frameworks werent built for this. One of the most widely used models is called role-based access control, or RBAC. Its a structured approach that grants access based on job roles. In theory, it makes a lot of sense: A bank teller needs access to customer account systems, while a branch manager needs broader visibility. But in practice, RBAC starts to break down when people change roles frequently, when access decisions require real-time adjustments, or when the system needs to account for dynamic context. It was never designed for a world with thousands of bots and high-speed digital workflows. It was built for a slower, more predictable environment.

The result is a landscape that many organizations struggle to manage. Access is granted but rarely revoked. Permissions stack up over time. Contractors are left active long after their engagement ends. Bots are created for a single process but continue to operate long after that process is gone. And across all of this, the systems in place often fail to ask the most important question: Why does this identity need access right now?

Every one of these identitieswhether human or non-human, internal or externalis a potential doorway into your organization. And behind each doorway lies something of value. Thats what ties all of this together. The explosion of identities isnt just a technical challenge. Its a direct risk to your data, your systems, and your business.

Because the real objective isnt the system itself. Its what the system holds. At the end of every access point, theres information worth protecting.

IDENTITY IS MERELY THE KEY

When I talk with executives about identity security, I often begin with a simple question: Why do attackers care so much about identity? Whats so valuable about a login or a user credential? The answer is clear once you follow the path. An identity provides access. And access leads to the ultimate prize: data. Every breach youve read about in the headlinesevery regulatory fine, every ransom paid, every moment of public embarrassmentbegins with someone getting into a system and accessing information they werent supposed to touch. They werent after the user account. They were after what that account could reach.

The types of data at stake vary by industry, but the value is universal. In financial services, attackers are looking for account numbers, payment details, and transaction records. In healthcare, its medical histories, insurance information, and personal identifiers. For technology companies, it might be proprietary algorithms or product road maps. Across the board, operational systems, customer databases, and internal communications all represent high-value targets. Data fuels the business, and thats exactly why attackers chase it. They dont need to take down your systems if they can quietly steal whats inside them.

Ron Green, who served as the chief information security officer at Mastercard and now sits on our board, captured this truth better than anyone. He once told me, The bad thing happened because someone had access to an entitlement or privilege that you didnt want them to have. That single sentence encapsulates the heart of the issue. In most security failures, there wasnt a gap in encryption or a firewall left open. There was a personor something posing as a personwho had access to something sensitive. That access may have been misconfigured, overly broad, or simply forgotten over time. But it was granted. And thats what made the compromise possible.

Ive seen this play out countless times in postbreach analysis. Someone clicked on a phishing email. Their credentials were stolen. Those credentials unlocked a system with access to customer data. The system wasnt inherently flawed. The attacker didnt exploit some obscure vulnerability. They just walked through a door that was already open. In many cases, the organization had no idea that door existed, or that it had been left ajar for months, sometimes years.

What makes this even more important is that access itself isnt inherently bad. People need access to do their jobs. Systems need to talk to each other to function. The risk comes when access is granted too broadly, held for too long, or never revisited. Access must be understood in terms of what it leads to. An identity alone isnt dangerous. But when that identity holds a set of keys that unlock sensitive systems or confidential information, the risk increases dramatically.

Todays attackers are no longer spending all their time trying to break through external defenses. Theyve learned that its faster and more effective to log in. They impersonate legitimate users, trick employees into revealing credentials, or exploit weak points in poorly managed identity systems. They understand that if they can gain access, quietly and without raising alarms, they can move through the environment undetected. This approach gives them time. And time is what they need to explore, extract, and exfiltrate your most valuable information.

Whats changing is not just the attack methods but the mindset required to defend against them. Security today means governing the access that already exists and seeing every identity as a potential path to your organizations most critical assets, treating it with the same level of scrutiny you would apply to a network, a device, or a data center.

When we understand that identity is merely the entry point and data is the real destination, we begin to reframe our priorities. Every identity must be managed with an awareness of what it connects to. And every access decision must be made with the value of that connection in mind. Thats how we begin to shift the conversation from preventing break-ins to controlling the keys.

WHY FIREWALLS AND COMPLIANCE ARENT ENOUGH

Ive lost count of how many times Ive sat across from a leadership team that felt confident in their security posture, right up until something went wrong. I hear phrases like We passed our audits, or We have a strong firewall in place, or Were protected through vendors such as  (fill in the blank with a well-known security provider for networks, devices, or cloud environments). These statements are often delivered with certainty, sometimes even pride. And I understand why. These are reasonable steps. They check the right boxes. They look and feel like responsible measures. But they dont tell the whole story.

The reality is, organizations have invested heavily in traditional security layersnetwork firewalls, endpoint protection





HOW ATTACKERS SNEAK THROUGH SIDE DOORS









DYNAMIC ACCESS AND ZERO STANDING PRIVILEGE



















THE CHALLENGE OF UNIFYING IDENTITY ACROSS A FRAGMENTED WORLD
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