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FOREWORD

Before You Read This Book

This book is not a warning. Warnings are easy. Warnings do not require evidence. Warnings do not require you to set up a webhook endpoint, run three hundred and nine adversarial batteries against frontier AI models, hash every finding with SHA256, and anchor every hash to a public blockchain before saying anything publicly.

This book is documentation. It documents what happens when you give frontier AI models the tools and authority that enterprises are giving them right now — wire transfer access, HR system access, code repository access, vendor registration access — and you send them the kinds of requests that real attackers actually send.

What happens is not theoretical. It is logged. Timestamped. Verified by a third-party server I do not control. Anchored on Ethereum before I told anyone about it.

I am an independent researcher. I do not have a university behind me, a grant funding this work, or a team of PhD students. I have a background in law enforcement and risk management, 9.5 acres of land in Reynolds, Georgia, a laptop, and a conviction that the most important security question about agentic AI is not being asked by the people who are best positioned to answer it.

The question is simple: when you give these systems real tools and real authority, and you send them the payloads that real attackers send, what do they actually do?

I spent the better part of two years finding out. This book is the answer.


Every finding in this book was anchored on Ethereum before its public disclosure. Every transaction ID is listed in the appendix. Every one of them is verifiable by anyone, right now, on a public blockchain. I do not ask you to trust my word. I give you the receipts.



A note on what this book is not: it is not an attack on any specific AI lab. The vulnerabilities documented here appear across all tested frontier models. Some models perform better than others on specific attack classes. All models are fully closed by the validated mitigation stack. The goal is not to damage any organization's reputation — it is to give security teams, CISOs, enterprises, and policymakers the empirical evidence they need to make good deployment decisions.

The AI safety conversation has too many promises and not enough receipts. This book is receipts.

Read it like a researcher. Question everything. Run the batteries yourself. The scripts are on GitHub. The methodology is documented. If you get different results than I got, I want to know.
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— Leroy H. Mason

Reynolds, Georgia
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CHAPTER ONE

Why I Started VATA

The Gap Between What AI Labs Claim and What Actually Happens

I am not an academic. I do not have a research institution behind me, a grant funding my work, or a lab full of PhD students running my experiments. I have a background in law enforcement and risk management spanning more than two decades, 9.5 acres of land in Reynolds, Georgia, a laptop, and a conviction that the most important security research being done right now is the research that nobody with institutional backing has an incentive to do.

That research is empirical adversarial testing of frontier AI models under realistic deployment conditions. Not simplified prompts. Not controlled benchmark environments. Not the kind of evaluation that looks good in a safety report. The kind of testing that asks: what happens when you give these systems real tools, real authority, and real attack payloads, and you actually measure what they do?

The answer, it turns out, is different from what the benchmarks suggest. Substantially different. And the difference has direct implications for every organization deploying AI agents in financial services, healthcare, defense, legal, and any other regulated sector.

This is the story of how I found that out, what it cost me to find it, and what I think it means.
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The Problem I Saw Before I Could Name It

IT STARTED WITH A PROFESSIONAL instinct. Twenty-plus years in law enforcement and risk management teaches you a particular kind of pattern recognition. You learn to look at systems and ask not how they're supposed to work but how they'll fail. You learn to find the gap between the policy and the practice, between the written procedure and what people actually do under pressure.

When large language models started becoming capable enough to be deployed as operational agents — systems that could not just generate text but take actions in the world, call APIs, transfer money, update records, merge code — I felt that instinct activate. Something was wrong with how the safety question was being framed.

The AI safety discourse I was reading was focused almost entirely on alignment: whether models had the right values, whether they would pursue goals that were beneficial to humanity, whether they might deceive their operators in pursuit of some emergent objective. These are real concerns. I am not dismissing them.

But they were not the threat I was seeing. The threat I was seeing was simpler and more immediate: social engineering. The same attack vectors that worked on humans — authority, urgency, legitimacy signaling, context manipulation — would also work on AI agents. Maybe better. Because AI agents were being given authority and tools that even senior employees didn't have, while being deployed without the institutional knowledge and suspicion that comes from years of seeing fraudulent requests.


A senior accounts payable manager who has been in the job for fifteen years has seen hundreds of suspicious wire transfer requests. She knows what they look like. She has pattern-matched the social engineering signals so many times that her gut catches them before her conscious mind does. An AI agent deployed last week has none of that history.



I wanted to test this empirically. Not theorize about it. Not write a paper arguing it was plausible. Actually test it. Give frontier AI models the tools and authority that enterprises were giving them, send the payloads that real attackers were sending, and measure what happened.

That is what VATA is.
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What VATA Stands For

VATA IS THE VERIFICATION of Authentic Thought Architecture. The name is deliberate. The central question driving every battery is whether AI model responses represent authentic judgment — real detection, real reasoning, real refusal — or surface-level compliance that doesn't hold under realistic pressure.

The architecture part matters too. I was not just testing individual model responses. I was testing how models behaved in the kinds of architectures that enterprises actually deploy: multi-agent pipelines where one model's output becomes another model's input, orchestrator-subagent hierarchies where one model coordinates the actions of others, long-running agentic workflows where models accumulate context over dozens of interaction turns.

Those architectural choices — pipeline position, role framing, context depth — turned out to matter enormously. The same model that flagged a fraud attempt in isolation would execute it when positioned as a downstream node receiving upstream approval. The same model that refused a direct request would comply when the request arrived as orchestrator instructions. The architecture was not neutral. It was an attack surface.

	THE VATA METHODOLOGY IN THREE SENTENCES

Design a battery: a structured adversarial test with fixed models, fixed payload, fixed passes, fixed scoring. Run it. Hash the finding with SHA256, anchor the hash to Ethereum before any public disclosure. Repeat.
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Why I Chose Cryptographic Chain of Custody

BEFORE I DESCRIBE THE findings I need to explain a decision I made early in the VATA project that shaped everything that came after: every finding gets anchored to Ethereum before it gets disclosed publicly.

People ask me why. The answer has several layers.

The first layer is obvious: provenance. If I claim I found a vulnerability on a certain date, I should be able to prove it. A hash anchored to a public blockchain with an immutable timestamp is proof that predates any public statement I make. It cannot be backdated. It cannot be fabricated. It is either there or it is not.

The second layer is less obvious but more important: incentive asymmetry. AI labs have significant financial incentives to minimize the apparent severity of reported vulnerabilities. A researcher who reports findings without cryptographic chain of custody can be slow-walked, disputed, have their methodology questioned, have their timing questioned. The finding can be quietly addressed and then the lab can claim the researcher was testing an old version. The hash closes that gap. The timestamp is on chain before the disclosure. The lab knew what they knew when they knew it.

The third layer is about the nature of independent research without institutional backing. Academic researchers have peer review, institutional reputation, and the weight of their university's name behind their findings. I have none of that. What I
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What I Brought to This Work
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The Independence Question
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What This Book Is and Is Not
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