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Praise for Logging Off

‘Not everyone could turn a horrific family tragedy into a smart, compulsive and urgent read about the dangers of social media, but this is exactly what Adele Walton has achieved with her much-needed book Logging Off. She blends together scientific and social research with personal experience to bring to life the impact social media has on all our lives. As the first generation to grow up with social media throughout their childhoods, we urgently need to listen to voices like Adele’s if we are to tackle the harms of this technology, while also recognising the joys and connections the internet can bring’	

Sian Norris, author of Bodies Under Siege

‘Logging Off is a deeply moving and powerfully argued exposé of the technologies that have come to dominate our lives. Walton masterfully demonstrates that these technologies are not neutral – they are designed to enrich their owners and harm their users. You won’t look at your screens in the same way after reading this book’

Grace Blakeley, author of Vulture Capitalism

‘Logging Off is a life-saving book. It’s an essential deep-dive into the digital world that everyone needs to read. An important, fascinating, heart-filled page-turner of a debut’

Mikaela Loach, author of It’s Not That Radical

‘A harrowing but important read from a member of the rising generation of young people who’ve experienced first-hand the dangers of out-of-control tech companies and killer algorithms’

Carole Cadwalladr, Guardian

‘Logging Off is a necessary and urgent account of the human cost of social media. Adele does an extraordinary job of helping understand the preventable harm that young people are experiencing. If you are a parent, lawmaker, or work in social media, Logging Off is a must read’

Arturo Bejar, Meta whistleblower

‘Logging Off is a refreshing wake up to reclaim the beauty of life and authenticity of human connection. While social media has a powerful influence on our relationships and how we see the world, Adele Zeynep Walton successfully argues that we need to reassert our own agency over technology. This book is a much-needed clarion call to see the humanity in others, imbue our actions with empathy, and know when to log off so we can turn on a fulfilling life’

David Ryan Polgar, Founder and President of All Tech Is Human

‘Motivated by the most tragic of circumstances, Adele Zeynep Walton combines a compendium of contemporary horror stories with a breadth of well-referenced expert testimony, to produce a vital commentary for anyone wanting to better understand our dangerous digital world. Logging Off offers a thought-provoking digital stocktake, a must read for concerned parents and for all who want to more safely navigate the technological perils we all face today’

Ian Russell MBE, Chair of the Molly Rose Foundation

‘Logging Off is a vital wake-up call. In her deeply personal narrative, Adele Zeynep Walton explores how Big Tech profits from addiction, exploits our data and puts vulnerable people at risk, all while evading accountability and gaslighting us into believing this is simply what we all want. An urgent call to action for reclaiming our digital lives is now’

Daisy Greenwell, Cofounder/director, Smartphone Free Childhood

‘Poignant, timely and astute, Logging Off is a compelling examination of how our lives have been shaped – and irrevocably changed – by the rise of digital technologies. Adele has written a must-read book on the complexities and real world costs of this new normal, and it is one that should be stocked in every single school library’

Yomi Adegoke, author of The List

‘An equally enraging and empowering book by a fiercely talented writer and campaigner. Adele’s incisive power in her observations is emboldening; her personal experiences a sobering reminder of the human cost of the unchecked Big Tech monopoly over our lives. You will leave this book ready to join the fight against online harms’

Elena Michael, Director of Not Your Porn

‘Compelling and investigative, Adele Walton is the voice of Gen Z on tech. Logging Off holds us to account for the ills of unbounded technology, showing its unacceptable human cost and pointing towards vital solutions’

Emily Kenway, author of The Truth About Modern Slavery
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‘Grief is the way to transformation’

Dr Yuria Celidwen


Trigger warning:
This book includes discussions of a range of sensitive subjects including self-harm, suicide, eating disorders, sexual harassment and domestic violence. Please read with care and your wellbeing in mind.


INTRODUCTION

Welcome to the New World

‘There is a sort of poverty of the spirit which stands in glaring contrast to our scientific and technological abundance.’

Martin Luther King Jr1

Technology is not neutral. As you scroll through your phone, soaking in content online, you may see something that upsets, irritates or angers you, or it could be something more extreme, something that rocks you to your core. This sparking of emotion reveals in its own small way how what we consume online can have an impact that transcends the four corners of a screen. It is an example of how the digital world is not some technological utopia but instead a warped distortion of our offline world, one that intensifies its pitfalls and maximises its risks. We are all aware that our offline world is tough, it’s imperfect, harsh and, at times, traumatic. Many of us turn to our digital spaces to escape this reality. But that online haven is a fallacy and an illusion. We have created technological tools that magnify the injustices in our material world, build on toxicity and further entrench polarised views. Yet, these same tools are packaged to us as useful, helpful and liberatory, and in the process we have become dependent on what they bring to our lives, whilst failing to critique how they harm us and our society.

Throughout my life, digital technology has actively impacted my mental health and wellbeing, and I have long felt at my core that something is not right. I have been trolled by men online, I have been stalked and harassed online, I have battled with body dysmorphia and my self-esteem since my early teens as a result of images I’ve consumed online. These experiences undeniably impacted me and are inextricably linked to my identity as a young woman, and what that brings with it. They have made me feel unsafe, and at times even more unsafe than I did in the offline world. For years, I assumed these were things I would get over with time and growth, and while frustrating and painful, it was my responsibility to choose how to react and to not let them define me.

Technology, as both a science and an industry, is often imbued with an authority and regarded as synonymous objectivity. It is seen as an unquestionable entity that stretches across our world, intangible and impartial. This idea that technology is fundamentally objective is also known as the view from nowhere. This view argues that technology is not influenced by anyone’s view, but just exists as fact. I too viewed technology as neutral until 2022, when my life was changed forever. My life shifted the day I truly awoke to how harmful the digital world could be. My eyes were opened to the ways that our digital and material lives are now forever intertwined, and my perspective on our technology changed forever. In 2022, when I found out my sister Aimee had died, my world was suspended into stillness. No one should have to find out about the loss of a loved one from a total stranger knocking on your door. Nothing could ever prepare you for the pain that comes with losing a loved one suddenly. In the police investigation that followed, we discovered that Aimee had been on a toxic online forum that encourages to the point of pressuring people to take their own lives, and with a substance easily available through the click of a button, she was able to take her life. Aimee had become one of a countless number of often invisible victims of online harms, and this loss allowed me to see how dangerous the digital world we now take as a given can be.

My sister’s story is not isolated nor is it rare; it is simply one of the more severe and shocking examples of digital technology failing us. Digital technology can impact all of our lives differently, and often it can be positive. Some people have made fortunes through their online lives; they may have found educational content that has changed their views entirely or become part of communities they would have never met offline. Growing up as a Gen Z, I can’t count how many online friends I’ve made over the years, and how so many of these people are now some of the most important people in my life. However, there is light and dark in everything, and there is a side of tech that is insidious and can shake us at any stage of our life either directly or indirectly. My experience of having a loved one who has become a victim of online harms and others like it are happening regularly, and each day I have been working on this book I have learned of new real-life horror stories.

You may have heard of the devastating murder of teenager Brianna Ghey, a far-reaching story that left the nation horrified. In 2023, sixteen-year-old Brianna was brutally stabbed to death by two teenagers from her school who used the dark web to fantasise over torture and death, and communicated with each other online to plan their attack on Brianna.2 The brutal murder of Brianna demonstrated the atrocious consequences of an unregulated digital world and the impact it can have on young people’s safety and their mental health. Brianna’s family and mine are united in a way we could never have envisaged – we are both bereaved families who’ve lost a loved one as a result of online harms. Following both of our losses, Esther Ghey and I have been part of Bereaved Families for Online Safety, a campaign group dedicated to fighting for a digital world so that it can become safer and highlighting the vital need for tech companies and governments to prevent further harm to people across the globe.

As it stands, these companies are cashing in on a crisis of our humanity, with young and vulnerable people being most at risk. But the problem isn’t exclusively social media or smartphones themselves; one of the key problems is that platforms have been designed to keep us scrolling whatever the cost. If social media was designed to keep users safe, harmful content – be it self-harm or suicide content, racist and transphobic content, or content that promotes disordered eating – would not be accessible. Aimee and Brianna could still be here today, growing into courageous, resilient and happy young women. Rightly so, many parents are recognising the vital need for an intervention and are seeing the damage that can happen when we sleepwalk into a complacency around the tech we are now so used to. Just like me as I was growing up, they know something is not right. But parents shouldn’t be alone in the fight for a better digital world; it’s a battle we all have stakes in.

Now, I want to analyse where we have landed today with digital technology and social media. Our online world has opened unparalleled connections, innovations and opportunities to us. There is no doubt that there is positivity to be found in the developments in technology for many people throughout the globe. In the past thirty years, digital technology has transformed our lives and made them unrecognisable to our ancestors. We are able to do things that we never thought would be possible only a few decades ago. Assessing the digital world and its dominance today, I want to ask a crucial question: at what cost has all of this come? I want to bring human stories back to the heart of technology; to reawaken us in the real world to realise we have more power than we may have thought to decide on what the next chapter of the story of digital technology will be.

So far, no one has asked us, the users, whether we’re happy with the invisible contract we’ve been unknowingly signed up to – the invisible contract that means we have no one to turn to but a chatbot or an online form when we experience online harm. The invisible contract that means tech CEOs make billions whilst our lives become simply data to endlessly extract from the process. I want us to become aware of the dangers that are already here and help to build empathy, agency and humanity in our online spaces because any one of us could fall victim to its darker side. Our rapidly changing digital world is putting more people at risk of harm each day. Whether it is being fired by an algorithm and losing your income overnight, losing a loved one after they consumed content that encourages self-harm, becoming obsessed with eating disorder content that further entrenches your own illness, or being digitally excluded when essential services become digital by default – online harms are not black and white. They are the daily realities, the frequent inconveniences, the growing burdens of a digital society that, until now, we have had little say in shaping. You’ve probably experienced online harms without even realising. Online harms are the risks, dangers and toxicities we experience online – what’s vital to know is that they’re preventable. The same way we create safeguards offline, be it seat-belt requirements or laws against hate crime, we have to have the same measures in place for our digital world.

In recent years, you might have noticed that tech leaders have joined the growing advocates who claim to want to uphold ‘free speech’. On the surface, this can seem like a righteous aim, but beneath the veneer of libertarian attitudes is an insidious justification. Free speech is not a moral interest for Big Tech companies and their CEOs, it’s a business interest, since extreme content gets more engagement, and more engagement means more profit. If tech leaders were to regulate so-called ‘free speech’, the foundations of their business model would be put at risk. Not only this but in today’s digital dictatorship where tech companies are the stewards of whose voice is amplified and whose is silent, free speech becomes a fallacy in itself. Recognising this enables us to see more clearly that online safety is not a moral dilemma for tech leaders, but an economic one. It’s a dilemma that pressures them to fundamentally challenge the business model that has earned them their billions. But instead of letting us get complacent, this should motivate us further to propel them into action. We have to ask ourselves, are these the people we want to become the unelected leaders of our modern world? People who – like Mark Zuckerberg who stood before bereaved families at the US senate in 2024 – can be faced with the devastation and pain of dozens of grieving families who have lost their children to the dangers on social media and still fail to act to prevent them?

This book is not going to be me telling you to stop using technology altogether, nor is it an academic or inaccessible investigation of Big Tech. In this book, I want to dig into the heart-rending and compelling human stories of those who are being impacted by the unwieldy world of digital tech. In writing this book, I interviewed voices like my own, who have felt entirely powerless to the unrelenting force of the companies that are not protecting us from online danger. I have attempted to include people from all walks of life, from a variety of backgrounds and demographics – from workers to women to teenagers and people of colour – to illustrate that despite our differences, we all have our own personal grievances with the digital world today. We all have stakes in this, and reclaiming our digital world is a collective fight. Throughout this book, I have included various lived experiences that might shock, upset or trigger you. This is not for shock factor, but is necessary in order for us to be able to understand how high the stakes are. Reclaiming the digital world doesn’t just mean reclaiming our attention from the social media giants that steal it, an experience I’m sure you’re familiar with. Reclaiming the digital world means ending the harms that are already happening and preventing future ones. The experiences in this book show just how urgent this is, and reveal the lived realities of our now digital lives.

Through these human experiences I will give my perspective on how we might be able to make a change, and where the responsibility for that change sits. Individuals are not data points or faceless entities to monetise no matter the cost. As my mum said in the days following my sister’s death, ‘If you bought a toaster and used it, but got electrocuted and died, that company would go under. Why are social media platforms any different?’ Tech platforms have the duty of product safety, and it is something they are failing miserably at. Regulation is not a far-fetched ask nor is consumer safety a new concept, yet for Big Tech platforms, it remains something they’ve largely managed to avoid and outsource to users. This hypocrisy is not dissimilar from BP coming up with the carbon footprint, which has become a profitable cop-out, a tokenistic slogan they have created to shift the responsibility away from corporations and on to us. What is really required to turn the dial on climate change is action from those very fossil fuel giants that are cashing in on the climate crisis. It doesn’t matter if we all cycle to work, if companies keep mining more oil we will continue on the path to destruction. Regulation has happened in the tobacco industry, the pharmaceutical industry, the gambling industry and the gaming industry – so why hasn’t it reached the tech industry?

Every time I met someone to talk about my book during the research and writing process, I would tell them that learning how tech was evolving and the harms it was causing is how I imagined climate scientists felt in the 1970s when climate denial was common, a distant reality that wouldn’t touch our lifetimes. For some reason, we seem to only realise problems exist once they impact us directly. Countries in the Global South have been feeling the impacts of climate change for years, while the Global North continues to extract oil, agree to new oil and gas licensing and live lifestyles which emit reckless levels of carbon emissions. It seems that only when there is a flood in your back garden that you may acknowledge the harms are not only real, but they are also already happening.

My concern is the collective cognitive dissonance that exists in modern culture. Perhaps closing off to these realities of our existence is a coping mechanism, but just like climate change, digital dangers aren’t going anywhere, and they will only worsen with inaction. I don’t want us to look back on this moment in time and ask ourselves why we didn’t do anything. I don’t want this era of immense technological innovation alongside devastating social harm to become a stain on human history, but unless we act to fix this, it will be exactly that. We can no longer sleepwalk into a future where the digital world becomes an unstoppable force, where its harms are accepted as normal, where its leaders are untouchable rulers, and where our lives are simply resources to be extracted, manipulated and profited from.

Technology is developing at a pace that the vast majority of us, and our lawmakers, cannot keep up with. Currently, it is activists and lived experience campaigners who are relentlessly firefighting against the sheer scale of online harms, while Big Tech companies add more fuel to the flames, sit back and line their pockets in the process. Governments speak of the appealing economic benefits of new technologies, while seeming to forget the human costs and emotional tolls. This book aims to bridge this gap in understanding, to be an antidote to the selective amnesia we see today, and document the stories of the people who are not being heard. As it stands, most of us have imposter syndrome when it comes to digital technology and before I wrote this book I did too. We feel that we can’t speak on it as we aren’t experts.

I’ve never considered myself a fan of technology. In school, ICT lessons were the thing I dreaded the most every week, and I have to get my younger cousin Erin to help me whenever I have tech issues. Like many of us, the unpredictability of tech often overwhelms me with panic, even after writing an entire book on this very topic. But as the users, the very people whose lives are shaped by our digital world, it’s vital that we learn about all the ways that digital technology is shaping our lives, not just the stories of success. It’s no use knowing ChatGPT is a tool without understanding how it might impact the future job security of creative professionals. It’s all well and good knowing companies are becoming more efficient because of digital technologies, but not without knowing this is because algorithms are being used to fire workers if they aren’t reaching unrealistically high targets and unreasonable deadlines. It’s okay to scroll endlessly for hours if that’s how you want to spend your time, but we should also understand the impact this is having on our mental wellbeing, attention spans and our relationships.

Techno-solutionism is the popular idea that technology can fix our problems, and it’s the ideology responsible for much of the cultish hype we see around emerging technologies today, be it artificial intelligence or virtual reality. But what about when technology is fuelling or even creating the very problems preventing societal progress? In our increasingly digital world, we have developed a reluctance to accept that this is a possibility, let alone a reality. Looking at the world through this lens clouds our judgement and prevents us from progressing towards a better future for all. This is why the tech industry has for too long been treated as exceptional from the legislation that can keep us safe, because to regulate the digital world is falsely misunderstood as being anti-progress or anti-innovation.

Since losing my sister in 2022, I have invested countless hours in learning about the harms that the online world is fuelling. I have attended meetings with grieving families and tireless campaigners; I have heard from exhausted workers and burnt-out activists. In the meantime, tech CEOs have embarked on a new space race for dominance in what they see as the next best thing – artificial intelligence – whilst safeguards lag far behind. We are stuck in a cycle of repeating historical mistakes, of not taking the time to pause and ask ourselves whether these technologies are empowering or harmful, and if so, for whom? This book will shine a light on the ways that our current digital world fails, divides and harms us, and what the practical solutions are to reclaiming the digital world for the better.

If social media and digital technology is understood as an entire sphere in which we can not only participate in our world, but is becoming as important as the physical world, then why have we had such little say in creating it? The same way that our institutions are our people, so is tech – it is not some abstract force of nature but something we co-create. I hope that Logging Off will help you see that technology can never be neutral and so we can’t be either. I want this book to compel you to act for the future and safety of those you love the most, to arm you with the knowledge to consider how you want to use digital tech moving forward and provide you with a new lens to see our world differently. We all deserve to lead happy, healthy and safe digital lives. We deserve our rights – be it our right to life, our right to decent working conditions, our right to thrive, our right to switch off, our right to live free from hatred and violence – to be upheld and respected. But as it stands, social media platforms and their addictive algorithms are preventing that from happening.

Logging Off is not just about spending more time offline or pouring ourselves into our lives beyond our online bubbles. It’s also a rejection of the idea that we have to just accept things as they are. That online harms are just the other side of innovation and technological change. That they’re inevitable consequences of a digital world that is still finding its footing. That’s a myth that’s been created by those who want to keep business running as usual, who are profiting from the crisis we’re currently facing. With Logging Off, I hope to sound an alarm on why we urgently need a switch, why each of us has a vital role in remaking the digital world for our collective benefit and why Big Tech companies’ power can no longer go unquestioned.

We all have stakes in reclaiming the digital world from Big Tech, because no matter who you are, the dominance of the digital world by corporations that only care about profit causes us all to lose out in our own lives, whether we lose out to our free time because we’re being conditioned to be addicted to scrolling, or we lose agency over our work lives because our employer decides to replace our human bosses with algorithms. Or we lose the option to chat with a human about our health or banking, because public services have become digitised. Or like me, because we lose a loved one who has fallen down a rabbit hole of harm because the unregulated digital world has exposed them to new dangers and outdated legislation has failed to keep them safe. Humanity’s capacity to destroy itself through our own innovations is nothing new, so how could we be bold enough to assume digital technology is any different? Our digital world needs reinventing. It wasn’t done soon enough for Aimee and many others like her, but it could be reinvented for me, for you, and for anyone else who is logged on.

A note on language

In this book I will refrain from using the phrases ‘the real world’ in opposition to ‘the digital world’ as this implies that what happens in the digital sphere is separate from what happens in our physical lives, when in fact the online world is constantly changing and altering our realities beyond the screens. The online and offline world are now two sides of the same coin, and I will discuss them in tandem throughout this book, to reveal just how inseparable our lives now are from the digital sphere.


CHAPTER 1

The Double Life of a Digital Native

‘Fifteen years ago, the internet was an escape from the real world. Now, the real world is an escape from the internet.’

@noahpinion on Twitter, 20171

I was born the year after Google was invented. I was nine when my sister and I first started playing The Sims. I was ten when my dad made my first Facebook account. I was eleven when I made my first YouTube video. I was twelve when I started photographing my clothes, posting them on Facebook and selling them in school before lessons began. I was thirteen when I first reblogged a photo of anorexic bodies on Tumblr because I thought that’s what my body should look like. I was fourteen when I got my first iPhone. I was sixteen when I was photographed non-consensually by a man with his smartphone on a bus. I was eighteen when I got my first role as social media manager at a charity. I was nineteen when I was trolled on Twitter, which left me struggling with anxiety for years. I was twenty-two when I met my partner on Hinge. I was twenty-three when I lost my sister to online harms and my life changed forever.

As a Gen Z – part of the generation born between 1997 and 2012 – I grew up alongside the rise of the internet and the birth of social media. Some of my fondest memories as a child involve playing with my sister Aimee on our digital devices. Aimee was less than two years younger than me, and we were an inseparable pair. My mum dressed us in matching outfits and we didn’t protest, despite how different we were. A running theme throughout our childhood was how much time we spent playing together. Not with Barbies, or toys, or out on the street like our parents, but online. We grew up playing Chadwick and the Sneaky Egg Thief, a pixelated colouring story game on the family Windows PC in the mornings, where Aimee would hide under the covers when the eerie start-up sound played. After school for years on end, we’d rush home for Aimee to load up Sims 1 and 2, where we’d be totally invested in the storylines of the Goth family and Aimee would design elaborate mansions and use the Motherlode hack for limitless cash to create the house of dreams. For her thirteenth birthday, Mum and Dad got Aimee an Xbox 360, and we’d play Assassin’s Creed Revelations, boasting to our friends with pride about it being set in Istanbul. In the summer holidays in our mum’s home town in Turkey, we would go to our friend Selin’s house to use her computer to play Club Penguin and Stardoll since our grandparents have still today never installed Wi-Fi, and I’d mostly sit behind Aimee’s shoulder and watch her immerse herself in this world I found both fascinating and intimidating. Mine and Aimee’s childhood was framed by the golden age of the internet, when things felt full of possibility and it seemed that the advancement of the online world could only ever be a good thing.

Like most 21-year-olds today, my sister Aimee grew up spending a huge part of her life online. Her love for the music of Pharrell Williams and her vast collection of rare merch meant she delved into a part of the internet reserved for superfans like her. My mum and I would watch her get lost in her phone, scrolling for hours whilst we watched Love Island. Whilst she half paid attention to the heated drama on the TV, on her phone she was bidding for rare Billionaire Boys Club shoes and T-shirts on eBay with a fierce competitiveness, something that brought her incomparable satisfaction. With all of her purchases, she built an impressive archive that resembles a museum exhibit, and would self-shoot photo shoots in her room and around our house to post on Instagram and share with her wider fan community. Most people had never heard of Pharrell Williams until his Despicable Me hit ‘Happy’ graced our screens, but Aimee was not many people. As a teen, Aimee spent countless hours on Grindin’, the unofficial forum for everything related to The Neptunes and N.E.R.D., bands Pharrell was a part of before he became a solo star. These digital spaces were a sanctuary where she could truly be herself and connect with fellow fans across the world who shared her passion, which was immensely important for her happiness at a time when school wasn’t somewhere she could be herself. The online world opened Aimee up to an international community where she could express her passion without shame or judgement, and I will always be so grateful for each person she connected with for sharing that with her.

But in the same way that she found and became part of a community of Pharrell superfans online, she was able to discover other digital communities with different motivations too. If you’ve ever used social media, you will know that online, emotions are felt in their extremes. We are lonely and connected, we feel loved and hated, we feel optimistic and despairing, we feel informed and confused. This is the paradox that makes the digital world such a double-edged sword; it can be life-changing or life-threatening. When we are struggling with our mental wellbeing, we are more vulnerable to slipping down the rabbit hole. In a world where the technologies we use daily offer us a false illusion of connection, it is even easier to isolate ourselves from those we love. When Aimee was struggling with her mental health, we saw her spend more time in her room, away from her family and loved ones, locked into her digital devices. After we lost Aimee, I was shocked to discover that the risk of suicide-related outcomes among teen girls who spend more than five hours a day (vs one hour a day) on social media is increased by 66 per cent.2

During the Covid pandemic, Aimee struggled with the isolation and the mundane new normal that constant lockdowns had created. Like many of us, she wasn’t able to do the things that brought her joy, like trying new restaurants with her boyfriend or travelling up to London to visit new exhibitions and her favourite art galleries. As a musician and devoted concertgoer, who had got herself on stage with Pharrell an impressive five times, the inability to experience music in its full form took a lot out of Aimee. These factors, combined with the addictive design of social media, made it easy for Aimee to isolate herself further. You’ve likely experienced this yourself at a point in your life; instead of putting down our devices and talking to someone for support, we stay logged on in a toxic cycle of comparison, depletion and hopelessness. Our offline lives become an overwhelming force we cannot bear to return to. This was what happened to Aimee. When she was at her lowest and most vulnerable, she got swept into a different path and fell down a rabbit hole online, which exposed her to harmful content and left her at the whim of dangerous and ill-intentioned strangers. She was vulnerable, and they knew that. More insidiously, she was given information and the encouragement to send her down a path she would never return from.

There are over 40,000 members and 2 million posts on the suicide forum that my sister Aimee found herself
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