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FOREWORD

We exist in a time where hackers hold more influence than ever before. Hacking can now impact the lives of millions of people by targeting elections, power grids, and all sorts of infrastructure that people rely on for their day-to-day activities, not to mention their well-being.

In 2021, hackers used ransomware to take down the United States’ largest gasoline pipeline. This fueled anxiety, canceled flights, and caused shortages. The well-executed attack was personal for many people who experienced its impact firsthand.

With this level of influence, it is imperative that we not only teach ethical hacking but also encourage it. Ethical Hacking is an excellent manual for programmers who want to learn the fundamentals of designing hacking tools, as well as how to implement the various techniques used by professional penetration testers. To get you there, the book guides you through a lab setup and many exercises that will equip you with skills you’ll need.

By covering small-scale hacks that could occur in a local coffee shop to large-scale hacks at the corporate level, it also offers an amazing scope, and so is an ideal textbook for a security course at the undergraduate or graduate level. I consider this book’s lessons necessary for current and future technology, policy, and leadership professionals.

For better or for worse, hacking is here to stay.

Juan Gilbert

Andrew Banks Family Preeminence Endowed Professor and Chair

Herbert Wertheim College of Engineering

University of Florida



INTRODUCTION
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Attacks against companies, and even sovereign states, have accelerated over the past decade. In 2021, hackers stole more than 100 million dollars in cryptocurrency, attempted to poison the water supply in Florida, hacked into COVID-19 vaccine producer Pfizer pharmaceuticals, attacked Colonial Pipeline using ransomware, and targeted government agencies and political activists in France, Germany, India, the Netherlands, Sweden, Ukraine, and the United Arab Emirates. Because so much of our productivity depends on technology, attacks on our technological infrastructure can have grave social and economic consequences.

Understanding how to defend this infrastructure is not enough. We need more ethical hackers to help secure it. Ethical hackers are people who understand how to attack infrastructure, and discover vulnerabilities before they are exploited by bad actors. These ethical hackers publish new vulnerabilities in the National Vulnerability Database almost daily. Many also practice responsible disclosure, notifying companies before making a vulnerability public.

Why Read This Book?

This practical guide teaches you the fundamental skills that you’ll need to become an ethical hacker. After reading this book, you should feel comfortable starting a career in penetration testing, participating in a capture-the-flag competition, and even applying for a position on a company’s red team.

Each chapter introduces you to a kind of attack, explains the fundamentals of the target technology, and discusses useful tools and techniques for exploiting it. You’ll become familiar with tools like Kali Linux, Metasploit, the pyca/cryptography library, and Maltego. You’ll learn how to collect open source intelligence, scan systems and networks for vulnerabilities, write custom exploits, and design botnets.

You’ll also learn how to build your own tools in the Python programming language to understand the mechanisms behind the commands hackers commonly run. By the end of this book, you should have started to think like an ethical hacker: someone who can carefully analyze systems and creatively craft ways to gain access to them.

To that end, this book is for anyone who wants the learn to hack. No previous networking or computer science experience is required to understand the text’s explanations. It’s best if you have some programming experience, especially in Python. But if you’re new to programming, no worries; you’ll still find this guide instructive in its explanation of network technologies, hacking strategies, and tools. Alternatively, check out Eric Matthes’ book Python Crash Course, 2nd edition (No Starch, 2019), for an easy introduction to the language.

Installing Python

The virtual machines you’ll use throughout this book come preinstalled with Python 3, so you don’t need to install Python yourself to follow along with the book’s programming projects.

I strongly recommend that you develop within this virtual environment. However, if you are using an operating system that doesn’t come preinstalled with Python 3, you’ll need to install it yourself. You can download the latest version of Python 3 for your operating system by visiting https://www.python.org/downloads/ and then downloading and running the installer.

What Is in the Book?

I begin by showing you how to set up your own virtual lab environment in which you’ll execute the attacks described throughout the book. Each subsequent chapter describes a different type of attack that you could perform as you go, from connecting to the Wi-Fi network in a coffee shop to compromising the network of a large corporation.

Part I: Networking Fundamentals

This part of the book focuses on the fundamentals of networking and examines various ways in which you can attack a network. We’ll discuss the TCP protocol and architecture of the internet, in addition to numerous ways attackers exploit these technologies.

Chapter 1: Setting Up In this chapter, you’ll set up your virtual lab. Your virtual lab environment will contain five virtual machines: a router running pfSense, a Kali Linux desktop containing hacking tools, the server you’ll hack into, and two Ubuntu desktop machines.

Chapter 2: Capturing Traffic with ARP Spoofing This chapter explains how the internet transmits data and looks at how an attacker can use ARP spoofing to intercept and read a user’s unencrypted traffic. Then, we’ll use publicly available tools to execute an ARP spoofing attack in our virtual lab environment and extract the URLs of the sites a user visits. We’ll conclude with an exercise that encourages you to write your own ARP spoofing tool in Python.

Chapter 3: Analyzing Captured Traffic This chapter introduces you to the internet protocol stack and shows you how to use Wireshark to capture and analyze the packets you collected during the ARP spoofing attack. I’ll also show you how to capture the packets that flow through the firewall in your virtual environment.

Chapter 4: Crafting TCP Shells and Botnets This chapter explores the fundamentals of sockets and process communication. Then, I’ll show you how to write your own reverse shell that you can use to control a machine remotely. And although controlling one machine is great, attackers usually want to control multiple machines. So I’ll show you how this might be possible by writing a type of hacker tool called a botnet. As a case study, we’ll look at the architecture of the Mirai botnet.

Part II: Cryptography

In this part of the book, we’ll discuss the fundamentals of the encryption algorithms used to secure digital communications. I’ll also provide you with the background to understand how several encryption algorithms work under the hood.

Chapter 5: Cryptography and Ransomware This chapter looks at symmetric and asymmetric cryptography techniques, like one-time pads, pseudorandom generators, block ciphers, and RSA. You’ll encrypt and decrypt files and send an encrypted email. We’ll then conclude by writing our own ransomware.

Chapter 6: TLS and Diffie-Hellman This chapter focuses on secure communication, beginning with a discussion of the transport layer security (TLS) protocol. Then, I’ll explain the Diffie-Hellman key exchange algorithm and its more secure alternative, Elliptic Curve Diffie-Hellman. We’ll conclude by extending the ransomware client so that it can communicate over an encrypted channel.

Part III: Social Engineering

In this part of the book, I’ll demonstrate how attackers use social engineering techniques and open source intelligence to trick targets into giving them undue access. In doing so, I’ll show how you can hack anyone with the proper bait.

Chapter 7: Phishing and Deepfakes This chapter discusses the fundamentals of email technologies and shows how an attacker could send a fake email. We also discuss how deepfake videos are generated and conclude by generating one of our own.

Chapter 8: Scanning Targets This chapter explores sophisticated open source intelligence collection techniques, as well as how an attacker can use Shodan and Masscan to search the entire internet for vulnerable machines. This chapter will also investigate how an attacker uses tools like Nessus and nmap to identify vulnerabilities in systems.

Part IV: Exploitation

In this part, we’ll dive into the numerous ways an attacker can exploit a vulnerability they’ve discovered. Each vulnerability is unique, but general patterns exist. We’ll look at case studies of real-world vulnerability exploitation, pointing out the patterns as we go along. We’ll also take a look at using web pages as an infection vector.

Chapter 9: Fuzzing for Zero-Day Vulnerabilities This chapter begins with a look at the OpenSSL Heartbleed vulnerability and code that can exploit it. Then, I’ll introduce the fuzzing techniques that hackers use to discover these vulnerabilities and you’ll write your own simple fuzzer. I’ll conclude by discussing other techniques, such as symbolic execution and dynamic symbolic execution.

Chapter 10: Building Trojans Trojans are malicious programs that disguise themselves as legitimate ones. We explore them by considering a second case study, the Russian malware Drovorub. Drovorub is an excellent example of modern malware, and I’ll show you how to re-create something similar using the Metasploit Framework. Then, we’ll discuss how you can create your own trojans for Linux, Windows, and Android devices and sneaky ways to hide malware.

Chapter 11: Building and Installing Linux Rootkits Once an attacker has installed malware, they often want to avoid detection. One way they can do that is by installing a rootkit, which can modify the operating system to help hide malware. In this chapter, we’ll examine how you can write your own rootkit for the Linux kernel.

Chapter 12: Stealing and Cracking Passwords This chapter considers an attack called SQL injection and shows how a hacker can use a tool called SQLmap to inject malicious code into a web app and then extract information from the database. These databases often contain password hashes, so I’ll show you how to use John the Ripper and Hashcat to crack these hashes.

Chapter 13: Serious Cross-Site Scripting Exploitation This chapter will explore another category of a common web vulnerability, cross-site scripting, and show how an attacker can use it to inject malicious code into a target’s browser. An attacker then could use the malicious code to steal cookies or even compromise the user’s machine.

Part V: Controlling the Network

In the final part of the book, I’ll reveal how an attacker can go from controlling a single machine to controlling any machine on the network. I’ll also discuss the architecture and protocols used inside corporate networks and how attackers exploit them.

Chapter 14: Pivoting and Privilege Escalation This chapter looks at pivoting and how an attacker might move through a compromised firewall or router to access a private network. I’ll conclude by discussing privilege escalation techniques that allow attackers to gain root privileges by exploiting bugs in the operating system.

Chapter 15: Moving Through the Corporate Windows Network In this chapter, I’ll discuss the architecture of corporate networks and the protocols they use. We’ll look at the NTLM and Kerberos protocols in detail, as well as common attacks against these protocols, like pass-the-hash attacks and the Kerberos golden ticket attack.

Chapter 16: Next Steps In this final chapter, I’ll show you how to set up a hardened virtual private server that lets you audit systems outside your virtual lab environment. I’ll also discuss some areas of ethical hacking that I didn’t explore in this book as well as great ways to connect with the ethical hacking community.

Reaching Out

If you believe you’ve found an error in the text, please reach out to errata@nostarch.com. You can also find more information at https://www.nostarch.com/ethical-hacking/. Likewise, if you encounter trouble while setting up the book’s lab environment or following along with the exercises, or would simply like to share your accomplishments with others, I invite you to ask questions on the book’s Discord channel at discord.thehackingbook.com.



1
SETTING UP

A journey of a thousand miles begins with a single step.

–Lao Tzu
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Welcome to the first step in your hacking journey. In this chapter, we’ll set up your lab environment, which will consist of five virtual machines:

A pfSense Virtual Machine An open source router/firewall to protect the vulnerable virtual machines from outside hackers.

A Kali Linux Virtual Machine The machine that contains the hacking tools discussed in this book.

Two Ubuntu Linux Desktop Virtual Machines Machines that we’ll use to demonstrate attacks on desktop/laptop environments.

A Metasploitable Virtual Machine The machine that we’ll use to demonstrate attacks on a Linux server.

Virtual Lab

Because it’s both unethical and illegal to hack into machines that you don’t own, the virtual lab we’ll set up in this chapter will provide an environment in which you can perform ethical hacks. Figure 1-1 shows an overview of the lab environment.

[image: image]

Figure 1-1: Virtual machine connections

We’ll also set up two networks: a main internal network that is isolated from the internet by the pfSense firewall and a private network that is isolated from the main network behind a Metasploitable server. We’ll use that second setup to explore attacks in which hackers must first get past one machine to attack another, as is the case with firewalls. We’ll focus on setting up the main network in this chapter and save configuring the private network for Chapter 14.

Don’t worry about understanding the technical details of these configurations for now; I’ll describe the infrastructure as we progress through the book. I recommend that you begin the setup process using a Windows, Linux, or macOS machine with at least 30GB of free hard drive space and 4GB of RAM. You will be running multiple virtual machines simultaneously, so you’ll need a relatively powerful machine.


    NOTE

    You can ask your fellow readers questions about the setup process on the book’s
        Discord channel at discord.thehackingbook.com.



Setting Up VirtualBox

To set up our networking environment, we’ll need to install VirtualBox. Think of VirtualBox as a program that lets you build virtual computers. You’ll choose your virtual machine’s specifications (for instance, hard drive, amount of RAM, and number of processors), and VirtualBox will assemble a virtual computer that can run programs just as you would on your laptop or desktop. VirtualBox is free to use on Linux, Mac, and Windows machines.

Download VirtualBox from https://www.virtualbox.org/wiki/Downloads/, taking care that you download the correct installation files for your computer’s operating system and architecture. Next, walk through the installation process, which will vary depending on the type of computer you’re using; however, you can agree to the default options as a general rule. Once the installation is complete, launch VirtualBox, and you should be greeted with a screen similar to Figure 1-2.

[image: image]

Figure 1-2: The VirtualBox home screen


    NOTE

    When installing VirtualBox on Windows, users will need to install the VirtualBox Extensions.



Setting Up pfSense

Now we’ll set up pfSense, an open source router/firewall that will protect our virtual machines from outside attacks. The following steps will guide you through setting up this machine. It’s important that you follow them carefully.


    NOTE

    For additional help, watch this video walkthrough to guide you through the setup: 
        https://youtu.be/BTWoPbRAoXI. If you’re using an Apple Silicon Mac, refer to the wiki (https://github.com/The-Ethical-Hacking-Book/Code-by-chapter/wiki) for instructions on setting up the environment with UTM.



First, download the pfSense source files from https://www.pfsense.org/download/. Choose the AMD64 (64-bit) architecture, the DVD image (ISO) installer, and the server location closest to you before clicking the download button. Figure 1-3 shows these parameters.

[image: image]

Figure 1-3: Choose these settings to download pfSense.

Unzip the downloaded pfSense iso.gz file. If you’re on a Unix-based machine, you can do this by running the gunzip command by typing gunzip followed by the name of the downloaded file (for example, gunzip pfSense iso.gz filename) in your terminal. Launch VirtualBox and click the New button located in the top options bar, as shown in Figure 1-4.

[image: image]

Figure 1-4: The New button is designated by the starburst symbol.

You should be prompted to enter some information about your new machine. The examples that follow are for VirtualBox for macOS, but the Linux and Windows versions are similar. Enter pfSense as the name, BSD as the type, and FreeBSD (64-bit) as the version. Once you’ve changed these three options, as shown in Figure 1-5, click Continue.

[image: image]

Figure 1-5: Enter these settings when creating the pfSense virtual machine.

The pfSense virtual machine doesn’t require much RAM, so set the memory size to 1024MB. When prompted for virtual hard drive options, select Create a virtual hard disk now. Select VDI (VirtualBox Disk Image) for the hard disk file type. Make your new virtual hard disk dynamically allocated and set its size to 5GB, which should be more than enough space for the pfSense installation.


NOTE

When installing the new version of pfSense, users will need to select the Auto (UFS) BIOS option.



Setting Up the Internal Network

You can think of the pfSense firewall as a gatekeeper that stands between the internet and your internal network. It will inspect traffic entering and leaving your network to ensure that your internal network is secure from outside attackers. This creates a safe place for you to add vulnerable machines that only you can attack.

Right-click pfSense in your list of virtual machines and then click Settings (Figure 1-6).

[image: image]

Figure 1-6: Setting up Network Adapters

Click the Network tab and make sure that the network adapter in the Adapter 1 tab is enabled and attached to a Bridged Adapter with the same name as your wireless/Ethernet card. Enabling a Bridged Adapter creates a direct connection between the pfSense virtual machine and the internet. Next, click the Adapter 2 tab and make sure Enable Network Adapter is enabled and that it is attached to an Internal Network that we will name Internal LAN. This internal network will connect pfSense to our other virtual machines. Once you click OK, the internal network should be available to other virtual machines.

Configuring pfSense

Now we’re ready to launch pfSense and configure our virtual router settings. Incorrectly configuring these settings could cause your virtual machines to have no internet access.

Double-click pfSense in your list of virtual machines. You should see a screen similar to Figure 1-7. Click the folder icon and then click the Add icon in the upper-left corner. Navigate to and select your pfSense ISO image and then click Start.

[image: image]

Figure 1-7: Selecting the pfSense ISO image

The pfSense virtual machine should take some time to boot. Once it has booted, you should be greeted with a copyright and distribution notice screen. Press ENTER to accept and press ENTER again to install pfSense. As a rule of thumb, stick with the default options.

After the install has completed, you should see another prompt asking if you want to reboot. Select Reboot and press ENTER. When pfSense reboots, you’ll be directed to the copyright and distribution notice once again. This occurs because the pfSense virtual machine is again booting from the ISO image we used earlier. To fix this, first click the File tab in the upper left of the pfSense machine, and then click Close. You’ll see a dialog asking how you want to close the virtual machine. Select Power off the machine and click OK, as shown in Figure 1-8.

[image: image]

Figure 1-8: Powering off pfSense to remove the ISO image

Once the pfSense virtual machine is powered off, right-click it in your list of virtual machines and select Settings. Navigate to the Storage tab and right-click the ISO image you previously chose. Then select Remove Attachment as shown in Figure 1-9. You’ll be asked to confirm that you want to delete the optical drive. Select Remove and then click OK in the lower right of the Settings screen.

[image: image]

Figure 1-9: Removing the pfSense ISO image

Now that you’ve removed the ISO image, double-click pfSense in your list of virtual machines. It should take some time to boot. Once pfSense has booted, you should see a screen that looks like this:

Welcome to pfSense                (amd64) on pfSense


WAN (wan)       -> em0        -> v4/DHCP4: 192.168.1.100/24

LAN (lan)       -> em1        -> v4: 192.168.100.1/24


0) Logout (SSH only)                  9) pfTop

1) Assign Interfaces                 10) Filter Logs

2) Set interface(s) IP address       11) Restart webConfigurator

3) Reset webConfigurator password    12) PHP shell + pfSense tools

4) Reset to factory defaults         13) Update from console

5) Reboot system                     14) Disable Secure Shell (sshd)

6) Halt system                       15) Restore recent configuration

7) Ping host                         16) Restart PHP-FPM

8) Shell

Setting Up Metasploitable

The Metasploitable virtual machine is a Linux server that has been intentionally designed to be vulnerable. It’s the machine that we’ll hack throughout this book. But before we do so, we need to prevent other people from accessing this machine. To do that, we’ll connect it to our internal network, which is protected by the pfSense firewall. The following steps outline how to obtain the virtual machine.

Download the Metasploitable virtual machine from Sourceforge at https://sourceforge.net/projects/metasploitable/. Although newer versions of Metasploitable are available, we’ll use version 2 because it’s easier to set up.

Unzip the downloaded Metasploitable ZIP file, launch VirtualBox, and click the New button. Set your machine’s name to Metasploitable, its type to Linux, and its version to Ubuntu (64-bit), and then click Continue. On the Memory Size page, use the suggested amount of memory. When prompted to choose a hard disk, select Use an existing virtual hard disk file, click the folder icon, and browse to your unzipped Metasploitable download. Select the file with the extension .vmdk and click Create. To configure the Metasploitable machine network settings, right-click the Metasploitable machine from your list of machines on the left and select Settings. Navigate to the Network tab. Under Adapter 1, select the Enable Network Adapter checkbox and select the internal network we created earlier (Internal LAN) in the Attached to drop-down menu, as shown in Figure 1-10.

[image: image]

Figure 1-10: Configuring the Metasploitable internal network

Open the Metasploitable virtual machine in VirtualBox and wait for the terminal to finish loading. It should display the Metasploitable logo shown in Figure 1-11.


NOTE

Your mouse pointer may disappear. This is because the virtual machine has captured it. Press the Host Key Combination (Right CTRL in Windows and Linux and CTRL-ALT in macOS) to get your mouse pointer back.



[image: image]

Figure 1-11: The Metasploitable virtual machine after it has been started

Log in using the username msfadmin and password msfadmin.

Setting Up Kali Linux

Kali Linux is a Linux distribution that contains a collection of penetration testing tools. We’ll use the Kali virtual machine to hack into the other machines on our virtual network. Download the Kali Linux VirtualBox image from https://www.offensive-security.com/kali-linux-vm-vmware-virtualbox-image-download/. Ensure that the files listed are Kali Linux VirtualBox images and not VMWare images, and select the VirtualBox image version that is suitable for your system (64-bit or 32-bit). Add the Kali machine to VirtualBox by right-clicking the downloaded OVA file and opening it using VirtualBox. You should be prompted with a screen containing the preconfigured settings for the machine.


NOTE

Ensure that your virtual machine is turned off before adjusting the network settings.



To configure network settings, right-click the Kali virtual machine from the list of machines on the left and then select Settings. Click the Network tab and then click Adapter 1. Select the Enable Network Adapter checkbox and set Attached to from the drop-down menu to Internal Network. Leave the name as “Internal LAN” and click OK.

Open the Kali Linux virtual machine in VirtualBox. If your Kali Linux displays nothing but a black screen, make sure the PAE/NX checkbox is selected in Settings ▶General ▶Processors.

Once your machine starts, you should see the Kali Linux login screen shown in Figure 1-12.

[image: image]

Figure 1-12: The Kali Linux login screen

Log in with the username kali and password kali.

Setting Up the Ubuntu Linux Desktop

Now we’ll set up the Ubuntu Linux Desktop virtual machine. We’ll use this machine to demonstrate how a hacker can attack a victim’s desktop or laptop. The following steps outline how to download and configure Ubuntu. Here, we’ll configure only the Ubuntu machine that is attached to our internal LAN. We’ll configure a second Ubuntu machine that is associated with the private network in Chapter 14.

Download the latest Ubuntu ISO image from https://ubuntu.com/download/desktop/. Launch VirtualBox and click the New button in the top options bar, as depicted in Figure 1-4. You should be prompted to enter some information about your new machine. Enter Ubuntu as the name, Linux for the type, and Ubuntu (64-bit) for the version and click Continue. Next, allocate 2048MB of RAM and a 10GB hard disk. (Remember to attach the ISO image.) Ubuntu requires slightly more disk space and RAM than pfSense to run efficiently. Lastly, attach the Ubuntu Linux machine to the internal network as you did with the Metasploitable virtual machine.

Start the Ubuntu machine, select your desired language, and click Install Ubuntu. Figure 1-13 shows an example of the first page of the setup screen.

[image: image]

Figure 1-13: The installation screen for Ubuntu Linux

Shut down the Ubuntu virtual machine. We won’t need it again until Chapter 10.

Your First Hack: Exploiting a Backdoor in Metasploitable

Now that you’ve set up everything, let’s test the virtual lab infrastructure by executing an attack. Our goal is to gain access to the Metasploitable machine by exploiting a vulnerability called a backdoor. A backdoor is an intentional flaw that allows an attacker to gain unauthorized access.

In July 2011, the security community discovered that an attacker had inserted a backdoor into the code of version 2.3.4 of vsftpd, an open source UNIX FTP server. This is one disadvantage of open source software: it’s possible for malicious developers to compromise the open source project.

This particular backdoor allows the attacker to gain access to the terminal on the vulnerable machine. All the attacker needs to do is log into the FTP server using a username ending in :) and an invalid password. Once the attack is activated, it opens a shell on port 6200. A shell is a program that connects to an attacker’s machine, allowing the attacker to execute terminal commands on the compromised machine.

Let’s exploit the Metasploitable server, which contains this vulnerability. We’ll begin by obtaining the Metasploitable machine’s IP address.

Before you continue, ensure that your pfSense virtual machine is running. You’ll need it to access the internet.

Getting the IP Address of the Metasploitable Server

The first step in most hacks is identifying the machine that we want to connect to. As we’ll discuss in more detail in Chapter 2, each machine has a unique IP address. In this section, we’ll show how to use the netdiscover tool to obtain the IP address of the Metasploitable server.

Open the terminal on your Kali Linux machine by clicking the icon in the upper-left section of the menu. Enter the command netdiscover. If your terminal says the command cannot be found or that you must be root to run it, run it as sudo:

kali@kali:~$ sudo netdiscover

The netdiscover tool searches multiple IP addresses on your network to discover those that are currently being used, letting you see all of the machines currently connected to the same LAN. After a couple of minutes, netdiscover should have discovered the Metasploitable server and its IP address, displaying it in a screen similar to this one:

IP               At MAC Address     Count     Len  MAC Vendor / Hostname

---------------------------------------------------------------------------

192.168.100.1    08:00:27:3b:8f:ed      1      60  PCS Systemtechnik GmbH

192.168.100.101  08:00:27:fe:31:e6      1      60  PCS Systemtechnik GmbH

For simplicity, ensure that you’re running only the pfSense, Metasploitable, and Kali virtual machines. This will reduce the number of virtual machines on the network and make it easier to read the netdiscover tool’s output.

The first IP address belongs to the pfSense router, and the second belongs to the Metasploitable machine. (Your addresses may differ.) The machine with the lowest address is normally the router, or in this case, the firewall through which all traffic entering and exiting the network travels. Your Metasploitable server is most likely the second IP address.

Now that you have the server’s IP address, you should be able to visit the web pages that the server is hosting. Click the blue Kali logo in the upper-left corner of the Kali machine. Then, open the Kali Linux web browser, and enter the IP address you discovered, as shown in Figure 1-14.

[image: image]

Figure 1-14: The Metasploitable machine in the Kali Linux browser

If you can see the web page, it means that both your Metasploitable machine and the Kali Linux machine are correctly connected to the internal network.

Using the Backdoor to Gain Access

Now, we’ll exploit the backdoor to gain access to the Metasploitable machine. Connect to the FTP server using Netcat (nc), a command line tool that supports several networking functions. Here, we’ll use it to open a TCP socket to server. (We will discuss TCP sockets in Chapter 3.)

Open the terminal on your Kali machine and enter the following commands:

kali@kali:~$ nc <IPaddressofyourMetasploitablevirtual machine> 21

user Hacker:)

pass invalid

The value at the end of the first command is the port number. FTP servers normally run on port 21. We’ll discuss the concept of a port number in Chapter 3, but for now you can think of it as a communication channel that the operating system assigns to a program. Program A may be communicating on channel 21, whereas program B may be communicating on channel 6200.

Now that you’ve activated the shell associated with the backdoor, open a new terminal window, and enter the following command to connect to the shell that should be running on port 6200 on the Metasploitable machine:

kali@kali:~$ nc -v <IPaddressofyourMetasploitable virtualmachine> 6200

After you’re connected, it will appear as though the terminal is unresponsive. But this is not the case, it’s just waiting for you to type something in. Type the ls command to list all the files in the current directory.

You should now be able to enter commands in your Kali Linux terminal and have them run as though they were entered on the terminal in the Metasploitable machine. For instance, use the shell to reboot the machine by entering the following commands in the terminal on your Kali machine and then observe what happens to your Metasploitable machine:

whoami

reboot

If the attack is executed correctly, the Metasploitable machine will reboot. Though restarting the machine might not seem that dangerous, an attacker with root privileges could do many more things; for example, delete all the data on a server by running the command rm -rf/. Don’t run this command on Metasploitable! It will delete all the data on the machine, and you’ll have to repeat the setup process.

How could we fix this vulnerability? Newer versions of vsftpd have identified and removed this issue, so the best way to secure this server is to update vsftpd. However, the Metasploitable machine is designed to be vulnerable; therefore, it is not configured to support updates.


PART I

NETWORK FUNDAMENTALS


2
CAPTURING TRAFFIC WITH ARP SPOOFING

Pay no attention to the man behind the curtain!

–Noel Langley, The Wizard of Oz

[image: image]

Anyone who walks into a coffee shop and connects to its Wi-Fi network can intercept and view other users’ unencrypted web traffic using a technique called ARP spoofing, which exploits a vulnerability in the design of the address resolution protocol (ARP). In this chapter, we explain how ARP works, describe the steps of an ARP spoofing attack, and then perform one ourselves.

How the Internet Transmits Data

Before we can discuss ARP spoofing, we must first understand the internet’s general structure. This section describes how the internet transmits data through a hierarchical network using packets, MAC addresses, and IP addresses.

Packets

All information on the internet is transmitted in packets. You can think of a packet as an envelope that contains the data that you want to send. As with the postal service, these packets are routed to their destinations based on a specified address. Figure 2-1 shows some parallels between envelopes and packets.

[image: image]

Figure 2-1: Parallels between envelopes and packets

The From Address section on an envelope contains two critical pieces of information: 1) the name of the person sending the letter, and 2) where they live. Similarly, packets have a source (media access control [MAC] address) that represents the machine sending the packet and a source (IP address) that represents where the packet came from. Other similar fields, known as packet headers, represent the packet’s destination.

The internet uses devices called routers to sort and forward packets. Packets make their way through the internet, traveling from router to router like mail travels from post office to post office.

MAC Addresses

Your laptop contains a network interface card (NIC) that allows it to connect to Wi-Fi routers. This card has a unique address, called a MAC address, that identifies your machine on the network. When the router wants to send your computer information, it labels that packet with your laptop’s MAC address and then broadcasts it as a radio signal. All machines connected to that router receive this radio signal and check the packet’s MAC address to see whether the packet is intended for them. MAC addresses are normally 48-bit numbers written in hexadecimal (for example, 08:00:27:3b:8f:ed).

IP Addresses

You probably already know that IP addresses also identify machines on a network. So why do we need both IP and MAC addresses? Well, networks consist of hierarchical regions similarly to how some countries are split into states, which themselves contain cities. IP addresses follow a structure that allows them to identify a device’s place in the larger network. If you moved to another coffee shop, your laptop would be assigned a new IP address to reflect its new location; however, your MAC address would remain the same.

An IPv4 address encodes the network hierarchy information in a 32-bit number. This number is typically represented in four sections separated by dots (such as 192.168.3.1). Each section represents an 8-bit binary number. For example, the 3 in 192.168.3.1 actually represents the 8-bit binary number 00000011.

IP addresses in the same region of the hierarchy also share the same upper-level bits. For example, all machines on the University of Virginia campus have IPv4 addresses like 128.143.xxx.xxx. You’ll also see this written in Classless inter-domain routing (CIDR) notation as 128.143.1.1/16, indicating that machines share the same 16 upper bits, or the first two numbers. Because IP addresses follow a particular structure, routers can use parts of the IP address to decide how to route a packet through the hierarchy. Figure 2-2 shows a simplified example of this hierarchy of routers.

[image: image]

Figure 2-2: A simplified view of the network hierarchy

Figure 2-2 also shows a digital subscriber line access multiplexer (DSLAM). A DSLAM allows signals associated with internet traffic to be sent over wires originally intended for cable television. The DSLAM distinguishes between internet and television signals, which is why you can connect both your television and router to the same cable socket.

Let’s use the coffee shop example to follow a packet through the network hierarchy. Imagine you’re in a coffee shop in San Francisco and access the following web page: http://www.cs.virginia.edu. This web page is hosted on a web server with the IP address 128.143.67.11. On the first leg of its journey, the web request passes through your laptop’s NIC, which then sends it to the Wi-Fi router in the coffee shop. The router then sends the web request to the DSLAM, which forwards the request to a router owned by an internet service provider (ISP), like Comcast. The Comcast routers then compare the IP address to a list of prefixes until it finds a match. For example, it might find a match for the prefix 128.xxx.xxx.xxx, indicating its connection to that section of the hierarchy. As the request is sent through the hierarchy, the matches will become more specific. For example, the address will need to match 128.143.xxx.xxx, then 128.143.67.xxx. Once the packet reaches the lowest level of the hierarchy, where there are no more routers, the router uses the MAC address in the packet to determine the request’s final destination. We refer to the lowest level of the hierarchy as a local area network (LAN) because all of the machines in that level are connected through a single router.

Now that we have a general overview of the structure of the internet, we can discuss attacks that take place at the lowest level of the hierarchy.

ARP Tables

We’ve established that after a packet has reached its designated LAN, the network uses the packet’s MAC address to determine its final destination. But how does the router know the MAC address of the machine with the IP address 128.143.67.11? This is where ARP is useful. Following ARP, the router sends a message called an ARP query to all machines on the network, asking the machine with the IP address 128.143.67.11 to reply with an ARP response containing its MAC address. The router will then store this mapping
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