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ABOUT THE BOOK

‘Magisterial… a tour de force.’ Anthony Giddens

‘Essential reading.’ Jamie Bartlett

‘Prepare to be terrified, exhilarated and occasionally inspired.’ Catherine Mayer

‘Timely and incisive.’ Greg Williams, Wired

A groundbreaking examination of the new centres of power and control in the twenty-first century.

The old gods are dying. Giant corporations collapse overnight. Newspapers are being swallowed. Stock prices plummet with a tweet. Governments are losing control. The old familiarities are tumbling down and a strange new social order is rising in their place. More crime now happens online than offline. Facebook has grown bigger than any state, bots battle elections, technologists have reinvented democracy and information wars are breaking out around us. New mines produce crypto-currencies, coders write policy, and algorithms shape our lives in more ways than we can imagine. What is going on?

For centuries, writers and thinkers have used power as a prism through which to view and understand the world at moments of seismic change. The Death of the Gods is an exploration of power in the digital age, and a journey in search of the new centres of control today. From a cyber-crime raid in suburbia to the engine rooms of Silicon Valley, and from the digital soldiers of Berkshire to the hackers of Las Vegas, pioneering technology researcher Carl Miller traces how power – the most important currency of all – is being transformed, fought over, won and lost. As power escapes from its old bonds, he shows us where it has gone, the shape it now takes and how it touches each of our lives.

Astounding opportunities are at our fingertips. But are we more powerful as individuals than ever before? Or more controlled?
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For my family.

Its newest member, my nephew Freddie, was born pretty much the day I started writing. I hope you find this in an attic sixty years from now, and that it’ll make you either laugh or cry.





‘For know that no one is free, except Zeus.’

Aeschylus, Prometheus Bound



INTRODUCTION

The Death of the Gods

A MAN IS holding a knife to my throat as I hold a knife to his. I’m in a penthouse apartment, at the home of one of the world’s leading technologists. Outside I can see the lights of south London glitter. A bolognese is quietly bubbling away in some kind of high-tech pressure cooker in the kitchen. And here we both stand, perfectly still. I was there because I was on a journey. It was one that would change my life in the months that followed, one that would take me across the world, and bring me face-to-face with both the best and the worst that humanity had to offer. It was a journey in search of a single idea. The knife was my first strange step.

Take a moment, and pause. Stock prices plummet with a tweet. Newspapers collapse. Giant corporations disappear overnight. Political parties that have stood for centuries struggle for survival Protests spill out of social media and onto the streets. Facebook has grown bigger than any country. Memes have managers, hackers advise governments, gamers are sports stars, and YouTubers are celebrities. ‘Mines’ produce crypto-currencies worth millions. New refineries enrich data. Cities are smart, intelligence artificial, data big and realities virtual. Governments the world over are losing control. On and on it goes. Technology is changing, people are changing, the world is changing around us … and in some way, as unique as your life is, I bet that you’ve experienced something that has made you stop. And think. And feel that the world is changing around you too.

For centuries, writers and thinkers have groped for an idea to interpret the world around them during moments of profound social change: power. They ask how it is created, who has it, and why. They’ve tried to make sense of its shape, of its effects and its consequences. As an idea it is sometimes mobilised to defend the status quo, sometimes to destroy it. But again and again it has appeared as the best possible prism through which to see and understand the world as it is remade.

Machiavelli began to define modern thinking about power as the world shuddered out of the dark ages and the politics, religion and philosophy of the Renaissance clashed with the old certainties that had stood for centuries. In The Prince, he urged rulers to see the pursuit of power as their highest moral goal, and he proposed that the use of fear, lies and pain were all justifiable means to get it. Harnessing power and taking control, Machiavelli believed, was the only way to navigate through the chaos.

A hundred years after Machiavelli, Thomas Hobbes turned to the subject of power again after he had seen his own social order collapse. Seventeenth-century England had been ripped apart by civil war, and the king, Charles I, beheaded. In Leviathan, his greatest work, Hobbes argued that there is a restless striving for power in all of us, a striving that has to be checked through a social contract in which we give up some of our own freedoms and rights in return for the protection of a greater power – the state, Leviathan – that must be sovereign.

Two hundred years later, another revolution, and the western world was launched once more into a new version of modernity. Karl Marx again used the idea of power to explain why this new society was one of unprecedented wealth, yet also one of terrible squalor.1 Yet while Machiavelli saw concentration of power as the only way to achieve stability, for Marx it was the source of the problem. For him, power was economic rather than political, a material resource, something that arose from the ability to control labour and capital. The industrial revolution had caused it to concentrate into the hands of factory owners and financiers, and they had used it to wring profits from exhausted workforces, collapsing from cholera and crushed by machines. Material power also translated into control over ideas, weaving a ‘false consciousness’ over the working class that made them accept their misery. Machiavelli urged the rulers of his time to grasp power however possible; Marx believed that the examination of power would lead to a new class consciousness that would ultimately break the spell of capitalism.

Writing in the decades after the Second World War, Hannah Arendt challenged the assumption that power should be understood as a power over others. Power, she believed, was antithetical to violence. She saw it as something that could only be held by a group, never an individual. Power was in the ability of humans not just to act, but to act in concert. Power for Arendt was about persuasion, not violence.

Perhaps the most influential theorist on power of all was Michel Foucault. Writing through the 1960s and ’70s, Foucault’s was a time, like Machiavelli’s and Marx’s, when taboos and conventions across the western world were being pulled down. Amid waves of protests against the Vietnamese and Algerian wars, for prison reform, for sexual liberation, Foucault too reached for the concept of power, but this time to insist that it was everywhere. For Foucault, it had nothing to do with Machiavelli’s princes or Marx’s factory bosses. Ignore power in politics and war, Foucault said, and look at power in sex, science and the arts. It is there, in the areas you least expect, operating through a complex web of norms, conventions, discourses, regimes of truth and rationalities. It is what forms the structure of life. What makes us who we are.

Power is a slippery idea. Philosophers have tried to logically define it. Social scientists have tried to measure it. Across feminist thought and post-colonial scholarship, thinking about power has been used to diagnose and challenge oppressions and inequalities. Yet for each of these writers and countless others, it takes on different meanings. For Robert Dahl, power is the ability to make somebody do what they otherwise wouldn’t do.1 For Peter Bachrach and Morton Baratz, it is also about determining what is important and unimportant.2 Stephen Lukes added another dimension: power is also about convincing people to embrace ideas that are contrary to their own interests.3 Joseph Nye sought to explain American predominance in the latter half of the twentieth century through the idea of ‘soft power’ – the ability to make others want the same thing as you.4 Judith Butler saw power as something we internalised, where submission was as much a question of psychology as external force.5 Simone de Beauvoir, Anthony Giddens, John Gaventa, Pierre Bourdieu … each added additional layers to our definition of power, exploring new dimensions of it. The concept of power has become surrounded by a thick web of interpretation, critique, re-interpretation and re-formulation. It isn’t an accident that power can’t be easily defined. It’s an important part of the idea itself. Yet for each of these thinkers, power provided the best lens through which to view their world, and to discern its direction of travel. Power helped them interpret the changes they were experiencing, it showed them what was happening, and why, and whether it was good or bad. Looking at power stopped them from sleepwalking through a revolution.

I began this book convinced that we are living through our own moment of flux and change. Across the world, again and again, I could see old familiarities tumbling down and new social orders, new hierarchies, new winners emerging that all, in one way or another, traced back to digital technology. But I was also afraid we were hurtling into a new social reality that we didn’t really understand and couldn’t anticipate. Was all this technology making each of us better able to lead the lives that we wanted to lead? Or was it moving it further away? Were we more powerful as individuals than ever before, or more controlled? You could see the rate of change increasing, but, I thought, it was hard to see whether it was heading towards a new dawn of knowledge and opportunity, or a nightmare of ignorance and oppression.

Now is a moment to, again, think about power. It could come in many forms, from blunt force and coercion, to bribes and incentives, the shaping of the moral codes we live by or the moulding of our perceptions and preferences through a broad array of influence, manipulation, inducement, deceit, threat, encouragement and persuasion. But as I set out, the kind of power that I cared about seemed to be a particular kind of influence: power as the capacity to reach into and change the lives of others, to change the choices we make and and the choices we have. Power that shapes each of our destinies whether we like it or not. Power as a form of rule.

This book is an account of a journey along a strange and winding path. From that penthouse apartment in London, it took me all the way to Mexico, to a colourful jamboree of inventors, merchants, architects and activists who mingle, drink, dance and argue about how the internet should really work. In freezing courtyards in Berlin I met techno-activists, hackers and cyber-pranksters. In South Korea I visited the most digital city on earth; a city full of screaming e-sports fans and invisible hikikomori – ‘the departed’ – who never leave their room and who exist almost entirely online. I lived in a political-technology commune in east London (twice) with people for whom technology is a way of making society better. I went onto an army base surrounded by the rolling green hills of Berkshire where soldiers were fighting a war unlike any I’d heard of before, and in Prague I met NATO officials and possibly Russian spies to talk about how digital warfare has broken out between states struggling for control over what people see and believe. I found a fake news merchant in Kosovo, a legendary hacker in a deserted model railway club in Boston, and behind the marbled edifice of Caesar’s Palace, Las Vegas, I went to the largest annual gathering of the best hackers in the world (never take your phone there). In Silicon Valley, in the middle of a second gold rush, I found a place far stranger than most people suspect, where ‘cool’ ideas collide with bundles of money and power and powerlessness live side-by-side.

Wherever I went, I immersed myself in the murky waters of this brave new world. I went on a cyber-crime raid with the police, and became involved in a struggle for control of an online market selling murder. I peered into the mechanics of algorithms that have been kept secret; I built a ‘bot’ to keep the peace on Twitter. I crafted viral messages to infect online conversations. I hung out with citizen investigators in a struggle to expose truths and lies. I joined with journalists to investigate a shadowy new protocol that despots might be using to control the internet. I even tried to hack a hacker.

The cast of this book are the people I met along the way. They include former presidents and digital ministers, spies, soldiers, criminals and police officers, investigative journalists, guerrilla viral artists, hackers, labour organisers, academics, algorithmists, entrepreneurs, activists and many others. Some I was determined to meet because they were newly powerful, others because they were newly powerless. Some were seeking to expose power, and others still were influenced by power in ways I thought important. They will be our guides and interpreters to the stories that expose the reality of power. They come from all over the world and different walks of life, as I tried – wherever possible – to see the changes that were happening from points of view across political, social, even moral lines.

I cannot remember a time when power has been spoken about more, than over the eighteen months that this book was written. The allegations around Harvey Weinstein, the #MeToo campaign, Black Lives Matter, gender pay gaps – it has been a time when the power that we experience has become more recognised to be intimately related to the identities we hold, and it is important to say a few words about mine. White, male, with an upbringing that certainly wasn’t rich, but wasn’t poor either, there are ways that power works, and is abused, that I have not experienced myself, and cannot hope to really understand. This book is an account of power told predominantly by someone who has not had to go through life suffering abuse and discrimination because of my race, my gender, my sexual orientation, my class, or indeed any other aspect of myself that I cannot change. You’ll notice also that the people featured are themselves both disproportionately white, and disproportionately male. In part, this may merely reflect who I am and who I know. But in part it undoubtedly says something else about power: about the kinds of people involved in how it is changing. You might call it my failure, and also a finding.

Each chapter is a window into a different landscape, a different aspect of our lives, where power is being won, lost, fought over and transformed. I’ve selected some subjects because they seemed to show power at its newest and most exotic. Some because they seemed to show power at its least tamed and civilised; power in its purest form. Some simply because an opportunity arose and I felt able to add something new. Some of the areas are increasingly well known; others are, I hope, surprising and even unsettling. This is not a comprehensive account; such a thing isn’t possible. But if I have succeeded, they are by shades entertaining and interesting as well as illuminating and instructive.

It has been a disconcerting, sometimes scary journey. There are people who have been arrested during the course of writing this book, and others who would certainly be dismissed, if not sued, if their employers find out who they are. I have had to take careful steps to protect the identities of many of the individuals I have interviewed for this book, and to honour the confidence that very different kinds of organisations and people have placed in me.

Standing there, with a knife against my throat, made me feel something that is really true for all of us. My life was in the hands of another. This was power, and it is something we have grappled with and tried to understand throughout human history.

Amongst the oldest stories about power that we have are from the ancient Greeks. They told stories about the Titans, shapers of the world, and shapers of the lives of humankind. Cronus was the king of the Titans, a god who assumed power by overthrowing his father and the old order. His reign was known as the ‘golden age’, a time of peace and prosperity on earth. But Cronus alone was in charge. After hearing prophecy that one of his children, the Olympians, would usurp him, he set out to destroy them – swallowing them all in a bid to secure his rule. Every child was eaten, except one. Zeus’s mother handed Cronus a stone wrapped in a blanket in place of her son. Zeus was hidden away, and when he was old enough, he rose up against his father. He freed his brothers and sisters, and for ten years, the old and new gods fought a war. Finally Zeus and the Olympians triumphed. A new pantheon of gods replaced the old, and the new gods – these new shapers of destiny – then divided the world amongst themselves.

The story tells us something about the world today. About power being fought over, about some gods falling and others rising. The question is, who are we in the story? Are we newly freed by power? Or being consumed?


1

People


‘They are the ones who translate human demands into code that the machines can understand and act on. They are legion. Fanatics with a potent new toy.’

Stewart Brand, creator of the Whole Earth

’Lectronic Link (WELL)



The TMRC

MASSACHUSETTS IS OLD America. Middlesex, Suffolk, Plymouth, Arsenal Mall: it is a state filled with names dragged across the Atlantic by English settlers. Visit Cambridge – another old name – and you’ll see the austere red-brick buildings and formal lawns of Harvard rising up on the north-western end of Massachusetts Avenue. Harvard is the oldest seat of learning in the United States, but follow the avenue as it cuts south and east through Cambridge, and you’ll arrive at a very different kind of academic powerhouse. The Massachusetts Institute of Technology, founded 225 years after Harvard, was built to supply wisdom and learning for a new age of American history. MIT was born into the dawning world of industrialisation, technology and engineering.

The campus of MIT stretches along the north bank of the Charles River, as, meandering through the city, it begins to widen before spilling into the deep green-blue water of Boston Harbour. The centre of the campus is all sweeping treelined aspects, white colonnades and a large, central, white dome. But the building I’m after is set away and north of the grand MIT concourse. Building N52, 265 Massachusetts Avenue.

N52 sits on a busy, dusty intersection, across the road from a beat-up Sunoco gas station. A smaller and shabbier outpost of MIT than its glamorous cousins stretched along the river, it looks like an old factory, a four-storey red-brick building, with box-like ventilators poking out of large window frames. A small silver door is set off to one side surrounded in chrome, and on the wall a grey plastic phone sticks out of the wall. N52 houses MIT’s Environment, Health and Safety Office, something to do with industrial hygiene and the Hazard Assessment and Control Program. But I’m not here for any of those. It was late evening when I arrived, and through the door and up a dark, empty corridor, I found what I’d been looking for. A small, white door with a sign that says T-M-R-C. Knock. No answer. I push it open.

‘Hello?’

‘I have a few criticisms,’ a voice responds, from somewhere within.

As I step into the room, I can smell sawdust, or cut wood. A large extractor fan is droning loudly.

‘You say in your talk’,1 the voice continues, ‘that the reason for parliamentary democracy, as opposed to other forms of democracy, was the result of space and distance. And these aren’t required any more. Well, wouldn’t you say that it is also a question of time and judgement?’

Two men emerge from the back of the room and wave me over to an empty chair. One reaches to shake my hand. He is holding a clipboard, and on this clipboard seems to be written a series of questions. He doesn’t wait for my answer before proceeding.

‘The problem with tweets is that they can be done in a second …’

The man is probably in his seventies. He has neat white hair, spotless white trousers, a plaid shirt, and black shoes and socks. An engineer – you can tell. I guessed this was John McNamara, who’d invited me to drop by when I was in town. The other man was taller and heavier set, wearing large, old-fashioned brown glasses with two joins across the nose. Like John, he wore a neat button-down shirt. I wasn’t sure who he might be. No one had introduced themselves yet.

The room was large – a workshop, cluttered, low ceilinged, and dominated by a huge irregularly shaped table, about chest high. As I looked across it, I could see sweeping hills, a town, a lumber farm. There was an industrial area, a downtown area with shops and offices and off into the distance, a papier-mâché mountain. An enormous model railway set. Tracks swept out of a turntable at the railway depot, past the giant Gifford City Storage Fireproof Warehouse rising above the storefronts, past Anderson Lumber. They went past a church with a tiny working clock, overlooking a quiet car park. Figurines were frozen, strolling down the town boulevard, bent over a pile of tiny iron girders, or carrying a tiny body away from a tiny car crash. Buried away, here in building N52, is an institution of enormous significance: the Tech Model Railroad Club. The TMRC.

For almost all of us, the technology that we draw around us closer and more intimately with every passing moment is also something that we understand only more and more distantly. As it becomes smarter, better, more pervasive and more essential it also becomes more mysterious and arcane. The phones in our pockets are now so complex, to most of us they might as well be small black boxes of magic.

The TMRC was the home of a tiny, committed group of people who had dedicated their lives to the computer. For them, technology wasn’t a mysterious black box. They understood it, bent it and forged it to do things that it had never done before. As each of our lives is changed so much by the technology that surrounds it, it was the people at the TMRC that began to shape that technology.

Underneath the spray-painted trees and lovingly detailed street signs, you could still see the games and projects that this first generation of truly digital tinkerers had left behind. Under the table, strung through metal brackets, was a thick tangle of cables. Grey, yellow, purple, green, some threading off into the railway, some connected to circuit boards dangling below the surface. An old grey-plastic, green-screened computer monitor next to the track showed a schematic of how TRK1, TRK2, LEAD, IND and SCRAPYARD joined and split with each other. They called it ‘The System’.

First, they had used computers to change how this model railway ran. But the TMRC was the origin of a mindset, a craft, a way of thinking that has significance far vaster than this room, this club, this university, or themselves. Theirs was an example that would stretch down through the decades that have passed since, but here was the origin. The TMRC was the home of the first people to taste the power of a new age.

The Computer Age

In the 1950s, computers were huge, fragile and ridiculously expensive. The few that existed were housed in a starched, controlled world where only a small and elite cabal of engineers, and only for legitimate purposes, might hope to operate the dials and blinking lights of these wondrous, towering new machines. Nobody else could get their hands on them, and certainly not for fun.

But this was about to change. In 1956, the MIT Lincoln Laboratory, funded by the US military, had made the ‘Transistorized eXperimental computer zero’ – the TX-0 – one of the first transistor-run computers in the world. In 1958, ‘Tix oh’ was sent out on indefinite ‘loan’ to another part of MIT, a research laboratory working on electronics, joined in 1961 by another computer, the Programmed Data Processor, or PDP-1, also designed at Lincoln Laboratory. Two computers! ‘Tix oh’ and ‘the One’, next to each other down the hall in MIT. There they were, when the two gentlemen I was sitting with – John McNamara and (I learned) Richard Greenblatt – turned up as fresh-faced, train-obsessed, young undergraduates.

‘We joined in the early sixties,’ John said, ‘just at the right time. The primary thing was that there was hands on computers.’ At MIT there was a huge number of different clubs to join, offering extracurricular activities in everything from chess to mountaineering, but both were drawn to the same: the Tech Model Railroad Club. It was a student-run club that had been set up just after the Second World War, to protect and develop a model railway that, over generations of MIT students, had grown larger and larger, more and more complex. Both were technically minded, and fascinated by The System – with its intricate networks of relays, points and interchanges.

As John and Richard arrived at the TMRC, they found themselves with something no one else in the world had: hands-on access to computers, freed from bureaucratic control. ‘In the very earliest of days there was no time-sharing. So there was just a sign-up list that went up on Friday morning and within two hours that computer would be signed up twenty-four hours a day for the following week,’ John explained. The TX-0 and the PDP-1 were contrasts to the so-called glasshouse big IBM machines. ‘On those, you submitted a deck of cards that described the program that you wanted to run – and maybe it ran and maybe it didn’t. Some hundred hours later,’ John continued, ‘you’d get your deck of cards back together with a print-out of how you’d screwed up. Whereas with the PDP-1 and the TX-0 you’d get the benefit of instant feedback. Momentarily, they’d be your personal computer.’

Suddenly, and for the first time, these men2 found themselves with the opportunity for a very different kind of computing to the sanitised world of IBM machines, and it was centred around the TMRC. ‘There was no such thing as a computer club. This club was the alternative to there being a computer club. Step out of here and step to your right. That’s one of the birthplaces of American computing.’

‘Fall of ’62 was when I became a student. I got involved in computers, and was in quite deep after a year and a half,’ Richard said. Flashback to 1962, and Richard Greenblatt, cherub-faced, dark-haired, awkward of speech, had just arrived at MIT. ‘I would hang around the machine, and someone wouldn’t show up for their time,’ he said. ‘Quite deep’, I learned later, was an astonishing understatement.

Steven Levy wrote a famous history of the TMRC in the late 1950s and early 1960s, just when Richard joined. ‘Some hackers recall that one of the things Greenblatt’s hacking precluded was regular bathing and the result was a powerful odor,’ wrote Levy. ‘The joke around the AI Lab was that there was a new scientific olfactory measure called a milliblatt. One or two milliblatts was extremely powerful, and one full blast was just about inconceivable …’ On one occasion, his friends manoeuvred Greenblatt to a lab equipped with emergency showers for cases of accidental chemical exposure, and just turned one on.

This strange trail in the pursuit of power had led me to a room, but it was pointing to Richard, not the railway. He was one of the most enthusiastic devotees of a new way of life that was emerging around the club, one where humans and computers began to form a new, intense kind of relationship. They began to think in a different way, to live in a different way, all to make the computers do things no one had thought of before. He never told me himself, but Richard Greenblatt was one of the most legendary, visionary members of the first generation to get their hands on computers.1

Richard would often be seen shuttling back and forth between the TMRC and the PDP-1 in the dead of the night, or building the system of relays under the TMRC layout, waiting for the next chance to get in front of the computer.2 Programming those early computers required a state of pure concentration: you needed to hold, if you could, the program in your head as you worked on it. You needed to maintain a mental picture of where all those thousands of bits of information were going, from one instruction to the next. When he reached that state, Richard lived thirty-hour days to create extended blocks of wakefulness in which to feverishly write code, try the code and rewrite it before reaching total exhaustion.

It was a monastic, devotional life that threw Richard and his TMRC friends at odds with the rest of the non-computational world – of classes, appointments and meals. They would ‘vulture’ around the computers in the dead of the night carrying a stack of print-outs, hoping someone wouldn’t show up at their scheduled time. Richard slept through a final exam. He was placed on academic probation. His parents were summoned to MIT. His personal habits became a matter of concern. He was booted out of the Cambridge YMCA because he wouldn’t keep his room clean – and ended up sleeping at the TMRC, near to the computers. He began to be paid to work on the computers, but sometimes would go six months without finding time to pick up his MIT pay cheque.3

‘What did you actually study?’ I asked him. None of what Richard was doing was actually, yet, on the academic syllabus at MIT. ‘I didn’t officially graduate,’ Richard said. ‘I dropped out, they let me in as a graduate, and I dropped out again.’ He was, instead, part of building an entirely new discipline, with its own disciples, culture and language. To ‘munge’ something was to ‘Mash Until No Good’. To ‘gronk’ something was to destroy an item. ‘Losing’ code was inefficient, inelegant. ‘Winning’ code was the opposite. But of all these coinages, one has stayed with us more than any other. ‘Er, I guess I studied hacking?’ he eventually volunteered, after a silence. Richard Greenblatt and his colleagues were the first hackers.

Hack: 1) an article or project without constructive end; 2) work undertaken on bad self-advice; 3) an entropy booster; 4) to produce, or attempt to produce, a hack.3

‘Hacking’ came to describe the new, smelly, dishevelled, obsessive kind of computing of Richard and the TMRCers that was a world apart from the sterile universe of IBM. Things like profit and practicality stopped at the door of the TMRC computer-monastery. Pioneering computing was joyous and hackers mixed technical virtuosity with playfulness and whimsy. ‘Wouldn’t it be neat if this could do that? Well, I think we can make it do that. You got some parts here? Oh, OK. It’s ingenuity, I would say,’ said John, trying to explain the word itself. The word has since come to suggest something shadowy and illegal. But in the beginning, it wasn’t about breaking the law, it was about building a new way of thinking. The hackers didn’t write their new creed down. They didn’t take a vote, and didn’t issue a manifesto. They had simply started to see the world in a new way. Hacking was art, science, engineering and play, where mastery of the computer was an end – the only end – in itself.

‘Hacks’ were often done for the wild pleasure of taking part rather than the end result.4 One of Richard’s friends, Peter Samson, spent a night writing a program that would instantly convert Arabic numbers to Roman numerals. Why? Because it was difficult to do. Next Samson worked on a program to convert the Mayan calendar, and another to get the computer to play musical scores. Soon, the PDP-1 was playing Gilbert and Sullivan operettas.

One of their most ambitious hacks was to use the computer to work out how to travel across the whole of the New York subway in the shortest time possible. A program was designed that was fed all the train timetables, and would produce the specific route that was the shortest, and one day a team set off to actually try it out. ‘My job’, said Richard, ‘was to call up the data centre from a payphone in New York. And I can tell you that in 1968, 1967, there weren’t that many working payphones in Harlem. I did find one in the back of a record shop. If something had gone wrong [a delay, missed connection], the team back at MIT was to be alerted and they were to run a new version of the program. I was to give the riders of the train the next section of the route. There was me, this army of about a dozen people and a major computer, all working to try and save a few minutes on the subway. This was the kind of the challenge that MIT people found a suitable use of their time and the technology.’

Some hacks could start as a whimsical thought and quickly evolve into complex and potentially world-changing projects. MIT hackers used the One to program the very first computer game, Spacewar! Then they built the first gamepad to play it with. Many of the TMRC hackers became the core of the first group devoted to studying and building artificial intelligence, centred around the MIT professors Marvin Minsky and John McCarthy. Naturally, they saw, before anyone else, that computers were more than expensive number crunchers. Lurking in the machine, the hackers probably felt as much as knew, was the potential for machine intelligence. Richard was one of these AI pioneers. He wrote the Greenblatt Chess Program, the first computer program created to play tournament-level chess and to be granted a chess rating. In 1977, the chess Grandmaster Bobby Fischer played three matches against ‘Greenblatt (Computer)’. (Fischer won all three of them.)

The hackers lived life according to a new ethic, one that better reflected the logic of the computer itself. No one was there to teach them anything about computers that they didn’t know, so they pulled systems apart with their hands to teach themselves how they worked. They tweaked, reverse engineered, fiddled with and broke things until systems and programs became known to them. Even for obsessives like Richard, time on the computer itself was limited to a few hours a week, and there was no time to waste programming the same stuff – so they kept everything free for everybody else to use.4 Hackers saw beauty in elegant, efficient, well-executed code. They found a thrill in hacks that tackled a well-known problem from a totally new direction. They found meaning in the firsts that they were making the computers do.

The Hacker Ethic wasn’t only about building a new world, however; it was also about ignoring the old. Bureaucracies, academic qualifications, hierarchies meant little to the early TMRC hackers. Only one thing could really matter: demonstrated skill in front of a computer console. Admittedly within the privileged world of MIT, this was a radical meritocracy – ruthless, perhaps, in whom it excluded as well as generous in whom it included. Skill alone was valuable, because it was only skill that could make computers do new and interesting things.5

The barriers and walls that the old world put between them and mastery of the computer were also things that hackers sought to undermine. John and Richard led me over to one of the walls of the TMRC, to a key-box, containing strange, long, circular keys. ‘Many of us were lock hackers too,’ said John. When they needed something, the TMRC would form the Midnight Requisitions Committee. In the dead of night, they’d creep out and pick locks, cabinets, safes – whatever they needed to get the components or parts they needed. They were racing to build a new life for themselves; inspired by, close to, and constantly improving the computer at the centre of it all. They weren’t just using the computer to change the world. The computer was also changing them.

The TMRC is quiet now. ‘We only have four members,’ said John, sadly. ‘People don’t really play with trains any more.’ But whilst the club is empty, the Hacker Ethos has grown and grown, playing out on grander and grander stages. The people in this club, people like Richard and John, opened the door to a grand new universe. It’s a universe that generation after generation has willingly stepped into. They have been driven by the same impulse and moral code, a philosophy that is at once sharing and open, anti-authoritarian and rebellious. The members of a train club in MIT became the first to taste the power of mastering computers, but only later did it become a power that we would all in some way feel.

DEF CON

‘Hi Carl,’ the message read. ‘A friend who prefers to remain anonymous offers you some advice. I highly advise you to take this very seriously … Get a burner phone, keep bluetooth off and don’t bring any electronic gear with you. Also, get cash before you go. Do not use cash machines in Vegas this week.’

The vast neoclassical edifice of Caesar’s Palace sits right in the middle of the Las Vegas strip. Inside, it is all pink and white marble; glitz and vice. And whatever yours is – Texas Hold ’Em, Omaha Hi/Lo, fixed-limit Badugi, Seven-Card Stud Eight-or-Better, Blackjack, roulette, slots – it’s all laid out in endless abundance, stretching as far as you can see across a timeless hall of flashing lights.

Outside, women in bikinis and men in shorts play in the fountains and pick at food from Snackus Maximus. But threading in among them are people that look out of place in the baking dry desert heat of Nevada. Black jeans, black T-shirts, pirate bandannas, neon blue mohawks, Japanese anime tattoos. Some are wearing full face masks, others steampunk goggles. ‘BORN TO HUNT’ one T-shirt reads. Many others feature skull and crossbones. A very different crowd has just arrived, here to play a different kind of game.

These are some of the descendants of the TMRC hackers. While once the games and dreams of hackers played out on a model railway, now their presence alone causes the world to change around them. The electronic bus timetable is now only a blue screen of errors. The digital menus have disappeared. The UPS store has shut. Some stores have stopped accepting credit cards. My phone is off and all my electronics are packed away. These are the people who have carried on the mission that Richard and his friends started. They have kept on pulling things apart, refusing to let technology become the black box that it is to everyone else. For a few days in July every year, Las Vegas becomes the site of the single most important annual gathering of hackers in the world. DEF CON.

Early DEF CON was truly underground. ‘Twenty years ago, we had to book undercover,’ a veteran hacker told me. ‘We’d change hotel every year. The first time they knew DEF CON was in the house was the opening ceremonies.’ His name was Major Malfunction, and DEF CON is today hosted by a man called the Dark Tangent. Other DEF CON regulars are known as Jericho, Shaggy, Suggy, Cybersulu, Crypt. You go by your hacker handle at DEF CON. You don’t tell anyone your real name, and no one wants to know it. ‘For ten years, no one knew my real name,’ Major explained. He is dressed in the red T-shirt of a DEF CON goon (staff member), long camouflage shorts, a dark hoodie and access-all-areas lanyards. ‘DEF CON wasn’t considered a force for good. Everyone thought we were crazy evil hackers.’

‘I’ve been involved in hacking when it wasn’t illegal,’ Major continues. ‘The concept of the computer hacker didn’t exist. It was assumed that if you could connect to another computer, you should do it. I was exploring this strange world out there and I’d never know what I’d find.’ I felt, for the first and only time, a pang of sympathy for the casinos.5 Back in DEF CON 13,6 Major hacked his hotel television using an infrared remote control. To a laughing crowd, he showed how he could reset his minibar bill, log into his neighbour’s television and watch them surf the internet, set their wake-up call for 5.30 a.m. and check them out. ‘We know from leaks that one year the police had a Las Vegas SWAT team waiting around the corner from one of the conferences, waiting to go in,’ he chuckled. ‘Good times.’6

DEF CON, now much bigger than its early days, doesn’t stay underground any more. For its tens of thousands of guests, it is a party and shopping mall, a conference and technical play park all happening at the same time. There is a trade fair, where thronging crowds press five-deep around vendors to buy all manner of cheerfully branded hacking hardware ‘for research purposes’.7 In the ‘villages’, hackers get their hands dirty. There are large, open rooms, full of people soldering circuit boards, mangling gadgets, peering at code. In the ‘car hacking village’, hackers learn how to send specific commands to electrical components, and fool braking systems. At the IoT (Internet of Things) village is an array of hacked children’s toys, routers, thermostats – almost anything that can be connected to the internet. ‘Like all hackers, we are looking to subvert the dominant paradigm … of life itself,’ says the Biohacking Village, where hackers play around with weird strains of yeast to try to control what they do. There are villages for social engineering, wifi, cryptography, reconnaissance, lock picking. As I arrive, two hackers battle to free themselves from a pair of handcuffs. One edges ahead, opens a locked box, and – sealing the win – shoots the other with the Nerf gun stored inside.

There is a tangible sense of competition everywhere you turn: the need to be recognised and respected by the other people who get it. To thumping music, teams from around the world spend three days locked in a competition called Capture the Flag.8 They make thrusting attacks at their opponents’ servers (flags), while parrying attempts at their own. The team that emerges victorious becomes, in DEF CON lingo, ‘inhuman’, winning a Black Badge granting them free access to DEF CON for the rest of their lives.

From the monastic, insular world of the TMRC, hacking has now gone global. It’s now about superstars, big money, sky-high stakes and tragic falls. From the TMRC hackers to today, computers have remained a portal into a new reality for its devotees. But as computers and technology have spread all over the world, hacking has changed how the world can be shaped.

Lessons in Power

On DEF CON’s biggest stages, the year’s most cunning and sensational hacks were revealed. Each was a revelation of technical prowess, of ‘ownage’. To the whoops and cheers of ten thousand assembled hackers, each was a proof of arcane and technical mastery: a new route through some defence or the identification of a new vulnerability. But each was a revelation of another kind too. To me, every crescendo on these DEF CON stages meant one thing: power. Each hack let them cause things to happen, stop things happening, to learn things or to hide them. Each was proof that they could make different parts of digital life act according to their command. Each was a demonstration of the coercive kind of power these hackers hold over technology, and so over all of us.9

‘OK chaps, so we’re only manipulating a byte at a time, so it will explore “inc [0x0000000c]”, “inc [0x0000a100]”, “inc [0x00040000]”, and “inc [0x08000000]”, but it will never search “inc [0x0804a10c]”.’7 Sleepily contemplating a 20-foot-high screen, I was letting the technical stuff wash over me (or, really, over my head). The screen was now displaying ‘mov eax, [ecx + 8 * edx], of{1a-1f}xx’. Then I suddenly started awake. Everyone was on their feet, cheering. The person next to me had pulled open a frothing can of beer in celebration. The hack had been an intricate one. They had built something called a tunnelling algorithm to comb (hacker lingo: to fuzz) an Intel microprocessor. Baked on the chip itself were instructions that allow the microprocessor to work. And the hacker was now revealing what he found: hidden instructions that weren’t in the manual and for which there is no explanation. Flaws? Bugs? Or worse, secrets and backdoors! On the screen, the hacker demonstrated how one of these hidden instructions locked the microprocessor and any computer using it.

‘What about computers not connected to the internet?’ another hacker asked.8 Many of the most secure systems are deliberately cut off from the internet – air-gapped – to keep them out of the clutches of attackers. But hackers don’t need the internet. The man had another idea – light! Hack with light. In a dour monotone, he showed the audience how to send instructions through the air using light, and into the ambient light sensors of the computer, the things that adjust the screen to different light conditions. The huge screens around the room cut to a live video on the stage. A laptop and a bulb, connected to a small circuit board by a few wires, stood in front of a normal laptop, not connected to the internet. The bulb started to flash, an impossibly fast Morse code. Then – to rising applause – the laptop, not connected to the internet, opened the calculator program. In hacker lingo, this is called ‘popping calc’, and it’s the hacker demonstration of ownage. It means that the hacker has achieved the Holy Grail: remotely programmable code. If you can get it to open the calculator, you can get it to open anything. The laptop, through the bulb, responded to his commands. He could make it run things, drag data out of it, do whatever he wanted.10

I watched hackers show how they could seize control of the huge turbines of wind farms and cause one to stop-start-stop-start-stop-start until it would shudder to the ground or burst into flames.9 One hacker group called the Exploiteers seized control of cameras, printers, routers and doorbells.10 Another – a shadowy Chinese group – could receive calls meant for your mobile phone, and send calls as if you’d made them. I watched hackers bury a malicious payload into Microsoft Word. I watched them turn an innocent computer mouse into an attack vector, opening it up and injecting their own code into its microprocessor. DeepHack was an artificial intelligence that had learned how to hack into websites itself, and steal any data that was there.

But for me, the most alarming hack wasn’t a set-piece revelation during one of the big talks, but one that happened almost casually in one of the hands-on villages. The village was small, by the scale of DEF CON, and when I walked in there were around fifty people milling around. Some were sitting in front of laptops full of code. Some were hunched over circuit boards, and some were grouped around the twenty tall, grey machines that were spread over the room. For the first time, DEF CON was hacking voting machines.

The room opened at 10 a.m. By 11.30 a WINVote machine had been wirelessly hacked. After that, they all started falling. Punchcard voting machines. Optical scan paper ballot systems. Direct recording electronic systems. All were quickly owned in one way or another. Some needed direct, physical contact. Others could be hacked remotely. Hackers found how to change the vote logs, lock access to the device, stop people voting and completely cover their tracks. I was terrified, but the hackers seemed almost bored. ‘People probably stayed away’, one hacker told me, ‘because hacking voting machines is technically too trivial to waste their time on.’

Digital Aristocrats

Hacking didn’t matter much in the 1960s. To most people, mastery of a tiny number of incredibly expensive computers was a complete irrelevance. And although the early hackers were pioneers, visionaries, indeed even artists – the power they earned over the computer stopped the second they left the room.

Today, of course, nothing could be further from the truth. Computers are everywhere. We trust our lives to them. Everyone relies upon technology, but hardly any of us understand it. It just works – we don’t need to understand how. Yet hackers have made it their business, their identity, to question how technology works and why. They do not accept, nor do they trust, locked doors, black boxes, hidden code or anything else that might be used to control them, and they go to extraordinary lengths to break them open. To them, the technologies that surround us actually make sense. They are open: chips understandably arranged on circuit boards, obeying programmatic instructions that they can interpret, and throwing out data, wifi, radio frequencies or whatever, according to rules and laws that they have studied.

The people at DEF CON have a completely different relationship to the world around them. Because hackers understand how technology works, they understand how the world works. And because they know how the world works, they can use this understanding to shape it, and influence it. Reality has become a sort of playground that, with enough talent, skill and in many cases bloody-minded obsession, will answer to their commands.

Classes within societies have often been divided by their relationship to the fundamental resources of the age. The primary source of wealth in agrarian societies came from cultivating crops and farmland. Land was its fundamental resource, and when it was organised – as often it was – into a small number of large estates owned and protected by a small number of powerful families, they sat atop that society’s economic and social pyramid. They were a group who spoke a different language, maintained different customs, and whose rank, honour and privileges directly related to how much land they controlled. Within industrial society, there was a new class that, through not only land, but also capital, owned the mills, factories and mines, the means of production that now produced wealth. Owning a fundamental resource makes you different; it puts you at the very centre of how your society works and what it does.

In hacker lingo, to own, or ‘pwn’, doesn’t mean you have formal property rights over it. But you don’t need to legally own digital resources to control and exploit them. Hackers pwn a device when they get something to do what they want and that it wasn’t originally intended to do. Pick a lock; you’ve owned it. Similarly, you’ve owned a website if you take it offline, or get data out of it. Hack a server so it thinks you’re an administrator – pwnage! Computers are the fundamental resource of our age. And it is the hackers who pwn it on their own terms. They are not the only ones; others too own the digital world in different ways. But they, or certainly the most capable and successful of their number, are a strange new kind of ruling class.

It isn’t a class based on family lineage or wealth. As with the TMRC hackers, being a hacker is defined by skill, knowledge and mindset alone. At DEF CON I saw a twelve-year-old American boy excitedly coding with a Japanese couple in their mid-sixties. A group of executives from an arms company traded coder in-jokes with a man covered in My Little Pony tattoos.11 A man who worked for a large British auditor was teaching three American cyber-punks how to pick locks.

It also isn’t a class that is coordinated or consistent. Hackers aren’t motivated by any one kind of politics or ideology. Their views differ on many different issues and political conflicts. The Syrian Electronic Army is a pro-Assad hacker group. They have hacked the BBC and other prominent news websites, and flooded the internet with pro-regime propaganda. Anonymous, an amorphous hacker collective, has launched #Op Syria, and scrawled digital graffiti across the Syrian Ministry of Defence’s website. There are neo-Nazi hackers, anarchist hackers, hippy hackers. A large slice of hackers, I suspect, think that politics is generally for losers. And, as we’ll see in the next chapter, they also work on both sides of the law. ‘White hat’ hackers spend all their time defending computer systems against attacks by ‘black hats’. At DEF CON, as in hacking in general, cybersecurity specialists and cybercriminals hone very similar skills and interests, sometimes together.

While I was at DEF CON, I managed a single hack: I picked a lock. You slide a tension tool into a lock, and insert a thin metal bar. The aim is to tickle each of the tumblers up, just enough. If the tumblers are too high or low, the lock won’t open. But get all of them to just the right level, and the lock – stupid lock! – thinks you’re a key, and clicks open. For a beginner, it’s frustrating and delicate work and for an hour I failed again and again. Finally, with my fingers aching, the final tumbler fell into place and the lock snapped open. I sat back in my chair, sweat glistening on my face, staring at the open lock. Somebody whooped and threw a peace sign.

In that moment, in the smallest of ways, I understood what the hackers get from this. You learn how something works. You notice the imperfections in that device. You use a method to turn that imperfection into a vulnerability and then exploit it. The device isn’t doing what the maker designed it to do. It’s doing what you wanted it to do. You, through a mixture of knowledge, skill, perseverance – you’ve owned the device! You have reached out and changed the world.

The TMRC-ers had been the people to feel it first. It had been an intoxicating, consuming realisation. Power was right there, at their
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