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Prologue

	It wasn’t easy for Teddy “A-Man” Douglas to leave his creation, C.P.A. Inc., behind. But he knew that he has made a commitment. His job is now to concentrate on making his new venture, Cerberus Solutions, a success. With his partner Sah Patel’s business acumen, the company was prospering quickly. Sah was using the same strategy that their nemesis, Jim Sherrel, had been using at their competitor, Newgen. Most of their new business came in the form of low-risk tasks like installing firewalls for corporate networks and helping existing clients remove malware or viruses from their computers. It was good “foot in the door” business. The minor jobs kept the revenue flowing, and it gave Cerberus an inside track when the clients needed help with larger more costly undertakings.

	Their other partner Dr. James Doro went around to the University campuses recruiting sharp young talent that were willing to work for less just to have an opportunity to work with three of the most respected Network Analysts around. Doro quickly assembled a team of analysts that could care for all but the most complex situations.

	Teddy handled training of the new employees and mentoring the ones that wanted to be like the “A-Man”. Occasionally he would encounter a virus that would require expert intervention by himself, Sah or James. But he would always keep one of the newer analysts involved in any malware attack. It was the only way that they would really learn the way to solve complex intrusions.

	As head of the Administrative division, James established a profit-sharing system for the three owners and a 401K plan for the employees of the company. Under the guidance of the three partners, it wasn’t long before Cerberus Solutions was the dominant force in the Bay Area and was beginning to establish a large clientele worldwide. Cerberus, the three-headed dog, was exceeding all expectations. 

	After a whirlwind romance, Sah and his girlfriend Chandra were married. James and Teddy, along with Teddy’s girlfriend Susan Meeks, were members of his wedding party. The couple purchased a lovely bungalow in a great neighborhood. And yes, as one might have expected, it was complete with a white picket fence. When Chandra announced that she was going to have a child, Sah was in seventh heaven.

	As part of the company’s growth strategy, James hired an assistant to handle the day to day administrative tasks. Then he returned to the University to teach Network Analysis and Cyber Security. It gave him a chance to share his knowledge with the next generation of cyber-sleuths. The University was also a great place to recruit new talent for Cerberus Solutions.

	In less than twenty months, the three business partners achieved all of their financial goals. They had earned enough money and made several solid investments so that money was no longer something they had to worry about.

	But despite their financial success, all was not perfect at Cerberus Solutions. Somehow the fun had gone out of solving Cybercrime. Until one day Sah received a phone a call…

	
Chapter 1

	If I were a rich man

	“Never, I repeat, NEVER share copies of the Cyber Patterning Algorithm Library with anyone. Remember that C.P.A. Inc. holds the patents and copyright for all the algorithms in the toolbox. We allow only authorized employees of Cerberus Solutions to access the utility library.” Teddy could not emphasize this important point enough. They require every new employee to sign a strict non-disclosure agreement and non-compete agreement before they are hired and trained.

	“Our competition, Newgen would like nothing more than to get their hands on the trade secrets that make Cerberus Solutions different from the competition. It is why we are so effective at solving Cybercrime”.

	Every training session that Teddy conducted focused on how and when to utilize the tools that the “A-Man” had developed over the years.

	“The best way to protect our intellectual property is to capture the raw data, then recreate the crime ‘offline’ in one of our lab environments. It is the only way to ensure a secure resolution.”

	“My last professor insisted the only way to intercept an intrusion is via live captures. Don’t you think that a live capture would be more expedient than trying to recreate the event in a lab?” asked Teddy’s newest hire, Walter.

	“Trying to analyze live data can be very confusing. In a small network, it may be easy to accomplish, but many of the networks we are troubleshooting are large corporate networks. It can be difficult to sort out good traffic from bad. If you can recreate the event, it makes it much easier to sort out what is happening. Then you can go back to troubleshooting live the network with confidence. It may take a little longer, but it may also be more exact.” 

	Just then, Teddy’s training session was interrupted by a familiar face. His partner James Doro wanted to speak with the A-Man. Ordinarily, he might have waited until class ended, but this was important.

	“I am sorry to interrupt, you all seem so immersed in your studies,” James remarks.

	“Please come in,” responds Teddy. Then, reflecting back towards the study group. ”Several of you know Dr. James Doro.” 

	Two of the students, Walter and Janice, were former University students of Doro. James had recruited them to Cerberus Solutions.

	“Would it be OK if I stole your instructor for a few minutes?” James asks the class.

	“I promise that I will be right back. Meanwhile, I want each of you to take one of the episodes from that last batch of files we captured earlier. See if you can find the anomaly in each one.” Teddy tells the group.

	The two partners step outside of the conference room. “How is this group of new recruits progressing?”

	“They seem to be pretty sharp. You did a good job of recruiting.” Observed Teddy.

	“Good, we are going to need all the help we can get.”

	“Why, what don’t I know about?”

	“We just received a call from the Voyager Hotel Group. They have uncovered a hack of their Reward Members program. Their current network support contractor has not been able to resolve their problem. They want to hire us.”

	“Isn’t Newgen their network contractor?” asks Teddy.

	“Yes, it is Newgen. That makes this a very touchy endeavor. Their current contract with Newgen is iron clad. They want to know if we can find the hackers without Newgen knowing about our involvement. Can you dismiss this group for the day so we can talk this over?”

	“Yes, I will give them an assignment to work on. Give me about twenty minutes.”

	“See you in the main conference room in twenty.”

	♦♦♦

	Teddy, James, and their third partner Sah Patel met in the main conference room. They needed to discuss what could turn out to be their most important network security contract to date.

	“So what’s this all about?” Teddy asked.

	Sah started, “It’s a complicated situation. Voyager International Hotels is being hacked. Their management is quite upset. They have have been under contract with Newgen for four years. They thought Newgen had their back. But Newgen has failed to secure their network. They want the problem fixed. Newgen’s contract with Voyager is up at the end of the year. If we solve their problem, they will terminate Newgen’s contract in favor of Cerberus.”

	“How did Newgen discover it?” asked James.

	“That is just it, Newgen didn’t discover the hack. It was one of Voyager’s in house IT analysts that discovered the hack. They brought it to the attention of their management.”

	“All Newgen ever does is reinstall the software and applications. They never catch any hackers or recover any losses. When Voyager realized Newgen's limitations, they looked around for another solution. They received several recommendations. When they learned that that the “A-Man” was now with Cerberus, they called us,” added Sah.

	“So what is the plan?’” asked Teddy.

	“A couple of the IT people from Voyager International Hotels are on their way over here right now. They want to meet with us. I don’t have to tell you that this has the potential to be a very lucrative contract. It can increase our revenue by twenty percent.”

	♦♦♦

	At 3:00 pm three executives from Voyager International Hotels arrived at the offices of Cerberus Solutions. Attending the meeting is Werner Scraff, Voyager’s Chief Information Officer. Joining Scraff are Evelyn Reed, the Assistant Vice-President of Information Technology, and Charles Tullen. Tullen is the Operations Manager that discovered the hack.

	Scraff started the meeting with an explanation of their position.

	“Voyager International Hotels has discovered a problem with our traveler reward program. We have been receiving numerous reports of member’s accounts being debited of reward points. The points are being used to purchase gift cards through one of the program options. The gift cards, in turn, are being used to purchase goods and services at retail stores or at dining establishments nationwide. Since the rewards program offers this as a payment option, many of our members use this benefit. Unfortunately, there is no way for the stores and restaurants to know that they purchased the cards with unauthorized transactions.”

	“Do you have any idea of how many accounts are being affected?” Sah asked.

	“Unfortunately, no. Rewards programs are not like bank accounts. People track their bank statements and credit card statements regularly. Anomalies will be caught quickly. But Rewards programs often go for months, even years before people notice that it has debited their account. It isn’t until the member attempts to use the points they have accumulated before they notice that their points are missing. That is when they call us. By then the oversight could be weeks or months in the past.”

	“How have you been dealing with the hacked accounts?” asked Teddy.

	“As usual, we have the member change their password. We issue them a new account number. We restore the missing points to their accounts, but it really doesn’t solve the problem. It only makes the member more comfortable that we are protecting them. Some people might think points don’t have any value, but when someone uses them in a retail transaction, it costs us money. Essentially, the company is eating the loss of the gift cards.”

	“Why haven’t you referred this problem to Newgen? It is my understanding that you have a contract with them to support your network.” Inquired Teddy.

	The
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