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CHAPTER 01 / SYSTEMS ADMINISTRATION




1.1 Overview of the Certification

The Google Professional Collaboration Engineer certification is a role-based credential designed to validate the skills and expertise required to transform business objectives into tangible configurations, policies, and security practices within Google Workspace (formerly G Suite). This certification targets IT professionals, system administrators, and collaboration engineers responsible for deploying, configuring, managing, and securing Google Workspace environments in organizations of varying sizes.


Purpose and Value

The certification demonstrates your ability to:


	Map organizational goals to Google Workspace solutions.

	Implement and manage core services such as Gmail, Drive, Calendar, and Meet.

	Administer users, groups, and access controls.

	Enforce security, compliance, and data protection policies.

	Automate workflows and integrate third-party applications.

	Troubleshoot issues and optimize collaboration experiences.



Employers value this certification as proof that you can lead digital transformation initiatives, improve productivity, and ensure robust security and compliance in cloud-first environments.


💡 Pro Tip: Earning this certification can set you apart in roles such as Google Workspace Administrator, Collaboration Engineer, Cloud Solutions Architect, or IT Manager, especially in organizations adopting or scaling Google Workspace.





Certification Scope

The exam comprehensively covers the following domains:


	Planning and Implementation: Designing Google Workspace solutions aligned with business needs.

	Access and Authorization: Managing users, groups, roles, and organizational units.

	Collaboration and User Adoption: Enabling and optimizing core collaboration tools and workflows.

	Security and Compliance: Implementing security controls, data protection, and compliance frameworks.

	Troubleshooting and Support: Diagnosing and resolving issues, supporting end users, and maintaining service health.



The exam blueprint is periodically updated to reflect new features and best practices; always refer to the official Google Certification Exam Guide for the most current information.



Key Skills Validated

You will be assessed on your ability to:


	Configure and manage Google Workspace core services (Gmail, Drive, Calendar, Meet, Chat, Sites).

	Design and implement organizational units, groups, and delegated administration.

	Apply security policies (2-Step Verification, SSO, DLP, etc.).

	Integrate with external systems (LDAP, SAML, APIs).

	Use tools like the Admin console, Google Cloud Directory Sync (GCDS), and GAM (GAMADV-XTD3).

	Automate administrative tasks using Apps Script and Google Workspace APIs.

	Monitor, report, and respond to security incidents.





Who Should Pursue This Certification?

This certification is ideal for professionals who:


	Have 3+ years of industry experience (including at least 1 year managing Google Workspace).

	Are responsible for Google Workspace deployments, security, and support.

	Want to formalize their expertise and advance their careers in cloud collaboration.





Real-World Example

Consider an enterprise migrating from Microsoft Exchange to Google Workspace. The Collaboration Engineer leads the project by:


	Assessing organizational requirements.

	Configuring domains, organizational units, and groups.

	Migrating mail, calendar, and contacts using Google Workspace Migration tools.

	Setting up security policies (MFA, DLP).

	Training end users and providing ongoing support.



This scenario reflects the multifaceted responsibilities validated by the certification.



Exam Details


	Format: Multiple choice and multiple select.

	Delivery: Online proctored or at a testing center via Kryterion.

	Duration: 2 hours.

	Language: English.

	Prerequisites: None (experience strongly recommended).

	Registration Fee: $200 USD (subject to change).




📝 Exam Tip: The test emphasizes real-world scenarios—expect questions that require practical application of knowledge, not just memorization of facts.





Common Edge Cases


	Hybrid Environments: Managing coexistence with legacy systems (e.g., Active Directory, Exchange).

	Advanced Security: Implementing context-aware access and third-party security tools.

	Large-Scale Deployments: Automating user provisioning and bulk changes.



By mastering the domains covered in this certification, you’ll be equipped to lead secure, efficient, and scalable Google Workspace environments.




1.2 Exam Structure and Domains

The Google Professional Collaboration Engineer exam is designed to validate your expertise in configuring, managing, and securing Google Workspace environments to support organizational collaboration. Understanding the exam’s structure and the domains it assesses is essential for focused preparation and successful certification.


Exam Format


	Type: Multiple-choice and multiple-select questions, scenario-based items

	Delivery: Online proctored or test center

	Duration: 2 hours (120 minutes)

	Number of Questions: Approximately 50–60

	Passing Score: Not publicly disclosed by Google

	Language: English



You will encounter questions that test both conceptual understanding and real-world application. Many questions are scenario-based, requiring you to analyze requirements and recommend or implement solutions using Google Workspace tools.



Domain Overview

The exam blueprint is divided into five weighted domains, each representing a core area of responsibility for a Collaboration Engineer. Mastery of each domain is crucial for both exam success and real-world effectiveness.




	Domain
	Weight (%)





	1. Planning and Implementation
	21%



	2. Access and Authorization
	21%



	3. Collaboration and User Adoption
	18%



	4. Security and Compliance
	20%



	5. Operations and Troubleshooting
	20%






1. Planning and Implementation (21%)

Focuses on assessing your ability to plan, configure, and deploy Google Workspace services that align with organizational needs. Key topics include:


	Designing organizational unit (OU) structures

	Migrating data and users from legacy systems

	Configuring core services (Gmail, Drive, Calendar, etc.)

	Implementing change management strategies





2. Access and Authorization (21%)

Evaluates your skills in managing user and group access, role delegation, and authentication mechanisms. Expect questions on:


	User lifecycle management (creation, suspension, deletion)

	Organizational unit and group policies

	Delegated administration

	Single sign-on (SSO) and multi-factor authentication (MFA)





3. Collaboration and User Adoption (18%)

Assesses your ability to foster adoption and efficient use of collaboration tools. This includes:


	Training and supporting end users

	Promoting best practices for Google Drive, Chat, Meet, and Sites

	Measuring and reporting on adoption

	Addressing user challenges and feedback





4. Security and Compliance (20%)

Tests your knowledge of securing Google Workspace and ensuring compliance with organizational and regulatory requirements. Topics include:


	Configuring security settings and alerts

	Data Loss Prevention (DLP)

	eDiscovery and retention policies

	Auditing and reporting





5. Operations and Troubleshooting (20%)

Focuses on your ability to monitor, troubleshoot, and optimize Google Workspace environments:


	Using Admin Console reports and dashboards

	Diagnosing and resolving service issues (Gmail, Drive, Calendar, etc.)

	Endpoint management and device security

	Escalation and incident response




📝 Exam Tip: Study the official exam guide and focus on scenario-based questions that require both technical and strategic decision-making.






Real-World Example

Suppose your organization is merging with another company. You may be asked to design an OU structure, migrate users, implement SSO, configure DLP for sensitive data, and train users on new collaboration tools—all of which map directly to the exam domains.



Preparation Strategy


	Map your study plan to the domain weights—prioritize high-weight areas.

	Review documentation for Google Workspace Admin Console, Security Center, and APIs.

	Practice scenario-based questions to develop problem-solving skills.

	Familiarize yourself with tools such as Google Workspace Admin SDK, Apps Script, and Security Investigation Tool.




⚠️ Common Pitfall: Ignoring lower-weighted domains can jeopardize your passing score—ensure well-rounded preparation across all domains.





Key Technologies and Resources


	Google Workspace Admin Console

	Google Cloud Directory Sync (GCDS)

	Security Center & Investigation Tool

	Google Workspace APIs

	Official Google Workspace documentation and learning paths



Understanding the structure and domains of the exam is the foundation for targeted, efficient preparation and ultimate success as a Google Professional Collaboration Engineer.




1.3 Registration, Scheduling, and Policies

Becoming a Google Professional Collaboration Engineer begins with understanding and navigating the exam registration and scheduling process, as well as adhering to the policies set by Google and its testing partner, Kryterion. This subsection provides a detailed, step-by-step guide to ensure a smooth start to your certification journey.


Registration Process


	Create a Google Webassessor Account

Google exams are administered through the Kryterion Webassessor platform. If you don’t already have an account, visit Webassessor and select “Create Account.” Use your primary email and ensure your personal details match your government-issued ID.


	Select the Exam

After logging in, navigate to the “Register for an Exam” section. Locate “Google Professional Collaboration Engineer” under the Google Cloud certification exams list.


	Choose Exam Delivery Method

You can take the exam either:


	Online Proctored: Take the exam remotely with a webcam and stable internet.

	Onsite at a Testing Center: Choose from authorized global Kryterion centers.




	Review Exam Prerequisites

While there are no formal prerequisites, Google recommends at least 3+ years of industry experience including 1+ year managing Google Workspace.


	Pay the Exam Fee

The exam fee is USD $200 (as of 2024). Payment can be made via credit/debit card or voucher. Check for discounts or vouchers if your organization participates in Google’s partner programs.


	Schedule Your Exam

Select your preferred date and time. For online proctored exams, ensure your environment meets the technical requirements (see below).





⚠️ Common Pitfall: Names on your Webassessor account and ID must match exactly. Mismatches can result in denied entry or forfeiture of your exam fee.





Scheduling and Rescheduling


	Advance Booking:

Schedule your exam at least 24 hours in advance for both online and onsite options. Peak periods (e.g., quarter ends) may require earlier booking.

	Rescheduling or Cancellation:

	You may reschedule or cancel your exam up to 72 hours before the appointment without penalty.

	Changes within 72 hours will forfeit your exam fee.

	Log into Webassessor, select your scheduled exam, and choose “Reschedule” or “Cancel.”








Exam-Day Policies


	Identification:

Bring a valid, unexpired government-issued photo ID. Online proctored candidates must present their ID via webcam.

	Testing Environment (Online):

	Quiet, private room with no interruptions.

	Clean desk, no unauthorized materials (books, phones, smartwatches).

	Functional webcam, microphone, and reliable internet.




	Arrival:

	Onsite: Arrive at least 15 minutes early.

	Online: Log in 10-15 minutes prior to your scheduled time for system checks.




	Prohibited Items:

Food, drinks, notes, and electronic devices are not allowed.

	Breaks:

No unscheduled breaks are permitted during the 2-hour exam.





Exam Retake Policy


	First Retake:

If you do not pass, you may retake the exam after a 14-day waiting period.

	Subsequent Retakes:

A 60-day waiting period applies after the second attempt, and 365 days after the fourth.

	Maximum Attempts:

You may attempt the exam up to four times per year.





Special Accommodations

If you require accommodations (e.g., extra time for medical reasons), submit your request via Webassessor support at least 2-3 weeks before your exam date. Documentation may be required.



Summary Table: Key Registration Facts








	Step
	Details





	Platform
	Kryterion Webassessor



	Fee
	$200 USD



	Delivery Options
	Online proctored, Onsite test center



	Reschedule Window
	≥72 hours before exam



	ID Requirement
	Government-issued, matches registration name



	Retake Waiting Periods
	14 days (1st), 60 days (2nd), 365 days (4th fail)






📝 Exam Tip: You must complete the exam registration and payment before you can view available dates and times. Always double-check your time zone settings when scheduling online exams.





Real-World Example

Maria, an IT admin, registered for the exam via Webassessor and scheduled an online proctored session. She ensured her webcam and internet met requirements, but on exam day, her ID’s name did not match her Webassessor profile due to a missing middle name. She was denied entry and had to reschedule, losing her exam fee. This highlights the importance of meticulous attention to registration details.



Edge Cases


	Technical Issues During Online Exam:

If you experience connectivity or system failures, contact Kryterion support immediately. In some cases, you may be allowed to reschedule without penalty.

	Name Changes:

If your legal name changes after registration, contact support with documentation well before your exam date.



By following these steps and policies, you’ll avoid common pitfalls and ensure a seamless exam experience.


💡 Pro Tip: Take the Kryterion system readiness check (available in Webassessor) well before your online exam to avoid last-minute technical surprises.






1.4 Key Concepts and Terminology

A solid grasp of Google Workspace’s core concepts and terminology is essential for success as a Google Professional Collaboration Engineer. This foundational knowledge enables effective communication, troubleshooting, and solution design within Google Workspace environments. Below, you’ll find the most critical terms, their significance, and how they interrelate in real-world administration.


Core Concepts


	Google Workspace: Formerly G Suite, this is Google’s integrated suite of cloud-native productivity and collaboration tools, including Gmail, Drive, Calendar, Meet, Chat, and more. Workspace is managed centrally via the Admin console.

	Organizational Unit (OU): Logical containers within the Workspace directory that allow admins to group users and devices for targeted policy application. OUs enable granular control over settings and access.

	Groups: Collections of users (often via Google Groups) used for communication, access control, and policy assignment. Groups can be mailing lists, collaborative inboxes, or security groups.

	Admin Roles: Predefined or custom roles that grant specific administrative privileges. Examples include Super Admin, Groups Admin, User Management Admin, and Help Desk Admin.

	Primary Domain & Secondary Domains: The main domain associated with a Workspace tenant (e.g., company.com) and any additional domains managed within the same instance.

	Licensing: The allocation of Workspace subscription plans (e.g., Business Starter, Business Plus, Enterprise) to users, determining available features and storage.

	Core Services: Essential Google Workspace apps covered by the Workspace SLA and privacy commitments, such as Gmail, Drive, Calendar, and Meet.

	Additional Services: Other Google services (e.g., YouTube, Maps) that can be enabled but are not covered by the same SLA or privacy terms as Core Services.





Key Terminology









	Term
	Definition
	Example/Usage





	User Account
	A unique identity (usually an email address) representing a person or service in Workspace.
	jdoe@company.com



	Alias
	An alternate email address associated with a user or group.
	support@company.com as an alias for helpdesk@company.com



	Resource Calendar
	A calendar representing bookable resources (rooms, equipment).
	boardroom@company.com



	Shared Drive
	A Drive space owned by a team, not an individual, for persistent file sharing.
	Marketing Shared Drive



	Delegated Admin
	A user granted limited admin privileges for specific tasks or OUs.
	HR manager with user creation rights for HR OU



	SAML (Security Assertion Markup Language)
	Standard for Single Sign-On (SSO) integrations.
	Integrating Workspace with Okta or Azure AD



	OAuth 2.0
	Protocol for secure API access and delegated authorization.
	Allowing third-party apps to access Gmail



	2-Step Verification (2SV)
	Adds a second factor (e.g., SMS, app prompt) to user authentication.
	Enforcing 2SV for all admins



	Data Loss Prevention (DLP)
	Policies to prevent sensitive data from being shared externally or inappropriately.
	Blocking credit card numbers in outgoing emails



	eDiscovery
	Tools for searching and exporting data for legal or compliance reasons.
	Using Google Vault



	API Client Access
	Granting apps or scripts permission to access Workspace data via APIs.
	Service accounts for automated user provisioning



	Directory Sync
	Synchronizing user accounts and groups from an external directory (e.g., Microsoft AD).
	Using Google Cloud Directory Sync (GCDS)







Why These Concepts Matter

Understanding these terms underpins all Workspace administration tasks:


	Policy Application: OUs and Groups are the primary levers for targeted policy and service configuration.

	Security: Admin roles, SSO, 2SV, and DLP are crucial for protecting organizational data.

	Collaboration: Shared Drives, resource calendars, and groups enable efficient teamwork.

	Compliance: eDiscovery and audit tools are essential for meeting legal and regulatory requirements.




📝 Exam Tip: Expect scenario-based questions that test your ability to select the correct Workspace concept, tool, or setting for a given business requirement.





Example: Applying Key Terms in a Real-World Scenario

Suppose your organization wants to:


	Restrict Gmail access for interns.

	Allow HR managers to reset passwords only for HR staff.

	Automatically add all new employees to an “All Staff” group.



You would:


	Place interns in a dedicated OU and apply a Gmail service restriction.

	Assign HR managers a custom admin role scoped to the HR OU with “Reset Password” privileges.

	Use Directory Sync or an onboarding script to add new users to the “All Staff” group.




💡 Pro Tip: Regularly review your OU and group structures as your organization evolves to ensure efficient policy management and minimize security risks.





Edge Cases to Consider


	Nested OUs: Settings applied to parent OUs can be overridden by child OUs, so always verify effective policy inheritance.

	Alias Conflicts: Avoid duplicate aliases across users and groups to prevent mail delivery issues.

	Licensing Limits: Assigning advanced features (e.g., DLP, Vault) requires appropriate license tiers—ensure users are correctly licensed.



Mastering these terms and their practical implications is foundational for both exam success and real-world Workspace administration.






2. Google Workspace Fundamentals
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CHAPTER 02 / SYSTEMS ADMINISTRATION




2.1 Google Workspace Core Services

Google Workspace (formerly G Suite) is a suite of cloud-based productivity and collaboration tools designed for organizations of all sizes. Understanding its core services is foundational for any Collaboration Engineer, as these services form the backbone of communication, collaboration, and productivity workflows. Mastery of these core services is essential for effective administration, troubleshooting, and policy enforcement.


What Are Google Workspace Core Services?

Core services are the primary set of applications and tools provided by Google Workspace, covered under the Google Workspace agreement and subject to its Service Level Agreement (SLA), security, and privacy commitments. These services are tightly integrated, centrally managed, and receive priority support and compliance features.

The current list of core services (as of 2024) includes:








	Service
	Purpose/Functionality





	Gmail
	Business email with advanced security and filtering



	Google Drive
	Cloud storage and file sharing



	Google Docs
	Real-time collaborative word processing



	Google Sheets
	Collaborative spreadsheets



	Google Slides
	Collaborative presentations



	Google Forms
	Survey and form creation, data collection



	Google Calendar
	Scheduling, calendar sharing, resource booking



	Google Chat
	Team messaging and direct communication



	Google Meet
	Video conferencing and virtual meetings



	Google Sites
	Website and intranet creation



	Google Keep
	Note-taking and information capture



	Google Tasks
	Task management and to-do lists



	Google Contacts
	Centralized contact management



	Google Groups
	Mailing lists, forums, and access control



	Google Currents
	(Legacy) Internal social networking






📝 Exam Tip: The exam may ask you to identify which applications are considered “core” versus “additional” or “third-party” services. Always reference the official Google Workspace documentation for the most current list.





Why Core Services Matter


	Security & Compliance: Core services are covered by Google’s SLA, GDPR, HIPAA (with BAA), and other compliance frameworks. Data residency, retention, and management policies apply directly.

	Centralized Management: Admins manage core services from the Google Admin console, enabling organization-wide policy enforcement.

	Integration: Core services offer seamless interoperability, enhancing productivity and reducing context switching.

	Support & Reliability: Core services receive priority support and guaranteed uptime.





How Core Services Work

Each core service is enabled or disabled at the domain, organizational unit (OU), or group level from the Admin console. This granularity allows organizations to tailor access based on department, region, or user group.

Enabling/Disabling Core Services: 1. Sign in to the Google Admin console (admin.google.com) with super admin privileges. 2. Navigate to Apps > Google Workspace. 3. Select the core service (e.g., Gmail, Drive). 4. Click the “Service status” and choose to turn the service ON or OFF for the entire domain or specific OUs/groups. 5. Save changes.

Configurable Settings: - Access permissions (internal/external sharing) - Security controls (e.g., 2-Step Verification for Gmail) - Data retention and compliance (Vault for Gmail, Drive) - Integration with APIs for automation and monitoring



Real-World Examples


	Education: A school disables Google Chat for students but enables it for staff, using OUs to enforce this policy.

	Enterprise: An organization restricts external file sharing in Google Drive for the Finance OU but allows it for Marketing.

	Healthcare: A clinic enables Gmail and Calendar but disables Google Currents, ensuring HIPAA compliance and focused toolsets.





Edge Cases and Considerations


	Partial Service Availability: Some services (e.g., Google Meet) may require additional configuration for features like recording or live streaming, which are only available on certain Workspace editions (e.g., Business Plus, Enterprise).

	Legacy Services: Google Currents is being deprecated; admins must plan for data migration or service replacement.

	Additional Services: Apps like YouTube, Maps, or Blogger are not core services and have different privacy, support, and compliance guarantees.

	API Access: Disabling a core service also blocks its API access, affecting connected third-party tools.




⚠️ Common Pitfall: Disabling a core service for an OU or group can inadvertently disrupt workflows or integrations. Always audit dependencies before making changes.





Tools and Technologies


	Google Admin Console: Primary interface for managing core services.

	Google APIs & SDKs: For automation and advanced configuration.

	Google Vault: For compliance, retention, and eDiscovery (applies to Gmail, Drive, etc.).

	Reports & Audit Logs: Monitor usage and changes to core services.





Step-by-Step: Managing Core Services


	Assess Requirements: Identify which services are needed by which users/OUs.

	Plan Policies: Decide on sharing, access, and compliance settings.

	Configure in Admin Console: Enable/disable services, set policies.

	Communicate Changes: Inform users about available tools and any restrictions.

	Monitor & Audit: Use reports to ensure compliance and detect anomalies.








2.2 Understanding Organizational Units

Organizational Units (OUs) are a foundational concept in Google Workspace administration, enabling structured management of users, devices, and policies across an organization. Mastering OUs is essential for any Google Professional Collaboration Engineer, as they directly impact how settings, security policies, and access controls are applied within the Workspace environment.


What Are Organizational Units?

An Organizational Unit is a logical container within Google Workspace Admin Console used to group users and devices for the purpose of applying policies and settings. OUs reflect the administrative or functional structure of an organization, such as departments (e.g., Sales, IT, HR), geographic regions, or user types (e.g., students vs. faculty in education).



Why Organizational Units Matter


	Granular Policy Application: OUs allow administrators to apply different settings and restrictions to different groups within the organization. For example, you might restrict external sharing for the Finance OU but allow it for Marketing.

	Delegated Administration: Permissions can be delegated at the OU level, so local admins can manage only their relevant users.

	Efficient User Management: As users change roles or departments, moving them between OUs automatically updates their settings and access rights.




💡 Pro Tip: Design your OU structure based on policy needs, not just your organizational chart. Overly complex OU hierarchies can make management cumbersome and error-prone.





How Organizational Units Work

OUs in Google Workspace form a tree-like hierarchy: - The top-level OU is the root (often named after your domain). - Sub-OUs can be created beneath the root or other sub-OUs. - Policies and settings applied to a parent OU are inherited by all child OUs, unless explicitly overridden.

Key Characteristics: - Each user or device can belong to only one OU at a time. - Changes to an OU’s policies propagate to all its members and sub-OUs. - OUs are used for policy targeting (e.g., app access, password policies, device management).



Real-World Examples


	Example 1: An enterprise has OUs for Headquarters, Remote Offices, and Contractors. The Contractors OU is restricted from accessing sensitive Drive files, while Headquarters has full access.

	Example 2: In an educational setting, OUs like Students, Teachers, and Staff allow differentiated access to Google Classroom, Drive sharing, and device policies.





Step-by-Step: Creating and Managing OUs


	Access the Admin Console:

	Go to https://admin.google.com and log in with super admin credentials.




	Navigate to OUs:

	From the Admin Console homepage, click Directory > Organizational units.




	Create a New OU:

	Click the + (plus) icon next to the parent OU where you want to add a sub-OU.

	Enter a name and (optionally) a description.

	Click Create.




	Move Users/Devices to an OU:

	Go to Directory > Users (or Devices).

	Select the users/devices to move.

	Click More > Change organizational unit, then select the target OU.




	Apply Policies:

	Select the OU in the Admin Console.

	Navigate to the relevant service (e.g., Apps > Google Workspace > Drive and Docs).

	Adjust settings as required for the selected OU.







📝 Exam Tip: Remember that settings applied to a parent OU are inherited by child OUs unless specifically overridden at the child level. This inheritance model is often tested on the exam.





Tools and Technologies


	Google Admin Console: Primary interface for managing OUs.

	Directory API: For programmatic OU management (e.g., via scripts or automation).

	Bulk User Upload: Use CSV files to assign users to OUs during mass onboarding.





Common Edge Cases and Pitfalls


	Overlapping Policies: Conflicting settings between parent and child OUs can cause unexpected behavior. Always review inheritance before applying changes.

	OU Sprawl: Creating too many granular OUs complicates management. Use groups for membership-based policy exceptions instead.

	Device vs. User OUs: Device OUs (for Chrome and mobile devices) are managed separately from user OUs.











	Task
	Admin Console Path
	Notes





	Create OU
	Directory > Organizational units
	Use logical naming conventions



	Move user to OU
	Directory > Users > More > Change OU
	Immediate policy inheritance



	Apply app access setting
	Apps > Google Workspace > [App] > [OU]
	Overrides inherited settings if set







Summary

Understanding and effectively managing Organizational Units is crucial for scalable, compliant, and efficient Google Workspace administration. OUs provide the backbone for targeted policy enforcement and user/device management, ensuring the right settings are applied to the right people at the right time.


⚠️ Common Pitfall: Assigning users to the wrong OU can result in unintended access to sensitive data or services. Regularly audit OU memberships and settings to maintain compliance.






2.3 Licensing and Subscription Models

Understanding Google Workspace licensing and subscription models is fundamental for Collaboration Engineers tasked with deploying, scaling, and optimizing Google Workspace environments. The correct licensing structure ensures organizations have access to the features they need, controls costs, and maintains compliance with contractual and regulatory requirements.


Overview of Google Workspace Editions

Google Workspace offers several core editions, each tailored to different organizational sizes and needs. As of early 2024, the primary editions are:


	Business Starter

	Business Standard

	Business Plus

	Enterprise (Standard, Plus, and Essentials)

	Frontline

	Education (Fundamentals, Standard, Teaching & Learning Upgrade, Plus)

	Nonprofit



Each edition provides a distinct set of features, storage quotas, security tools, and administrative controls. For example, Business Starter offers basic collaboration tools with 30 GB storage per user, while Business Plus and Enterprise editions include advanced security, compliance, and enhanced support.


💡 Pro Tip: Always verify the latest edition features and limits at Google Workspace Editions Comparison as Google periodically updates offerings.





Licensing Models: Per-User, Per-Feature

Google Workspace licensing is primarily per-user, meaning each user account consumes a license. Some add-ons (e.g., Google Vault, AppSheet, enhanced security) may be licensed separately or per-feature.

Key characteristics: - Per-user licensing: Each active user requires a license. - Add-on licensing: Some features (e.g., Google Voice, AppSheet, Vault, Enhanced Support) are available as add-ons. - Flexible assignment: Licenses can be assigned or removed via the Admin console or APIs.



Subscription Types: Flexible vs. Annual Plans

Organizations can choose between two main subscription models:









	Plan Type
	Description
	Use Case





	Flexible Plan
	Pay monthly only for active users. Add/remove users anytime.
	Startups, dynamic headcount, pilots



	Annual/Fixed-Term
	Commit to a set number of licenses for a year, billed monthly or annually.
	Stable organizations, predictable growth






	Flexible Plan: Ideal for organizations with fluctuating staff or seasonal changes. Licenses can be increased or decreased at any time, with charges reflecting the highest number of active users in a billing period.

	Annual/Fixed-Term Plan: Cost-effective for organizations with stable user counts. Reducing licenses before renewal is not allowed, but you can add more at a prorated cost.




⚠️ Common Pitfall: On annual plans, unused licenses cannot be removed until the renewal period, potentially leading to unnecessary costs if headcount drops.





Assigning and Managing Licenses

Licenses are managed via the Google Admin console:


	Navigate to Admin Console > Billing > Subscriptions.

	Select the relevant subscription.

	Assign licenses to users (individually, in bulk, or via organizational units).

	Remove licenses when users leave or change roles.



Alternatively, use the Directory API for automation:

# Example: Assign a license using gcloud
gcloud workspace licenses assign --user=user@example.com --sku=Google-Apps




Real-World Example

A mid-sized company with 250 staff chooses Business Standard for most users, but assigns Business Plus licenses to legal and HR teams for advanced security and compliance features. The company uses a Flexible Plan to accommodate frequent intern onboarding/offboarding.



Edge Cases and Special Considerations


	Mixed Licensing: Organizations can assign different licenses to users in different roles (e.g., frontline vs. back office).

	Suspended Users: Suspending a user does not automatically free up a license; the account must be deleted or license manually unassigned.

	Nonprofit/Education: Eligibility requirements apply. These editions may have different feature sets and support levels.

	Add-On Licensing: Google Vault and other add-ons can be assigned independently of core licenses, allowing granular control.





Exam-Relevant Details


	Know which editions offer features like advanced security, DLP, or enhanced support.

	Understand how to assign, remove, and transfer licenses via the Admin console and APIs.

	Be able to recommend the right plan based on organizational needs and growth patterns.




📝 Exam Tip: Expect scenario questions where you must select the most cost-effective licensing model or troubleshoot licensing assignment issues.








2.4 Navigating the Admin Console

The Google Admin console is the central web-based interface for managing Google Workspace (formerly G Suite) environments. Mastery of the Admin console is essential for Collaboration Engineers, as it provides the tools to configure services, manage users and groups, enforce security policies, and monitor organizational health.


Why the Admin Console Matters

The Admin console acts as the command center for all administrative tasks. Its intuitive UI streamlines complex configurations, reduces errors, and provides visibility into



Core Structure and Navigation



	Dashboard: Quick access to common tasks, alerts, and usage summaries.

	Users: Manage user accounts, reset passwords, and assign roles.

	Groups: Create and manage Google Groups for communication and access control.

	Apps: Configure core and additional Google services (e.g., Gmail, Drive, Calendar).

	Devices: Oversee endpoints (mobile, desktop, Chrome devices) and enforce security.

	Security: Set authentication, 2-step verification, and other security policies.

	Reporting: Access audit logs, usage metrics, and security reports.

	Billing: Manage subscriptions, view invoices, and adjust licenses.

	Account: Set organization-wide settings, domains, and company profile.









Step-by-Step: Performing Common Tasks


	Adding a New User

	Navigate to Users.

	Click the “Add new user” button.

	Enter required information (name, primary email, organizational unit).

	Optionally, set a password or auto-generate one.

	Click “Add” to create the user.




	Resetting a User’s Password

	Go to Users and select the user.

	Click “Reset password” in the user’s detail pane.

	Choose to auto-generate or specify a new password.

	Notify the user securely.




	Configuring a Core Service (e.g., Gmail)

	Go to Apps > Google Workspace > Gmail.

	Select the appropriate organizational unit (OU) from the left pane.

	Adjust settings (routing, compliance, safety) as required.

	Click “Save” to apply changes.




	Running an Audit Report

	Navigate to Reporting > Audit.

	Select the service (e.g., Drive, Login, Email Log Search).

	Set date range and filters.

	Export results for further analysis.








Tools, Technologies, and Standards


	Admin Roles: Assign granular admin privileges (e.g., User Management Admin, Groups Admin) for delegated administration.

	Organizational Units (OUs): Apply settings and policies at different hierarchy levels for targeted management.

	API Integration: Advanced tasks can be automated using the Directory API, Reports API, and others.

	Security Standards: The console supports configuration for SAML SSO, OAuth scopes, and compliance features (e.g., DLP, Vault).





Real-World Example



	Creates a dedicated OU named “Finance.”

	Moves relevant users into this OU.

	Navigates to Security > 2-step verification.

	Selects the “Finance” OU and sets 2SV as “Required.”

	Monitors compliance via Reporting.









Edge Cases and Troubleshooting


	Delegated Admins: May see a limited set of options based on their role; only super admins have full access.

	Propagation Delay: Some changes (e.g., service activation) can take up to 24 hours to propagate.

	Licensing Errors: Assigning features not covered by your subscription triggers warning messages—ensure license availability before assigning.





Keyboard Shortcuts and Accessibility


	Use the “/” key to focus the search bar.

	Tab navigation and screen reader support are built-in for accessibility compliance.





Summary Table: Key Admin Console Areas









	Section
	Key Actions
	Typical Roles





	Users
	Add, suspend, delete users
	User Admin, Super Admin



	Groups
	Create, manage membership
	Groups Admin



	Apps
	Configure service-specific settings
	Service Admins



	Security
	Set authentication, DLP, compliance
	Security Admin



	Reporting
	View audit logs, usage, security reports
	Reports Admin
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