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WHEN THE CHIPS ARE DOWN


Advance Praise for the Book

‘Pranay and Abhiram have put together an excellent framework to understand the past, present and future of the geopolitics of semiconductors. The book explains why some countries have done relatively better than others and it has learnings for technologists, geopolitical analysts and policymakers alike’

Nandan Nilekani, Chairman and Co-founder, Infosys, and Founding Chairman, UIDAI (Aadhaar)

‘Pranay Kotasthane, one of the most significant emerging voices in the Indian strategic community, and Abhiram Manchi, explain the new global jousting on semiconductors in this lucid and insightful volume. A must-read for all students of India’s geopolitics and technology policy’

Professor C. Raja Mohan, Institute of South Asian Studies, National University of Singapore

‘If 21st-century conflicts are to be fought at the intersection of technology and geopolitics, this book is indispensable to understanding what chips mean for our future and why India fell off the global semiconductor map at the end of the 20th century. Well researched and global in its coverage of the history and present realities of chip-making, the book lucidly explains why China, COVID-19 and indigenous creative talent converge in this decade to offer India a remarkable window to rejoin the contest at the cusp of the Indian century—an educative and simply entertaining read’

Vijay Gokhale, former foreign secretary, Government of India
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Wars over Chips, Bits and Machines: An Introduction

Technology—the science of making tools—has historically been integral to all conflicts, but rarely does technology itself become the objective of a great power confrontation.

Observe how central technology has become to geopolitics today. The US has imposed export controls on Chinese and Russian semiconductor industries since 2022 because access to the higher end of these technologies can give them a significant military advantage. Meanwhile, the Indian government plans to internationalise its digital public infrastructure even as countries such as Japan and Australia seek stricter rules to prevent Chinese interference in their scientific research.

Over the last few years, technologies shaped by industry and academia have come to be seen by governments primarily through a ‘strategic’ lens. Governments now actively seek to intervene in high-technology domains and shape the incentives of industry and academia. The narratives that emphasise the links between high technology and national power have become more assertive.

Observe, for instance, the debates over technology in the US. That country has always prided itself in being a few technological generations ahead compared to the rest of the world. It didn’t have a problem helping its allies and partners develop technologically because of an underlying confidence that by the time another country reaches where the US is today, it would’ve stretched its lead further.

But this outlook is changing now. Many countries are leapfrogging multiple generations and are getting uncomfortably close to the US in various technologies. For this reason, in September 2022, National Security Advisor Jake Sullivan spoke about a fundamental change in strategy: ‘Given the foundational nature of certain technologies, such as advanced logic and memory chips, we must maintain as large of a lead as possible.’1 A ‘sliding scale’ approach that involved the US merely staying a couple of generations ahead was dropped. Instead, the US would adopt an aggressive stance to increase the lead over its rivals in some foundational technologies even if that involves using costly economic tools such as export controls, investment restrictions and higher scrutiny of high-tech talent flows.

Sullivan spoke about how stringent technology restrictions on Russia during the Russia–Ukraine war successfully inflicted tremendous costs on the adversary. ‘This has demonstrated that technology export controls can be more than just a preventative tool,’ Sullivan added. ‘If implemented in a way that is robust, durable, and comprehensive, they can be a new strategic asset in the US and allied toolkit to impose costs on adversaries and even, over time, degrade their battlefield capabilities.’ Some news reports suggested that the Russian military was forced to harvest microcontrollers from electrical appliances such as washing machines and dishwashers for their weapon systems during the Russia–Ukraine war.

Sullivan then discussed three foundational technologies— ‘computing-related technologies, including microelectronics, quantum information systems, and artificial intelligence; biotechnologies and biomanufacturing; and clean energy technologies’—where the US would take an ‘at-all-costs’ approach to stamp its authority.

This is a brave new world. High-technology domains are increasingly finding a place
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