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​Why I Wrote This Book

I have spent decades helping financial institutions navigate complex technology risk and resilience programmes across Europe. When DORA was published in 2022, I saw immediately that it was different from previous regulations. It is not another box-ticking exercise. It is a fundamental re-engineering of how financial services must think about technology - treating digital disruption as a systemic risk on par with credit or market risk.

Too many organisations approached DORA with the same mindset they used for GDPR or MiFID: “Let’s find the minimum we can do and document it.” That approach will fail spectacularly under supervisory review. DORA demands evidence that resilience works - not just that policies exist.

I first wrote an introductory book, EU DORA Made Simple knowing that soon a much more detailed book was needed because I could not find a single resource that combined regulatory precision with practical implementation. Most materials were either high-level overviews for executives or fragmented technical guides. Practitioners needed one place where they could find complete, ready-to-use policy templates, evidence requirements, audit checklists, and board-ready reporting - all in plain language.

This manual is the book I wish had existed when I started my first DORA programme. 

It is built from real experience: the policies that passed supervisory scrutiny, the evidence packages that satisfied inspectors in under 48 hours and convinced boards to fund resilience properly, and the painful lessons from incidents that could have been prevented.

My goal is simple: to help you move from anxious compliance to confident resilience - faster, cheaper, and with less stress.

Willy Danenberg December 2025



​Praise for the book DORA COMPLIANCE & Audit Mastery

“This is the most practical and complete DORA compliance guide I’ve encountered. It doesn’t just explain the regulation - it shows how to operationalise it across governance, technology, and audit readiness. The focus on evidence, structure, and accountability makes it immediately usable in real organisations.”

“Finally, a book that explains DORA exactly the way auditors and supervisors expect to see it implemented. Every chapter reinforces an evidence-first mindset, making it clear what must exist, how it must be documented, and how it will be challenged during an audit.”

“An indispensable reference for anyone responsible for ICT risk, operational resilience, or regulatory compliance. This book sets a new benchmark by connecting policy, execution, and proof in a way that few guides manage to do.”

“We applied the principles and structures from this book while preparing for regulatory scrutiny, and it completely changed the tone of our audit discussions. Instead of defending ourselves, we were confidently explaining our framework.”

“Clear, authoritative, and deeply grounded in real-world practice. This is not academic theory or generic guidance - it reflects how mature organisations build compliance that survives regulatory pressure.”

“Every compliance, risk, or security leader should have this book within reach. It brings together policies, logs, checklists, and governance into a single, coherent system that works.”

“This book succeeds where most regulatory guidance fails it shows exactly what ‘good’ looks like under DORA, with concrete examples and clear logic auditors immediately recognise.”

“A rare blend of regulatory precision and operational realism. Reading this feels like having a senior consultant sitting next to you, explaining not only what to do, but why it matters and how it will be assessed.”

“If you are accountable for DORA compliance, this book will save you months - if not years - of trial and error. It anticipates the questions auditors will ask before they ask them.”

“The emphasis on evidence, traceability, and governance makes this an essential resource for any regulated environment. It aligns teams across IT, risk, security, and audit under a single, consistent framework.”

“This is not just a compliance manual - it is a career-defining resource. Professionals who master what’s in this book will naturally become the people organisations depend on when audits approach.”

“The structure and depth of the templates and explanations reflect exactly what supervisors expect to see during inspections. It removes ambiguity and replaces it with confidence.”

“A true masterclass in operational resilience. The author clearly understands both the regulatory intent and the operational realities organisations face when implementing DORA.”

“We now recommend this book internally to teams across risk, IT, cybersecurity, architecture, and audit. It creates a shared language and a shared understanding of compliance.”

“This is the kind of book regulators wish organisations had studied long before the audit starts. It raises the overall level of preparedness and professionalism across the entire organisation.”



​15 Key Recommendations for DORA Success

	Adopt an “evidence-first” mindset from day one. Design every control and policy with the question: “What exact proof will I show the supervisor?” This prevents 80 % of audit findings.

	Treat the management body as active owners, not passive approvers. Train them annually on ICT risk - they are personally accountable under Article 5.

	Build a single, central evidence repository early. Scattered logs and documents are the fastest way to fail a supervisory review.

	Map every critical function to its supporting ICT assets and third parties. Unknown dependencies cause most recovery failures.

	Make PRACI accountability explicit in every policy. Vague “IT Department” responsibility is unacceptable to regulators.

	Test recovery sequencing, not just individual backups. Restoring systems in the wrong order turns a 4-hour RTO into days.

	Use immutable backups and cyber vaults for all critical data. Ransomware is now the primary threat - accept no excuses.

	Classify every policy and log as at least “Confidential”. Poor information handling undermines the entire resilience claim.

	Run tabletop and technical tests together. Pure table-top exercises create false confidence.

	Engage actively in threat-intelligence sharing. Isolated organisations are blind to the threats others already see.

	Never accept a third-party contract without full DORA clauses. Weak contracts transfer risk, not responsibility.

	Measure maturity monthly, not annually. Waiting a year to discover gaps is too late under DORA timelines.

	Automate wherever possible - scanning, logging, evidence collection. Manual processes break under pressure.

	Prepare your 48-hour supervisory data room now. When inspectors arrive, speed and organisation signal maturity.

	Turn every incident and test into closed actions within 90 days. An open remediation backlog is the clearest sign of weak governance.




​Disclaimers & Legal Notices

Not Legal or Regulatory Advice This book provides general guidance and practical templates based on the author’s experience. It is not legal advice, regulatory interpretation, or a substitute for professional counsel. Organisations must consult qualified legal and compliance professionals to ensure their specific implementation complies with Regulation (EU) 2022/2554 (DORA), its Regulatory Technical Standards, and all applicable national laws.

No Warranty The author and publisher make no representations or warranties with respect to the accuracy or completeness of the contents of this book and specifically disclaim any implied warranties of merchantability or fitness for a particular purpose.

Liability Limitation The author and publisher shall not be liable for any loss of profit or any other damages, including but not limited to special, incidental, consequential, or other damages arising from the use of this book.

Regulatory Evolution DORA and its supporting standards are subject to ongoing interpretation and updates by the European Supervisory Authorities. Readers are responsible for monitoring official sources for changes.

​Trademark Disclaimer

All product names, trademarks, service marks, and registered trademarks mentioned in this book are the property of their respective owners. Their use in this publication is for identification and reference purposes only and does not imply any endorsement, sponsorship, or affiliation with the author or publisher.

Any trademarks, service marks, or logos referenced remain the exclusive property of their respective holders. The author and publisher make no claim to ownership of any third-party trademarks mentioned herein.



​Consulting Services

The author offers specialised consulting services, in-person training, and complete online training programs with certificates of attendance. 

These training services help all stakeholders demonstrate, during audits, that awareness and knowledge are not only defined in policies but are actively embedded in the company’s learning and development processes, fully documented, and aligned with EU DORA compliance requirements.

For confidential enquiries contact Willy DANENBERG via his Linkedin page here: 

https://www.linkedin.com/in/willydanenberg/ 

All services are provided independently and do not constitute endorsement of this publication.
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​Part I - Orientation & Foundations (Why & How to Think About DORA)
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Introduction to Part I This first part is written for complete beginners. Imagine you have just left school or university and started your first job in a bank, insurance company, payment provider, or any other financial organisation in Europe. You do not need any previous knowledge of technology, law, or finance. Every new term will be explained the first time it appears, exactly as if you were hearing it for the first time. By the end of these five chapters you will understand why DORA was created, who has to follow it, how the law is built, why written policies are the most important tool, and the three simple thinking models (PDCA cycle, evidence-first mindset, and PRACI accountability) that make everything else in the book easy to follow.
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​Chapter 1: Why the EU Created DORA - The Systemic Risk Imperative 
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Money today moves at the speed of light through computers. When you pay for a coffee with your phone, withdraw cash from an ATM, or receive your salary at the end of the month, hundreds of computers, cables, cloud servers, and software programs work together in a few seconds. Most of the time you never notice them. But if something goes wrong - a hacker breaks in, a data centre loses electricity, a software update contains a mistake, or a supplier’s system is attacked - millions of ordinary people can be affected in minutes.

This danger is called systemic risk in the digital age. The word “systemic” means that the problem does not stay in one place; it spreads across the whole system, just like one broken domino can knock down thousands of others. Real examples have already happened. In 2012 a software mistake at Knight Capital, an American trading company, lost $460 million in 45 minutes and almost destroyed the firm. In 2017 the WannaCry ransomware attack spread to more than 200,000 computers in 150 countries because one small weakness in Microsoft Windows was copied everywhere. In March 2021 a fire in a single data centre in Strasbourg, France, knocked hundreds of websites offline for days. In 2022 the Fastly content-delivery network had a one-hour outage that made Amazon, Reddit, the UK government website, and many news sites unreachable at the same time.

The European Union watched these incidents and realised that a digital problem in one financial company can quickly become a crisis for an entire country or even the whole continent. Before DORA there were many European laws telling banks how much money they must keep in reserve and how they must treat customers fairly, but there was no single law saying “you must make your computers strong enough to keep working even when things go wrong.” Different countries had different rules, and many organisations simply hoped for the best instead of preparing for the worst.

The European Union therefore decided to create one common, strict law for the whole of Europe. On 27 December 2022 the official text was published as Regulation (EU) 2022/2554 - the Digital Operational Resilience Act. Everyone now simply calls it DORA. The law became fully applicable on 17 January 2025. DORA says, in very plain language: every financial organisation in the European Union must be able to withstand, respond to, and recover from all types of ICT disruptions and threats.

ICT is the official term for everything digital: desktop computers, servers in data centres, network cables, routers, firewalls, software applications, mobile banking apps, cloud services such as Microsoft Azure or Amazon Web Services, payment terminals in shops - absolutely everything that makes modern money move. DORA is not optional guidance or a set of recommendations; it is a binding regulation. That means it has exactly the same force as a national law in every single EU country without any country being allowed to change the text.

Why is it so important? Because ordinary people’s lives now depend on digital systems working every single day. If a bank’s systems crash for a whole weekend, pensioners cannot buy food with their cards, companies cannot pay salaries, hospitals cannot pay their suppliers, and the news is full of panic. The European Union does not want to wait for a “digital version of the 2008 financial crisis” before acting. DORA is preventive medicine for the entire financial system.

DORA covers five big areas that every financial company must master: (1) managing ICT risks properly from start to finish, (2) detecting incidents and reporting the big ones to the authorities very quickly, (3) regularly testing that systems really survive real attacks and real failures, (4) carefully controlling all risks coming from external technology suppliers (these are called third-party ICT service providers), and (5) sharing information with other companies and authorities when needed. Every financial company must prove - with written documents and real evidence - that it is doing these five things well. If it cannot prove it, it faces heavy fines and other serious punishments.

In short, DORA exists because money has become completely digital, and digital systems can fail or be attacked in ways that hurt millions of people at once. The European Union created DORA to make sure the financial sector has a strong digital immune system that protects everyone.
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​Chapter 2: Who Must Comply and the Consequences of Audit Failure
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When people talk about DORA, the first question everyone asks is simple: “Does this law apply to my company?” The official answer is found in Article 2 of the main regulation. The law uses the term “financial entities” for every organisation that has to follow DORA. If you have just started your first job, here is the complete list explained in ordinary language.

DORA applies to more than twenty different types of organisation. The most common ones are:

	Credit institutions - this means every normal bank you can think of: the big international banks, the local high-street bank on your corner, online-only banks, cooperative banks, and savings banks.

	Payment institutions - companies that move money for you when you pay with a card in a shop, send money through an app, or use services like PayPal, Stripe, Adyen, or Klarna.

	Electronic money institutions - companies that issue digital money, such as prepaid cards or digital wallets you top up in advance.

	Investment firms - businesses that buy and sell shares, bonds, or other investments for customers, or give investment advice.

	Crypto-asset service providers - companies that let people buy, sell, store, or transfer Bitcoin, Ethereum, and other cryptocurrencies.

	Insurance companies and reinsurance companies - every firm that sells car insurance, home insurance, health insurance, or life insurance, and the companies that insure the insurance companies.

	Central securities depositories - the organisations that keep the official electronic records showing who owns which shares and bonds (they are like the land registry for the stock market).

	Central counterparties and trading venues - stock exchanges (for example, Euronext, Deutsche Börse) and the clearing houses that make sure trades actually settle.

	Crowdfunding platforms that operate under the European crowdfunding regulation.

	Credit rating agencies (Moody’s, S&P, Fitch) for their European operations.


Even very small fintech start-ups can be caught if they offer payment services or crypto services in any EU country. Large American or Asian banks that have branches or subsidiaries in Europe are fully in scope for everything they do inside the European Union.

In practice, if your company has a licence from a national financial regulator (for example, the Central Bank of Ireland, the German BaFin, the French ACPR, or the European Central Bank for the biggest banks), DORA applies to you. There are only a few very narrow exemptions, and almost no financial company escapes completely.

Who checks that these thousands of organisations actually follow the rules? The answer is the national competent authorities - the official financial regulators in each country - together with the three European Supervisory Authorities (the European Banking Authority, the European Securities and Markets Authority, and the European Insurance and Occupational Pensions Authority). These regulators carry out regular supervisory reviews. A supervisory review is the official name for an audit under DORA. Your company also has to organise its own internal audits at least once a year.

During a supervisory review, a team of experts (sometimes from the regulator, sometimes hired external auditors) will visit or ask for documents remotely. They will look at every policy, every procedure, every computer log, every test report, every contract with suppliers, and every meeting minute. They want to see written proof that the company really does what the law says.

If the company fails the audit - meaning it cannot show the required proof or the systems are clearly weak - the consequences are deliberately very severe. The European Union designed the penalties to hurt, because one weak company can damage the whole financial system.

The possible punishments include:

	Daily fines that continue until the problem is fixed, up to 1 % of the total worldwide annual turnover of the entire group. For the largest European banks this can mean tens or even hundreds of millions of euros.

	Public naming and shaming - the regulator can publish the company’s name and the details of the failure on an official website for everyone to see.

	Immediate orders to stop using risky technology or risky suppliers until everything is fixed.

	Personal liability for the management body - the board of directors and the top executives can receive personal fines and can be banned from ever working in European finance again.

	In the worst cases, complete withdrawal of the licence to operate in the European Union.


Customers and investors lose trust extremely quickly when they read headlines like “Bank X failed its DORA audit - systems not safe.” Money can leave the bank literally overnight. Share prices can fall sharply. That is why every single employee, even someone who started work yesterday, has a small but real role in helping the company pass its audits and supervisory reviews. Collecting the right evidence, following the written procedures, and speaking up if something looks wrong are now part of everyone’s job - from the newest intern to the CEO.

In short, almost every financial company operating in Europe is in scope, the audits are serious, and the penalties are designed to make sure nobody treats DORA lightly. Understanding this early helps you see why the rest of the book is built the way it is: everything is about creating clear proof that the company is safe and resilient.

​Chapter 3: The Legal Architecture: Regulation 2022/2554 + the Three RTS Explained

Imagine you have just started work and someone hands you a thick folder of rules. You open it and see one very long document called “Regulation (EU) 2022/2554” and three shorter documents with strange names: RTS 2024/1772, RTS 2024/1773, and RTS 2024/1774. You are told that these four texts together are DORA and that your company must follow every word. It looks scary, but it is actually built like a house with only two layers, and once you understand the two layers everything becomes much easier.

​Layer 1 - The main law: Regulation (EU) 2022/2554

This is the actual law that was published in the Official Journal of the European Union on 27 December 2022. Its full title is “Regulation (EU) 2022/2554 of the European Parliament and of the Council of 14 December 2022 on digital operational resilience for the financial sector...”. Everyone just calls it DORA.

Because it is a regulation (not a directive), it has exactly the same force in every EU country from the first day it applies - no country can change a single word. It started applying fully on 17 January 2025.

The regulation contains the big principles - the “what” that every financial company must achieve. It is divided into chapters with simple titles:

	Chapter I - General provisions (who is covered, definitions)

	Chapter II - ICT risk management framework (how to organise everything)

	Chapter III - ICT-related incident management, classification, and reporting

	Chapter IV - Digital operational resilience testing

	Chapter V - Managing of ICT third-party risk (suppliers and cloud)

	Chapter VI - Information-sharing arrangements

	Chapters VII and VIII - Competent authorities, penalties, and final rules


The language in the main regulation is deliberately high-level. For example, Article 17 says “Financial entities shall have in place an ICT incident management process...”. It does not say exactly how many minutes you have to report an incident or what exact words must be in the report. That is left to the second layer.

​Layer 2 - The three Regulatory Technical Standards (RTS) 

These are the detailed “how-to” guides written by experts at the European Supervisory Authorities (the EBA, ESMA, and EIOPA - the three big European financial watchdogs). They are just as legally binding as the main regulation.

There are exactly three RTS that matter for day-to-day work:

​RTS 2024/1772 

This is the rulebook for ICT-related incidents. An incident is any unexpected event that harms or could harm your systems (a cyber attack, a software crash, a power cut in a data centre, etc.). This RTS tells you exactly how to decide if an incident is “major” and must be reported to the regulator. It gives clear tables: if more than a certain number of customers are affected, or if the downtime is longer than a certain number of hours, or if money is lost above a certain amount, it is major. It also gives the exact reporting templates and the exact deadlines: initial report within 4 hours in some cases, intermediate report within 72 hours, final report within one month.
​RTS 2024/1773

––––––––
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This is the rulebook for third-party ICT service providers (any outside company that provides technology - cloud providers like Amazon Web Services or Microsoft Azure, software companies, data-centre operators, etc.). It tells you exactly what must be written in every contract: the right to audit the supplier, the exact service levels, the location where data is stored, what happens if the supplier has an incident, and how you can leave the contract and move to another supplier without breaking the bank. It also forces you to keep a register (a list) of every single external technology supplier and to classify them as critical or not critical.
​RTS 2024/1774

This is the rulebook for the ICT risk management framework itself. It lists every single thing that must be inside your policies and procedures: how often you must review them, what tools you must use for protection (firewalls, encryption, backups), how to map all your systems and their dependencies, how to set recovery time objectives (RTO - how quickly a system must be working again) and recovery point objectives (RPO - how much data you are allowed to lose), and even a simplified lighter version for smaller companies that do not need the full complexity.

Why two layers instead of one big document? 
The European Union does it this way for two reasons. First, the main regulation will stay the same for many years, while the RTS can be updated quickly if new cyber threats appear or technology changes. Second, the experts who write the RTS can add precise technical details without making the main law too long and complicated for normal people to read.
How auditors use the two layers When the regulator or an external auditor visits your company, they bring both layers. They first check that you achieve the big principles in the main regulation (for example, “do you have a proper incident management process?”). Then they open the relevant RTS and check every single detail (for example, “show me that you used the exact classification criteria from RTS 1772 and that your report to us was sent within the exact deadlines written there”).

Think of it exactly like driving a car: the main law says “drive safely,” the detailed highway code (the RTS) says “the speed limit on this road is exactly 50 km/h, you must stop completely at a red light for at least three seconds, and seatbelts must be worn at all times.” If the police stop you, they check both.

Understanding this simple two-layer structure removes a lot of confusion. From now on, whenever someone mentions an article number without “RTS,” they are talking about the main regulation. When they say “RTS 2024/1772 Article 5,” they are talking about the detailed incident-reporting rules. Everything in the rest of this book is organised so that you can always see exactly which part of which layer is being covered.



​Chapter 4: Policies as the Backbone of Compliance - Introducing the P1-P53 Catalogue

If you have just started your first job, the word “policy” probably sounds boring - just another piece of paper that nobody reads. In the world of DORA, policies are the single most important thing you will ever work with. They are the backbone of compliance, which means they are the main structure that holds everything together and keeps the company safe from fines, bad headlines, and angry regulators.

A policy is a short, official document - usually only three to eight pages - that says in very clear language: “This is exactly how we do things in this company.” It never uses weak words like “should,” “maybe,” or “it would be nice.” It only uses strong words like “must,” “shall,” “is required,” and “is prohibited.” Think of it as the rulebook for a school, but instead of saying “no running in corridors,” it says “all backups must be tested every quarter and the test report must be signed by the Head of IT Operations.”

Why are written policies suddenly so important under DORA? There are three simple reasons that even a complete beginner can understand:

	They turn complicated law into everyday instructions The DORA regulation and the three RTS together have hundreds of pages full of legal and technical language. A normal employee cannot read them every morning. Policies translate all those pages into short, simple sentences that tell you exactly what to do tomorrow.

	They make sure everyone follows the same rules A big bank can have offices in ten different countries and thousands of employees. Without written policies, the team in Spain might do backups every day, the team in Poland might do them once a month, and nobody knows who is right. Policies force everyone - no matter where they sit - to do things exactly the same way.

	They create the evidence trail that auditors demand When the regulator arrives for an audit, the first question is never “Do you think you are doing this correctly?” The first question is always “Show me your policy and then show me the proof that you actually followed it.” Without a written policy there is nothing to follow, and without evidence there is nothing to show. Game over.


Because policies are so important, this book gives you a complete, ready-to-use catalogue of 53 policies numbered P1 to P53. Every single requirement in the main regulation and in the three RTS is covered by at least one policy, and many are covered by several so that nothing is forgotten.

Here are some examples so you can see the pattern:

	P1 - ICT Risk Management Framework Policy - the master policy that says how the whole company organises digital safety

	P4 - Information Security Policy - the basic rules for protecting data and systems

	P5 - Identity and Access Management Policy - who is allowed to log in and how we check it

	P14 - Business Continuity Governance Policy - how we make sure the company keeps running even during a crisis

	P17 - Backup and Restore Policy - exactly how often backups are taken and tested

	P24 - ICT Incident Management Process Policy - what happens the moment something goes wrong

	P25 - Major Incident Reporting Policy - how we tell the regulator about big problems

	P28 - Digital Operational Resilience Testing Programme Policy - the plan for all the tests we must do

	P32 - ICT Third-Party Risk Strategy - how we choose and control external technology suppliers

	P45 - ICT Architecture and Dependency Mapping Policy - the map that shows which system depends on which other system

	P53 - Interdependency, Recovery Sequencing & Continuity Assurance Policy - the exact order in which systems must be brought back after a disaster


When all 53 policies are approved and in use, the company has 100 % legal coverage. You do not have to write them from nothing - full, ready-to-copy versions with all the correct wording are provided in Part VIII of this book. You only need to add your company logo, the names of your own managers, and a few local details.

Every policy follows exactly the same structure so they are easy to read:

	Purpose and Scope

	Roles and Responsibilities (using the PRACI model you learned in Chapter 5)

	Requirements and Controls - the “must do” list

	Mandatory Evidence & Logs Required - the exact proof you must keep

	Links to other policies

	Mapping to the exact articles in DORA and the RTS

	Approval and review dates


Because the policies are short and use the same layout, even a new employee can open P17, read it in ten minutes, and know exactly what to do when the backup system sends an alert.

Policies are not just paperwork that sits on a server. They must be:

	Approved by senior management (usually the board or a special committee)

	Communicated to every employee (by email, training sessions, or the company intranet)

	Trained on (everyone who is mentioned in the policy must have a training record)

	Reviewed at least once a year and whenever something big changes (a new law, a new supplier, or a big incident)


If you ever hear someone say “we don’t need that policy, we already know what to do,” remember that under DORA that sentence is dangerous. The regulator does not care what people “know” - they only care what is written down and proven.

In the next chapters we will start looking at groups of policies in detail, but everything begins with this simple truth: strong, clear, written policies are the backbone that holds the whole DORA programme together. Get the 53 policies right, keep the evidence they demand, and you are already most of the way to passing any audit.



​Chapter 5: The PDCA Cycle + Evidence-First + PRACI Accountability Model 

From this chapter onwards, everything in the book is built on three simple, practical tools that will help you understand DORA, implement it correctly, and, most importantly, prove to auditors that your organisation is doing the right thing. These tools are so important that they will appear again and again in every section, every policy, and every checklist. Even if you remember nothing else from the book, remember these three ideas and you will already be ahead of most people trying to deal with DORA.

​Tool 1 - The PDCA Cycle (Plan - Do - Check - Act) 

PDCA is a never-ending circle of improvement that was invented in the 1950s by an American engineer called Walter Shewhart and made famous by Dr W. Edwards Deming. Companies all over the world have used it for more than seventy years to make their work better and safer. It is exactly the same idea you use when you learn to ride a bicycle: you plan how to balance, you try it (do), you fall off and see what went wrong (check), you adjust your position (act), and then you start planning the next attempt.

In the world of DORA the cycle works like this:

	Plan - You write clear policies, strategies, and procedures. You decide what risks exist, how you will protect systems, how quickly you must recover if something fails, and who is allowed to do what. This is the stage where you create the 53 policies (P1-P53) and all the supporting documents.

	Do - You actually carry out the work every day. You apply the firewall rules, take backups, monitor the systems, give people the correct access rights, test disaster recovery plans, and work with external suppliers exactly as the policies say.

	Check - You constantly watch, measure, and test. You run penetration tests, you review log files, you simulate real attacks, you carry out internal audits, and you invite external auditors to see if everything is working as planned.

	Act - When something is not good enough (a test fails, an incident happens, or an audit finds a gap), you fix it. You update the policy, train people again, buy better tools, or change a supplier. Then you go back to Plan and start the circle again.


DORA is full of PDCA. The law itself says that resilience must be continuously improved. Supervisors do not want to see a company that finished a “DORA project” in 2025 and then forgot about it. They want to see the circle turning every month and every year.



​Tool 2 - The Evidence-First Mindset 

This is probably the single most important idea in the whole book. From the very first day you start working with DORA, train yourself to ask one question after every single action:

“What proof will I have tomorrow that I did this correctly?”

Evidence is simply anything an auditor can see, read, or download that proves the work was done at the right time, by the right person, and in the right way. Examples of evidence include:

	Computer logs that automatically record who logged in and what they did

	Signed meeting minutes from the Change Advisory Board showing that a risky change was discussed and approved

	Screenshots with date and time showing that a backup finished successfully

	A PDF report from a penetration-testing company proving that the annual test was carried out

	An email trail showing that a major incident was reported to the regulator within the required four hours


Without evidence, even perfect work counts for nothing in an audit. Auditors are not interested in hearing “we think we did it” or “it probably happened.” They want to see the proof with their own eyes. That is why every policy in this book contains a section called “Mandatory Evidence & Logs Required.” If you follow those lists, you will always have the proof ready when the auditors arrive.

​Tool 3 - The PRACI Accountability Model 

Most companies used to use something called RACI (Responsible - Accountable - Consulted - Informed). The problem with RACI is that the word “Responsible” is vague - sometimes three different teams all say they are “responsible” and nobody feels personally answerable when something goes wrong.

DORA supervisors hate vagueness. They want to know exactly who did the work and exactly who will be called to the board meeting if it fails. That is why this book uses a stricter and clearer model called PRACI:

	P = Performer - the person or team who actually does the task and creates the evidence. This is the person whose name appears in the log file, the ticket, or the signed report. There can be several Performers, but every task must have at least one.

	A = Accountable - one single person (never a committee, never a department) who owns the result. This is usually the direct manager of the Performer. If the task fails, the board will ask this person to explain what happened and what will be done differently next time.

	C = Consulted - people who must be asked for their expert opinion before the task is finished. Their input is required (two-way communication).

	I = Informed - people who only need to be told what happened after the task is done (one-way communication).


Every single policy in Part VIII contains a PRACI table with real job titles filled in. Every checklist, every evidence package, and every role playbook in Part VII uses PRACI. When auditors ask “Who performed the last restore test?” you point to the P column. When they ask “Who is accountable if the test had failed?” you point to the A column. Clear, simple, and impossible to hide behind.

​How the three tools work together 

Imagine you have to carry out a quarterly restore test from backup (a requirement in policy P17):

	Plan - The Backup Policy (P17) and the Resilience Testing Policy (P22) tell you exactly what must be done and how often.

	Do - The backup operations team (Performer) runs the test and records everything.

	Check - Internal audit reviews the test report and log files (evidence).

	Act - If the restore took too long, the Head of Resilience (Accountable) updates the procedure and books new hardware.


Using PDCA to structure all work, always thinking “evidence first,” and assigning every single task with clear PRACI roles makes DORA feel logical instead of overwhelming. These three ideas appear in every remaining chapter of the book, in every policy, and in every checklist. Master them now and the rest of the journey will be much easier.
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​Part II - Governance, Accountability & Operating Model (Who Is Responsible)
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Now that you understand why DORA exists and the basic tools we will use (PDCA, evidence-first, and PRACI), we move to the question every new employee asks first: “Who actually has to do all this work?” This part is about people, not technology. You will learn exactly who carries the legal responsibility, how the company must organise its committees and teams, and how decisions and evidence must flow from the newest junior analyst all the way up to the board of directors. Everything is explained as if you have never worked in a bank or insurance company before. By the end of these five chapters, you will know your place (and everyone else’s place) in the DORA world.

​Chapter 6: Management Body & Board Accountability under DORA (Art. 5) 

If you have just started your first job in a financial company, the words “board of directors” probably sound distant and important. They are the group of people (usually 8-15 senior men and women) who meet several times a year in a nice room at the top of the building. They decide the big things: how much money the company will try to make, what new products to launch, and who will be the next chief executive. Before DORA came along, most board members thought digital technology was something for the IT department to worry about. They approved the IT budget once a year and then moved on to other topics.

DORA changed everything with one short but extremely powerful article - Article 5 of the main regulation. This article is only about 400 words long, yet it is the article that has frightened chief executives and board members across Europe more than any fine table. In very simple language it says that the management body - meaning the board of directors in its supervisory function and the senior executive team in its management function - is fully and personally responsible for everything to do with digital operational resilience.

Here is what Article 5 actually requires, explained as if you have never seen it before:

	The management body must define, approve, oversee, and be ultimately accountable for the entire ICT risk management framework. In ordinary words: they must personally decide how the company will keep its computers safe and working, sign the main policies, watch that the plan is followed, and accept full legal blame if it fails.

	They must have sufficient knowledge and skills about ICT risks or must get training. Translation: “I’m not a tech person” is no longer an excuse. Every board member must now understand at least the basics of cyber attacks, backups, cloud suppliers, and recovery times. If they do not understand yet, the company must pay for courses and prove the training happened.

	They must set the risk appetite for ICT risks - exactly like they already do for credit risk or market risk. Risk appetite means answering questions such as: “How long are we willing to be offline if the worst happens - two hours or two days?” The board must write the answer down and sign it.

	They must allocate adequate resources - money and people - to digital resilience. If the IT security team says “we need €15 million for a new backup system,” the board cannot just say no without a very good reason that is written down.

	They must receive regular, clear reports about incidents, test results, major risks, and money spent. Every month or quarter the chief information officer (CIO), chief information security officer (CISO), and chief risk officer (CRO) must give the board short, easy-to-read updates. The board must discuss them and the minutes must show they really understood.

	They must approve the most important policies and strategies themselves - they cannot just delegate everything. Examples: the overall digital resilience strategy (P2), the third-party risk strategy (P32), the recovery time objectives (P15), and the testing programme (P28).


Because the management body is now personally accountable, the penalties can hit them directly. If a major incident happens and the regulator decides the board did not do its job properly, individual directors can receive personal fines and can be banned from ever being a director of any European financial company again. In some countries they can even face criminal charges if gross negligence is proven.

For a new employee this means three very practical things you will see in real life:

First, every year there will be a training session or online course called “DORA training for the management body.” Everyone on the board must complete it and the completion certificates are kept as evidence. You might be the junior person who collects the certificates and puts them in the evidence folder.

Second, when big money is requested for new security tools or backup systems, you will see emails and presentations going all the way to the board. The board minutes (the official record of what was said







​Chapter 7: The Three Lines of Defence Reimagined with PRACI 



	The First Line are the soldiers on the castle walls who fight every day - they see the enemy first and do the actual work.

	The Second Line are the officers inside the castle who train the soldiers, write the battle plans, check the weapons, and shout warnings when something looks wrong.

	The Third Line are the king’s independent inspectors who arrive once a year, walk around the castle, test everything, and report directly to the king whether the officers and soldiers are doing their jobs properly.



​First Line of Defence - The people who do the day-to-day work 


	The backup team that runs nightly backups

	The network engineers who configure firewalls

	The people who create new user accounts and remove old ones

	The developers who write and update software

	The Security Operations Centre (SOC) analysts who watch screens 24 hours a day looking for alerts

	The service desk that resets passwords and fixes laptops



​Second Line of Defence - The people who oversee and challenge the first line 


	The Risk Management department

	The Compliance team

	The Information Security / Cyber Security team

	The Operational Resilience or Business Continuity team




​Third Line of Defence - Internal Audit 




​How DORA makes the model stricter 



	The first line must produce evidence every single day.

	The second line must actively challenge the first line and escalate problems upwards.

	The third line must be truly independent and report without fear or favour.




	If you are in IT operations, development, or the SOC → you are first line → you are a Performer → your name will be in the logs.

	If you are in risk, compliance, or information security → you are second line → you will probably be Accountable for some policies and you will review evidence.

	If you are in internal audit → you are third line → you only check and report.





​Chapter 8: Required Governance Bodies & Escalation Paths 




​Change Advisory Board (CAB) 




​Crisis Management Team / Major Incident Bridge 




​Resilience Steering Committee 




​Board Risk Committee (or Digital Resilience Sub-Committee) 




​Third-Party Oversight Forum 




​Escalation Paths - Who must be told, how fast 


	Normal operational issue (e.g., one server down) → IT operations manager within 15 minutes.

	Security alert that might be real → Security Operations Centre (SOC) escalates to CISO within 30 minutes.

	Incident that affects customers or critical functions → Crisis Management Team activated immediately; initial report to national regulator within 4 hours (sometimes 2 hours for the very biggest incidents).

	Failed recovery test or serious audit finding → Resilience Steering Committee next meeting, board within 30 days.

	Any issue with a critical third-party supplier → Third-Party Oversight Forum within one week, board if it could become systemic.



​What actually happens in the meetings - a real example 


	The project team fills in a change request form.

	The Change Advisory Board meets on Wednesday, discusses risks, asks questions, and finally approves with conditions (“you must finish user-acceptance testing first”). Minutes are signed.

	The change is made on Saturday night.

	On Monday the Resilience Steering Committee receives a short report: “Change completed successfully, no customer impact.”

	At the next board meeting the CIO shows one slide: “Major cloud migration completed on time.” The board notes it in the minutes.




	“This needs CAB approval first.”

	“Open the bridge - we have a major incident.”

	“Add it to the Resilience Steering pack.”

	“The board has asked for an update.”





​Chapter 9: The DORA Operating Model - Decision & Evidence Flows 



	Decisions flow down from the top (the board) to the people who do the work.

	Evidence flows up from the people who do the work all the way back to the board.

	If either flow is blocked, the regulator will spot it immediately during an audit.



​Level 1 - The Board of Directors (Management Body) 


​Level 2 - Senior Committees 


	Board Risk Committee (or Digital Resilience Sub-Committee)

	Audit Committee

	Sometimes a separate Technology Committee



​Level 3 - Executive Steering Level 


	Chief Information Officer (CIO)

	Chief Information Security Officer (CISO)

	Chief Risk Officer (CRO)

	Head of Operational Resilience / Business Continuity

	Head of Third-Party Risk



​Level 4 - Operational Governance Bodies 


	Change Advisory Board (CAB) - approves every production change

	Crisis Management Team / Major Incident Bridge - activates when something serious happens

	Testing Coordination Group - plans penetration tests and disaster-recovery drills

	Security Operations Centre (SOC) daily stand-up
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