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 Secrecy is as indispensable to human beings as fire, and as greatly feared. Both enhance and protect life, yet both can stifle, lay waste, spread out of control. 
 
 —SISSELA BOK 
 
 A mere string of figures will disclose the identity of the stringer as neatly as tame ciphers yielded their treasures to Poe. The crudest curriculum vitae crows and flaps its wings in a style peculiar to the undersigner. I doubt whether you can even give your telephone number without giving something of yourself. 
 
 —VLADIMIR NABOKOV 
 
 It is frequently said about advertising that half the money spent is wasted but no one knows which half. Much the same can be said about intelligence…. 
 
 —JAMES RUSBRIDGER 
 

 
INTRODUCTION
 
 PRESS : Are you confirming the existence of the Echelon system? 
 
 STATE DEPARTMENT SPOKESMAN RICHARD BOUCHER : No. 
 
 PRESS : So you’re not? 
 
 BOUCHER : I don’t think I am. I would have to check and see if I am, but I don’t think I am. 
 
 (Laughter) 
 
 —From the official transcript of a State 
 Department Press Briefing, May 11, 2001 
 
 IN FEBRUARY 2003, police in New York City launched a frantic effort to protect the city’s subways from a terrorist attack. Sixteen thousand law-enforcement officials specially trained to combat terrorism were deployed throughout the city. Authorities increased the number of patrols and checkpoints along the myriad subterranean arteries that pump commuters in and out of Manhattan every day. Undercover officers took up positions on trains and platforms, keeping watch, and groups of heavily armed, bulletproof-vested cops, known as Hercules Teams, descended on the stations. Police manned the entrances of each of the thirteen underwater subway tunnels in and out of Manhattan and walked hundreds of miles of platforms with bomb-sniffing dogs, radiation detectors, and gas masks.
 
What brought about this sudden frenzy of protectiveness on the part of the NYPD? What tipped them off? One word in an intercepted conversation between suspected terrorists: underground.
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 WHEN DID THE TERM chatter creep into the American lexicon? It’s a curious little word, once so innocuous, so trivial in its connotations. It meant gossip or scuttlebutt, the babble of a child. Then, overnight, the word developed a new and ominous meaning. And now the chatter on any given day is a barometer of our national panic. Like the meteorological indications underlying a weather forecast, chatter tells us if calamity is expected, if we are on “alert” or on “high alert,” the precise aural hue of the day’s threat index.
 
After a couple of months of the Blitz, Londoners learned to live with the bombings, to distinguish instinctively among the telltale shrieks of incoming ordnance and block out everything that didn’t threaten to tear them to pieces. In the aftermath of September 11, 2001, Americans have proved similarly adaptive to an uncertain environment. The daily threat level still appears on the news, jockeying on the screen with the latest stock reports, the time and date. But most of us don’t give it much mind—more interested in glancing at the temperature to figure out if it’s jacket weather—and treat it like the changing shades of a bruise that is slowly going away. But it’s not going away; the threat index is there, shifting a shade here, a degree there, and seeming only ever to range between “elevated” and “severe.”
 
By what peculiar alchemy does our government ascertain the level of terror we should feel on a given day? What sources of intelligence undergird this daily bulletin of our state of siege? Most Americans have no idea, choosing to trust the personnel and the technology brought to bear by our government. We hear that chatter indicated that Saddam Hussein’s Iraq was producing weapons of mass destruction, and that chatter foretold the terrorist attacks on September 11, 2001. In the weeks before a disaster, we are told, a pattern emerges. Before September 11, before the Bali bombing in October 2002, before the suicide bombs in Riyadh in November 2003, there was a sudden spike in chatter, a crescendo of foreign voices. Then silence. Then disaster. We comprehend very little about the terrorists of Al Qaeda: their perverse fundamentalism, their deadly marriage of backward-looking philosophy with forward-looking technologies, their elusive, viruslike organizational structure. But we have come to know this telltale metabolic rhythm: chatter; silence; attack. Chatter has become a critical, if spectral, factor in American life in the early years of the twenty-first century. And yet very few of us understand what this word means. Who is chattering? Who is listening? How do they go about listening? And perhaps most important, how reliable is chatter as an augury of calamity to come?
 
          
 
 HERE IS A CONSPIRACY theory for you. The United States is the dominant member of a secret network, along with four other Anglophone powers—the United Kingdom, Canada, Australia, and New Zealand—that intercepts the chatter of people around the planet. The pact between these countries was initiated a half century ago, in a document so secret that its existence has never been acknowledged by any of the governments involved: the UKUSA agreement. The network these countries have developed collects billions of telephone calls, e-mails, faxes, and telexes every day and distributes them, through a series of automated channels, to interested parties in the five countries. In this manner, the United States spies on its NATO allies, and the United Kingdom spies on its EU allies: the network supersedes any other ties of loyalty or affiliation. Each country has laws against spying on its own civilians but not against having its allies spy on its civilians—and in this manner the United States will occasionally have the United Kingdom keep an eye on individuals in this country, with the understanding that if Britain turns up any interesting tidbits, it will slide them across the table.
 
The technology used by these five powers to intercept communications is staggeringly sophisticated. Our small vocabulary for describing the act of listening in is rife with anachronisms. In his Commentaries on the Laws of England (1765–69), Sir William Blackstone defined eavesdroppers as those who “listen under walls or window, or the eaves of a house, to hearken after discourse, and thereupon to frame slanderous and mischievous tales.” The word still brings to mind characters hiding behind screens in the plays of Shakespeare or Molière. Even wiretap is something of a quaint anomaly: much of the communications interception in the last century involved not tapping wires but simply plucking signals from the air.
 
 Signals intelligence, or Sigint, in the shorthand of politicos and spies, is the little-known name for listening in that is used today by the eavesdroppers themselves. Eavesdropping has become an extraordinarily cutting-edge game, with listening stations inhaling conversations bounced via satellites and microwave towers; spy satellites miles above in space tuning in on radio frequencies on the ground; and silent and invisible Internet bugs clinging, parasitelike, to the nodes and junctures of the information superhighway.
 
Though many Americans are not even aware that it exists, the National Security Agency, the American institution in charge of electronic eavesdropping, is larger than the CIA and the FBI combined. In fact, these better-known intelligence agencies are puny by comparison. Whereas the CIA has roughly twenty thousand employees and a budget of approximately $3 billion, the NSA has some sixty thousand employees scattered around the planet, and its budget is estimated to be as high as $6 billion per year. The United States and the United Kingdom are so intimate when it comes to cooperating on Sigint that the NSA has a much closer relationship with the British eavesdropping agency—Government Communications Headquarters (GCHQ)—than it does with America’s own CIA. The Anglophone network is said to hear absolutely everything, yet its existence remains a secret—unknown in some cases even to the legislative bodies of the countries that run it. The network is code-named Echelon.
 
Like any good conspiracy theory, this one contains important elements of truth. Like any good conspiracy, it is also nonfalsifiable: while it might be impossible to prove that it’s all true, it’s also impossible to prove that it’s not, and the theory thrives on official denials and refusals to comment. It’s the quintessential paranoid fable for the Internet age. It spread in the epidemic manner that stories online do, and it plays upon anxieties shared by those who channel large amounts of personal information through a network, without a solid grasp of how secure that information is in transit. At the same time, despite the supposedly “borderless” nature of the Internet, this conspiracy theory seems to have taken hold in Europe but not in the United States. To the extent that stories about Echelon have percolated into the American consciousness, they have done so not through newspapers or the nightly news but rather via the alarmist folklore of television and fiction. In the popular ABC show Alias, leggy spy Sydney Bristow struggles to access the Echelon system and announces, “Some people think there’s a conspiracy—that the government eavesdrops on everyone. It’s no conspiracy.” Cayce Pollard, the heroine of cyberpunk novelist William Gibson’s 2003 book Pattern Recognition, also manages to tap into Echelon—a system, Gibson writes, “that allows for the scanning of all net traffic.”
 
When I first encountered tales about Echelon, they were presented not as fantasy but as fact. I was a graduate student in the United Kingdom in the late 1990s when stories about Echelon started appearing in the newspaper. The picture painted was intriguing: a dramatic eavesdropping architecture, wrapping itself, gridlike, around the globe; an invisible infrastructure whereby a select handful of agencies could tap in to the chatter of nations and garner an Olympian omniscience, literally hearing everything, all the time. Yet for all the antiseptic geometry of this system, its contours were surprisingly smudgy. It was not clear whether the word Echelon stood for one particular satellite-interception program or the whole system of Anglophone cooperation on Sigint. The system was alluded to in quasi-mythological tones, but most reports admitted up front that they were not working on the basis of any corroborated information.
 
Marlow, Joseph Conrad’s narrator in Heart of Darkness, was obsessed as a child with “the blank spaces on the earth”—those regions in the world that remained unexplored and unsurveyed in the nineteenth century. In the twenty-first century, we are no longer afforded such alluring cartographic mysteries, but I found, as I started probing the world of signals intelligence, that it occupies a similarly uncharted shadow land in our contemporary consciousness.
 
“The most profound technologies are those that disappear,” wrote the computer scientist Mark Weiser in a seminal 1991 article, in which he introduced the notion of “ubiquitous computing.” “They weave themselves into the fabric of everyday life until they are indistinguishable from it.” In the intervening decade and a half, communications technologies have, in precisely this fashion, disappeared. We take for granted our landlines and cellphones, two-way pagers and wireless-enabled laptops. When Weiser was writing, the telephone was something connected to the wall that teenage children bickered over, and the Internet was for a small few an idea, a rumor, and for the vast majority something closer to science fiction. Today, our relationship with technology is umbilical: my generation was the first to arrive at college to find Internet connections waiting in every dorm room; we cannot live, or even imagine a life, without access to the web. It is not only that we use this technology daily but also that we transmit more information than ever before through the wires and over the airwaves: we pay our bills and our taxes online; meet, date, and converse online; search for the import of medical symptoms online; and type our most embarrassing and revealing questions and quandaries into Google, all online. We have an intuitive sense that this medium, which we have internalized to the point where it is almost an organic extension of our thoughts and words, is vulnerable to interception—that someone might be listening. But for most of us, this uneasy feeling remains an unsubstantiated hunch, one of the peculiar vagaries of life in a digital age.
 
This book is the story of my efforts to figure out how chatter works: who can listen in and how they go about it. It is the story of an epic struggle between two abstract concepts—security and privacy—that is playing out amid lightning-fast technological and social change. It’s also a story about government secrecy. My endeavors to chart the secret world of signals intelligence were frustrated by something I have come to think of as the Sigint Postulate: there is an inverse proportion between how much a person is willing to talk about signals intelligence and how much he or she actually knows. The fringes of the Sigint world are peopled by conspiracy theorists and privacy advocates, paranoids and cranks—colorful characters of dubious credibility. And the heart of that world, the highly classified sanctum of America’s intelligence establishment, is home to the lowest-profile and most secretive professional tribe on earth: the eavesdroppers themselves.
 
The United States has fewer than five thousand spies operating throughout the world today, but it has some thirty thousand eavesdroppers. Every three hours, the NSA’s satellites pick up enough information to fill the Library of Congress. And yet most Americans possess next to no information about our global eavesdropping apparatus. As a result, we lack the vocabulary to discuss whether our intelligence agencies are keeping us safe, or invading our privacy, or both. We tend to digest concepts such as “privacy” and “national security” whole, to take them as undifferentiated and unexamined absolutes, and to refuse—because we have too little information or because it is just too difficult—to plot the various changes taking place in our society on the liberty-security matrix. We have no sense of how reliable an index of safety chatter really is or whether our eavesdropping operations are worth the billions of dollars we allot to them. We don’t know whether Echelon exists and, if it does exist, how the shadowy network operates. It all remains an enigma.
 
I am not an investigative journalist, by training or inclination. When I set out to see what I could discover about global eavesdropping, it was as an average curious civilian. What I found as I started looking into the means through which the United States and its allies intercept communications is that this system serves as a window into, and a metaphor for, a broader series of issues and dilemmas that will be the defining struggles of our era: the negotiation between privacy and national security in a wired world; the profusion of paranoia and conspiracy theories in an Internet age, in which rumor abounds but hard information is in short supply; and the real dangers of unchecked government secrecy. I had little idea when I started that this quest for information would take me from a massive “listening base” in England’s Yorkshire moors to the bosom of bureaucratic Europe in Brussels, from the back rooms of Washington to the cafés of Copenhagen, to an abandoned NSA base, hidden in the Smoky Mountains of North Carolina. Nor did I realize that I would encounter such a bizarre and memorable cast of characters: eavesdroppers, who spend their days listening in on headphones to the private conversations of people around the planet; protesters, hackers, and activists, who believe that privacy as we once knew it has ceased to exist; officials who contend that even talking about America’s eavesdropping capability is tantamount to assisting terrorists; and a small band of intrepid researchers and reporters who have struggled, over the last three decades, to uncover the world of global eavesdropping one detail at a time.
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 THE JIHAD PHONE 
 
 Listening to Terrorists 
 
 ON THE FIFTH OF February 2003, Secretary of State Colin Powell took the dais at the United Nations Security Council in New York and prepared to make his case for an invasion of Iraq. What followed was a dynamic eighty-three-minute performance, featuring video, satellite images, and the broadcast of three tantalizing, scratchy communications intercepts.
 
“Just a few weeks ago we intercepted communications between two commanders in Iraq’s Second Republican Guard Corps,” Powell said. “One commander is going to be giving an instruction to the other.” He had indicated that the Arabic recording would be accompanied by large slides on which the translation would appear against a blue background. “You will hear as this unfolds that what he wants to communicate to the other guy,” Powell continued, “he wants to make sure the other guy hears clearly, to the point of repeating it so that it gets written down and completely understood. Listen.”
 
The room was suddenly filled with two male voices, speaking Arabic. They spoke in a call-and-response recitation, their voices frayed by the static.
 
The slides read:
 


  COL. Captain Ibrahim?
 
  CAPT. I am with you, Sir.
 
  COL. Remove.
 
  CAPT. Remove [Repeats instructions].
 
  COL. The expression.
 
  CAPT. The expression.
 
  COL. “Nerve agents.”
 
  CAPT. “Nerve agents.”
 
  COL. Wherever it comes up.
 
  CAPT. Wherever it comes up.
 
  COL. In the wireless instructions.
 
  CAPT. In the instructions.
 
  COL. Wireless.
 
  CAPT. Wireless.


 
“Why does he repeat it that way?” Powell asked when the tape had run. “Why is he so forceful in making sure this is understood? And why did he focus on wireless instructions? Because the senior officer is concerned that somebody might be listening.” Powell paused for effect. “Well,” he said, “somebody was.”
 
In terse, prosecutorial tones, Powell said that the conversation confirmed the Bush administration’s “conservative estimate” that Iraq had a stockpile of between one and five hundred tons of chemical-weapons agents. “That is enough agent to fill sixteen thousand battlefield rockets,” Powell said. “Even the low end of one hundred tons of agent would enable Saddam Hussein to cause mass casualties across more than one hundred square miles of territory, an area nearly five times the size of Manhattan.”
 
As Powell rolled out his case, with Director of Central Intelligence George Tenet sitting just behind him, those in attendance were awed by the apparent clairvoyance of the American espionage establishment. But another group of people listening was shocked. For anyone familiar with Sigint and secrecy, the public unveiling of intercepts so fresh that they had been gathered in the last few weeks was virtually unheard-of. One former high-ranking NSA employee who watched the presentation said, “I can only assume that everyone else had the same sense of shock when they actually heard it—a sense of that great sucking sound as all the business goes south.”
 
This was not actually the first time intercepts had been revealed by the United States. On April 5, 1986, a bomb ripped through the La Belle discotheque in Berlin, killing two U.S. soldiers and a Turkish woman and injuring 230 others. The NSA had intercepted telex messages between Tripoli, Libya, and the Libyan diplomatic mission in East Berlin that proved that the action was performed on orders from the Libyan secret service. One of the messages read, “Kill as many people as possible.” President Reagan revealed the Libyan connection, because he needed to justify for the public his decision to launch air strikes on Tripoli and Benghazi ten days after the attack. General William Odom was director of the NSA in those years, and in his own words he proceeded to “raise holy hell,” because now the Libyans would know the NSA was listening. The transcripts were ultimately used in the 1997 trial of five conspirators in the bombing.
 
But never had so dramatic a series of intercepts been played in public. It emerged in the days after Powell’s presentation that the decision to present the conversations had been widely debated within the intelligence community. Much of the intelligence used in the presentation did not in fact come directly from U.S. agencies but from various allies around the world. In the final analysis, ten different intelligence services, from both Europe and the Middle East, signed off on the presentation. In the months preceding Powell’s presentation, Mike Hayden had personally ordered that $300 million to $400 million of the NSA’s annual budget be redirected to “Iraq unique” operations and targets. The Bush administration and its allies were effectively betting the farm on persuading the international community that the time was ripe to depose Saddam Hussein. The overwhelming reason that the intercepts were used was that they were regarded as unassailably incriminating. In the days before the presentation, one intelligence official told Newsweek, “Hold on to your hat. We’ve got it.” As Powell made his presentation, thousands of NSA employees gathered to watch in cafeterias at Fort Meade. While more seasoned hands grumbled, the rank and file were thrilled. Such was their confidence in the evidence they had gathered and their exhilaration at the unusual experience of having their work publicly commended that when Powell played the intercepts, the NSA employees cheered. Powell announced that the intercepts revealed Iraq’s “policy of evasion and deception that goes back twelve years, a policy set at the highest levels of the Iraqi regime.”
 
          
 
 THE TROUBLE WAS, THEY didn’t. Eight months after Powell’s presentation, on October 2, 2003, David Kay, the weapons expert appointed by Tenet to run the CIA’s Iraq Survey Group, told the congressional intelligence committees that he could produce no evidence of nerve agents. In fact, he went so far as to say that to the best of the group’s knowledge, there had been no chemical-weapons program in Iraq since 1991. While the intercepted phone calls had appeared to offer conclusive proof of Powell’s claims, they ended up doing no such thing. The resulting controversy and investigations called seriously into question the general state of American intelligence in the run-up to Iraq, but the intercepts in Powell’s speech called particular attention to whether Sigint actually works. It is difficult to overstate the importance of this question. As I have suggested already, the terms privacy and national security have become ossified in our political discourse, assuming a certain inert and uncontested status in the minds of those who wield them. But if the various steps that are being taken at the expense of privacy and in the name of security are not in fact enhancing security, then the whole equation changes. And it is not merely our privacy that is at stake, after all—it is our safety as well. The 9/11 Commission learned that when it came to investigating “overseas threats,” “officials believed that signals intelligence was more reliable than human intelligence.” If that belief was demonstrably false or even merely controversial, it reflects a reckless misallocation of priorities.
 
          
 
 IF THE TASK OF intelligence is, in essence, to see the future, then American intelligence has an abysmal track record. Pundits tend to suggest that the only antecedent to the events of September 11, 2001, was the Japanese attack on Pearl Harbor, but in fact the last half century is littered with significant events that the CIA, FBI, and NSA simply did not foresee. Less than a decade after Pearl Harbor, there was the North Korean invasion and the Chinese intervention in the Korean War in 1950; then the Tet Offensive against American forces in Vietnam in 1968; the fall of the Shah in Iran and the Soviet invasion of Afghanistan in 1979; the Hezbollah attacks on the U.S. embassy and marine barracks in Lebanon in 1983; the collapse of the Soviet Union in 1991; the intense resistance to U.S. forces seeking to capture Mohammed Farah Aideed in Somalia in 1993; the nuclear test by India and the truck bombs at American embassies in Kenya and Tanzania in 1998; the attack on the USS Cole in Yemen in 2000; and finally the attacks on the World Trade Center and the Pentagon in September 2001.
 
But the public hears only about the failures, a chorus of intelligence officers objects when confronted with this litany of blunders. When you think about the sheer omniscience involved in successful counterintelligence and the multitude of threats against the United States, what is more remarkable is that there have been so few dramatic intelligence failures. David Kahn says, “Before you complain too loud about intelligence failures, tell me what the stock market’s going to do tomorrow. Go to the horse races, and you’ll see a lot of people betting wrong—and that’s a far more restricted set of possibilities than intelligence analysts face.” And he is quite right. But of course, the stakes are rather higher for intelligence agencies than they are for traders at the stock exchange or bettors at the track—and so, it is not insignificant to point out, is the budget.
 
In a spring 2002 article called “Time for a Rethink,” The Economist posed a pithy hypothetical:
 
Imagine a huge $30-billion conglomerate. It operates in one of the few businesses that might genuinely be described as cut-throat. Its competitors have changed dramatically, and so have its products and technologies. But its structure is the same as when it was founded, in 1947. Nobody leads this colossus (there is just an honorary chairman) and everyone exploits it. Demoralized and bureaucratic, it has just endured its biggest-ever loss. The response: the firm has been given even more money, and nobody has been sacked.
 
The scenario captures the peculiar paradox of the intelligence agency. The nature of the job is such that some measure of failure is more or less inevitable. But the human stakes involved are so high that failure cannot properly be penalized. On the contrary, given that it is the appearance of weakness that can really move money in Washington, it is often the case that failure is rewarded. The intelligence historian Rhodri Jeffreys-Jones regards this as a cycle, wherein appropriations-hungry intelligence agencies “con” Congress into throwing more funding their way in times of crisis. “A disaster happens,” Jeffreys-Jones writes. “The government sets up a preemptive inquiry to deliberate until the fuss dies down; the confidence men now say the disaster happened because they had too little money to spend on intelligence; the President and Congress authorize more intelligence funds.” He points out that the CIA and the NSA were born out of the intelligence failure at Pearl Harbor and that the NSA’s technical shortcomings in the 1990s inspired not punitive cuts but larger appropriations.
 
Jeffreys-Jones may overstate the case somewhat. I tend to believe that the people who run our intelligence agencies are sincere in their beliefs that they are underresourced to do the job they must do. It may also be absurd to adopt the corporate model that underlies the views of The Economist and Jeffreys-Jones, which would hold that you could penalize an organization for failing. The intelligence community is not a corporation, after all. Any penalties levied against it could be felt by the entire country, if it meant that agencies were less vigilant for any period of time. Senator Gary Hart told me that “heads should have rolled,” on September 12, 2001, because people had failed to do their jobs. But given the continued risk of attack, firing intelligence and defense officials at that time would have clearly been irresponsible.
 
          
 
 NEVERTHELESS, IT SEEMS THAT after September 11 and Iraq, America should give some real thought to the utility and reliability of signals intelligence. Because the NSA is so secretive and the press colludes in this secretiveness, because as a result most Americans have little understanding of the technical apparatus that produces “chatter,” because our understanding of the dimensions of our own privacy is similarly undeveloped, Sigint remains the one major element of our intelligence apparatus that has not been discussed or debated in the years since September 11.
 
The CIA’s Directorate of Operations has roughly four thousand employees, and of those fewer than fifteen hundred are actual case officers deployed overseas. By contrast, the NSA has tens of thousands of eavesdroppers. Does this disparity make sense? Doesn’t Powell’s presentation indicate that intercepts are as or more faulty a source of intelligence than humans? Isn’t one salutary lesson of the whole presentation that we cannot perform intelligence by remote control? When India carried out its nuclear tests in the desert southwest of New Delhi, officials involved in the tests knew when American imaging satellites were passing above and suspended the tests during that period. “What we didn’t have was the humans who would have given us an insight into their intentions,” Frank Wisner, the American ambassador to India at the time of the tests, told me. In this case, an active human source inside the Indian defense establishment would have been much more valuable than any overhead assets. Perhaps the problem is the fallibility of listening itself.
 
          
 
 BETWEEN THE GODFATHER AND The Godfather II, Francis Ford Coppola made a smaller, lesser-known film, The Conversation, that is an object lesson in why Sigint sometimes does not work. Gene Hackman plays a man named Harry Caul, who is an eavesdropper for hire: a freelance surveillance expert who will tap phones, trace unsuspecting spouses, and bug conversations for a fee. When Caul is hired by the director of a corporation, played by Robert Duvall, to record a conversation between his wife, Ann, and her lover, Mark, as they stroll around Union Square in San Francisco, he collects a rough soundtrack of their talk, which he pares down, eliminating distortion and static, trying to isolate the two voices from the sound of a brass band playing “Red Red Robin” in the background. At one point in Caul’s recording, Mark says to Ann, “He’d kill us if he had the chance.” Listening to that phrase over and over, Caul becomes convinced that his employer, the cuckolded husband, plans to murder the adulterous pair. The movie does climax in a murder, and the murder is foretold in that snippet of Mark and Ann’s private conversation—but it’s not the murder that Harry Caul expects. Playing and replaying the conversation, Caul hears Mark say to Ann, “He’d kill us if he had the chance.” Perhaps it’s the other conversations in the square that day, or the static and whine of the microphone, or the jaunty strains of the brass band, but Harry Caul misreads the intonation. Too late, he realizes that Mark is actually proposing a murder, saying, “He’d kill us if he had the chance.”
 
This is the Achilles’ heel of Echelon and the whole leviathan of global electronic eavesdropping: conversation is such a mutable, ambiguous thing, so laden with deception and doublespeak, flattery and obfuscation, that one can see the world by listening in only as through a glass darkly. It is one thing to intercept a signal and quite another to understand what it means. Even assuming that everything else goes according to plan—that a conversation is intercepted, punctually translated, understood at the level of literal meaning, and disseminated to the appropriate parties—sifting through conversations for indications of future events seems as arbitrary and uncertain as sifting through tea leaves.
 
In the early hours of October 12, 2000, the USS Cole was bombed, ripping a forty-foot hole in the hull of the ship, killing seventeen sailors and wounding thirty-nine. The men were having a meal while it happened, and the blast hit the mess deck. Several hours after the attack, the NSA distributed a highly classified report warning that terrorists were involved in “operational planning” for an attack on U.S. or Israeli personnel or property in the Middle East. There are conflicting accounts of whether Yemen was specified or whether the warning related to the Persian Gulf region more generally. When the report was disseminated, it was not sent over Intelink, the intelligence community’s global computer network, which is the most widely used intelligence-reporting channel. NSA reports are not distributed over Intelink because of their sensitivity. But here a problem really develops, as action is shackled by the need for secrecy. NSA reports are sent to the CIA, the Defense Intelligence Agency (DIA), the State Department, and the intelligence arms of the military services, then incorporated into the reports of those agencies. This process tacks additional time onto the NSA reporting schedule, which, from interception to translation to dissemination can often already take twenty-four to forty-eight hours. But even had the NSA’s warning arrived earlier, what would it have told us? The warning was extremely broad and applied to a region where, even before September 11, threats on American interests were more or less perpetual. The knowledge that an attack was planned for the region would hardly narrow down the scope of possibilities. The staff of the Cole might have been more careful about the boat approaching, but would the word have gotten to the entire crew of the ship?
 
Much was made of the two intercepted phone calls from September 10, 2001, that were not translated until September 13. The fact that it took the NSA that long to get to them was used as a rationale for giving the agency greater resources. But in fact, what could we possibly have ascertained from “Tomorrow is the zero hour”? What kind of actionable intelligence could that have produced? When Mike Hayden testified before the congressional inquiry into the attacks, he said, “This information did not specifically indicate an attack would take place on that day. It did not contain any details on the time, place, or nature of what might happen. It also contained no suggestion of airplanes being used as weapons.” In fact, Hayden later acknowledged that during the summer before September 11, the agency intercepted thirty similar messages obliquely promising imminent disaster. “We dutifully reported these, yet none of these subsequently correlated with terrorist attacks. The concept of ‘imminent’ to our adversaries is relative; it can mean soon or imply sometime in the future,” he said. Even a fairly specific threat can produce little in the way of actionable intelligence. When New York City police were told that chatter between terrorist suspects had included the word underground, what were they to do? The New York subway system covers 722 miles of track and 466 stations and carries nearly five million people per day. If “underground” was as specific as the threat got, how were authorities to determine where to allocate their inevitably finite resources in preventing an attack?
 
“After any particular turning point or big event, yes, you can go back and say there were lots of pointers,” Sir Peter Heap told me, in his elegant Victoria flat in London. “But there were lots of other things saying something different. So it’s usually afterward rather than before that you know which are the ones that were telling you what was going to happen.” Heap had a long and distinguished career as a British diplomat posted to nine different embassies overseas and was on the Foreign Office’s Vietnam desk during the Tet Offensive. He believes that it is misleading to go back and endeavor to “connect the dots” after an attack, because while one string of dots may have forecast a calamity in retrospect, in real time there are many different dots leading in many different directions. “A lot of credence is given to the volume of the stuff,” Heap told me,
 
the fact that everyone is chattering, so something’s going to happen. But they don’t know what. That’s what happened with the Tet Offensive. In the immediate day or two before, there was a lot of apprehension that something was going to happen, but there wasn’t any material there that told us there was going to be a simultaneous uprising all over the country in the way it happened.
 
At the same time, he said, “there were massive indications that something like the Tet Offensive was going to happen on other occasions,” when in fact nothing did. “Picking it out is easy afterward but not so easy beforehand.”
 
          
 
 ONE INSTANCE IN WHICH intercepts were used to connect the dots very carefully after the fact was the 2001 trial of the bombers of the American embassies in Kenya and Tanzania in 1998. The challenge for the prosecution was proving that the bombings in Africa were in fact the work of a shadowy terrorist network based in Afghanistan. The federal prosecutors made their case by pointing at Osama Bin Laden’s satellite phone. Bin Laden had long since stopped using the phone, but Marilyn Morelli, who worked for a New York–based company called Ogara Satellite Networks, testified that she sold the $7,500 phone and hundreds of minutes to Ziyad Khalil, a Bin Laden associate and student at the University of Missouri at Columbia, on November 1, 1996. The phone number was (873) 682505331, and over the next two years, according to trial records, a total of 2,200 minutes were used. Bin Laden called England, Yemen, Sudan, Iran, Saudi Arabia, Pakistan, and Azerbaijan. He also made fifty calls to Kenya. During the trial, the prosecutors spent hours laying out hundreds of intercepted calls for the Manhattan jury, using transcripts and call records. Assistant U.S. Attorney Kenneth Karas referred to one London cellphone that often called Bin Laden’s phone in Afghanistan as the Jihad Phone. “That’s the phone that Bin Laden and the other co-conspirators [used] to carry out their conspiracy to murder U.S. nationals,” he told the court. “It is the phone that gives you a window into how it is that Al Qaeda operates.” And it was. Prosecutors were able to reconstruct in elaborate detail Al Qaeda’s maneuvers in advance of the embassy bombings. But of course, this vivid picture was visible only in retrospect. The intercepts had not predicted the bombings themselves. And in fact, the prosecutors had to go to great pains, in the spring of 2001, to remind the jurors who Osama Bin Laden was, to jog their memories about this strange organization they had never heard of, Al Qaeda.
 
Part of the reason the prosecutors were able to reconstruct Al Qaeda’s activities was that they were fairly certain the terrorists were not deliberately misleading one another. But one reason to be skeptical about information obtained in intercepts and to question the notion of intercepts as a coherent chain of predictive dots is that you cannot take for granted that people are always so straightforward. Henry Stimson, who said that gentlemen don’t read one another’s mail, also pointed out that reading someone’s mail is not the same as reading his mind. Milt Bearden, the veteran CIA officer, told me that part of the problem is just the nature of human conversation. He said that on one occasion he had been at an American-embassy function in a foreign city and had a conversation with someone, only to receive a transcript the next day of that person reporting back to their superiors and totally mischaracterizing the conversation. Was the functionary trying to please his masters, inflating his own behavior? Would he have known better than to do so had he understood that Bearden was listening in? When I questioned a senior American diplomat about this, he asked rhetorically, “Does what one foreign minister says to another in any way express what he really believes? Or is that just maneuver?”
 
In the spring of 1995, the NSA intercepted a communication from the Iranian Ministry of Intelligence and Security in Tehran to one of its foreign stations. The message indicated that the CIA, under cover of the National Security Council, was planning to assassinate Saddam Hussein. The message went on to explain that the plot was the work of a CIA officer in northern Iraq who was using the code name Robert Pope. The day after the message was intercepted, a report on it reached the desk of Anthony Lake, Bill Clinton’s national-security adviser. Lake was furious, as assassinations of foreign leaders, if they were to happen at all, should most certainly not be happening without his authorization—and in any event were illegal. At Lake’s request, the FBI began an investigation into the incident, and several weeks later Robert Baer, a veteran field officer and one of the few CIA case officers who could speak Arabic, was called back to Langley from northern Iraq, where he was managing a covert operation to back the Iraqi opposition to Saddam. Baer flatly denied that any assassination plan was afoot, and it emerged that he was right. The intercept was disinformation—whether deliberate or not it is unclear, but in any event erroneous.
 
Intercepts are anything but infallible divinations of what is happening in the world and what will happen in the future. Chatter is, as it turns out, a perfect word for the conversations culled from the airwaves: fickle, misleading, most often inconsequential. To be sure, Sigint has occasionally been extremely effective in averting disaster. In 2003, British Airways canceled flights to and from Kenya because electronic eavesdropping on Al Qaeda suspects indicated a specific attack. A satellite-phone call gave away the Karachi hideout of Ramzi Binalshibh, the senior Al Qaeda suspect caught in September 2002. Likewise, an intercepted e-mail allegedly led to the arrest in March 2003 of another suspected Bin Laden aide, Khalid Shaikh Mohammed. Intercepts and GPS reportedly played a role in locating and killing Qusay and Uday Hussein. And in March 2004, The New York Times revealed that a complex international operation code-named Mont Blanc had succeeded in capturing dozens of suspected Al Qaeda operatives by tracing the Swisscom SIM (subscriber identity module) cards built into their mobile phones. But when I asked Britt Snider, the former inspector general of the CIA who as a young man worked on the Church committee, whether the fact that there had not been another major attack on U.S. soil since September 11 could be attributed to the success of the American intelligence community or Al Qaeda biding its time, he echoed the answer I received from virtually every other person I interviewed for this book: “I’d have to say it’s more Al Qaeda biding its time.”
 
One of the odd ironies of the summer of 2001 and the intense speculation then about the all-powerful nature of Echelon was that a mere week after the European Parliament voted to adopt the final Echelon report, a massive and devastating attack occurred that had not registered meaningfully in the ears of the agencies involved. The system that Mike Frost said “covers everything that’s radiated worldwide at any given instant…[e]very square inch” somehow failed to pick up and process so much as a tremor of warning. It was difficult to deny after September 11, 2001, that Sigint had had its day and failed.
 
          
 
 ON OCTOBER 1, 1993, a twelve-year-old girl named Polly Klaas was having a slumber party with two friends in the affluent San Francisco suburb of Petaluma when a strange man entered the room, threatened the girls with a knife, and took Polly away. The community was traumatized and launched into action to find Polly, posting flyers, soliticing calls with tips, and presenting the story to the media. Thousands of volunteers in the Bay Area were joined in the search by people all over the country. Despite the fact that hundreds of children are kidnapped every year, the case somehow caught people’s attention, and when Polly’s body was eventually found on December 4, the public was outraged. It emerged that Polly’s murderer, a man named Richard Allen Davis, had prior convictions for robbery, burglary, assault, and kidnapping, as well as a long history of violence against females.
 
In response to the Klaas case, a movement got under way to pass a “three strikes” law for California, which would mandate sentences of twenty-five years to life, without possibility of parole, for anyone with two serious felony convictions who was convicted a third time. Some protested at the time that the law cut too broadly, that a heavy sentence for people convicted of a third violent felony—as opposed to any felony at all—would be a better solution. But the California legislature was reacting to a sense of public indignation and insecurity and proceeded to pass a law that, from a criminal-justice point of view, has been an ill-considered disaster. Since the law passed in 1994, the number of inmates in the California state prison system has grown by almost 25 percent. One in four prisoners, or some forty-two thousand inmates, is serving a life term under the three-strikes law. In the last decade, just housing these third strikers cost the state $8 billion, and nearly five billion of this was for convicts whose third strike was not a violent crime. By 2003, there were 344 California inmates serving twenty-five years to life for thefts worth less than four hundred dollars.
 
In times of panic, we overreact; we overlegislate; we get it wrong. What the Klaas case demonstrates is the degree to which we are willing to pass outlandish or draconian provisions in response to events we find threatening or alarming. But it also reveals something more specific: after a jarring event like the murder of Polly Klaas, we overreact in a particular way. We strive for more control. This tendency to want to simply jail anyone who might be a threat has more in common with signals intelligence than it might at first appear. The assumption that there are various antisocial, anarchic, or simply evil entities out there and that if we can just find them, trap them, confine them, or watch them everything will be all right, animates not only our attachment to penitentiaries but our fondness for surveillance as well.
 
The new orthodoxy expressed by lawmakers and commentators in the weeks after September 11 that the United States needed more spies on the ground was somehow absent in the massive piece of legislation that was promptly rushed through Congress: the USA Patriot Act. The Patriot Act was an omnibus bundle of laws, with scores of provisions dealing with a broad variety of issues, but it did seem oddly fixated on electronic intelligence. There were provisions broadening the ability to search various financial, library, travel, video-rental, phone, medical, church, synagogue, and mosque records (section 215); lowering the procedural bar to obtain a FISA warrant (section 218); lengthening the terms of FISA warrants (section 207); and extending this broader authority to wiretap to the Internet (section 206). The act allowed for the warrantless interception of any Internet information “relevant to an ongoing criminal investigation.” Section 216 authorized roving wiretaps—rather than focusing on a particular phone or computer, authorities can now track one individual in whatever media the individual uses. Section 220 allowed judges to authorize national wiretaps rather than taps for a single jurisdiction.
 
Like the Polly Klaas law, the Patriot Act went from bill to law very quickly, in this case in under six weeks. The bill bypassed the committee stage and floor debate in the Senate, and while it did receive consideration and adjustment by the House Judiciary Committee, the chaos of the anthrax scares on Capitol Hill meant that the proposed law was not subjected to anything resembling rigorous or sustained scrutiny. Moreover, intense political pressures from a panicked electorate and executive branch conspired to rush the bill through the legislative process. (Sounding oddly unacquainted with this process, John Ashcroft announced at the time that he wanted broader authority to pursue terrorists in days, not weeks.)
 
Part of the reason Congress was able to get the Patriot Act passed with such alacrity was that numerous provisions in it were already on different lawmakers’ and lobbyists’ legislative agendas prior to September 11. The proponents of these issues were referred to by the press as “hitchhikers”: individuals who cynically took advantage of the new momentum on the Hill, where Congress seemed eager to pass anything that could be plausibly alleged to stop terrorism. The bill shot through the House (357–66) and Senate (98–1) and became law. And despite the fact that in the ensuing years dozens of American communities would pass resolutions opposing the act, by the spring of 2004, with the four-year deadline for some of the provisions in the act to “sunset” approaching, several senators argued that they should not be allowed to do so.
 
One is tempted to ask, as Kevin Hogan, an editor at MIT Technology Review did several months after September 11, “Now that it is apparent that these supposedly all-seeing government systems are not all-knowing, how can we ascertain that they work at all?” In broadening wiretapping capabilities with the USA Patriot Act, Congress signaled that it is not willing to ask that particular question and would much rather take it on faith that signals intelligence does work. Noel C. Koch, a top Pentagon official in the Reagan years, has said that some electronic intelligence “has a damn short shelf life” but that the secrecy accorded to intercepts imparts “an illusion of competence.” This illusion seems to weather even catastrophic intelligence failures, and because the world of signals intelligence is so closed no outside authority is ever able to actually weigh the merits and effectiveness of listening in. “Because of the nature of the intelligence, it is often surrounded by a great deal of secrecy,” Sir Peter Heap told me.
 
Then when it gets into the government sphere, because of that secrecy the people who are best able to evaluate that intelligence are not able to do so. Once people know that it came through electronic methods, it takes on a certain aura of respectability, whereas the same information obtained differently—and very often the same information is obtained differently—doesn’t have that.
 
          
 
 “THE ONLY PEOPLE WHO think that intelligence wins wars—hot or cold—are intelligence people,” a Defense Department policy official told me between mouthfuls of smoked salmon, over breakfast one morning at a club in New York. “Whenever major decisions are made, intelligence is only one factor that goes into the making of that decision, and it’s usually not the decisive factor…. A lot of what they’re working with is anecdotes.” He shook his head and chuckled.
 
In Washington, data is the plural of anecdotes. The way they produce their product, we read it, but we read it with a grain of salt. There was a time when U.S. and allied capabilities to intercept and decrypt message traffic was underappreciated by pretty much everybody else. Then you could put more reliance on the intercepts. People were telling the truth, as they understood it.
 
But this official believes that now foreign adversaries are aware of America’s ability to listen in and can be more cryptic or downright misleading in their communications. He added that an intercepted conversation, like any piece of intelligence, can be read different ways. “If you bring your signals people in…it’s hard to get a straight answer. [It’s] like what Truman said about economists: they can point at one time in all directions. That might be healthy, but it’s not always for healthy reasons—they’re protecting themselves. They’d rather cover themselves and be fuzzy than stick their necks out and be wrong.”
 
I asked how you could get a firmer grounding in intelligence, and the official echoed the wisdom that had prevailed in Washington since September 11. “What we need most of is what we have least of—which is Humint,” he said. When I objected that the Patriot Act is long on eavesdropping provisions and short on actual spies, he said that the Humint problem was not something that could be solved overnight by changing the laws. “It takes years to develop capabilities in that area, recruiting and training the right kind of people, getting them out there to put their skills to use,” the official said. “It goes back to when Stansfield Turner was DCI [Director of Central Intelligence]. He really wasn’t interested in anything that wasn’t produced by machinery. He basically wanted to get the CIA out of the spying business. Strong human intelligence takes years to build up. But you can eliminate it at the stroke of a pen.” When I asked him whether the community would reform in this new climate of criticism and self-examination, the Pentagon official shook his head and smiled. “Career bureaucrats—speaking as one myself—are very good at waiting out political appointees. They’re going to be here for a few years and then go, and their agendas will go with them. I’ll still be here. And you won’t be.”
 
He seemed to believe that further investment in electronic assets would produce diminishing returns, because the enemy had figured out how to adapt to American interception capabilities. “Remember the CIA strike in Yemen?” he asked, referring to an attack by an unmanned Predator aircraft on a senior Al Qaeda leader and five associates in November 2002. “That was because they’d gone on the air. When they went out and picked up the pieces, they found the bad guy carrying seven different cellphones. It’s the old armor and the shell competition. One side produces better armor, the other side produces a better shell to penetrate the armor, and so forth.”
 
I pointed out that in that particular case, we had actually caught our man. Mightn’t that counsel further investment in Sigint? The official replied that increasingly those cases are the exception. “The bad guys have learned the hard way to stay off the air. Use the cellphone and you might have an unpleasant visit from the Navy Seals.” But interestingly, he didn’t seem to think this was all bad. Whereas most of the other people I had spoken with had bemoaned the idea that Al Qaeda would go off the air, because it meant we would no longer be able to listen in, the Pentagon official believed that we had hurt the terrorists by keeping them off the phone. “It exacts a price,” he said. “They have to use couriers. This has really slowed them down. We’ve introduced some dysfunction—if they can’t go on the air, use the cellphone, e-mail, things are going to slow down. It significantly impacts their operations as a result.”
 
          
 
 ONE INTRIGUING ASPECT OF the challenge of connecting the dots is that a lot of the time the most telling dots are not secret intercepts but eloquent arguments and evidence that lie under analysts’ noses, in the public domain. The cold-war historian George Kennan remarked in 1997 that
 
The need by our government for secret intelligence about affairs elsewhere in the world has been vastly overrated. I would say that something upward of 95 percent of what we need to know about foreign countries could be very well obtained by the careful and competent study of perfectly legitimate sources of information open and available to us in the rich library and archival holdings of [the United States]. Much of the remainder, if it could not be found here…could easily be non-secretively elicited from similar sources abroad.
 
Kennan may overstate the case here, and the remark betrays its pre–September 11 vintage, but the broader point is inescapable: useful intelligence can often be gleaned from open-source material, without resort to the vagaries of covert collection techniques.
 
In his remarks to the UN Security Council, Colin Powell praised the most recent report on Iraq from British intelligence, but it emerged in the next several days that much of that dossier was drawn from—or simply copied verbatim from—several articles from the Middle East Review of International Affairs and Jane’s Intelligence Review. Sir Peter Heap told a similar story about a British ambassador he was working for throwing down a report describing raw intelligence that had been furnished by MI6 in London. The ambassador asked Heap if the contents looked familiar, and he replied that they did, but he could not think why. The ambassador handed him an article that had run in the local newspaper on the previous day, which was practically identical in wording and content to the supposedly top-secret report, and said, “That’s why.”
 
But if these are instances in which warmed-over information from the public sphere masquerades as intelligence, there are other instances in which intelligence agencies overlook warnings from the public sphere at their peril. In May 1997, an analyst at the DIA named Russ Travers published an astonishingly prescient article in the CIA journal Studies in Intelligence. The
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 ACLU American Civil Liberties Union
 
 BIOT British Indian Ocean Territory. The British colony that contains Diego Garcia.
 
 BRUSA The precursor to the UKUSA agreement, binding Britain and the United States on communications-interception matters during the Second World War.
 
 BT British Telecom
 
 CAAB The Campaign for Accountability for American Bases
 
 CIA Central Intelligence Agency
 
 COMINT Communications Intelligence. The interception and analysis of communications by intelligence agencies. Comint is used synonymously with Sigint in this book, though technically speaking Comint is a subcategory of Sigint.
 
 Cryptography The art of rendering “plain text” communications as code or cipher.
 
 CRS Congressional Research Servic 
 
 CSE Communications Security Establishment. Canada’s Sigint agency, and one of the five principal partners in the UKUSA agreement.
 
 CSO Composite Signals Organization. The overseas arm of GCHQ.
 
 DARPA The Defense Advanced Research Projects Agency. DARPA is the research and development wing of the Department of Defense.
 
 DCI Director of Central Intelligence
 
 DIA Defense Intelligence Agency
 
 Dictionary The name of a program used by the UKUSA agencies to sort very rapidly through intercepted communications in search of items containing certain preselected keywords or numbers.
 
 DSD Defense Signals Directorate. Australia’s Sigint agency and one of the five principal partners in the UKUSA agreement.
 
Echelon Strictly speaking, Echelon refers to a program used by some of the satellite interception stations run by UKUSA countries to gather, analyze, and distribute civilian communications conveyed over satellite networks. More broadly, Echelon is used, in this book and elsewhere, to refer to the whole system whereby the five UKUSA countries cooperate on intercepting and processing various forms of civilian communications around the planet.
 
 EPIC Electronic Privacy Information Center
 
 E-Systems One of the principal contractors for the NSA, E-Systems is now part of Raytheon.
 
 FAS Federation of American Scientists
 
 FBI Federal Bureau of Investigation
 
 FOIA Freedom of Information Act
 
 GAO General Accounting Office
 
 GCHQ Government Communications Headquarters. The United Kingdom’s Sigint agency, one of the five principal UKUSA partners, and by far the closest partner to America’s NSA.
 
 GCSB Government Communications Security Bureau. New Zealand’s Sigint agency, and one of the five principal partners in the UKUSA agreement.
 
 GDR German Democratic Republic
 
 GPS Global Positioning Systems
 
 HUMINT Human Intelligence. Old fashioned, cloak and dagger, man-on-the-ground spying.
 
 Intelsat The company that runs a network of commercial communications satellites which transmit communications around the planet.
 
 IOSA Integrated Overhead Sigint Architecture. An initiative by the NRO to consolidate various functions traditionally performed by numerous Sigint systems into one system.
 
 ICJ International Court of Justice
 
 IXPs Internet Exchange Points
 
 Lockheed 
 
Lockheed Martin. A massive aerospace and defense contractor that is one of the principal contractors for the NSA.
 
 MEP Member of the European Parliament
 
 MP Member of Parliament
 
 MI5 Britain’s domestic intelligence agency
 
 MI6 Britain’s international intelligence agency
 
 NATO The North Atlantic Treaty Organization
 
 NRO The National Reconnaissance Office. The NRO is the agency in charge of designing, building and managing America’s intelligence satellites. In this capacity it works very closely with the NSA.
 
 NSA The largest and most secretive intelligence agency in the United States. The NSA is America’s communications interception, code making, and code breaking organization. It is the dominant party to the UKUSA agreement, with nearly 40,000 employees in the United States, and another 25,000 scattered at listening stations around the world.
 
 NYPD New York Police Department
 
 OSS Office of Strategic Services
 
 PARI Pisgah Astronomical Research Institute
 
 RAF Royal Air Force
 
 Rhyolite The name of the first generation of American spy satellites devoted to gathering Sigint and other forms of intelligence.
 
 Room 40 The British admiralty’s code breaking operation during the First World War.
 
 Shamrock A secret program initiated by the precursor to the NSA during the Second World War, and exposed three decades later, whereby commercial cable companies turned over copies of all cables leaving the U.S. to American intelligence.
 
 Sigint Signals Intelligence. This broad term refers to any intelligence gathered by intercepting electronic signals. This includes communications, and in this book Sigint refers primarily to communications interception. But Sigint also includes things like photoreconnaissance intelligence and telemetry, which involves monitoring nuclear testing by intercepting electronic signals.
 
 SCS Special Collection Service. A partnership between the NSA and the CIA whereby agents deposit bugs and interception equipment, or physically tap into lines, in situations where remote interception would be impossible.
 
 STASI The secret police of the German Democratic Republic.
 
 Steganography Similar to cryptography, but rather than converting the writing itself, you are hiding it. In ancient times, this simply involved concealing the writing. These days, steganography is so sophisticated that whole text messages can be implanted by special computer programs in a single image on the web, or in another letter of text.
 
 TAG Technical Advisory Group. A group of experts brought into the NSA in the mid 1990s to assess the agency’s problems with new technology.
 
 Telemetry One function performed by intelligence satellites. Monitoring nuclear testing by foreign countries by reading various electromagnetic emissions associated with that testing.
 
 TIA Total Information Awareness
 
 TIPS Terrorism Information and Prevention System A program introduced and then abandoned by the Justice Department in the wake of September 11 that would have solicited a million “volunteers” around the United States who would serve as the eyes and ears of the government and report any suspicious happenings.
 
 TRW The company that manufactured the Rhyolite satellites.
 
 UKUSA The UKUSA agreement is an actual physical document that is sitting in vaults in the countries associated with it, though it is so secret that the specifics of its text remain a mystery. The agreement was negotiated during the years following the Second World War, and a final draft was signed in 1948. The agreement is a pact to cooperate fully on the interception and analysis of communications, between the United States, the United Kingdom, Canada, Australia, and New Zealand.
 
 UNSC United Nations Security Council
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