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Praise for Beyond Agile Auditing





“I highly recommend this book to anyone looking to enhance their auditing practice. Lucas’s insights and expertise make this book a must-read for anyone seeking to improve their skills and knowledge in this critical area.”

—Misty Kuamoo, VP, Security Shared Services, Nationwide





“Clarissa isn’t blazing a path; she’s paving a road for the early majority to reap the benefits of Auditing with Agility. … Beyond Agile Auditing not only provides the ‘the why’ but also provides an outline that prescribes ‘the how’ to succeed … I will share this work with all my champions so they too can begin to reap the benefits of Auditing with Agility to their organizations.”

—Ray Ryjewski, Sr. Solution Engineer, HashiCorp





“In Beyond Agile Auditing, Clarissa Lucas’s suggestions will provide auditors alignment with the business operations and deliver continuous value and risk response to audit stakeholders in real time. A must-read introspection for audit leaders.”

—Yosef Levine, CPA, CITP, Partner, TechPar Group





“Clarissa Lucas’ book Beyond Agile Auditing challenges the status quo and the conventional wisdom of internal auditing. She rightfully demands a mindset shift, suggesting internal auditors should collaborate with clients more effectively and more efficiently when rendering truly value adding outcomes. Her wealth of ideas can help practitioners to audit ‘at the speed of risk’ (as suggested by Richard Chambers and Norman Marks). ”

—-Dr. Rainer Lenz, QIAL, CIA, CIIA, CEFA, Chief Audit Executive at SAF-HOLLAND Group





“Beyond Agile Auditing provides a fresh, innovative, yet perfectly logical approach to auditing (with agility). I appreciate Clarissa’s challenge to think differently, through her own stories of obstacles encountered and successes obtained. My curiosity is piqued, and I can’t wait to try out some of these concepts. Thank you for offering a more flexible, collaborative, and value-driven viewpoint.”

—Pam Pesta, Chief Audit Executive, Erie Insurance





“No single approach to audit is right for all organizations or completely perfect. In her book, Clarissa does a great job examining and offering practical tips for even mature audit functions.”

—Michael Pisano, Managing Director, Internal Audit Practice, Protiviti





“Great to have a book specifically on auditing with agility. The world will be grateful that this book exists.”

—Jon Smart, author of Sooner Safer Happier, business agility practitioner and coach





“This will be a great book for the audit community.”

—Topo Pal, coauthor of Investments Unlimited
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To Christian:

Keep chasing your dreams.
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Foreword

As an auditor, staying current on the latest techniques and methodologies is essential to ensure that your work is effective and efficient. As an audit client, Auditing with Agility can deepen your relationship with your auditors, produce higher-quality findings faster, and streamline your work management practices, resulting in less disruption to your team.

Clarissa Lucas has established herself as a thought leader and expert in Auditing with Agility. Lucas offers a fresh perspective on auditing in this book, bringing together real-world experience and research to provide a comprehensive guide for practitioners. The agile mindset is about adaptability and flexibility, and Lucas demonstrates how anyone looking for a new way of auditing can apply agility to their audit process.

One of the key benefits of the agile approach is the ability to respond quickly to change. In today’s fast-paced risk environment, this is more important than ever. Auditing with Agility allows for continual learning and improvement, ensuring that audit results are delivered sooner, and risks are addressed faster.

Another advantage of Auditing with Agility is the focus on partnership, collaboration, and communication with the client. Traditional audit methodologies can often be siloed and disconnected from the rest of the organization. On the other hand, Auditing with Agility encourages collaboration and sharing of information, leading to a more holistic and comprehensive delivery of the common goal.

Lucas does an excellent job of highlighting the benefits of Auditing with Agility and explaining how to implement it in practice. She provides concrete examples and case studies to illustrate the concepts and best practices she discusses. This book is a valuable resource for anyone looking to stay up to date on the latest trends and techniques in auditing.

This book is for more than just auditors. The principles and practices of Auditing with Agility are relevant to anyone working in a rapidly changing environment. Whether in finance, technology, or another field, the three core components explained by Lucas can be applied to any process where you want to deliver value and results more efficiently to your organization. 

I highly recommend this book to anyone looking to enhance their auditing practice. Lucas’s insights and expertise make this book a must-read for anyone seeking to improve their skills and knowledge in this critical area.

—Misty Kuamoo, VP, Security Shared Services, Nationwide





Introduction

Auditing is not always everyone’s favorite activity, especially when you’re the one being audited. Imagine this scenario. You lead a team responsible for a key business process or technology product. Your organization depends on this process or product for its survival. Perhaps your team is responsible for running the process that services customer accounts or for maintaining the technology product with which your organization’s customers interact. Your organization is counting on your team’s success to achieve its objectives.

It’s a typical Monday, until your first afternoon meeting gets underway. In this meeting, you learn the internal auditors will be starting an audit of your process/product in the next few weeks. You immediately break out in a cold sweat, panic and anxiety washing over you as your mind races. You wonder what questions the auditors will ask, what evidence they’ll request, and what they’ll report to their leaders.

You think, “The enforcers are here with their outdated checklists, looking for problems to shine a light on, wanting to make me look bad!”

The problem is, auditors don’t understand your processes or what’s really important to you and your team. How are you supposed to get your actual work done when the auditors are setting up a million meetings, endlessly asking irrelevant questions, and requesting documentation that doesn’t even reflect the current process?

An audit adds work to your plate without bringing much value. Then, at the end of it all, they’ll hand you a report that doesn’t help you or your team deliver value any faster or better.

The auditors use the same approach they’ve been using to audit for years. Everyone else in the organization is changing to stay ahead of the change curve, but it seems like the auditors aren’t even trying to keep up.

Now imagine yourself on the other side of the table. You’re the internal auditor responsible for assuring the organization’s key stakeholders that risks are managed appropriately and the organization is set up to achieve its objectives. It’s a typical Monday for you as well.

In your first meeting after lunch, you explain to your client* that the Internal Audit department will begin an audit of the client’s process/product soon. Before you even finish your sentence, the clients across the table cross their arms and exchange uneasy looks with one another, glancing nervously around the room. You can tell they’re already getting defensive and shutting down.

“Here we go again,” you think, trying not to roll your eyes. “We haven’t even begun, and we’re already off to a rough start.”

You’re only trying to help protect the organization that employs everyone in the room, but the people on the other side of the table already see you as an adversary. Don’t they understand that your job is to help them? That the purpose of Internal Audit is to help deliver value and improve processes?

You try to change the attitude in the room by asking about the team’s current process. After all, as an auditor, you’re an expert in risks and controls, not an expert in every business process at your organization. You can’t do your job effectively if the team doesn’t help explain what they do and why they do it. However, instead of engaging in the conversation, the clients clam up and give you the most basic answers to your questions without elaborating. It feels like they’re purposefully trying to hide information or obstruct your audit. It’s clear they want you to be done … or at least gone.

And, when it comes to setting up time to meet with you, the team says they’re too busy. You barely get a regular fifteen-minute meeting on the books before they’re out the door.

Don’t they care about risks and what could go wrong? The success or failure of the organization affects everyone, after all. They seem to be more focused on inventing the next new product or delivering the coolest new feature, when they should care about a strong control environment!

This scenario might feel overly simplistic, but time and time again this is the adversarial, even combative, nature of many internal audits. It often seems that both sides (auditors and those being audited) are bracing themselves for the worst. There has to be a way these two groups can work together, right? Or are we destined to be lifelong adversaries? How did we end up in this horrifying nightmare in the first place?

From Adversaries to Partners

For nonauditors reading this book, especially those in the technology sector, this scenario might look very similar to another example of organizational adversaries: software developers versus operations teams. For years, software developers and operations teams were at odds. They were not incentivized to work together. There was a proverbial wall built up between the two organizations, as has famously been illustrated.

The developers would write the code and then throw it over the wall to the operations team, who then had to deal with operating that code without knowing how and why the code was written in the first place. Developers were incentivized by the business to deploy “features and changes into production as quickly as possible,”1 while operations teams were charged with “providing customers with IT service that is stable, reliable, and secure, making it difficult or even impossible for anyone to introduce production changes that could jeopardize production.”2 These two silos were routinely in conflict, resulting in slow delivery of value, low quality of code, and a lot of unhappy people.

Throughout the past decade, a new way of working called DevOps† has brought these two roles together. They learned that by working as a single team with a common goal, they could deliver value sooner, safer, and happier.

I’m simplifying here. There are many excellent books, presentations, and articles written on the success of DevOps, and we’ll discuss DevOps a bit more in Chapter 2. What I want you to take away from this brief description is the idea that adversaries don’t have to remain adversaries. There is a better way of working.

Let’s think back to the scenario presented at the beginning of this introduction. Once again, we have two teams separated by a proverbial wall (or table). They are both working for the same organization, so shouldn’t they be on the same side? Shouldn’t they be working together instead of against each other? How did we get here?

In short, it’s because the world around us has changed and, notably, the way organizations deliver value to customers has changed, but the way we conduct audits hasn’t kept up with the change curve. Auditors perform their work using the same approach that has been around for decades. While this way of auditing has historically been successful, the current environment and landscape have changed drastically over the past few years. Furthermore, auditors apply that same approach in every situation, without accounting for unique attributes of a process, product, or situation that may drive the need for a different approach.

Auditors using the same way of working from decades ago without adapting to today’s dynamic environment will find themselves pitted against their clients rather than working with them. The result is the adversarial scenario presented earlier.

If you’re reading this book, you’ve likely experienced this. I know I have. While I’ve spent most of my career as an auditor, I have also been on “the other side of the table.” I have been part of a team being audited. I can testify that being audited wasn’t my favorite experience by any stretch of the imagination. From my time as an auditor, I can tell you that it isn’t any fun for the auditors when clients see us as the bad guy or the antagonist.

Regardless of whether you’re an auditor or someone who works with auditors, I’m here to tell you that you aren’t doomed to be adversaries forever. There is a better way—a way for auditors and their clients to work together toward a shared goal. A way to audit with more agility, without slowing your team down, without the headaches and the hair pulling. A way for us to see one another as teammates instead of adversaries on the battlefield and to add more business value together. A way to get more value out of an audit. A way to help the organization deliver better value, sooner, safer, and happier.

A New Way of Auditing

We can all agree that we want a less painful and more valuable audit experience. Despite the barriers we all know exist, the real problem is seeing the audit process as it always has been rather than as it should be. Yet we can agree that change is inevitable. We need to modify our mindset and approach to get more value from an audit and create a better audit experience.

Imagine what that better audit experience looks like:


	•Auditors and their clients work together toward a shared outcome and common goal.

	•Auditors help their clients see risks, both those present today and those coming up on the horizon or around the corner.

	•The client proactively reaches out to auditors for help addressing risk before it’s too late and manifests into actual losses.

	•Auditors’ questions and requests are addressed sooner.

	•Auditors are more efficient with their client’s time and help their clients find ways to increase efficiency.

	•Instead of the auditors getting in their clients’ way, and clients getting in the auditors’ way, the two groups help each other achieve a common objective, all while preserving the auditors’ independence.

	•Auditors not only remain relevant to their organization, they become essential to the organization’s success.

	•Finally, imagine both auditors and audit clients having fun during the audits.



Luckily, you won’t have to rely on imagining this scenario much longer. You can work together toward a shared goal, and you can do it today. You need to look beyond what your relationship is and think forward to what it could be in the future … and be willing to radically change your way of thinking and working through an audit.

Some organizations have taken steps toward improving the audit process through incorporating “Agile Auditing.” This has been a huge step in the right direction, but it hasn’t come without its faults and downfalls. In auditing, as in the software community, Agile has been conflated with a strict set of practices that every organization, despite their unique culture and needs, must adhere to.

This doesn’t sound very agile to me. This strict adherence to the idea that you can simply follow steps 1, 2, and 3 and suddenly be a high-performing agile organization has led to an inability to truly become agile and failed attempts at greater value through agility. As a result, many organizations have experienced slower time to value, unhappy employees, and lower quality products … or at the very least, a shiny new label on the same old behaviors and outcomes.

Agile Auditing, I fear, is headed in the same direction. Too many organizations see it as a quick fix: an easy framework they can implement to suddenly disintegrate the adversarial audit experience and ring in a new era of Agile Auditing.

Internal Audit cannot stop here. Strict adherence to a rigid, one-size-fits-all Agile Auditing framework isn’t getting us to the promised agility, speed, quality, and happiness we need. We need to continue to push for more improvements. We need to go beyond Agile Auditing and approach internal audits with an agile mindset, not an Agile checklist.

Auditing with Agility, as I like to call it, is far different from the strict framework-focused world of Agile Auditing. Instead of trying to fit everyone in an organization in a single process, it teaches auditors a way of working that focuses on a value-driven, integrated, adaptable approach to the internal audit. Let’s take a look at each of these three core components.


	•Value-driven: In a value-driven audit, the scope of work is driven by what adds the most value to the organization. Each organization and team may define value differently, but generally, it could be areas of greatest risk or greatest opportunity for the organization. Value-driven auditors determine the audit’s focus by leveraging the expertise and perspective of the team being audited. Internal Audit is not looking to hand down edicts. We are here to help the organization deliver value.

	•Integrated: An integrated audit aligns the audit work with the client’s daily work and integrates continuous improvement into the audit process. For you auditors out there, think of this as “Integrated Auditing‡ 2.0.” The first version of integrated auditing was integrating the technology audit work with the operational or financial audit work rather than performing that work in silos or in separate audits. This book takes that concept a step further by integrating audit work into the client’s daily work. The audit should be something the client participates in and happens with them rather than something that happens to them.

	•Adaptable: In the context of this book, adaptable auditing focuses on improving the audit team’s ability to respond to change and add flexibility into the audit process. It is a mindset and a way of working rather than a framework to implement. This element of adaptability is essential in today’s world of rapid change, where organizations need to react with speed to survive. Internal Audit can’t be the blocker to change; rather, they must learn to adapt with change.



Implementing these three core components results in a better audit experience for everyone involved (for the client, the auditors, and the organization). It moves teams from an audit framework focused on outputs to an outcome-driven approach.

An output is what is produced. Examples of audit outputs include audit observations and an audit report. While observations and audit reports are important, alone they don’t help the organization achieve its objectives.

Outcomes, on the other hand, truly bring us closer to success. Outcomes are the “why” behind the actions, the expected improvements, or the measures of success. Examples of audit outcomes include better alignment of audit activities with emerging risks or greatest risks, stronger relationships and increased collaboration between auditors and audit clients, expedited delivery of more valuable results, and elevated awareness of and ability to address risk exposures.

Chapter 3 explores the possible outcomes of Auditing with Agility in detail. Then Chapters 5 through 7 discuss practices you can perform to achieve the possible outcomes.

Although this may all sound daunting, moving toward a practice of Auditing with Agility is worth the investment. This isn’t just a dream or fairytale. There are organizations today, such Walmart, Barclays, and Capital One, that are working toward this goal right now … and succeeding.

In my own experience with Auditing with Agility, my clients and I experienced delivery of results sooner, fewer surprises (audit work became planned work for my clients), and more engagement from both auditors and clients (we had fun during the audit!). Another organization you’ll read about later on experienced shorter audit cycles and more timely delivery of results through Auditing with Agility.

Another topic prevalent in discussions about Internal Audit’s evolution in today’s digital world is the use of artificial intelligence (AI) and machine learning (ML). AI is the use of technology to perform tasks that have historically required human cognitive thought. ML is a type of AI where the technology adapts its knowledge or “learns” based on additional data. Leveraging these advances in internal audit strategy and execution can increase the audit organization’s effectiveness and efficiency. For example, teams leveraging AI and ML to evaluate risks can target their efforts in areas where the organization is currently at greater risk or is anticipated to experience greater risk.

While these tools can yield many incredible benefits, AI, ML, and specific tools are not the focus of this book. This book focuses on practices and process enhancements. Once those core elements are in place, then audit organizations can determine which tools can further assist in their evolution.

Not Just a Book for Auditors

It’s tempting to think that this book is just for those in the audit profession, but this book is also for anyone who works with auditors or is subject to audits and yearns for a better experience. Change cannot come solely from one side of the table. If only developers had read books on DevOps, the practice would never have taken off. Both developers and operations teams needed to embrace DevOps for it to be successful. This book is for those on both sides of the table. For the auditors reading this book, this isn’t just for IT auditors. It’s for IT auditors and non-IT auditors alike. Both will find incredible value waiting for them in this book.

This book is for auditors who want to revolutionize their way of working to become strategic differentiators and increase the value they bring to the organization.

It’s for teams who want to improve their relationships with their auditors.

It’s for auditors who are fed up with common labels and stereotypes placed on those in this profession.

It’s for audit clients who are at their wits’ end with the current audit experience, who need to get more value from the time they invest with their auditors.

It’s for auditors who, instead of going stagnant, want to keep up with today’s pace of change, who are unwilling to let the profession’s value proposition become a thing of the past. For the business executives who want to gain the edge over their competitors and who don’t want to make headlines for the wrong reasons.

It’s for anyone who wants to help their organization continuously improve ways of working, leading to better outcomes, and those who want to understand how auditors can help along that journey.

The primary audience for this book is those who work at large, complex organizations, as my personal experience and the personal examples I share are from my time at larger organizations. But readers at smaller organizations will also benefit from the concepts in this book, as they will find case studies throughout from smaller organizations as well.

Also, while the term “auditor” and “audit” are used throughout this book, the audience is not limited to Internal Audit functions. Other risk-assurance functions, like external auditors and internal risk management/assurance functions, can also adopt the concepts within this book and reap the many benefits.

How to Use This Book

Here’s what awaits you inside this book. In Part I, I walk you through the past, present, and future of internal auditing. We explore the challenges organizations face when leveraging the traditional approach to audits. This first section of the book also explores how the profession has responded to the need to change the audit process by moving to Agile Auditing and the limitations and faults of this framework. It will also showcase my personal journey from traditional auditing to Agile Auditing and finally to Auditing with Agility.

Next, we tackle challenges commonly faced by auditors, as well as those faced by the auditors’ clients (herein referred to as “clients” or “management”). Potential solutions to these challenges are also introduced in this section. We then introduce the benefits you can achieve through Auditing with Agility. From there, you will discover why organizations need to keep moving forward, beyond Agile Auditing.

Part II of the book gives you the tools to adopt the culture and mindset of Auditing with Agility into your practices and processes. It dives deeper into each of the three core components of Auditing with Agility: value-driven, integrated, adaptable.

Finally, in Part III, I leave you with tips on how to set yourself up for a successful evolution to better audit experiences—for both auditors and clients.

You may choose to start at the beginning of the book and read through it in order until reaching the end. If you seek a broad perspective from both the auditor’s and the client’s viewpoint, as well as a thorough understanding of each of the topics presented in this book, then reading cover-to-cover may be a good starting point.

If, however, you have a strong foundational understanding of traditional auditing practices, I invite you to skip around to the areas of most interest to you. Perhaps you are a client and have specific challenges with your auditors. Feel free to dive straight into Chapter 4, where we explore problems and solutions, for an introduction to the solution for the problem you’re facing. From there, you may want to move to Part II to gain a deeper understanding of the specific practices you can implement to overcome those challenges. Or maybe you’ve tried implementing some of these practices and haven’t been as successful as you’d hoped. If this is the case, you might want to skip ahead to Part III to troubleshoot your situation and find a better way to go about making the transition.

If you’ve successfully implemented Agile Auditing at your organization, select a new practice to experiment with. Take the next step beyond Agile Auditing to even more effectiveness and efficiency.

Better yet, perhaps you’ve successfully implemented Auditing with Agility in your organization. If you have, then you know that one of the key Agile principles is to identify ways to improve or to increase your effectiveness and then take action to do so. If this is your reality, I encourage you to jump to a section of the book with a title that seems a bit unfamiliar to you. There, you’ll find new concepts and practices waiting for you to experiment with to further increase your effectiveness.

This book focuses primarily on improving the audit engagement itself. As an added benefit, it also explores opportunities to add value by applying better ways of working to the audit risk assessment and development of the overall audit plan—how audits are prioritized and scheduled each year. The primary focus though is improving the audit engagement itself.

We’re all at unique points in our Auditing with Agility journey. As such, this book is intended to be revisited regularly as you progress on your journey and look to learn more, or as you encounter new challenges.

There are a large number of concepts introduced and explored in this book. I caution against taking an all-or-nothing approach and incorporating all of these activities at once. Doing so will likely result in an overwhelmed team, confused clients, inefficient audit work, and the eventual abandonment of better ways of working and a retreat to less effective practices.

Instead, select one or two concepts to experiment with on a single audit. Staff the audit with people who are excited to try something new and are open to a test-and-learn environment. Create a safe environment for them to try out these concepts. When things don’t go as planned (it’s not a matter of if, it’s a matter of when), resist the urge to point fingers, place blame, and revert to old ways of working. Instead, empower the team to learn from their experiences and try again.

Speaking of a journey, case studies of organizations that are on their own journey to implementing Auditing with Agility are sprinkled throughout this book. The experiences, failures, challenges, and successes in these examples show how any organization can take on this transformation. It isn’t a framework, it’s a mindset change, a cultural change, and these stories show you exactly how it can happen.





*The terms “client” and “management” are used interchangeably throughout this book. Both terms refer to individuals or teams who work with auditors and are accountable for processes or products (e.g., technology, business products, services offered to end customers) that are reviewed by audit functions, such as internal audit, external audit, and internal risk assurance functions. The “client” in this book refers to both individual contributors and people leaders. Basically, “management” and “client” refer to anyone who is not an auditor or other assurance provider.

†In the most basic definition, DevOps is an operating model where development teams and operations teams in a technology organization combine to become one team working toward a collective goal of delivering value to customers.

‡Integrated Auditing 1.0 is a practice that integrates technology, financial, and operational auditing into a single audit. Historically, these types of audits were performed separately and either reported separately or pieced together at the end of the audit.
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Chapter 1


The Legacy of Internal Audit



As I hinted at in the introduction, the legacy of Internal Audit in many organizations isn’t exactly the most beloved. I think for the majority of those on the other side of the table, the word auditor brings about visions of cold, aloof, suit-clad individuals carrying clipboards and red pens and leering disapprovingly down at you. The epitome of red tape and bureaucracy, auditors are often portrayed as emotionless automatons dedicated to making your life … well, unpleasant.

In reality, Internal Audit can be, and is intended to be, a partner to your team instead of an adversary. The next time you hear that the auditors are coming, I hope you’ll envision something closer to the smiling, supportive face of a coach or teacher, someone who is coming to help you instead of hinder you. Even more than that, a welcome addition to your team.

To help change this vision of Internal Audit, let’s take a minute to dive into the value proposition of audit. I think it’s fair to say that at some point, nearly all nonauditors (and even some auditors) have asked this very question: What is the real purpose of Internal Audit, and what value do auditors bring?

What Is Internal Audit?

Okay, instead of relying on preconceived notions about what internal auditing is, let’s look at the reigning authority’s definition of internal auditing. The IIA, or the Institute of Internal Auditors, and its affiliates set the standards for internal auditors globally.* According to them,


internal auditing is an independent, objective assurance and consulting activity designed to add value and improve [emphasis added] an organization’s operations. It helps an organization accomplish its objectives by using a systematic, disciplined approach to evaluate and improve the effectiveness of risk management, control, and governance processes.

Performed by professionals with an in-depth understanding of the business culture, systems, and processes, the internal audit activity provides assurance that internal controls in place are adequate to mitigate the risks, governance processes are effective and efficient, and organizational goals and objectives are met.1



Let’s break that definition down a bit more. Look at the first sentence. “Internal auditing is an independent, objective assurance and consulting activity designed to add value and improve an organization’s operations.” The intention of every internal audit team is to be independent and objective, free from the natural biases that come from being immersed on a team or in a system or under the control of those accountable for the team or process (e.g., typically audit clients). In other words, auditors come to bring a fresh perspective, and fresh perspectives are essential in helping any of us get out of the muck. Who hasn’t been so deep in a project that you can no longer see the forest for the trees (excuse the tired metaphor, but it holds true)? Audit is here to help. I know, I know; many people have modified Ronald Reagan’s quote about the government being here to help to read something like this: “The most terrifying words in the English language are: I’m from Internal Audit and I’m here to help.”

In reality, auditors truly are here to help. We want the organization to succeed just as much as the nonauditors do.

The second part of the IIA’s definition of Internal Audit that I want to highlight is “consulting.” Audit is meant to consult with you and your team, not to manage, dictate, or in any way create a bureaucratic mess. We’re here to consult, to assist, to help.

Finally, the last part of that definition is possibly the most important. The purpose of Internal Audit is to “add value” and “improve” the organization’s operations. Despite what so many might think, Internal Audit is not here to make life difficult or to add more rules. We want what you want: to add value and improve the organization. The only way we can both achieve our purpose is to work together.

As the IIA states in their mission statement, Internal Audit exists to “enhance and protect organizational value by providing risk-based and objective assurance, advice, and insight.”2 “Enhance,” “protect,” “advice,” “insight.” These don’t sound like the words of an uncaring organization, do they? Maybe your feelings toward Internal Audit are starting to thaw just a bit. If so, let’s keep going.

The second paragraph of the IIA’s definition of Internal Audit speaks toward why, beyond objectivity and independence, it’s important and helpful to have auditing as a separate role. Why? Because Internal Audit brings unique expertise and perspective.

Auditors are experts in risk and controls. The client and the team being audited are likely not. Thus, a key benefit of Internal Audit is being able to utilize and capitalize on the unique expertise of auditors in relation to risks and controls in order to improve your processes and practices.

For example, an investment leader earned her role because of her expertise in alternative investments, connections with key players in the market, and leadership skills. That’s what the organization wants her to focus on. If that leader is going to implement a new system to facilitate smoother management of the organization’s investments, she should recognize that system implementation is not an area in which she has expertise. As such, she would bring in someone to manage the new system implementation (someone with the necessary expertise either within her organization or external to the organization). Doing so frees her up to focus on what she is charged with: managing the organization’s alternative investments portfolio.

This concept applies to risk and control insights and assurance as well. To enable the investment leader to focus on managing the alternative investments portfolio, Internal Audit brings expertise on risk and control insights and assurance to the table. Combining everyone’s individual areas of expertise leads to the development of stronger, more valuable products. Why would anyone say no to

How Internal Audit Adds Value












An Organization’s Three Lines














How Internal Auditing Works Today



Traditional Audit Approach















Problems with the Traditional Internal Audit Approach




	•Difficulty in adjusting the approved scope to accommodate changes once fieldwork has begun

	•Limited pockets of feedback during the audit

	•Communication breakdowns

	•Lengthy periods of time between identifying gaps and communicating gaps to the client







	•Large-scale remote or hybrid workforce models

	•Global cybersecurity

	•Connected devices and the Internet of Things

	•Climate change

	•Organizational reliance on artificial intelligence, machine learning, and automation

	•Transition from on-premises technology infrastructure hosting models to cloud-based or hybrid hosting models



























	•The need to periodically reeducate auditors

	•Lack of consistency in the audit “rules of engagement”

	•High volume of requests and questions toward the end of the audit

	•Lack of visibility into the results of the audit until the audit team revealed the draft audit report





	•Limited time for research and education prior to engagement

	•Information not available in a timely manner

	•Elongated delivery cycle times

	•Waterfall report reviews and revisions

	•No break between audits—auditors ran from one to the next





More Challenges with Traditional Waterfall




	•“… if they don’t completely understand the risks of the business, internal auditors can perform only traditional checklist tasks.”16

	•“Internal Audit has a long-standing reputation [of being] compliance police who come around every year with a standard checklist. Unfortunately, some auditors perpetuate this stereotype by auditing with checklists and canned audit programs without considering processes and risks.”17

	•“Too many audit reports produced by audit managers are written to be overly complicated and filled with jargon and acronyms. Often the meaning of the issue is lost from trying to sound smart.”18

	•“The controls and testing approach are excessive or are not targeted in the right areas. In other words, auditors are actually wasting time (and shareholder dollars).”19

	•“Auditing risks that don’t matter to the board and top executives.”20

	•“The traditional way of communicating audit results is a formal written report issued weeks if not months after issues are identified. The report says what internal audit wants to say rather than what management and the board need to know.”21

	•“An inability to change direction as risks change. … If you don’t have the ability to modify the audit plan rapidly and frequently, what assurance is there that you are auditing what matters today and tomorrow?”22

	•“Wasting precious time and resources.”23

	•“Failing to attain and retain the confidence of management. … If management does not believe we are helping them succeed, why should they support us?”24
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