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    “Sustainable change, after all, depends not upon compliance with external mandates or blind adherence to regulation, but rather upon the pursuit of the greater good.”


    Douglas Reeves
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    Compliance takes on multiple dimensions following the growth of French and foreign regulations applicable to companies.


    Companies are required to set up a global compliance program that brings together all the preventive measures put in place by the company (in terms of anti-money laundering and corruption, protection of personal data, social, societal and environmental responsibility, etc.).


    Objectives


    •To know anti-corruption compliance: the principles and pillars of an anti-corruption program, the sectoral recommendations of the French Anti-Corruption Agency;


    •To know export control compliance: the challenges of economic sanctions and embargo programs (European Union, OFAC, etc.);


    •To know competition compliance: the principles of the fight against anti-competitive practices, cartels, abuse of dominant position, mergers and acquisitions; transactions with the French Competition Authority;


    •To know compliance in the banking sector: anti-money laundering measures, the new obligations weighing on companies’ financial departments in this area (AML/CFT system), the Prudential Supervision and Resolution Authority (ACPR);


    •To know lobbying compliance: lobbying activities, lobbying obligations, role of the High Authority for Transparency in Public Life;


    •To know CSR compliance: the principles of corporate social and environmental responsibility (CSR) and the duty of vigilance on the supply chain, (suppliers, subcontractors); environmental damage, the content of a vigilance plan;


    •To know GDPR compliance: the principles of personal data protection, the obligations of the GDPR, the role of the Data Protection Officer, the National Commission for Information Technology and Freedoms.



  

  
    

    1

Anti-bribery compliance


    The French Anti-Corruption Agency (AFA) is responsible for supporting private and public entities in the implementation of their anti-corruption compliance programs and auditing the implementation of said programs.


    Article 17 of the Law of December 9th, 2016 requires companies with a turnover of more than €100 million and employing more than 500 employees to implement such a program, the existence, quality and effectiveness of which are subject to control by the AFA’s control sub-directorate.


    Similarly, public entities may be controlled under Article 3. Pursuant to Article 17, the AFA may bring entities subject to the obligation to implement such a program before the Enforcement Committee of the AFA in the event of failure to comply with one of their obligations. In practice, all public and private bodies are required to follow the principles intended to prevent the risks of corruption.


    1. The components of an anti-bribery compliance program


    After a long procrastination, and the conviction of many French companies by the American authorities in the 2010’s, France has adopted its anti-corruption compliance system through Law No. 2016-1691 of December 9th 2016 on transparency, the fight against corruption and the modernization of economic life. and the first guide of the French Anti-Corruption Agency (AFA) dated December 22th 2017.


    ◊  Offences against probity covered by a prevention plan1


    The Criminal Code criminalizes many forms of "corruption" known as breaches of probity (Article 432-10 et seq.), the main ones of which are presented below.


    

    Corruption (Article 432-11) brings three categories of people within the scope of the offence:


    •Firstly, all elected officials, whether they have a national or local mandate, whether or not they belong to the territorial executive;


    •Secondly, persons in possession of public authority: this expression refers to all agents who have decision-making and coercive powers, whether this power is permanent or temporary. In practice, this definition includes most agents of the State and local authorities, such as the director general of a town hall, an employee of the local authority or a municipal police officer, but also a prefect, a hospital worker or a soldier;


    •Thirdly, the persons entrusted with a public service mission are those who carry out a mission of general interest, without having their own decision-making or constraint powers. For example, an inspector of a transport network or an agent of the URSSAF.


    The penal code punishes two types of behavior:


    •Firstly, those committed by the briber: this is called “active corruption” because the offence punishes the act of soliciting a public decision-maker. The most well-known example of corruption is the payment of a bribe.


    •Secondly, those committed this time by the public decision-maker. In this case, we speak of “passive corruption”. For example, the granting of an undue subsidy or planning permission, the allocation of social housing or a public contract in return for payment, an appointment of convenience, or the absence of a claim by the local authority for a debt.


    The offence is punishable by ten years’ imprisonment and a fine of €1,000,000, the amount of which may be increased to twice the proceeds of the offence.


    As with corruption, influence peddling (Article 433-1) consists of remunerating or offering an advantage to a public person, this time not so that he or she performs an act of his or her function but so that he or she can use his or her influence with a third person, who has the decision-making power.


    It is therefore a question of punishing civil servants who propose to play a role of illicit influence, whether real or supposed, on another public decision-maker, in return for a gratuity. Influence peddling therefore involves the connection of three people: the person who wishes to corrupt, the public intermediary who monetizes his influence and the final public decision-maker.


    As in the case of corruption, the intermediary may be a person holding public authority, entrusted with a public service mission or invested with a public elective mandate.


    

    The type of rewards is the same as in bribery: offers, promises, gifts or any other advantage.


    On the other hand, influence peddling punishes the fact that the intermediary abuses his real or supposed influence, with a view to obtaining a favourable decision from an authority or an administration. The penal code refers in particular to "distinctions, jobs and markets".


    For example, the offence of influence peddling is the fact that a mayor receives unlawful remuneration from a company to push the community of communes of which he is a member to award a contract to this company.


    The penalties are the same as those attached to the offence of corruption.


    The offence of favouritism (Article 432-14) is an offence that is committed in connection with a public contract. It can be involved at all stages of this contract: its preparation, award or execution, but also during a concession contract.


    Specifically, favouritism is the common name given to the offence of "giving an undue advantage".


    To be characterized, favoritism presupposes that four elements are present.


    •The first element is the author of the offence: it can be either an elected official, whether he or she holds a national or local mandate; or a person entrusted with public authority or entrusted with a public service mission.


    •The second element relates to non-compliance with publique procurement law: the person in question must have infringed one or more publique procurement rules. These rules are intended to guarantee two fundamental principles of public procurement, namely freedom of access to public contracts and equality of candidates. For example, at the development stage, it may be a question of underestimating the amounts or splitting purchases to artificially place themselves below the advertising thresholds, or of choosing attribution criteria that are known in advance to benefit a company.


    •The third element is the gain: the violation must have had the effect of procuring an unjustified advantage for another person. In most cases, it will be a question of awarding the contract to a company that has been given priority or of allowing it to benefit from abnormally advantageous performance conditions.


    •The fourth element is intent: in principle, for an offence to be characterized, the perpetrator must have the will to commit it.


    

    Favoritism is punishable by a maximum of 2 years in prison and a fine of €200,000. The amount of the fine may even be increased to twice the amount of the proceeds derived from the infringement.


    The offence of illegal taking of interest is defined in 432-12 of the Criminal Code.


    The objective pursued by this offence, which has existed since Roman law, is to prohibit the confusion between personal interests and the general interest in the management of public affairs. The aim is to guarantee impartiality in decision-making by public officials who may find themselves in situations of conflict of interest.


    To be characterized, the offence of illegal acquisition of interest presupposes that four elements are met.


    •The first element involves the profile of the person who may commit this offence. They may be civil servants, elected officials, people in charge of a public service mission.


    •The second element involves positioning in public decision-making. Public officials must have been entrusted in whole or in part with power over a company or an operation. This power may be either power of liquidation or payment or power of supervision or administration:


    •The third element involves the interest taken, received or retained in the business or transaction. This interest can be direct (for example, a mayor who grants a subsidy to an association of which he is president), or indirect, when it is held by a relative of the public official (for example, a public contract awarded by a town hall to a company run by the mayor’s son-in-law, or the fact that an elected official allocates social housing to one of his relatives).


    •The fourth element is intent: the offence must be committed willingly. The person concerned isn’t required to have made a personal profit from it, nor to have enriched himself.


    Illegal taking of interest is punishable by a maximum of 5 years in prison and a €500,000 fine. The amount of the fine may even be increased to twice the amount of the proceeds derived from the infringement.


    

    "Revolving doors" is a particular form of illegal taking of interest.


    Provided for in Article 432-13 of the Criminal Code, this is the offence of illegal taking of interest committed by a person who has left public office for less than three years. The goal is to avoid an advantage for a public official responsible for supervising or contracting with a private company in the hope of being hired in the short term, holding shares or being able to carry out consulting work.


    Revolving doors are punishable by a maximum of 3 years in prison and a €200,000 fine.


    ◊  The content of an anti-bribery program


    The AFA’s recommendations enshrine the principle laid down by the AFA’s Enforcement Committee according to which compliance with the recommendations confers on audited companies a simple presumption of compliance with the law.


    1. The development and adoption of a code of conduct defining and illustrating the different types of behavior to be prohibited as being likely to characterize acts of corruption or influence peddling.


    2. The establishment of an internal whistleblowing system to enable the collection of reports from employees relating to the existence of conduct or situations contrary to the company’s code of conduct; this implies developing clear procedures and clearly identifying the persons who must collect them.


    3. The establishment of a risk map in the form of regularly updated documentation intended to identify, analyze and prioritize the risks of the company’s exposure to external solicitations for the purpose of corruption. The risk mapping must target the sectors of activity and geographical areas in which the company operates. It is really a question of the company carrying out a compliance audit "mapping" proportionate to the company according to its size and activity. Risk mapping should make it possible to develop ways of improving certain practices.


    4. The implementation of procedures for assessing the situation of third parties, customers or first-tier suppliers and intermediaries with regard to risk mapping. It should be remembered that the major exposure to the risk of corruption comes from intermediaries.


    5. The implementation of internal or external accounting control procedures to ensure that books, registers and accounts are not used to hide acts of corruption or influence peddling. These controls may be carried out either by the company’s own accounting and financial control departments, or by using an external auditor (auditor, audit firm, specialized companies).


    

    6. The implementation of training for managers and staff most exposed to the risks of corruption and influence peddling, an essential measure if the company wants to comply with the duty of vigilance incumbent on it. Training must affect all employees, regardless of their hierarchical level or status, and according to their degree of exposure to risk given their duties. Supervisory staff must be particularly aware of the obligation in order to constantly relay and enforce the obligation.


    7. The establishment of a disciplinary regime allowing the company’s employees to be sanctioned in the event of a violation of the company’s code of conduct. It is up to the internal regulations to provide for and describe the various sanctions incurred (warning, reprimand, suspension, demotion, transfer, dismissal, etc.) as well as the procedure to be followed; it may be recommended to set up an independent committee responsible for sanctioning after the investigation of a case.


    8. The establishment of an internal control system for the measures implemented. It is a question of checking at regular intervals whether the internal procedures are actually applied. This function can be carried out internally or outsourced; a record of these audits must be kept; The conclusions of the audit, particularly the shortcomings it will point out, should be used to improve the system.


    2. The three pillars of an anti-bribery compliance program


    The eight pillars are taken up and detailed in the framework of the recommendations of the French Anti-Corruption Agency published on December 4th, 2020 are organized into 3 sections constituting the 3 pillars of an anti-corruption program:


    •a general section, setting out the general framework of the law and recommendations, intended for all economic actors, including those not subject to Article 17;


    •a section on the obligations of private entities;


    •a section on the obligations of public entities.


    The new recommendations also reorganize the 8 measures of the anti-corruption compliance program around 3 pillars to make its apprehension and implementation more logical, effective and practical:


    ◊  First pillar: the commitment of the governing body


    The commitment of the governing body is, in the regulator’s recommendations, its first pillar. Here we find the logic of the American FCPA regulation, enshrined in the Anglo-Saxon formula "the tone from the top" which means the inefficiency of a compliance program in the absence of a real commitment from a company’s governments.


    
      The AFA’s latest recommendations published in 2020 further emphasize the commitment of the governing body to the implementation of the anti-corruption program. In the event of an audit by the AFA, it is essential to be able to demonstrate the "support of the system by the management body" and the impetus given by the general management, as well as the effective control of its implementation through concrete measures, such as human resources policy, commercial policy or purchasing.

    


    This commitment is also determined by the articulation of the respective roles of the manager and the "Compliance Manager". This is why the AFA considered it essential to integrate the principles set out in the guide on the function of the "Anti-Corruption Compliance Officer" published in January 2019 into its new recommendations and, drawing on the lessons learned from its controls, to insist on the independence of this Officer. Therefore, even if this integration cannot give them any more binding value (neither the recommendations nor the AFA’s guides have any legislative value), these principles clearly become the reference for this function.


    Thus, the appointment of a compliance officer by the governing body allows him to ensure an adequate deployment, provided that he or she has the competence, authority and financial, human and legal resources necessary for his or her mission.


    In addition, the new recommendations insist on the role of the board of directors which, although not an integral part of the governing body as defined by law, must ensure, as part of its supervisory mission, the existence, relevance and effectiveness of the measures put in place.


    ◊  Second pillar: anti-corruption risk mapping


    Since the first recommendations of the AFA in 2017, risk assessment and mapping have been the basis of a compliance program.


    This approach is part of a risk-based approach that requires the company to understand and assess the corruption risks to which it is actually exposed before taking measures and procedures to effectively control them. The AFA recommends a six-step methodology, including the identification, assessment and prioritization of risks, the implementation of an action plan to ensure their control, its regular updating and archiving. The exercise applies to all companies in the group of companies.


    

    This pillar of compliance is also found in the American framework: The FCPA Resource Guide and the ECCP Guidance recommend accounting for risk factors such as the sector of activity, the geographical area, the size or nature of the transactions as well as the method and amount of remuneration to third parties.


    The AFA found that its methodology, cited in its December 2017 recommendations, has been widely adopted by companies. It therefore made little changes in 2020 to the provisions relating to the development and monitoring of corruption and influence peddling risk maps, while providing some interesting clarifications, in particular for systemic risks, and incorporating certain good practices identified during the audits. For the AFA, it is up to companies to "ensure the auditability of their own risks".


    The new recommendations provide useful clarifications on the concept of group mapping, without being too prescriptive: the AFA considers that companies must remain free to draw up this mapping according to their choice (by process, by business, etc.) according to their organization, the main thing being to be able to demonstrate that all the risks of the group’s subsidiaries have been the subject of an objective analysis, structured and documented and that controls for the most critical gross risks have been implemented to reduce net risks to an acceptable level.


    ◊  Third pillar: anti-corruption risk management


    In 2020, the AFA set risk management as the 3rd pillar, i.e. the implementation of all the other measures of the law (code of conduct, training, third-party assessment, internal alerting, controls, corrective measures and disciplinary regime), broken down according to the triad "prevention, detection and remediation".


    The AFA regulator (its control sub-directorate) verifies the relevance and effectiveness of the company’s anti-corruption program. It is up to the governing body to be able to justify its choices and adaptations during inspections: if a minimization of the risks incurred (and the measures put in place) were to be deemed irrelevant, it may lead the AFA to find the existence of shortcomings.


    As the AFA’s methodology is a constituent part of its reference framework, the company that does not follow it must explain and justify its choice, demonstrate that it nevertheless manages to meet the objective pursued by the Sapin 2 law and convince the AFA that the measures implemented and the methods chosen allow it to meet the requirements set by the law.


    

    
      The risk management assessment is carried out as part of the examination of the company’s responses to the new questionnaire and documents to be provided published in July 2021 containing the 8 measures previously described:


      • Audited entity (company presentation)


      • Presentation of the compliance department or any other designated official


      • Commitment of the governing body


      • Code of Conduct


      • Internal whistleblowing system


      • Corruption risk mapping


      • Third-party integrity assessment: customers, senior suppliers, intermediaries


      • Accounting procedures (anti-corruption)


      • Formation


      • Disciplinary regime (sanctions)


      • Internal monitoring and evaluation of the anti-corruption system

    


    These systems that contribute to a company’s compliance program are developed below in the section entitled Compliance tools.


    In addition to risk mapping and third-party assessment procedures, it should be mentioned that the AFA pays particular attention to accounting controls and internal control and evaluation systems of the measures and procedures making up the anti-corruption system (known as level 2 and level 3 audit). These three areas constitute the shortcomings that are regularly noted by the AFA in the context of its initial audit.


    3. Industry-specific anti-bribery compliance recommendations


    The AFA is committed to the publication of a number of sectoral guides and guides for companies, in particular SMEs and mid-caps that often do not have the resources of staff dedicated to compliance, in order to help them implement their program based on this principle of proportionality.


    This principle should allow mid-caps and SMEs to "dose" their program without having to implement a system deemed unreasonable in view of their characteristics (size, locations, sector, etc.).


    ◊  Compliance in the Public Sector


    Law No. 2016-1691 of December 9th, 2016 on transparency, the fight against corruption and the modernization of economic life, known as the Sapin 2 Law, provided for a regime dedicated to the public sector in its Article 3, taking into account the specificities of public administrations and establishments.


    The AFA’s recommendations aim to facilitate the achievement by public actors of the objectives defined by law by proposing the modalities for the implementation of an anti-corruption system. The anti-corruption system of the public actor concerns, in addition to its agents and collaborators, the members of the governing body, all elected officials who are not part of the governing body and the members of the cabinets and, if necessary, the volunteers contributing to its activities.


    The special regime for administrations has the major consequence that they do not incur referral to the Enforcement Committee, unlike companies subject to Article 17 of the law. However, the pillars of the compliance program and recommendations are strictly identical.


    In its new 2020 recommendations, based on the observation that public entities have not reached the level of maturity of the anti-corruption programs of private companies, the AFA decided to devote a specific section to help public entities implement their programs, accompanied by recommendations specific to their organization, the rules of public procurement and the principles of public accounting, while taking into account the great disparity of public sector actors.


    The AFA has published certain methodological guides for public actors in sectors considered to be at risk:


    •Controlling the risk of corruption in the public procurement cycle co-developed with the State Procurement Directorate, February 2021 (https://www.agence-francaise-anticorruption.gouv.fr/fr/maitriser-risque-corruption-dans-cycle-lachat-public-guide-pour-accompagner-tous-acteurs);


    •Controlling the risk of breaches of probity within Associations and Foundations recognized as being of public utility, January 2022 (https://www.agence-francaise-anticorruption.gouv.fr/fr/guide-pratique-destine-aux-associations-et-fondations-reconnues-dutilite-publique);


    •Public officials: the risks of breaches of probity concerning gifts and invitations, September 2022 (https://www.agence-francaise-anticorruption.gouv.fr/fr/document/guide-pratique-agents-publics-risques-datteintes-probite-concernant-cadeaux-et-invitations);


    •Practical guide for regions: setting up a system for controlling the risks of breaches of probity, November 2022 (https://www.agence-francaise-anticorruption.gouv.fr/fr/nouveau-guide-pratique-destine-accompagner-regions);


    •Practical guide for chambers of commerce and industry for the implementation of a system for the prevention and detection of breaches of probity, May 2024 (https://www.agence-francaise-anticorruption.gouv.fr/files/files/Guide%20pratique%20AFA%20CCI.pdf);


    •Practical guide for public health institutions: setting up or updating an anti-corruption system, October 2024 (https://www.agence-francaise-anticorruption.gouv.fr/files/files/GuideEtabPublicSante_AFA_Web.pdf);


    •Practical guide for elected officials of the municipal bloc to better manage the risks of breaches of probity, November 2024 (https://www.agence-francaise-anticorruption.gouv.fr/files/files/AFA_BlocCommunal_Web.pdf).


    It should be noted that a new third-party assessment guide is currently being distributed by the AFA, developed in consultation with the companies and their compliance departments that have been solicited.


    ◊  Compliance in the building sector


    The French Anti-Corruption Agency published its first sectoral guide in February 2022 concerning companies in the building and public works sector. This guide is intended to support them in the development and updating of an anti-corruption system.


    The guide was developed in consultation with the French Building Federation (FFB) and the National Federation of Public Works (FNTP). It is aimed at construction companies employing more than 500 employees and with an annual turnover of more than €100 millions, which fall under Article 17 of Law No. 2016-1691 of December 9th, 2016 on transparency, fight against corruption and modernization of economic life, known as the Sapin 2 Law.


    The result of the lessons learned from the inspections carried out by the AFA and the advice it has provided, this guide highlights the points of vigilance or risks to which the construction sector may be exposed. It also identifies the best practices observed within companies in the sector.


    The guide is structured around the three pillars of anti-corruption mechanisms: commitment of the governing body, risk mapping, and prevention, detection and remediation measures and procedures (https://www.agence-francaise-anticorruption.gouv.fr/fr/premier-guide-sectoriel-pour-accompagner-entreprises-btp).


    ◊  Compliance for small businesses


    The AFA published a practical anti-corruption guide for SMEs and mid-caps in December 2022. Aware that SMEs and small mid-caps do not always have the human and financial resources as well as the necessary expertise to implement effective anti-corruption measures, the AFA wanted to support small businesses.


    Small and medium-sized enterprises (SMEs) and small intermediate-sized companies (ETIs), below the cumulative threshold of €100 million in turnover and with more than 500 employees, have no legal obligation to set up an anti-corruption system. In practice, their stakeholders (bank, suppliers, customers) look for the existence of a compliance plan that testifies to the integrity of the business.


    Developed in consultation with the Confederation of Small and Medium-Sized Enterprises (CPME) and the Movement of Intermediate-Sized Enterprises (METI), this practical guide aims to enable SMEs and mid-caps not subject to the Sapin 2 law to protect themselves from the risks to which they are exposed, thanks to educational sheets, illustrated examples and practical solutions, accessible to as many people as possible (https://www.agence-francaise-anticorruption.gouv.fr/fr/document/guide-pratique-anticorruption-destination-des-pme-et-des-petites-eti).


    ◊  Compliance in the sports sector


    The AFA published a practical anti-corruption guide for sports federations in July 2022. The guide was drafted by a collaborative working group, composed of representatives of the Sports Directorate, sports federations, the CNOSF and the French Anti-Corruption Agency. Its purpose is to enlighten the
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